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MU =) ZIA I=PN
T HwA W, @#i%ﬁﬁ#ﬁ%%ﬁiﬁb 800 = 15 5 45 1
IR LG BN, 52 A 1l 1) i R AN
SEMTAT Hello 755
T2 VA% TR VB B e A R 500 = 5 15 75
T e 4GE BEH 14 i A A= it o 2B 5% 15 7
i%&%%m WAsAT, (HARIER N B S EEE O |5 B 25 75 %
1o
BLERZ

WD) Bt 5 S R R 2

DI IR B BN S & RSN, RS PATIBITRCE E B
PR ViR LR Fd ATIE L PR 2 Ay NG S E 7 b ZEE F R N

EI%EﬁﬁMW@* ARSI RAE T B AR SR N R S B AR BUE AR AT &,
WHE M EEUMN S R Sh e T A Witk AENAD B IERIZAT R, fERGAT W H AR fir &
AMEL%H%%&%l%?IH%%%&%EWO

S AR HYIA RS G, G T Y (FES 3 WA failover i 2 FR41)
ﬁﬁ}%u%ﬂﬂ*ﬁ%%m%ﬁpﬁﬁ*ﬁﬁaﬁ SHPTFER,  FE A LI ASA #l 6 2 Woni &
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| e
“Beginning configuration replication: Sending to mate” ; SEJ&H, ASA B/RVHE “End Configuration
Replication to mate” . FR#EHCE 1R/, EHInTReTGE LR 2 L8,
ERNBLE MR & L, BB ANATAE TIsAT AT o B8 DNIZAR P R A7 L o OB L B PR AT B TN AT o 51
tn, fiﬂ%/iﬂ%ﬂlﬁi@]?ﬁ%*, TR A 1 AT F RPIRES IR & B R G HAT A PN write
memory all M4 . A a RN E R, 2R R4k S LA E S N B NAT .
~
AR ARSI, fﬁlﬁﬁﬂﬁﬁ’lm%iiﬁu)\ﬁﬁ i 4 1] e TG IE A S B0 A5 R e, JF HLAEFROT 1 ik
% PR A R O I B o5 . FERCE SRR, Nk S 7R MR D T A — e
RPN
XA E
BB P ANEHILL N SO AR E A A, IS T2 X e se i, DA E AT :
* AnyConnect % F' ¥iij BLf%
* CSD W%
* AnyConnect % /7 3y I & S
ASA 7% {E cache:/stc/profiles "' [] AnyConnect 25 ity It & SCAF IR AF SO, AN AT il
LENAF UM RGP IS 24 AnyConnect )/ Ui O B SO R HI 2 26 A, TEHATUL R
IR
o fE % L write standby i 4.
o FE A A b Y OB A
o HUPTINEA .
o AHUEPAUA LI (CA)
* ASA W%
* ASDM Mt
¥ E

JRBNJE, A E B BRI & ORI BRI T B . AR IR ORAT B A7 A g

T4 o

HI '~
76 R/ A, AE RGPATA N TP Ay A S B R D A 1 AR T 3 RPIRAS )
e
RAE BT v A LRI 345 B A 22 SEE A D .. ET N —IRWIIGE & R, X
S R TR
DL fir &2 2 245 FH ASA:

* % mode. firewall F1 failover lan unit Z M8 BT A L E 2
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* copy running-config startup-config
* delete

* mkdir

* rename

* rmdir

* write memory

PR v & A B 24 H ASA:
* [%: copy fir &4 AT 1K) copy running-config startup-config fir 4
* Bk write dr 24N BTE X write memory 4>
* debug
* failover lan unit
* firewall
* show

* terminal pager 1 pager

FEHE R BV S e ) e R P R BV EDRTIAN, IMA B i BRIE AT E . B et
K AN PCESGLBIMAB S, AT e BRCE R . AU BB B E RO, WA e
LI P A BER P E .

HC B ) 5 Th e I AL P e B R K B A N 45 A0 5 FH W 46 IO G B 4n SR AE 2 T4 N
W PSR VGRS, WD AN B4 Kk s 4l B R0 IF EE N HA . 6 Ih AE AT S8l sE P i)
HA X455, JR4ai ey DA .
i &[5 45 HE4% B9 A ) A0 BR 1)

* 7F ASA 9.18.1 Je B i A BRI A I C i R D AR AL T g

* ASA 2SR U 5 58 4 0 B ) 20 9 1) 3R 2 1 S U 3 R S RFIC 22 ) AP LA DI RE - AT SR VRAE
Jr ST R B HTIN N SIT] BUASER SR M o

o WRMC B AR ) IPsec T, WML E RO TERL, IR I BE s Al T e o ok 5
HMEA .

* WIRAE I B)AS ACL 2l SNMPV3 L& ¥, ARG E [REP A Dh RETE AL

* BB LAN BEE ER S (1 58 BEBC EA W ERUAT A AT R0 o A6 3 045 0 46 s 45 2 T [
BEDIHAES N, A BCE RS DIRE, TR HAT SRR .
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BIEERERTML
JFHBCE R RE)G, REESERARGHEH L, Woaatt AR &I & B SR IE
AETTULHS, sEBRAEEN Z R CRI. REEH G2 B WK BT K BRI LA Wi By

2L I 1A o
LN & e & A B .
* show failover config-sync checksum
BoRA KB ARSI AR
* show failover config-sync configuration
R R IC BRI A5
* show failover config-sync status

R ICE FP AL D RE RS -

KT EREHSERED
T/ P B e i VRIS AL 25 ] AS AR Wb BE s (R ZhBE . 4 B BEa R A ik bs iy, 4 B
AR et o
\}
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B ERR&ERE
F B AL LU J5 e -
c WERFGBEABN, FERIN R AE AR O BB AT, Wit o ok & M B
s MR BB AD), I BRI B SEK, W% 2 o EHIB .
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BS WALEE X

ASA [ THZ I ASAV IR D)4 /F R IE

Firepower 1010 P Ve AT SR AN 2 VF R UE . 152 [ Firepower 1010 (1 b 4% B V5 THIE .
Firepower 1100 i 2 [ Firepower 1100 ¥ 4% 4 VF vl ik .

Firepower 2100 2 [ Firepower 2100 [F)# SR V0T 1k

Secure Firewall 3100 |25 Secure Firewall 3100 (1) f 4% #% 12F Al Ik

Firepower 4100/9300 | {52 3% FHl T~ Firepower 4100/9300 [ b i B 17 T 3IE
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AR TEASIKAES: fERDEIEUUT, 45 1SA 3000 R LAHBR 1Y) PAK G50 IE2 4 . o L% 4]
SHRHT 0 LRk, U B EDH AR R Sy s A, SRR AR T R D) 4%

S YIiRYE

(EE=XL ¢
o A SRR SRR 1 A/ AR
o TS, HERGHAT M PAT AT PR, BRAES S .

BSXHF
* Firepower 1010:
o fE ISR, ANNAE A B L I D g T A e L I AERE A rhisdT, Db e kst
FEE B M e AR . SbR e 5 AE D BRI % B, (HIkDhRE A2
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o ACAT A )5 K Bt VAR R O A% e

* Firepower 9300 - FRATEE AR FHHLAA ] b D1 46 LASE B AR AT A%

o TS 2 J2MER:, A SRR R W ) e fE 28 HL 25 4% (W1 Microsoft Azure Fil Amazon
Web fR%5) LA ASA EHL. J31ES R A 2 b it v a] FH PR s b 46k

BT ASA [ EpE YR LI S AT A

] ASA HEAUL QUSSR IR, 75 SEHAN [RIWUR e £ A I 2 RES ASA B 2R 58 4 At
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IRe I REth 22 B 50
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PNEALIN, SBE ANPHZEARAS 30 #0550 #0. i AL FRHIZEIRSH, @R EER, BalLl
HRIEAZHHL G ] STP PortFast Dyfg:

interface interface_id spanning-tree portfast

WA R T 1008 F) T 3 2 s e B ORI e A e L K AL . BERR 4T JFIN, PortFast D fig 25 32 B
giig Ve B STP 3 R 1Zm 42 STP. R, W 5oty R PRER (K —30 4, W3 1) g
o4y STP BHZERIA

LR DI AEI, 7EHE B ASARLRE VIS 0SS Bl LI B 0 240k, 7RSS FECLS
FUL /22 4l 1 RO SR 022 2 MAC BUIHES 8 5350 A1, ACHeBLI I % 4T fie
BRI, &R

i T e — G s BRI iR 1025 MEO.

1 /4 SO D)4 VPN IPSec fid, JoihffiH SNMP lid VPN B i Va2 3 % 4 f 4%
. &R &RAAN VPN BEiE, 5K NMS B a. 807 LSO 4 2 e
IHAER) SNMPv3, [RIANTEE IPsec BEiE

X/ R D), AN SAEAH R ASR ZH 0 EAH R S e AN 1
X b U, B2 vl LUoE A s DI e

DR e cAE VS oA < Kl A I E O il| 53 ) E AL v B 5 9l R B A B (I E VS B RS
B St R IR HE DI AL 0 B A S SR BOA M IS SR DI e 1. ABEMBR C o
P W R AIE /ST

WD, ZR S8 H T S AU R S7 B8 A Wbt D)4 42 1 i i J LA
N T RS (ESE DI, RG] HA F E AR AR AT E B sl il SCIR R 4 1

R ASAEVPAS R IO HA bR g, RO DES MEAT N o w86 5 4 i 1
R VEN B, MR AR AE T B A sG] AES. (RIt,  WUR AR GEH TR 5 R =08 A 30,
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BRI R, MR ERIER, WA BRI AN BB . SR MR A 2 BT ANEL
BCE NS o W0 SRR PPA BT BT ORGSR ARV W vt 22 A M B3 n 5

A% EL A WO DI D RE R SNMPV3 I, W B iR ) 4 e 4%, W) SNMPv3 I AN i 3
W&o LK SNMPV3 JI P S8 In 20 2 e as,  BAaiI P SRR e % B, ]
DA AR deg BN INAH  o BORC S BN, ik el E & BN snmp-server
user usernamegroup-namev3 i<, BCE ELHEAT H AN # 21 priv-password i iR auth-password
TP e e ) % FH 4%

ASA ANFLLE H AL 52 SNMP % 7 i 5 | 8 55 4
WER A KR U ) P R NAT AU, D0ACE Nl e S PHLIEE e & E o, SR H &
T B K I 8] A Bk ) 4 F st 5o IRAS . X B4 S s el i 451 &5 B SSH 2515 HE4T 52 41134 1)

R A IRE ). B A E S IMERE, 1548 asp rule-engine transactional-commit
access-group F1 asp rule-engine transactional-commit nat 74> >4 75 [ LA NAT 5 H F4548

NN
~
o

L
e o A G I vy m A0S o (0 8 % DR LI o 5 B R0

ZNGE

firepower#show clock
01:00:52 UTC Mar 1 2022

01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022

r ] PE GBI R AL FEE I B DU 23T [F) 20 I ) — S8 = 4

QI ANFTH HA X

* HA © W CEB gl

o WD) L B SR A T O EDRT T

* & no failover/failover &% configure high-availability suspend/resume (J& /954 CLISH)

[ SR TR S TN

?'j;ﬂ?/ﬁj:iéﬁﬂ@ ASA/EH I HA X, [R5 AGE T ASA/EUP S8 25 N, 1 ANIE AL
i

JAH HA 2ol ER T A w1, JFaAE HA B “Wa3)7 R )5 B Inix e . 7Eit
BrBL EATRES B RIER Z RN DL .

RGP B o it 5 L 0 el I 7 A v T P U BT Al B 9 o 6 L P P A B
A7 BC B AR Dy BT 38 = U BB B o SR C B, DRI iy mO P P AT T DA P st
# CHA) Q. g, WERAEBA T2 B0 B A IR BT RA (RMA) JEAT SR, HA #
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WAIFEPT B, WIAEQIE HA JE), WG s & AR 0SB Be s, DA APTI% (1 32 e 44
PR BRI

B )R B BN E
FRINTE UL N, MmO e a5 LR A7
o AR MR DI rp ANREAT HTTP &4
o AN R S BB D4
 FEERRI A 5 R
* P RFFINTA] D 25 70
© WA RN 17D,
o WARFFIN TN 15 70,
* AR ST .
s WA .

fc & E /& AR )%

ARG /A AR 4, U £ e A AR B i L E B AR e ) e e B . A A TS AN AE
B LT, RIGRXLBCE S FE BB B .

AERIERAHEREE FRE
A AN L U B (0 8 . SRR T 16 0% bR
B B R
Foti 2

o AT A BRI R D) AR S E B AN T AT LV A6 TP it o B SRAECRE 31 07 1 P HE RS
FIF RN R, S AN EEBC B4 TP Mhudik. i SR04 DHCP BC & TAR M 1, R Joik n AT
B D) o

o 3527 Rt ) SRR A B M I R nameif .

o XT2SEE, WEEREPAT M AT . S S DI B R E AT, TR
changeto system iy 4.
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failover lan unit primary

Tt A b ) $ B i P 11 -
failover lan interface if nameinterface id

i

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

SRR AR AR S EA T (R AR BERR RSP
if_name Z (] i3 0E 48K

interface id Z4(n] L& Sds Bz 1. ¥4 11, ¢ EtherChannel #11 ID. 7F Firepower 1010 |-, 1%
BIE Ry kB 0 ID; ANAEFR @ AC bl 1 ID 8k VLAN ID. Firepower 4100/9300 AJ DA AT ] 51
PARAB

Nt R D) 45 B 1 0 P AN 26 T TP ik

failover interfaceip failover_if_name {ip_address mask | ipv6_address/ prefix} standby ip_address

IR

ciscoasa (config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

B

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

PR R AT AR T Lo e AT LU 3147 (255.255.255.254), AU E AN TP Huhk.
169.254.0.0/16 F1 £d00:0:0:*::/64 & N FBAE FH T M, ASGEH T Wb 1) 4 Stk 2555 1%

# 11 IP Huhib A 200t ) 1P MU hEA T F) — 1.
JE P I L 45 e -

interface failover_interface id

no shutdown

T

ciscoasa(config)# interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CRIE) W SRARELAE APIRABERR (K AL 1, Fod dedi 1
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failover link if_name interface id

T

ciscoasa(config)# failover link folink gigabitethernet0/4

WURANTR E BB 1, )i s D e T IR S B B
if_name 2 n] 4 45 € 4 7K
interface_id 24 n] U2 s 842 (1. 7481185 EtherChannel #111 ID. E Firepower 1010 |-, 1%$%
PR KBS #2111 ID; ANRESR € A Hebl 11 1D 54 VLAN ID.
PIR6  WAREIRE T MRS, T LR = A% IP kb 2y e 45 IR A BE R -
failover interfaceip state if name {ip_addressmask | ipv6_address/prefix} standby ip_address

i

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

£

ciscoasa(config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

SHH kS A AN ] i ) e s s AR AE TR e R RT LR 314 (255.255.255.254), N ALE
PN TP ik, 169.254.0.0/16 F1 £d00:0:0:*::/64 & P 3AE AT W, ANEeH T b ) 4 sl R A 85 %

1 1P HEHE 055 T TP ML T T,
SRR e, B
WS ARE T IR B, T AR A BE B

interface state interface id

N
&
~J

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if)# no shutdown

WER BRI IR B, 1Bk HOP IR
PRSI TEPAT LU ME A, DU S R D) AR R L 10T A -

o CHIL) {EVA Z IR ) MR A %L 22 57 IPsec LAN £ LAN B&I&, LU P (i it
ZELSIARR

failover ipsec pre-shared-key [0 | 8] %4

T .
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ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

2 key IR KL N 128745 € M 6 e LR IAI R P e 91 IKEv2 H] T 7 f%aE .

WA B2 GESRCE L5600 , WZEHSAERE P INE . i F NI E S (g,
M more system:running-config 4yt & D, WIS A 8 SCBE T N S . BRI T Al
0, FHIAINES (128

failover ipsec pre-shared-key 7t show running-config fii i i on A #%%%, IX R 2] 1L HE
il

DA AR MG B D) B RR A BB o, OB DIl CRUASAE dy & S AR Aoz o il &
RIpTA SR Y1) KR WISOB A

fe R E F IPsec INEE AL S failover key IN25. G R [E N ECE R T7%, B IPsec. A
T, G A SR, AERC E TPsec I 2 /i 20 1 S no failover key i 4 I 4 e s 1) 45
4.

R V)3 LAN 2l LAN FEE AT IPsec (A VPN) 4 A[IE.

CRTIE ) 0o B D45 FHUIR A B iR P e o D) 0t A5 0047 n 35
failover key [0 8] {hex key | shared_secret}

ZNE

ciscoasa(config)# failover key johncrlchtOn

1 2] 63 ANFFF11) shared_secret, 2 32 MEFFIK hex key. Xf T shared_secret, & LT
EAHAMEHET . FREER AT o IR N UER S P T A N % . e G
WA LA R 5 o

WERATH F 500 GESRICE F%0) , WL a el g2 S Aeml E b onss . Wl
e g A (B, M moresystem:running-config #ith &4 MR & 8 Jek s [ L=
AR SRR . BRAEDL T AEA 0, SREIR N %45

failover key 7t show running-config %t H1 7 Ay ks SOPlEHE % B L 520
I SRR T B B D) BRRAS BB N, MR D) 3adi 5 (RO e w2 SR AR (R e
BT S 8D KR H SR

LI Jo kD)
failover

PR R RGN E R BN A

write memory
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| BidrEEBTmE RN

nxmepuansrsnze [

Gt
LUR 7R i e 3 e (b ) e S 4

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3
no shutdown
failover link folink gigabitethernet0/3
failover ipsec pre-shared-key a3rynsun
failover

A E R IEREREYRECE R

FERBh e A% b T B R D) e B . eI B A T IR ey Aok S W AU T S . AE R
oW JURCE A A B A% I, PG 2 1) R ME— 7k AP 22 ) 2 failover lan unit 74, %4 Al
e R E W& B, ek,

FHIa Z |l
* WA DHCP FCE TAEMTHE ek o n b 4t .
* T2 N ISR A BERSIC B nameif.

* XT 2, EERERAT R BT . EMZ SV B RGEHAT R, TERA
changeto system iy 4.

UK

70 % EE B E MR a4, failover lanunitprimary fir & 4h. 503, %n] LUE T failover
lan unit secondary iy A& 1% a4, HIXHAELT, KA secondary EBIANKE . WS04 EH/&
P e il & %, 5 23 T,

#iln

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config)# interface gigabitethernet 0/3

ciscoasa(config-ifc)# no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config) # failover

FR2 WY E D 2, 2R B R BN A7
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ciscoasa(config) # write memory

o & X F/E AH&SBEY1#%

AT AT C B /3 T 4 o

A ER/ERSEYIRECE Fix
REACYS AT, BT A R L b 0 B o OB T 754 L
B 7 5 L
it 2 B
o R PP S 2 BB

o R AR BEM 2 Ah, FRATTE USRI 5 b AT Qe URE R U4 10 8 e e D i %
FHIP Huhb . an S5 506 A 31 A2 F RS, 15200 E & 1P Huht. 402 4 DHCP i
BT, B TCY A D)4 o

o 352 R ) SRR A B M B R nameif.
s LERGPAT AP SERATE o EMZN S U B R G472 00, %A changeto system fiy
A

~ o
UK

TR BB RIRE N T
failover lan unit primary

PIR2 e EHIEME D) R R
failover lan interface if nameinterface id

il
ciscoasa(config)# failover lan interface folink gigabitethernet0/3
W VAN AT AR HoAth F 3 (R IR RERE BRAD)

if_name Z 4] 45 E 4 FR .

interface id Z¥ Al LU B BE 1. 18 11 8k EtherChannel 4% 1 ID. Firepower 4100/9300 AJ LA
FATAT B S A4 1

B EsuEEsInETRY
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B EREBEI S A

wxpERuansressizs [

h OB D)3 B R 23 TG T2 AN 1 TP Mk
standby failover interfaceip if_name {ip_addressmask | ipv6_address/prefix } standby ip_address

TP

ciscoasa(config) # failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2

ciscoasa(config)# failover interface ip folink 2001:a0a:b00::a0a:b70/64 standby
2001:a0a:b00::a0a:b71

SRR A T AR R A1 e e R LU 314 (255.255.255.254), A& AN TP Mk .
169.254.0.0/16 i1 £d00:0:0:*::/64 & N FRAE 1M, AGEH T Wik ) 4 etk 2855 2%

2 M 1P Motk o200 55 A 1P kAL 1 [A) — 1~k
Jet B ) 45 B 1 -
interface failover_interface id

no shutdown

TP

ciscoasa(config) # interface gigabitethernet 0/3
ciscoasa(config-if)# no shutdown

CAJag) G RAR AT HPIRABERS (0 Sl 11, fis e sk .
failover link if_name interface id

il

ciscoasa(config)# failover link statelink gigabitethernet0/4

FAT T A A P R D i ) — AN BAMCIR S BB o W RN I SR 1, O R ) i
TR B o

if_name 2% n] y # R E A4 R

interface_id Z 4] LB PR 1. 45118 EtherChannel #211 ID.

ARG T HOMKPIRA BERS, W] DU TR 96 TP ik gy e 2 IR A HE 2 -

B HE R AR T AN )T s D) e B i R A 7 e b P AT DU 3147 (255.255.255.254), NS
AN TP Hudik . 169.254.0.0/16 Al £d00:0:0:%::/64 & N FEAE 109, ASHEH] T~ 1) e mloth 25 55 14

2 HI 1P Huhib b 20 b5 5 1P M hEA TR — 1
UR ORI RS HE R, 1B OV IR

failover interfaceip stateif_name {ip_address mask | ipv6_address/prefix} standby ip_address
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TP

ciscoasa(config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby

172.

£

27.49.2

ciscoasa (config)# failover interface ip statelink 2001:a0a:b00:a::a0a:b70/64 standby
2001:a0a:b00:a::al0a:b71

PR WRETRE TR R, 050 RS HE RS -

interface state interface id

no shutdown

i

ciscoasa(config)# interface gigabitethernet 0/4
ciscoasa(config-if) # no shutdown

WK SORAS RS, B DR,
SIS (AT HUTOLFAE—Hff, LU SR IB AR A BB 1O

3

CEIE) B 8] B ) MR A BE B 457 IPsec LAN $ LAN F¥IE, LU A7 (i b
ZELSIARR

failover ipsec pre-shared-key [0 | 8] %4/

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

% key IR BE R 128 745 e P& ek LR FI S 9. e 91 IKBv2 H] T 7%l .

WA B GESRRCE BE) , WiE P SfERCE e . wURMNECE S (o,
M more system:running-config firth =D, W EAH 8 S v I s P, BOANEOL ML
0, RUIARINE K

failover ipsec pre-shared-key 7t show running-config %yt i 7 g %%, SRR P ICIEE
il o

U AR MG B D) BRI I, OB DIl CRUARAE dy & R AR Aoz il &
RIFTA SR Y1) KR WISOB A

ANRERI AL TPsec I ML ZE failover key I o G AR [H] N id B R ik, K5 AEH TPsec. A
oL, R A, AR RC A TPsec I -2 i 20 5G4 H nofailover key i< IR e b 5t
.

M) LAN 2] LAN BEIE AT IPsec (A VPN) 1] E,

CRJIE ) 0o R D45 FHOIR A B i P o D 50t (35 AT n 5
failover key [0 8] {hex key | shared_secret}

B EsuEEsInETRY
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ciscoasa(config)# failover key johncrlchtOn

i Fi| shared_secret (1 % 63 ™NFFF) 18 32 MR +oxidkdl %48

%}T shared_secret, #EnDUTEA AR T . PR SRS SB35 4
HFA RN %8 e W6 s LA R %8 .

WA E%0S GESHICE %), WL a2 il & s . Wl
B e & H (B, M moresystem:running-config 4t &2 1D, TG & 1l 8 Jeil 7 e () JL =
AN BRSO MR 0, SRR A D .

failover key 7t show running-config it H Sk 7= oAy s X Rh A 2 P 0V S

TR AT R D) B R A BRI s, MR D30l A5 (LS AE & Sl R R 36 (A I 1
T S0 B 8D K R I SOE .

B MDA 1
failover group 1
primary

preempt [delay]

Tl

ciscoasa (config-fover-group)# failover group 1
ciscoasa (config-fover-group) # primary
ciscoasa (config-fover-group) # preempt 1200

HH, ATLORAL 1 o iess B, KA 2 rRCA BB . PN RBE DI AL A OR BB L
W EPRES (AMEEANIEURN EZ), H—EREXERRENPRE) , AFBZAN T
LN E . UfRE AR TN, preempt iy &S b DI 41 A S E e AN FEHPIR
P

BN o

T LU N T IR delay (B, B E MO DI 4LE 3R € W B B33 ERPIRASZ AT, £
ORRE PRSP ARETER Y 1 2 1200,

AR PRS0, e S 2SR, LB IEH M AL T 2 AR A R Wb ) 48 4 i £ 1) B2 2% v
il k.

IR TFZAT BRI, W< 20 preempt fir %o
GU MR DI 2, JERG LI R B B A
failover group 2

secondary

preempt [delay]

i

ciscoasa (config-fover-group) # failover group 2
ciscoasa (config-fover-group) # secondary
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"

ciscoasa(config-fover-group) # preempt 1200

HENGS I S I SO B, SRR 52 Be s W 1) 4 20 -
context #4 K
join-failover-group {12}

TP

ciscoasa(config) # context Eng
ciscoasa(config-ctx)# join-failover-group 2

XM SRR I 2.

BT A3 BE 1 52 A B0 B B0 D) e ] 1. B BRI SR LIS a0 ed] 1 (bt ARk
LAY 2.

JA b ) 46t -

failover

e RGURC B ORAF BN A7

write memory

Gt
PR 7 B e 3 e (K B ) e S 5

failover lan unit primary
failover lan interface folink gigabitethernet0/3

failover interface ip folink 172.27.48.0 255.255.255.254 standby 172.27.48.1
interface gigabitethernet 0/3

no shutdown
failover link statelink gigabitethernet0/4

failover interface ip statelink 172.27.48.2 255.255.255.254 standby 172.27.48.3
interface gigabitethernet 0/4
no shutdown
failover group 1
primary
preempt
failover group 2
secondary
preempt
context admin
join-failover-group 1
failover ipsec pre-shared-key a3rynsun
failover

B EEERASA AN
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A ER/ERASREYRECEHEIE &

Ni

ER B A% b TR R D B B . S W) A T X ey AR S AT . X
HW HACE RIEB B A, PG E 2 B ME— 7K A 22 52 failover lan unit 474, Za 4l
e R a W& LS, kg,

FHIAZ Al
o HRAE S HI AR Y 24 S U8 F 216 5
* WL DHCP BCHE TATATHEE O, SR G108 F b )45
* W21 A W DI AR HE B L S nameif.
s AERGHAT A h e AL T o BEAIZNE U EB R G AT 4% (0], A changeto system fir

2
UK

Efﬁ%igﬁﬁA%%ﬁﬂmﬁé,WMHMMWWWMWW?V% o, fnl U] failover
lan unit secondary fir &0 %4, (UIXIFEAELT, K24 secondary JEERIA B E . AT ZE4 A
fmwamwMMmmeagmmﬁé,Iﬁﬁ%ﬁé%ME&%Eﬁcm 5 Ay = /3
DIele s F s, 528 It

Bl

ciscoasa(config)# failover lan interface folink gigabitethernet0/3

INFO: Non-failover interface config is cleared on GigabitEthernet0/3 and its sub-interfaces
ciscoasa(config)# failover interface ip folink 172.27.48.1 255.255.255.0 standby 172.27.48.2
ciscoasa(config)# interface gigabitethernet 0/3

no shutdown

ciscoasa(config)# failover link statelink gigabitethernet0/4

INFO: Non-failover interface config is cleared on GigabitEthernet0/4 and its sub-interfaces
ciscoasa (config)# failover interface ip statelink 172.27.49.1 255.255.255.0 standby
172.27.49.2

ciscoasa(config)# interface gigabitethernet 0/4

no shutdown

ciscoasa(config)# failover ipsec pre-shared-key a3rynsun

ciscoasa(config)# failover

e D) e ic Bl B P S, KRR SR A I N A7

ciscoasa(config)# write memory

R AT, W RRAT SRR VI AL 2 ARSI e BAE T EADIR:

failover active group 2
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BB nETAE |

B e=asummnsy

Bo & AL SfE )R S%

T LI 2 SCREBR D)4 3

BB R F A EMMIZE
ﬁ%@ﬂ&$ N S HIMBOARE, ESRRED R EOARCE 5 23 L.
EREL S IS s R IE N 2 I O
FrIaZ |
* TR RN, WE RGEHAT A R PR E X L
o W BB A TR I AR L e B A I (BFD), 1523 54 LA B
* 1R Firepower 9300 £ 4100.
AR /&
o PR F AR 2

B2

PR BRI R WA CR R N 1)

failover polltime [unit] [msec] poll_time [holdtime [msec] time]

i

ciscoasa(config)# failover polltime unit msec 200 holdtime msec 800

X =R/

polltime YA~ 1~ 1 1 15 Fh 2 8], B3 200 A1 999 2= b2 i), holdtime yulE /T 1 F 45 F22 [6] 5k
800 3 999 Z b2 [A] oy N PRI DRATF I THE AN BE /D T- U8 S0 I (] 1) 3 £ o BB A I ()b, ASA
AT R BRAC I 280 B A A WA DA o (LS, A IR I 3 ZE R, SRR A 2 S BN D ZE I D4

UR A AE e A 300 P A A s D)0 5 (P i, U T A A T AR (K
WRAEDRRFIF ] A, IR RISR AR 45 B g OWA N, B s A A A b, o Rl e o o

e, W B AT, MO B Bk

FEER/ERBGUN, BT DOD R G BB IR (HAGE R R DI 2 v B R

TR2 AR AL E BFD.

JE WA B AT BE S 7 CPU i I A< s N S B R E . BFD JiiZd /A X, Brbhis CPU A

my FHIZ AT,

a) & CE TR DI Has ARG () BFD BAR -
bfd-template single-hop template_name
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bfd interval min-tx millisecondsmin-rx milliseconds multiplier multiplier_value

i

ciscoasa(config) # bfd template single-hop failover-temp
ciscoasa (config-bfd) # bfd interval min-tx 50 min-rx 50 multiplier 3

min-tx $& & BFD 45 il B 9k A 3% B D) 40t SR IR R . JEE AT 50 21 999 =P 2 [,

min-rx $5 & T Ik B M 3o 25 R 1) BFD #3515 s % . Ju AT 50 2] 999 b
Z 6. multiplier 5§ 45 BFD 5 B0 SRR AN T FH 2 iy b 25U ok ok B 12 R ) 3606 45 (1) 3% 42 BFD
P BE . JEE R 3 F) 50.

WeAR, 3 m] DA AR P (5] N R B B iE s 352 [ A1 BFD BiAi .
b) JyisfPIRM K H ] BFD:
failover health-check bfd template_name

i

ciscoasa(config)# failover health-check bfd failover-temp

P3O B R A AR I ]
failover polltimelink-state msec poll_time

-
ciscoasa(config)# failover polltime link-state msec 300
Ja 2 300 %2 799 b, BRIATGOL T, Wb DI R B> ASA BERE 500 A0 A — IR H 42 L

HORAS . BEATLLE E SCRWIN ] Bildn, o SRR R I () BN 300 2245, T ASA W LS R iR i
e AREV(SID Yo URPIE

FEER/ERIBGCR, BT DUN R G REE IR (HARE N B W U e 2] ¥ B s
P4 WENERT ISR R

failover replication rate conns

T

ciscoasa(config)# failover replication rate 20000

/N KT R R TSI S o BRI B OGHER 7R B/ BB, BT LUD RS E
s EARE R MR VI 2 B A R

WIS SR B Ul Sth BRI AT AT N S R D g -

failover standby config-lock

BRNEOL R, RV TR/ 5 B TRCE, HARGERER FEEHE.
W6 OB $8 78 1 5 I s 4L
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BB nETAE |
ELEME IR FHMERE

{| } failover group1 2

T

ciscoasa(config)# failover group 1
ciscoasa (config-fover-group) #

ST A HTTP RS
o TR/ B
failover replication http
o NP/ AR
replication http
LAVHERSERE TP A8 HTTP &8, BFFEE H HTTP &, ATEBUS FHHTTPIRES E il
P23 EH T8 P i) 48t R DA 5 P 38 4 IR HTTP Bdls i 45772 4838, BT LA show conn count
e RS SRS TR B R A R EGE; WA LR B R R i 4
W26 W & B LG BIAH R 2
SIR8  VWE I R AR MU I () e ) 46
o % T AL
failover interface-policy num [%]

2R

ciscoasa (config)# failover interface-policy 20%

X3 /3 R
interface-policy num [%]

IR

ciscoasa (config-fover-group) # interface-policy 20%

BRONIEOL T, — /M D2 2 30 )4 .
TEFREHE D R e HE I, num 800 AT 1 3 1025 2 06
LEHR S UK T A8 LI, num 400 A1 1 31 100 2 1)
724 I € AR e IR SN TR
o 03 A R
failover polltimeinterface [msec] polltime [holdtime time]

R
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ciscoasa(config)# failover polltime interface msec 500 holdtime 5

X3 R/ A R
polltime interface [msec] polltime [holdtimetime]

IR

ciscoasa (config-fover-group) # polltime interface msec 500 holdtime 5

* polltime- 1 B [ o 45 (A A IE T MU Ky (0 2 TRV O S A I T o A& I TR A 28 A T 1 20 15 b2 )
U SRAG I AT () msec SCHE T, WIHTRUES T 500 £ 999 2R 2 (A BRIME N 5 7.

hol dtimetime- 13 & M S 54 15 4% F S5 I 2 il Hel lodiy B 5 16432 1R DARR 2 38 LS 4R 22 )
IR (FENTEED o e iR IR KRR S 0] % & holdtime / 16, 5 RLEEHY 5 2
75 ¥ o BROMEAFC WIS RIS o NI ORdae I TR AN R T e 2 R N TR) 1 5 i

PEFE TG VR Z AT ) Cy) BT BN #R A

1. x= Choldtime/polltime) /2, Y& T A NIRRT RS . (4R RIYETAN; 0.5 Flfn) b
M. D

2. y=x*polltime

.

B, dn AL BRI CRRFIN RIS A I (] 5, Wy = 1585

FHIB10 B E LR MAC Hubt
o P /A R

failover mac address phy _if active_mac standby _mac

2R

ciscoasa (config)# failover mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

X3 /A R
mac address phy _if active_mac standby_mac

IR

ciscoasa (config-fover-group) # mac address gigabitethernet0/2 00a0.c969.87c8 00a0.c918.95d8

phy_if ZE&8: B4R, B, gigabitethernet0/1.

active_mac 1 standby_mac Z40e HH.H #2U MAC Hubik, Hob H & 16 7/ Nathlses. wilin,
MAC Ml 00-0C-F1-42-4C-DE % %45 A\ 000C.F142.4CDE.

active_mac Hutik 542 1 135 ) 1P HuhibAH2CHG, 177 standby_mac 582 1145 H TP kAR 5K o
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st ny DU A Hof iy 2 500 VA% B MAC ik, (ES2RATEBUMER —Morik. S EH 2 M5k
BHE MAC bk, BB MAC Mk FF 248 &R, nl e AN ml 7l

1§ | show interface fiv4 7] W 3z O H # MAC Hudt,
SEBN (RFEH/FAED ST HA MR D) e 4 2 S b 5.

BB RO EE
BOMNEOLT, e A0 bs IR, 808X T Firepower 1010, WA s VLAN$. . Firepower
1010 AZ Heh L 1 AR AT #: 1A
T AT e Ay AR B AR O I 25 (142 1, L St 58 i i o 1) 468 SR 86
2w DA B e LI 1025 MR E (85 205 580N T 1 50

FHia Z |l
FEZ MR, TR MG P RCEE .

UK

Je FH BSR4 -
[no] monitor-interface {if name}

TP

ciscoasa(config) # monitor-interface inside
ciscoasa(config)# no monitor-interface engl

e EEMFREEHBEE X (ER/ERERD

FEE R/ BRI e N IS AT I, B T RE SR O A5 e & AR R — MR PR . i Tk
FNZBAE I ASA B ZEHE W IEMTERGE R, ZEIR S EF . B/ E oI i
PG ASA JERLBIAFFEIZE R, JF H e IERAE ] NAT Hihlny, & Az 5.

T LR VPR RR i Bl ok P 1 ER PR . Jhit, R RS ASA L RARUEE 23 iE
FF—A ASR 4. B, P& ASA N FHE FNERZR BN R ES, (HAMNTEZ DNERZRSIAF K ISP, 7£
TR L, R ARSI D BCsy ASR 4 1 AEREBN B b, R IS SRAN L L1 B gs A 1R
ASR A 1o 4 E s AR LR BT Ha i 5 S i i, e ke A R4 b Ak 1% A st
M — ARG R fEonflr, B ASR A 1. WRRAHRBILEIT, Hiitap iy, Wi
FRPIVCECIR, S BEAT LR (K311
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© WA ATREDR AN SRR, O 2 IRACK I Bl AN A SRS, Bl A E W 2 5
. RESIRAE TS ARG, SREDE [ BT R4k,
o WRAR NG SR BAR R A ERAREE D, 5 2 RRCK IR B N A S ES, Hdias

iR

SEDIREARPEAR GRS s &SR AR PR Bt i = 2 IERRE

SRR AR AR s A R
& 6: ASR 151

= = == QOutbound Traffic 14

>\ 192168.2.2
19216821 192.168.1.2
L

Failover/State link

ZmooE3

Retur Tratic i
q network ¢

SR T 32 SecAppA f 5eiliid ASA. %2 iHE 2 1 outsideISP-A (192.168.1.1).

T B AR E T AR PR, ak [R]3R E2s Ad FH 3 ) SecAppA i 5tiliik ASA E#E: L
outsideISP-B (192.168.2.2) 141,

P EAE0 192.168.2.2 LM ENSIE G R, RPREEY S ES. Hi2, oy s
J3 ASR 20 1 34y BEAASAERCE AAMF Y ASR 4 1D (I pTA A O E & HiZ LS.

S DS TEHE L outsideISP-A (192.168.1.2) [k 2, ZEz: 1EATH SecAppB 1 =1 % LabT
FZ RS . RS HEE DS 2055 BN SecAppA il 1] SecAppB.

B2 EWELS M HEED 192.168.1.1 G BES, WmaSwiEen, Bz 192.168.1.2, %
B0 b, MENHESEE RS ERRTERT (SecAppA /Y 192.168.1.1) 3&[H], (i A2 &
E5. MW R ST RS, HESTh

BiasEgsrnsTAt ]
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FHia Z |l
o RA R - K B RO D)3 2 1 1 B SSIE PIRAS A B, ARIE4 5 IS D) 341

« R HTTP - HTTP 2 1IRESF BA SRR gr & s, A &0 L. 47
187 ASA BB TR thAEXT BRI th i) HTTP £dlsf, T2 HTTP RS .

© THAE A A B e BRI RS, FATARRR .
© BIIEAE— MG I LS ASR ZUAR R X A SRAE NS 5P & — X, AR S n
#ABEIR T ASR 41,

g2

P AEERE L, R AaVER RRE s ) O
interface phy_if

i

primary/admin (config)# interface gigabitethernet 0/0

$I2 WER M ASR 4445
asr-group num

T

primary/admin (config-ifc)# asr-group 1

num (A7 28 EVE RS 1 21 32,
PR3 i b, FRE EARVEARRRES b R R

interface phy_if

T

secondary/ctxl (config) # interface gigabitethernet 0/1

WA WEFEIN ASR A%, DALHC &4
asr-group num

T

secondary/ctxl (config-ifc)# asr-group 1
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BRAHAUTEE (REMNSRHKAEL) o BIPERIdh SecAppA I B2 il ) #i
X E R
FRHFRGE

interface GigabitEthernet0/1
description LAN/STATE Failover Interface
interface GigabitEthernet0/2
no shutdown
interface GigabitEthernet0/3
no shutdown
interface GigabitEthernet0/4
no shutdown
interface GigabitEthernet0/5
no shutdown
failover
failover lan unit primary
failover lan interface folink GigabitEthernet0/1
failover link folink
failover interface ip folink 10.0.4.1 255.255.255.0 standby 10.0.4.11
failover group 1
primary
failover group 2
secondary
admin-context SecAppA
context admin
allocate-interface GigabitEthernet0/2
allocate-interface GigabitEthernet0/3
config-url flash:/admin.cfg
join-failover-group 1
context SecAppB
allocate-interface GigabitEthernet0/4
allocate-interface GigabitEthernet0/5
config-url flash:/ctxl.cfg
join-failover-group 2

SecAppA 1 StHLE

interface GigabitEthernet0/2
nameif outsideISP-A
security-level O
ip address 192.168.1.1 255.255.255.0 standby 192.168.1.2
asr-group 1
interface GigabitEthernet0/3
nameif inside
security-level 100
ip address 10.1.0.1 255.255.255.0 standby 10.1.0.11
monitor-interface outside

SecAppB 1 5L &

interface GigabitEthernet0/4
nameif outsideISP-B
security-level O
ip address 192.168.2.2 255.255.255.0 standby 192.168.2.1
asr-group 1
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interface GigabitEthernet0/5
nameif inside
security-level 100
ip address 10.2.20.1 255.255.255.0 standby 10.2.20.11

EIRM ST iR

ASHRG> S A REAE o B D40 G e 7 BSR40, /B 358 o B X e ) 80 8 DAL el s i) A —
ERCE g U AL S R s S

568 il BT B 1] 442

TR ER 25 A O B e, AT EL R

FHiaZ |l
LA FBEUN, W RGHRAT ] P HAT AR

UK

TR AER B BN, n USRS . w6 T B RE Oh T B

W€ group group_id, WIFEFR & 32 H/ 32 IS D)4 411 £ FH % & B3N BE a2 I, Kol 3E AT
R D o % FH B K Ik s D 3 ) 3 A % o

o XTI A 3 /a5 TR
failover active

DS K S D S VR S e
failover active [group group_id]

ZNVE

standby# failover active group 1

TR 2 AR BRI, AT DRI e, 35 e Ok % A

G RF8 5 group group_id, fEFE e MR DI AL ) T B DTN, A AR am i gEA T i D) e .
W Sk WA D A 1) 4 FH R A o

o XPF B LI /e B
no failover active
o WP A L3 A/ R

no failover active [group group_id]
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ZNE

active# no failover active group 1

ZRMET%

fE— B & B BRI D), S B0 G b O L A PR, BRI ER nak.
T /A B DI ont Wbl ML AR A T 3 PR I e e B ORFEEAPIRAS, e e f e
IR B

SIS, TS B LA R RPAE
o F BRSO I, DMEN & s AT A CIMON B APIRES) -
o %A/ Sk s LA TP ik, B R TR B T A SR AR

o H A/ ARSI iR U b R R o R T e o/ S R A s A, )
# P BEA5 /M St AR 0BT IR 20 A e B 5 i 25 TR

« NEAER et EFaha RIS HCR L as s WS I ambliis Ui, 26 42 00, W%
%&%LE%&@Wﬁ,%%ﬂTm%%hmmmmﬂmmcﬂmﬁﬁ

© LRUER PRI, S MR DI B R A 2R S E, RS RN aK .
FHia Z |l
FEZ M RREUT, WEEREHATZ R AT AR o
iz

pZ A B G AIE /S

no failover

WIR2 SR D e, T IR IC BT RN
write memory
reload

W& MR &

TR R R I BT MROIRAS, W HAT UM AR R
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FHia Z |l
FEZ BT, EERSEHITZ AT AR o

UK

7 A RRGT A E S p iR
o T3 /& AR
failover reset
o T 3 /A AR
failover reset [group group _id]

R

ciscoasa(config)# failover reset group 1

Rt b B K L BT R A, A ABMEH RO TR B G s K RS RS, |
FHbE oI RIS ER) A LAPR . BISMEILRE, BCE TR DG b il (L
TR o WERESEIHA A T AR HRCE T84, JF HER e Bk s LA
BEFK, i D) 4R 3 E TR

W E group group_id, iy A 2K e AR MU I S /2 O D 4 Pk 2 B IR S
P2 ((WER/EHBD B MR 4 g0 F B s D)4, AT LR PR
a) 1F System H', K{i%F& Monitoring > Failover > Failover Group #, H:A # S B4 il (1) e i 7] e

AN S .
b) i Reset Failover,

EFRITEE

WARAE L B B4 write standby fiv %, # B RG BRIHSATICE. O+ 5 BB AT fs
rbE DI an 2 BRAN) IR, T R 2 H g I B RO B4 et o

MF2EREA, BT RGEHAT I writestandby iy &0, RIGUK S HIFTA G 5t WRAE

b A write standby fir<, %4 Ko R SR

Sy S AF A TR T

izt S B 1 4R T e

TENR AT DI RE, AT LA R
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UK

SRR MR R A S AR A FTP (Bl SRAEAN R 1 i ERLZ 0 AR S, AT sy

(eSS

B2 AL BE ERMA LU a4, IS AT S s 4t -

F= /A& B
ciscoasa(config)# no failover active
IR W

ciscoasa(config)# no failover active group group_id

SR 3 A FTP AEAN RN & EHLZ I8 AR TS — A3
T4 RN KT, Wi show failover iy &4 b D) 4ok 4 o
SRS SEUE, BRTLAERT I R B DAL Mo, TR B a6 2 21 3 APIRES -

T/ IR

ciscoasa(config)# no failover active

T B

ciscoasa(config)# failover active group group_id

pE ASA FZEURHIIN, O T HAT MBI, 24 DA JE B il AL 2R ASA Kl )
FORH], 2 L RVHEAT O e, T AR R FRIN ] o X2 ASA REE FRIRASH A
OK I}, I PRFFISIEAHH], (H ASA JFARMSSEAFNIT I Eedla e . BRI 1 fR+F
], 37 5 PHACHR L L) VAN, - LABE 1F2508 45 (A0 3848 G g e U 5 40,

TR AT RVFEREAE A AT R (R S I% R 58 i ) o] 254K

PTG B i o M T2 e st 5 A2 o ) 2 e s A 58, DT DL IR G skl 5 ek, A8 wT LAATEH]
failover exec iy &7 IEMI R AHI AT E dr 2. B, WHREGRB& B, LA failover exec
active fir% [ T2 B AR ML B S e IR AE B bt e I 2 A T B . ANZL{EH] failover exec fir
A 1) 8 FHBEAS B SORE G A s IR SO0 S AN 2 il S 3 = e, T HL P ARG B AN 25 PR gEAT
[F4 .

configuration. exec 1 show 74 K14 H W s 78 a2 o i, PreAEnT LIS failover exec fir
TERT RV % B H show i & JF 78 1 i 2 h & 5 45 4

RSB ZHIAT AL AEA BB 26 _EPAT iy OB RA REAE R S5 B EIAT v 2o
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5
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5

B aSEN

BB nETAE |

UK

R AL T 215 iR, 3548 ] changeto contextname fir4> B8 X0 5 e & (015 5t . o248 ] failover
exec fiir & 75 D) #on) 45 41 B et 55t

LA %, R i & R A% BIF5 8 I bR U] 4 B

ciscoasa(config)# failover exec {active | mate| standby}

1§ 1 active ol standby K87 AT T B AL E et BT, BIEIZ B0 ST e s, A mate ¢
By n] 3 BT A AE DI SR _ERAT

By S B U A S A B ECH T 215 5 7s . AU H] show failover exec iy & K s 4T 1%
I AT R ATRTEAE R, WS S

failover exec iy 22 TR FFI AT T 15 1 2ty 2 1l i 2B C ) iy S UIRAS . BRAEHL R, failover exec
AR B W &2 R B N 8. ] LT failover exec iy & R I%iE M 4 (Wlinterface
W) SEHEEBZA AR, 4 ] failover exec BRI, STEHURAS T K.

0, R A % B RO ) T B i 4 R B S, SRS failover execactive fiy & Dt
PR AR ERG, Kinfd i R A T e RGBS, (HAEH] failover exec i A fiv & 75 L &
PN A

PLF /s 7R T o231l AR failover exec iy 202 A1 22 7 AEMb/R I, 45 2 504 3
% L1t failover exec #5305 4 GigabitEthernet0/1 4% 1 [ I EAR X . 2 )5, {11 failover exec
active K A\ 0T AT fir 2 #4x J 2% B8 1 GigabitEthernet0/1 (3% G B AR5, & HE B
failover exec active 1% 170G 1P kb, HARIER R AT 4R BRI, failover exec active #i
AL Fr BAb T8 L E AL

ciscoasa(config) # failover exec active interface GigabitEthernet0/1

ciscoasa (config)# failover exec active ip address 192.168.1.1 255.255.255.0 standby
192.168.1.2

ciscoasa(config)# router rip

ciscoasa (config-router) #

S AT 2 G i A B R 2 B failover exec A B A A BEat, B, SRR 1
S L TR CTRCE RS, I FL R 54 failover exec A Bist, UL T A3 A KEdE 4 R RO E RIS F AT
L LA A 1 25 T R AL T2 LI RC TR, 1018071 failover execactive i A 445 K 2 51k
52 0 T 0 o S A

ciscoasa(config-if) # failover exec active router ospf 100
ciscoasa(config-if) #

i H show failover exec x4 1l B onfa 2 W& LR A4, @i failover exec iy & &Ly & 7E %
AT . show failover exec 74452 5 failover exec #ir 2 AH I [ 0CHE 7 active. mate 5
standby. FRGURFFAMERERRE G &1 failover exec B .
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wexasn |

B, LUR WA A% B AT show failover exec fir 4 7 il -

ciscoasa(config)# failover exec active interface GigabitEthernet0/1
ciscoasa(config)# sh failover exec active
Active unit Failover EXEC is at interface sub-command mode

ciscoasa(config) # sh failover exec standby
Standby unit Failover EXEC is at config mode

ciscoasa(config)# sh failover exec mate
Active unit Failover EXEC is at interface sub-command mode

failover exec fiv&1# FH #C s U 35058 1% 1) 5 &5 15 4% R i 2 TR IO S B 2 U 2 BT H « 1B INAE
A D e % L R, DAR 1k gy W akorh 1) AN Bk

/355? E;;IET
iz S EATHI PRI

VAU bw ol A ] DN S

© WEARAT AN T Bk, AT — 68, WG B AR AT R AFn

Wi#R 4 failover exec fir .

o A A SE RGBT emd_string 300 ey AT H .

s FELAE ST, RREFRDRF B LI SR S IE i & BRR A S BOX BIA RN 5, L AAE
P sk et EVIH S 5

« ANEERLL R 4L failover exec i HC A :

* changeto
* debug (undebug)

o % B AT MR ZS I, G IR R DR R 45 R R 5 [, DUl e #A4)5 n] LA failover exec
AR A HNEFR AT R

* ANREAEH] failover exec iy 7E MU D40 554K L WAL ) EXEC B U1 3] 42 /e B

i, TR A AL TR EXEC BN, I HA& % failover exec mate configure
terminalfailover exec mate configureterminal, I show failover exec mate % H ¥ 2 7~ i Fei 1) 6
PITSEL TR ER A, (B3] failover exec XA ER SN E 2B SR, HE
TEAE AT B RIE A R A A 1k

« e recursive failover exec 743, 140 failover exec mate failover exec mate 4.

o T N BT ) Ay A 28 noconfirm EI. i, BEESEINBGAAKE, TR

failover exec matereload noconfirm
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HE % WIRE IR

P F T s s D R A

RIS
RN, PiE ASA B2 RIERLN B
MY Z % A EHE

neN

ASA TEARSE A 2 R SIS S RS HEN R, F 2 Koam—Fh caiEmn. BHEEIX
ey L, TES ARG HEHEESRR . 5RO B ID YERDE: 101xxx. 102xxx. 103xxX-

104xxx. 105xxx. 210xxx. 311xxx. 709xxx Fll 727xxx. Fll1, 105032 Fll 105043 37 W67 4% 1%
AFAE 0]

)

i

WD) ], ASA U H D, HAsiiE L, MifiZE R H & B 411001 F1 411002, X
EIEH s,

HEEYIIARE R
BEEWRME, EfA debug fover 4. ARELZER, BSHmEYS%.
Y

iR

H1 T e E CPU BERE R M FE K i L SE 2, e RES ORI R AR G RE . i, WAXAER R g
lF e AT W R B B SR TAC HEAT bR 2> il i 2 P 1 debug fover

SNMP # & 17) 45 B B

X o

BRI RE ) e () SNMP Z 45 H G BaRE, 15K SNMP A HEEE Bk 1% SNMP BB 21 SNMP 55 53k |
TEXRGHETH, HEBERARSHE MIB /L4E3] SNMP & i,

RSB R R TS

PR DRGSR LU I — A2

I~
* show failover

B RAT RBEA IR DR A5 S

* show failover group

AT SR DA B DR R R B IME BRI T show failover i B ifIfE
AL B2 TR E 4.
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» show monitor-interface

BRAERZREEONER.
* show running-config failover

BRIB T E P s ) e 4

SERIEEY R AT

ULV ES el |

Ihae &R R AR RS
F /2% FH R 1 4 7.0(1) FINT I IhfE
T2 /32 R D 4 7.0(1) SINT HIhe
WA D) 480 B A SRR AT S A 7.0(4) PRAE T AFR 32 7S 2E e T W ) S B n 2%
Bk T L R4 failover key hex.
SCHF ) H R ) % 8.3(1) W D e A B A S e A, X T i s T
ﬁFﬂ%%*%%?I% R AEAEAN ] ASA 2 (A 54l
e (fani@id moresystem:running-config %)
AT DSy A2 RO W s g 3L 585 5
iR failover key 7 show running-config %t o i
TR Rk OMUREHE B B JE VR S
B T L Ffiv4: failover key [0]8].
N T R D) TPV SCHF . 8.2(2) Bk T LA R4 failover interfaceip. show failover .
ipv6 address Fil show monitor-interface,
1 “IRIE” A shid v, SOk Mok D)2 1 | 9-0(1) BRI T e “TRIE” A 8h, DME R DIl e
A& E LI ﬁm&mmm<WTTEﬁu%tEﬁ£m%* {HIE )
REILCL S, DU PRSI DI AR 2L SR B ) 2 — B s
AR IR ES .
I HF IPsec LAN I LAN BE 18 & s by fn |9.1(2) PLAE T LK TPSec LAN ) LAN Fiid F Tl b) e ek &

RIS

%E%JJD*, AN s D s Y A7 I (failover

ey ) .

R WS Y] LAN % LAN B&iE A3 IPSec (H:
s VPN VFAJHIE.

GINBEM T L R4 failover ipsec pre-shared-key.
show vpn-sessiondb.
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BirarEgsInaTAYE |

INEEAFR R A gEER
AR AR RIS A TR 9.3(1) RN T, ASA 23535 ASA FirePOWER H 4% O 222
TR AT IR o 1 S A AN 755 SE R e e s i 42
B L), DU AT AR B
BT LA R4 monitor-inter face service-module
B W L) 456 v 11 6 P % A R S B 9:3(2) PUAE T DABE 2 s CE/& st ) aliss AT 5t
i A o CER/EH & FRRcE e, KNk, BT IEWT
BB R0 2 Ak, B JCTRAE 28 H Be#& LARCH T e
5INT LU R4 failover standby config-lock
1E ASA 5506H I3 A3 1/1 432 R gty | 9.5(1) DRAE 18 HLREAE ASA 5506H oK A7 HE 1/1 2 e & 4 Heb )
Pt 4% Bt . ML RE SR VF AR T 2 B A AR R S 4
Pedein. ViR WA T HbIhRE, (AR ASA
Firepower fRER,  [AA'e BESR A BE 1/1 82 LAE by W L 2
B,
BT UL R4 failover lan interface. failover link
A SCREAE S s U A ASA SEREh iz s | 9.5(2) T35 5 7 sk R AL PAT, #0T LU ARG L4111
2% NAT He, M FEE L NAT — R B —Auf D 3 (2% RFC
6888) o HLAEZHFAE MR )4 F1 ASA AEHEIR 2 TP A H ik
g
B T LU R4 show local-host
SR T i 32 /4% H s D) 45 ) AL AnyConnect | 9-6(2) MISAEMFE D _EAEH AnyConnect 75 F' i B, 45 G IR
% P AT EN A ACL [F)25 i i) 123& ACL (dACL) [F]25 21 45 FH B 2% (1 I T I AE L4 0
PLAT, X K& dACL, [RPPE R RERR 2L/, Rk
W, &M &S E T REP A SR A v H 1 %
o
RAEBUTAT A2 o
LR T AnyConnect %5 /7 i 3E 3 AR | 9-6(2) AR, 245N AnyConnect 25 /7 b 3482 S FIATIR S
AW ) e P L) 46
FAE BATAT A 4>
TUAE, ] gt D)4 ie B D OIRAS  4e 19.7(1) BRUAELL R, WO s ASA #RA R 500 =

) LR BRAS: 003k

ok A — R L OB EeRES . BAE, 18T BATE 300 /)
F1799 =Ab2 (R L E RS W IRIE; Ban, o ok Fe i i ) 1
B 300ZEFE,  ASA W] LS ARRIAS DU 11 R S fish %
e D 48t o

SINT LU R4 failover polltimelink-state
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ursmmeies |

TIREAFR

R

DIgEfE R

Firepower 9300 F1 4100 b S FEAE X 7] 4 K A
I (BFD) AT 3= /4 FH ek ) az A IR i 2

9.7(1)

1T LLEF ) Firepower 9300 i1 4100 b == H/4 F6T 9 & 15
2 2 B P D@ A TR UAS A J FH U 2 K (BFD)
¥ BED FH T8 47 IR OO 7 b BRI R S A 5 92 B Al 4,
JFH CPU &y />

FINT UL Ffir4: failover health-check bfd

L CATIE S TSI

9.15 (D

Y4 FH AR 41 B TPv6 DAD I, 24 A by e, 3
1) 3 £ 2 56 1 3000 278, S840 2% FH R 45 58 W 444 T
SR B K FRA . R)E, BB T AR a5
Ho BLRERUERAEIR, T DIAAHIAERE ], A
TE 2% FH £ 34 2 i TF A AR i i

S Ay 4. failover wait-disable
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