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ciscoasa(config)# failover cloud unit primary
ciscoasa(config) # failover cloud peer ip 10.4.3.5 port 4444
ciscoasa(config) #
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failover cloud unit secondary
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failover cloud peer ip ip-address [port port-number]
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failover cloud unit secondary
failover cloud peer ip 10.4.3.4 port 4444
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failover cloud port control port-number

i

ciscoasa (config)# failover cloud port control 4444

port-number Z: %A H 10 S50 45 (1) TCP i 40 Bc i = -

ROR RO A AL TR s A, A3 RS2 IR Wb D) OB TCP i 1o X AEAE A1 ASA FEAUL
R ASA AL TP H .

iR AT BB ORFFERIE 44442, 2P Al VX SR ERIAME . a2 RIS T 3
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failover cloud polltime poll_time [holdtime time]

Tl

ciscoasa(config)# failover cloud polltime 10 holdtime 30

polltime (VG A 1 22 15 #bo FRFEIF ] Tt 2 A — NP0 B0l 40 25 2R BIRF i A5 i g AR i 2
[ A . holdtime FIYE RT3 21 60 b2 7] H AR EREF IS AL AN BE /N T2 AE 1IN [R) 1) 3 4%
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failover cloud port probe port-number

i

ciscoasa(config) # failover cloud port probe 4443
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failover cloud port probe port-number interface if-name

i

ciscoasa(config)# failover cloud port probe 4443 interface inside

= HA T 1K) TCP R (K175 1P Hihilh 168.63.129.16., ikl Azure [FERIA I TP Hulik, 1
HEFE & Azure DHCP s ALK y5 bk, 572 Azure H DNS 4 FRARSS 285 1K ik

ERUIEOLR, M6 ASA BRI,  ASA REAUL Wi A 2135 168.63.129.16 HIHRM . HH T /LB INER H
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BUE ARSI H: —4&HTERO, —4H T A 3 IR A e & 4

WIRS Jy R VR G387 A R DN 25 TG B2 10048 VAR N e 288 e i
routeif-name dest_ip mask gateway _ip [distance]
il

ciscoasa(config)# route outside 168.63.129.16 255.255.255.255 10.22.0.1 1
ciscoasa(config)# route inside 168.63.129.16 255.255.255.255 10.22.1.1 2

distance & 1 FH 1T BEEE 250 W RIR e, WIBRAME N 1. B #2502 F - LU AN [R) 4% Hh st
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e
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B & Azure AR S5 £ KRB B0 38 uE EuE
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lie'E Azure AR5 E 4K Azure 1TH ID:

failover cloud subscription-id subscription-id

T

(config) # failover cloud subscription-id ab2fe6b2-c2bd-44

T8 Azure B R 5 2 Azare 1T ID, 40, >4 25 iy vl PP o ARUCEEERE P4 0 o 1) 28 32 T B e I
e Azure 55 AR FEIESS L

failover cloud authentication {application-id | directory-id | key}

BEAE M) 3 0] 5 2 Azure BRI, TS TREE A Azare FERIVE ISR ECT i) 2545, A GEVT in) % th 2 .
AT LAEH N 1D H 3% 1D BAR S nl XS 1 Azure A4S A4 1 3B R SR I UG 7] 2661

BC'E Azure RS AR N A ID:

failover cloud authentication application-id appl-id

i

(config) # failover cloud authentication application-id dfa92ce2-fead4-67b3-ad2a-6931704e4201

N Azure FERE B TE K U7 )& PN, FH2EV T ID.

BL'E Azure I 55 1R 1 H % ID:
failover cloud authentication directory-id dir-id

il
(config) # failover cloud authentication directory-id 227b0f8f-684d-48fa-9803-c08138b77ae9

MBI Azure FERBVCE K UT [ %0, B H % ID.
fid & Azure RS FARH)Z 4 1ID:

failover cloud authentication key secret-key [encrypt]

T
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M Azure JERBEHETE RV I B PIN, TS WAL encrypt KHETARLE, HUIKE
running-config # N4 .

Bt & Azure BRHFE
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FHia Z |l
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 FEE WA R ERCEIX S RE . BCE AR B R B B
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failover cloud route-table table-name [subscription-id sub-id]

il
ciscoasa(config) # failover cloud route-table inside-rt

CATiE) BEEHEE A Azure I A RS 11, 1509 subscription-id 2.
il

ciscoasa (config)# failover cloud route-table inside-rt subscription-id cd5fe6éb4-d2ed-45

route-table iy -2l 1] subscription-id Z40K &7 8575 2R ZUN TR 1 Azure 1TH] ID. Wi EHIA
route-table iy %, MATEE Azure 1] H 1D, J”'Hﬂﬁfﬁ%ﬁ subscription-id 2. 3% Azure 1] ] ID
s R, HZM BLE Azure IRSS EAKK) S 4 061 %12 7.

P &I route-table iy 21, ASA L K 21132 cfg-fover-cloud-rt #ixt.
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ciscoasa(cfg-fover-cloud-rt) # rg east-rg

Azure H ) BRSPS SRl 2 BRI AL
YR 3 C EAE SRR Y] ) 85 ST (R

route name route-name prefix address-prefix nexthop ip-address

IR

ciscoasa (cfg-fover-cloud-rt) # route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

HOERTSRNCE O 1P MR RIS B () BT SRS . 1 192.120.0.0/16.

Gt

SEREIC B 1«

ciscoasa (config)# failover cloud route-table inside-rt

ciscoasa (cfg-fover-cloud-rt)# rg east-rg

ciscoasa (cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4
ciscoasa(config)# failover cloud route-table outside-rt

ciscoasa (cfg-fover-cloud-rt) # rg east-rg
ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4
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ciscoasa(config)# failover
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ciscoasa(config)# write memory
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ciscoasa(config)# failover cloud unit primary
ciscoasa(config) # failover cloud peer ip 10.4.3.4
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ciscoasa(config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa(config) # failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa(config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44

ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg

ciscoasa(cfg-fover-cloud-rt) # route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa(config)# failover
ciscoasa(config)# write memory
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ciscoasa(config)# failover
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ciscoasa(config)# write memory
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ciscoasa(config) # failover cloud unit secondary
ciscoasa(config)# failover cloud peer ip 10.4.3.5

ciscoasa (config) # failover cloud authentication application-id dfa92ce2-fea4-67b3-ad2a-693170
ciscoasa(config)# failover cloud authentication directory-id 227b0f8f-684d-48£fa-9803-c08138
ciscoasa(config) # failover cloud authentication key 5yOhH593dtD/08gzAWguH02d2STk3LDbI4c=
ciscoasa (config)# failover cloud authentication subscription-id ab2fe6b2-c2bd-44

ciscoasa(config)# failover cloud route-table inside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-outside prefix 10.4.2.0/24 nexthop 10.4.1.4

ciscoasa(config)# failover cloud route-table outside-rt
ciscoasa(cfg-fover-cloud-rt)# rg east-rg
ciscoasa(cfg-fover-cloud-rt)# route route-to-inside prefix 10.4.1.0/24 nexthop 10.4.2.4

ciscoasa (config)# failover
ciscoasa(config)# write memory
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failover active
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ciscoasa# failover active
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no failover active
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ciscoasa# no failover active
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failover cloud update routes

T

ciscoasa# failover cloud update routes
Beginning route-table updates
Routes changed
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test failover cloud authentication

il

ciscoasa(config)# test failover cloud authentication

Checking authentication to cloud provider
Authentication Succeeded

QD%%%?@&E‘%W, ﬁﬁéiﬁtﬂ’{%% Authentication Failedo

N FR IEAARC . H 5% 1D 5N H] 1D, Azure KGVE TN REST K o ik (9, ASREE G B0 ik 4
filo BRACAEAE H KR D Sl sofs s

Error Connection - Unexpected status in response to access token request: Bad Request

SR H ok ID BN ] ID IR, HORIEGRCE B RAEH ], Azure AR TR S 0 Bk 4 L
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Error Connection - Unexpected status in response to access token request: Unauthorized
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* show failover
TR KB IR DI HOR SR B RN E BIC B SRR BRI E. .
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* show failover history
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%$ASA-3-105509: (Primary) Error sending Hello message to peer unit 10.22.3.5, error: Unknown
error

%$ASA-1-104500: (Primary) Switching to ACTIVE - switch reason: Unable to send message to

Active unit

%ASA-5-105522: (Primary) Updating route-table wc-rt-inside
%$ASA-5-105523: (Primary) Updated route-table wc-rt-inside
%$ASA-5-105522: (Primary) Updating route-table wc-rt-outside

( )
( )
( )
%ASA-5-105523: (Primary) Updated route-table wc-rt-outside
( )
( )
( )

%$ASA-5-105542: (Primary) Enabling load balancer probe responses
%$ASA-5-105503: (Primary) Internal state changed from Backup to Active no peer
%$ASA-5-105520: (Primary) Responding to Azure Load Balancer probes
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