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il 2 SR A T B i A

WIRTTRE, R G BB XK/ 8032 0 5 R U IO TIUI A ik DG, DA SRR ) B e T LA
A PR IR DL o

AT T B I U e RS TN S RO B B B ST ) R B A — & 7 I ] PR3 K /)
AN o B it R R/ T S B A PR 28R B T A AR K TR D RE M. Bl

* NAT SAEIERL B M AR, 75 ST R B R BT FR 4, R LR R B A e

* T MZUTR ) AAA 2P IRE, DI Ao b R B e 4 o

o G S BSOS SR BN ORI AT I, DS I R AR A B T
AT B A e PR SR AR A2 T Bt T LA B SRR A A A B 7 B 4 S SN SR A, 77 1 b E B A e AR

S

[N

AR WRERE AR EARIRR (R JiE, NI ISR B 0 A D

SRS

P12 BCKs EtherChannel H T2 BE #5155, LAMWLE EtherChannel H ¥ 2 4 BEE D ALHI R, RN
AP RESEBLUAS .
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TR EIR T U e R B R G (VSS). FE R 1IEE (vPC). StackWise Y StackWise Virtual 3155
Hh{ ] EtherChannel 15 #ERE ¥ 55 . EtherChannel H (1) T B8 A0 & G sh B IR AT Heb Lt
TR RGH 8B4y, AT LA [R]—> EtherChannel H [ <k B2 112 3] 70 4% R 48 HAh A A8 e
Blo ATHMLEE 12 [F]—> EtherChannel iy FUETE 2 LIRS0, DAY G AN R A BLIAT A A8 —
BAWHL—FF. 1EERL, b EtherChannel & W 4 ALY, 1T3EEE M4 EtherChannel.

Virtual Switch Link

P e v SE 0
N TR REE T RE R A DR, B Z IR AL IR I A] (RTT) 55 5 2/ 1- 20 2240 . s KAEIE e 4
EESRNEb:LRZ VA w7& e S TP AAYIND a8 CR - e 15 (AR TE R ey » S el LTI D Svia s ot 1l 3 5 M mE AR P
#etf.
SRR TS, PO B T sl SRR G KR 00 0, 3l 19 0 A e P b

ST T i i
RO G B IR R B e Bt D DO H, WISERERE AR ] B I OC M . B AR
HEER 2 e, s ZE R ER R T AEREOR Tah BRI A SRR

\}

AR Y ASA LT ARG, P B O OCH]; FUAE B AR DT ORGSO . A B
FORFFTIE, AT B AR TP MR ) P Mk o (F:, G SR R 48 e % e AR rh 158 4k
TAREZPIRGS, B BEIRCCRICIE VT (R e i PR Y S5 Pl i e AR A S TP k) o b Zitfil
P S R BEATAR T2 D B

=% 2% EtherChannel
IE 0] LUK SR HLRE B — AN 8k 22 2 D 41 s SR8 7 BT B M LAE HY EtherChannel. EtherChannel V28 1l 18
BT A RS I B . AE M A QORI I B K RS A R 24 ] i s X LUK X I . 7E 1%
BN, EtherChannel i # 4 HAT BN TP il (B 82 O EB IR, 1P Mol e 2 BVI i dE
MUMFLL AR D3 82 1 o 41353545 )& 1 EtherChannel [ [ 3L A $1F
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gxaneing [

Inside Switch Qutside Switch

A
I Node 1
[\ et <. N\

(%3]

port-channel port-channel 6

| | N cithi/2
SInsided Outside
panne Spanned

port-channel 1 port-channel 2

10.1.1.1 Node3 509 165.201.1

eth1i/1 eth1/2 }

\V \V \
PN i i
B AT, AT USCR A H5 e -

o fEH “AXTER” RIS EEOY FE, X R K B AT A AR A AR A EHE, I

ok Rk Z B 2% EtherChannel T[R4 ASA. FRATELUSCKHUSE RN H A5 1P Hidik CERIAKEE) 8%

PEAE byt 1R AE B Bk

< ¥ ASA ERETHHMS, HHFEZLR, DU pra Bt n H 8 Sk A H .
B8 34 i

EtherChannel £ i1 FH % A3 A S5 0F HAR IR B8 H Fx 1P kil LA & TCP AT UDP b -5 AT IEFE .

N

ER A ASA L, W TESCERIN IR R . ARSI b, BRI DA AR
sour ce-dest-ip £ source-dest-ip-port (152 i} Nexus OS =11 %} 10S port-channel load-balance
WA o THIE A AL R OGRS vian, )4 T SR B 1) ASA TR S A
H.

EtherChannel 1 [1)4% i 505 23 5 M 7 3 1 .
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XSRS AT I I AN BERE S, WAL T NAT, R ORI [l 50 60 AT AN A 1P ik
AN/ o 3R [PLA R AR O ME B AR BN R BE 2%, RS RE AN AN RE K8 20 3R Bt 5 1)
FERII R .

EtherChannel 17 W EIUAR . "B IFEPTATBERS IV EER PR BCIRES o WIR - ZR Bk A AR Wb, R e FL At
He L 1A P L. AR EtherChannel HH K B A7 BE B AR 48 e 26 R 7B tihes, (HILALBE &5 R A0 T
AR, Mo AR P R i 546 o

EERE R TUR AN LR S

AT LATERS M %% EtherChannel & 86 ASA INZ ML . 6 ASA HEZ ML, W TIEHEET
VSS. vPC. StackWise 8% StackWise Virtual H' P & 22 #1115 457 3 6 F

AT HHLIIAE, 552 AT RS 2% EtherChannel "L E 32 400520 5EE . LIRS 2L vPC R
EATMHNLES R 16 251 B 4E I ) EtherChannel (5130175 F2 2241 10 T-Jk LK RIS HL (1) R Nexus
7000) .

Xt ¥ 3 FF EtherChannel 147 8 G aEER N AZHNL, FEERLBICR RGNS AZHALN, 2]
FERE DX LUK B IE HHRCE 16 205 sl Bk .

W RS A 5 M 4% EtherChannel FHAEH] 8 45 UL EIRTG N BERS,  WUIJCIK IR INAE A o5 HIBERR s EE50HF 9
32 NNk, A BSOS R 1 cLACP B DU, AR E, R
DA 8 45im sl s A 8 44 HIHERK, B ANAEIERL R — B AT BN LI .

PR 8 T RARAEA 16 1 RUARAE AT 32 AN S BEHS (115 DX LUK EIE .
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ﬁi Virtual Switch Link ﬁl EI_ Virtual Switch Link _EI
|I Il |II I| | 0de I
| | u ul

-chanhel1

NP 4 1 REERERT 8 Y IR AT 16 A0E SN BERS (115 DX LUK I .
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Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2 Switch 1

& .

port-channeld

£

i
T

“"%i .

Node 3 |

nneld
|

port-cha

Router or
Access Switch

Virtual Switch Link

Switch 2

- 3

FE PR A 4 5 S AERER 8 T M AERE A 8 SihBl AN 8 44 I BE M AL Seits X LUK MBI . 153)
B Son Sz, AR ShEERE Bon R, cLACP 73T il DL H Bhik e 8 A A BE s AE N
EtherChannel # VG BEM . BTN, cLACP W] DLAE B S BLBE M 4% 61 3 315 .
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EarssaEssenrns brnTres [

Router or Router or
Access Switch Access Switch

Switch 1 Switch 2 Switch 1 Switch 2

== Virtual Switch Link
Egi .

Virtual Switch Link

[:u:Jrl-channel1NOde 3[:n:th-c:hanneH

(e BAGEEREMIREF I E L T &
FERLTREZ AT, S P P e e B BB I s BRI 4 RS .

gz
AP VO R I T B R 2 L B 0 8 A 0l X 4%

pE i3 FERCEZMANSERE B 21T, /DT BT — DS ISR AP I R X 45

AN, ENECE FIEA R . B, i Ad ] EtherChannel, WM Ky 3R R & 3E4T
EtherChannel fic & -
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B testwsrmasszne

FaESMEE ERESFHEORR

Nil

B

FEJA FIARRE 1, T SR Bl K e A A T X LUK S T8 o el T A PR A 4 T DA P g3 1
KM, R R SR VEE R A AT PO R AR AE AR IR 1, SR PHLLEE BT ANSZ SR 14
Ho
FHI6 Z Al
* BBIHELLRINBISERE P IR S ASA B2 BB
s IR DL L I B OGBS B 0 ) RNt BT A W B K AT
BB ] LU AT

o, WSRORHE B TG EON ISR O, RS TOVRON B R 1 R s R e b A Y AR
e

UK

BIRATIAH ARG E, MR GRSl BB IR AOHME B NE A SR LU T dir-4 1 5E 2
cluster interface-mode spanned check-details

T

ciscoasa(config)# cluster interface-mode spanned check-details

A EREBCE #E R
cluster interface-mode spanned force

IR

ciscoasa(config)# cluster interface-mode spanned force

AEAEERA RS s AR PR W R AR BB, B AR

for ce 12 1T ] L3¢ B SO a My o e A A G 252 PP R SR AFAEANEAR M BE . iR, R Tahig
FEATHCE PR iy AR O E B BEAE B B e RSB, DI IRATTA U4 ] forcede I, XA
BRAOTUNNAREL T BEBNG, ETLIHEFHE1T check-detail sE BRI AT E L 2% F .

WERAMEH] forced i, MAFAEARTA A IBCE N, RIUK RIS FRIC & IF 3B nas, i 2
TEERE B P 6 S oK FOBC B BRI ) A RIS EC B AR (O 5 M BE SR s R B
BoE . WEREARUEERECE, WA A n B H 4.

SR R, 3R no cluster interface-mode i 4 o
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wngsrrsEzEn ]

FEiEHRE LR EED

JEFHARREZ AT, AU ST TG E T IP shhk 4 1, AR I N AR . B T Al
RET DAAE SR AR R AT ek S e s FRATA PR B T 1, DR S B (A e ) 20 B0 ) SR 7
JE b

ARSI AU PR R IG5 B AR S8 mT LUK Bt 12 1 C L5 DX DOK P T s 7 42 1 o 3 Fop
JHFEAT I S BB AN R o AR — S RCE A RERC E R EE LR, A B LR, B R
AEAERE DX DK A AT R DU ST 32 1

REBEOEABMED

AT PR IEH I8 e O, AN N TP bl 3R A i) 1P bk 250 1P il 2 SR )
AN EMNE, dRgE AT BB

FRA TS DORS B I C B AT A% 1 o A7 5 1 nT IR 7 B B R BB 5 e, s X BUKK
T F U SOV R B 2 TR A
FHiaZ |l

o WTF 2R, EHAESMER FTPITARE R WREWARFENGRICERL, & changeto
context name fir 4.

o (H[E) BB IELE N % £ A Hh EtherChannel 22 1-UF1/EG L B P92 11,
o WAL N EtherChannel, itk EtherChannel & %45 ANHE), TIAEEEIX LK M IHEIE .

UK

P FCEAM P Ak (IPv4 FV/El IPv6) |, L — N HUHERE A o lE 2IREAN SRR B A6 A D 2 i
(IPv4)
ip local pool poolname first-address — last-address [mask mask]
(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

i

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipvé 2001:DB8:45:1002/64 8

Z20E SEMT RS ECEA R Rt Wy AR, WM S 2 bt 8T T ik
F B A 1P bk AN S s 335 55 A £E ] —A> R 2 R O AR TP bk R BE — A 1P Hiuhik.

EICIE I € S LB R & WA I DI A bbbl AR R 6 R DAL, 155 A showip[ve]
local pool poolname T 4. REANEERERL A TE M AL RE T ER 25 A FL 2] — N ID. B ID ¥E T Hr
K MBI P R A TP
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B semsoenersn

$IE2

®7

Nil

HEN 3 T C B A

interfaceinterface id

TP

ciscoasa(config)# interface management 1/1

AN BB NI I, R S R % O
management-only

BOAFOUT, & BRA L DR B o e L . AEE IR, i o0 BT A4 1 46 25 )
A

Dok ARER e
nameif name

IR

ciscoasa(config-if)# nameif management

name & K2 h 48 DT SCA TR, I HAX 7 KNG o ATTH Sl SR i A st dr 4wl
AR

WE AR TP bk JFaff e SRR .

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

i

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipveé

U TP Mk 0 250 5 AR B it il s T )N 2, (EARAEM R . SR ARG & IPv4 /8l IPve Hihil.
ARSZ#E DHCP. PPPoE Al IPv6 [IZhALE ; LTSI E IP Hilik.

BB A0, T number 0 (B £ 100 (Bei) 2 AN 3E5L

security-level %i'5

i

ciscoasa(config-if)# security-level 100

AN
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B B 55 X LUK W i@ iE

masxuimz i

no shutdown

T

PUR 780K A 1/3 TR 1/4 32 DG &8 W45 A Hb EtherChannel, 2% /5% EtherChannel
IRy u

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3
channel-group 1 mode active
no shutdown

interface ethernet 1/4
channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipv6 address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

15 M 4% EtherChannel ¥4 EEME 1 HIITE ASA, JE4F EtherChannel #4F A 72 Hh #2406 3 15 .

FHIEZ
* AL T 5 2% EtherChannel £ AR
M TBWREBON, ERGRATE P IHEATLT . GERMAE A RGRESL, A changeto
system iy 4.
o RFBUBA, TEACE ML TS 0RCE WA R L (BVI).

* 1i§2)9i € EtherChannel 1 (1) fs KA e /MG E - AT TN ZEAE ASA BAZ #1457 EtherChannel
HR ) B KA e VBRI 2 (lacp max-bundle #1 port-channel min-bundle iy %) . R4 7 B H
XECRE, IETE R LN 0

* {EASA b E M KEEBREUE BRI 30 R T ORAE AT H AL 50 1) e K i
HHE AT ASA .

* {EASA LR E M BN EULBE G et i A i T 42 1w R BN is sl AR A
ML, SN BUE R T I B MR R B, BT DA S ASA ST

o TE ) RN R S B T v (121 port-channel load-balance i %) « ZEACHHL L, Fedilz:
WAE DL R Horh—F432:: source-dest-ip or source-dest-ip-port (i 2 [ LRl Nexus OS F1E

&R F Cisco Secure Firewall 3100 9 ASA & B .
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10S port-channel load-balance #ir4) . W2 7E S &3 L b A FH OCHE T vian, 5025 38Utk
W EIETER ) ASA FIT B A

* B M4 EtherChannel A H lacp port-priority 1 lacp system-priority @74 .

o {# F %5 M %% EtherChannel i, ¥ IEIER: D EERTE SR HZWASIEANT/ERE . bE k]
By 1K v v e e B AR R A T AR AL TS SRS IR &

UK

T VAN N )3 3 2
interface physical_interface

Tl

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. JH & ZH H 1 55—~ 1
YOE TR AT Hoth B 1 R SRR

#1143 il 81 EtherChannel:
channel-group channel_id mode active [vss-id {1 2}]

TP

ciscoasa (config-if)# channel-group 1 mode active

channel_id RN 1 21 48, i 2RACHE i A LIl IE 1D s HIEES L, K Ashisin—ME -

interface port-channel channel_id
5 M 2% EtherChannel H 37 #F active iz,

5K ASA E#23) VSS. vPC. StackWise &Y, StackWise Virtual AN & 28 AL, 15L& ves-id o
TR B M DERRI AL (1 802) o IbAh, BOBZESS 6 A5 b s A i 4 1Al
port-channel span-cluster vss-load-balance 774> .

EREE N

no shutdown

(%) W ERZIERE, ¥ 23 0% N3 EtherChannel.
w1l

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown
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masxuimz i

4 6 WASAE EtherChannel T H Z/MEH, X TEFEF] VSS. vPC. StackWise 5 StackWise Virtual
WML G 5E R, EBRIAGOUT, B M4 EtherChannel 52 H BEW T A5 S8Rk 01 1)
16 NMEIH 8 MERshE L o 8 MR, DA kA . ZAEH 8 ANLL L HITE )
Pl (HEA &M, W81 cacp static-port-priority #4251 shasu ALK . 251 5h A
VRS, f 2 AN e R AT 32 cTEshitEls . Bldn, T 16 & ASA 4Il&ERE, &6
ASA IR Z AT UMEH] 2 MEH, #5 M 4% EtherChannel 1354 32 AN

Fi o o IR TE 1«
interface port-channel channel_id

i

ciscoasa(config)# interface port-channel 1

e DS I REE A R, ¥ B shel g,
F4 1tk EtherChannel 1% & A 5 M 4% EtherChannel:
port-channel span-cluster [vss-load-balance]

i

ciscoasa(config-if)# port-channel span-cluster

5 ASA 3] VSS. vPC. StackWise B StackWise Virtual H [R5 S ASHAL, N AL H
vss-load-balance S 7 5 ] VSS fi#d . dIhRenl itk ASA 5 VSS (ak vPC. StackWise BY
StackWise Virtual) X 2 [] (1)) BR324 B2 ST T . 76 )5 FH R 8384 2 7, #8L20L(E channel-group
up fir At AN R B L E vssid KRB GES M 2 48

CArage) fam] DAA ity 11 380 42 10 i LR B 1, 78 T o e 1B e 1) s 1
G R T W B XS BB 5, IR IE 41 P T 8 X S S B A SR UL .

(Af3%) e £ 7E I EtherChannel 815 VLAN 70, H LRIHAT EERAE .

T

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

AREFF A IE I T4

(ZHEEEED KRR O BRI 5. KRR

changeto context name
interface port-channel channel id

i

ciscoasa(config)# context admin
ciscoasa(config)# allocate-interface port-channell
ciscoasa(config)# changeto context admin
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ciscoasa(config-if)# interface port-channel 1

W T2 A5 S, AR G R e B 5o sE .
L0 IO mA:
nameif name

IR

ciscoasa(config-if)# nameif inside

name f2 KK i 2 0 48 N PATHISCA AT Y, JF HAX S KNG o A —S BB Fm A bt iy & )
AR
BN RGP KB, BT B R TR A
* B - B IPv4 Rl/E IPve Mk
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipv6-prefix/prefix-length

ZNE

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# ipvé address 2001:DB8::1001/32

AN HF DHCP. PPPoE Al IPv6 HZNELE « AT sint fiidis, nLURE 31 A7 1 M HERY
(255.255.255.254). {EMLIHHLT, NS ML ak) bk (R B 1P Motk
IR - B 10 2 2 AR AL

bridge-group number

.

ZNE

ciscoasa(config-if)# bridge-group 1

number Jy 1 % 100 2 (B35, 2 0k 64 N DA BCEIMAFAL . BARFER [ —B: O id 4
ZAMM. R, BVIERES S 1P il

FB12 WEZEI:
security-level number

IR

ciscoasa(config-if)# security-level 50
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number 3 0 (Ef) 2 100 () 2 TE R HEAL
M5 M 2% EtherChannel Fi'E 45 MAC #bidik,  DLUIBE G i 70 B W 255 34 422 o) 7

mac-address mac_address
EUE

ciscoasa(config-if)# mac-address 000C.F142.4CDE

R TFEhACE A MAC Hulik, % MAC Wl A& 8 T 4900 il 4. G R AN E MAC Mk,
W BB A S, Briishl 4ok B MAC i A T80, miixa] i S 20k i) 2%
B

(e, SRS AEN B2 36 10, REEO T B0k MAC M, JcREs G5 T
EHYH MAC Mk, VEVERE, BB M4 b 1EEF S0 FAIE MAC Mt

mac_address [1#% 8 HH.H, b H & 16 A7/ @207 . #ilan, MAC ik 00-0C-F1-42-4C-DE
L 000C.F142.4CDE fJE M

WA EAEH B 34 MAC bk, WF5) MAC Hhkai N 71 AGE N A2,

G B STl SRR RE, ANl Rl — ANl SR E 1) MAC Hulik A 1P Hi ik
mac-address mac_address site-id number site-ip ip_address

i

ciscoasa(config-if)# mac-address aaaa.1111.1234

ciscoasa(config-if)# mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.
ciscoasa(config-if)# mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.
ciscoasa(config-if)# mac-address aaaa.llll.cccc site-id 3 site-ip 10.
ciscoasa(config-if)# mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.

O O O O
O O O O
=Sw NN

i R RE IR TP ik A 25U 4 Jey TP M hERE T[] — 5o (a8 A T ot R4 72 () MAC L BEAN TP 3
HERCR T AR R B B K 5 | FE P BCE P E (13 1 1D

tIE5ISEFEE

SRR RN Y R 2T 5 SRR I E A REI SR

BEEH TR SEFIRE

BB AR R B 5 SR P E A RIS . TR, EE ISR S — A1 nks
FEPEHIN e FAIARAE)E, SRAF S AEIE AN () 45 SR LB 45— AN il eI AT — N AL
AEAR AZY RORE RO P i VS I BB IR 5 21T R R i 1

FHIa Z |l
 THRACE, LIRS AR I A SR G
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« KT 2R, WEE RGPAT A A e OX LR S . BN SO B REPAT A 0], T
A changeto system 74 .

o TG ZPUAE P P £ o R A T s G . JEANREAL I Telnet 21 SSH.
BN RSN B IEARISAT AR, T RE2 AT PRI I 25 5 B0l B /W T35 R AT o .
* TG E SRR R A RN o S e SR R B LRG58 13 0L

UK

TR MATEREZAT, Joa AR R 1
T A IR P AR IR e R 18 0 D B A T B i

WREHE W, BRATEBUERK 2 N R B %82 11 & JF 2 EtherChannel #7. 1t EtherChannel
J& ASA AU, TR X PLK MIHIE .

SERF BB R VG AN 2 P U SR BIEAT s HE, RN 1Y s A AR R A L

* VLAN 78 AN e AR Br42 B B
« B )X FEH IR RN B3 36 2 AF 8 EtherChannel) , #5AN g FI/E SR E 4 I 5 2%
a) HEAFE A E R
interface interface id

5l

ciscoasa(config)# interface ethernet 1/6

b) (AL, @&EHT EtherChannel) 5 itb4 ¥ #2143 F) EtherChannel:

channel-group channel_id mode on

-

ciscoasa(config-if)# channel-group 1 mode on

channel _id FRIE 4 1 31 48, 1 ARG & i A7 I3l T8 1D (3 B 1, K B ahisn— A
interface port-channel channel_id

PA VAR SO A IR % 1l b 2 T ] ON B R il D AR T Il i AN B i Pl AR R
VRIS 2. TREME, KHET LACPHRETT M. iF5: HATEUBCKEEHE EtherChannel
WHE A Active B,

c) JaHEI:

no shutdown

TR AT R A s ANEN 1 LG B AL FR AT f FeA 24
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Sk

g

marsEssseres [

d) (&M T EtherChannel) %N 2E8 12 EtherChannel [RH A4 [ 85 4 4F -

5l

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown

¥E 5T HE BT B I D B e A R T 08 2 /0 B EE R D RO s MTU 5 100 7735
mtu cluster 575

i

ciscoasa(config)# mtu cluster 9198

F MTU BWE A 1400 2] 9198 “F 1 Z M I{H. BRIA MTU 4 1500 150 FRATTEE USOR BRI ) B 1%
MTU BEE MK o BT S R e RS 05 A, DN SR T ) e 75 S e i A gl e 3
KNI A0 DA R S AR o T4

B, HF RN MTU D 9198 <277, DA sy 2 2 10 MTU B LU 9098, 1 A2 Fh 42 il % i DU mf
LA E A 9198,

Ui A A R B4, (R TSR s W EHI0 5 SR PR E .
BBy 4 P NSRBI B AR

cluster group % Fx

i

ciscoasa(config)# cluster group podl

ARRAUERE R 1 2 38 ANFAF M ASCILFAF i o RN UL BEIL S — /MR . BRI T B
WAL ) — 44 R

N BEEERE RN 5 i 4«

local-unit unit_name

T E— ) ASCIL A A7 8y, JEAAZIUN 1 3 38 AN FAF e AT Rl R ME— APk, SRREP AR
VIAEAE A PR S 7Y R

Tl

ciscoasa(cfg-cluster)# local-unit nodel

e E s e M 1, B 1T & EtherChannel:

cluster-interface interface id ip ip_address mask

T

ciscoasa (cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
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B ==nssssseres

INFO: Non-cluster interface config is cleared on Port-Channel2

ARV PRSI,

5 5E 1P HuhEfK) IPv4 ks R IAN SRR IPv6. 4 HIANBERL E nameif.
ST, AR — M4 L AR R TP Hhk.

T AL P SR SRR, U BRI U A ID, DAL s SR 2 1 MAC M
site-id 45

i

ciscoasa(cfg-cluster)# site-id 1

G5 AT 138 I,
BB P IR PR RSB K
priority priority_number

T

ciscoasa(cfg-cluster)# priority 1

AL IIME R 1 3] 100, Hd 1 b @itsed.
CRIE) 0 E 5 A U0k 5 B LU Pl SR AR B B b Pt ot
key shared secret

il

ciscoasa(cfg-cluster)# key chuntheunavoidable

PR KA T 1 F1 63 NP RFZ IR 1) ASCH A7 i o SRS B T A s . i A2 5
Bl AT e, AHRIR 28 AW SR IR B R A SRR 4 R 40 .

(A3 %EH] LACP " i) 3has i AL SE K

clacp static-port-priority

FLCTHFNA L F B A e, Friltbar & w $ s S bl st o, EibRescRy 8 ML
FG B X LUK B 0, e AT SCRE 32 AN B o i SRANME T A &, WL RE SCRF 8 NGBl Bl 5
8 A I o AR e 2, WTVEAE AT AT & TR B2 s BT B R W B 0

(i) FhfsiE cLACP R4 ID M RGN 62

clacp system-mac {mac_address | auto} [system-priority number]

i

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

1&FF Cisco Secure Firewall 3100 4 ASA & £f
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marsEssseres [

S X LUK M IEE I, ASA S cLACP 520 5 22 #: /L i EtherChannel. £E 1 [) ASA 7 cLACP
e, AR HHLE R — & OERD W& . cLACP i+ 1 —S40E MAC Hilk
ARG ID. ZAEMTHIITA ASA #fFHF—AN R4S ID: miEGIFIc RN B3 AT i
B FTA B s LTuﬁ%%m¢,&%HHH%%ﬁ$@m%,A¢Hmwu+Aﬁﬂﬁ%

(i, MAC Hihk 00-0A-00-00-AA-AA % A\ 4 000A.0000. AAAA. D 40, #a]HEH T HERR b (1)
H%ﬁ%%@mﬁwmcmm,u@ﬁm%?m%mwmcmmoﬁﬁ%mT,Céﬁﬁﬁ@i&%
MAC Hhhk.

ARG HIE T 1 2] 65535, I THEMA Y S stfEmgE vog . BOASEOLT, ASA T
21, Rlgsflsodt. i sedms Bm TAZHpL LRI ES .

P QARSI SRR RCE ) H 7, A AT s SR BB w0 (2, AR HARAEE
I A

JA PR -

enable [noconfirm]

P

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...

Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cd169999
INFO: Done

Hi enablefy &I, ASAMHARIEEZITINE, AHREFATFNINGENAIEMS, WHEA
BUE R REAEI MY . RASTEREMIEAIR M2 WREIER No, WAL S HER. 1]
noconfirm JCBE S ] it A D BT H s BR A SR f 2o

TR AR ARG ST ROERE . TR H A Y RN A M B
DRI ERE B P e 5 20 Y TR A T A A P B

FARHAERE, 15 noenable 4.

pE i U RAERI AR, AT En B AR OGP s R B IR L A s sl IR

Gt

PAUR 7 G BE A R 11, D0 SRR BRI IAC 75 BE % A EtherChannel, 2RJ5 4440
“nodel” [f] ASA JA FIEERE, M T BA2 0 SURINBISRIFI B, DAIHORE o F27
Ko
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ip local pool mgmt 10.1.1.2-10.1.1.9

ipv6 local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

EEHETRIISEFRE
T LA TR RE L

FIaZ Al
o BRSPS 1R A T BRAE AR . S ANBEAL H] Telnet 28 SSH.
c AHAOTICE, LABIAY S SR AT T S .
« XT 2 EEE, B RERAT R STE AT . EMZE SOOI B REPAT A E], THRIA
changeto system 14 .
o QRS E A AT DRI S TR (i, BOARCEAE B 11 80D, T RME By
FUMASERE (AT SR R AN AR s i 9 550D o

KT RS INBEAEIZAT AR, T REa A PRI T I 25 A e B/ T e IR AT .

PR AR IR L O, A0 S PRI S C A AR TR o
i

ciscoasa(config)# interface ethernet 1/6
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown
ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on

[l ;&R T Cisco Secure Firewall 3100 & ASA ££2f
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N
g
N

mayrsssseres [

ciscoasa(config-if)# no shutdown

i 8 O FEHIY RS E A [ MTU:

i

ciscoasa(config)# mtu cluster 9198

e EAEAA AR, 205 S D Pt RO A S A4 AT ) -
il

ciscoasa (config)# cluster group podl

FHME— 45 ER O AR A 5% i 442

local-unit unit_name

il

ciscoasa(cfg-cluster)# local-unit node2

fRE KN 1 3 38 ANFAFI) ASCIL 17

FEA T R AUHATME A FR . AR P A VAR PR E Y .

PR B g P T AR T R SR R B R 1, (HAE RN S A (R 28 L Fi e AN R 1) TP Mk -

cluster-interface interface idip ip_address mask

TP

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel2

F57E 1P HuhE ) IPv4 Hihlk; BEE IANSORE IPve. 4% I ANBERC . nameif.

A ARG il DB, BT ROt A 1D, DA A il R RE 1) MAC Mk
ste-id 45

w5l

ciscoasa(cfg-cluster)# site-id 1

number /T 1 2| 8 2 [i1],

BB T AR RO B 2, TR BCE Dk v T Y SR
priority priority_number

T

&R F Cisco Secure Firewall 3100 9 ASA & B .
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ciscoasa(cfg-cluster)# priority 2

BEEE 1 3] 100 05, i 1 st d.
WE AN GRS, IS G PRI SR E RS P
w5l

ciscoasa(cfg-cluster)# key chuntheunavoidable

) FHAERE :
enable as-dlave

111 enable as-slave -4 T 86 (T E B A HERE (22 R AE (o WA AT AL BERE T T3 1 7 45D
S 4 T R N SRR R 35 1R T R T 24 25 P A s 2. IR 1 26 O T
S 1P R R

AR, i no enable fiv 4,
TR WURARFHAERE, B Bdss oo, HAE BB O S TIERE

Gt

LA 7 ) A 45 20405 19 5 node2 [RIMC L :

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

B E MR RIE

&L A ERHS ARG A% . TCP M HIAEIR . R B AL Ab AR A .
FEFEHINT R L RAT IR LR

[l ;&R T Cisco Secure Firewall 3100 & ASA ££2f
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mEskasa sy |

BLEEREAKASA £3SH

B EIE1T

K7

n

RET AER Y i b B SCERRE R .

FiaZ |l

o X2, R ARG PAT S M P AT T . B S B RS PAT A ],
i\ changeto system i 4.

UK

eI B AR
cluster group name
CRATIE) o P B 1 R B Y s A2 15 S0
console-replicate
BOANGOU T B8 I DR o 6 T4 8 I EEEE A, ASA MPRE RSO B BT Bl H 2=l & . an )
gfﬁﬂjﬁgﬁﬁéﬂﬁﬁﬁ%ﬂ B R SRR G B AL B R, I I T S A AR ) — AR
BCE AR 1 BRI G ) -
trace-level 25
R 75 BB AR ARG -
* critical - EEHAF (PEME=1)
s warning - %% (EEME=2)
* informational - 5 B3+ (™ EE=3)
* debug - Wil GUEME=4)

i EHEHRMANILE
SRR ] DUEC R T A A DB RS s

A e AR R O (B B D) (IS PR & . A U AT i DB ID. T4 ID
o EE L ID. PR I ANAE VLAN FH: sz 0 (B, VNI BVD EHUT. %
BN EERE I BE RS I B W IR TR IR POIR G

UK

PR SR E A
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cluster group name

T

ciscoasa(config) # cluster group test
ciscoasa(cfg-cluster) #

P2 HoE VR pas AT RO & T g
health-check [holdtime timeout] [vss-enabled]

N T HE N RUBATIRDL,  ASA SRTEAT i AE AR HI BER, 1Kt heartbeat ¥ SR E BN AR Y 1. 2R
W RAEORIEI N AR B ST R AT heartbeat TSk, WK S5 AR R A T ma B BROGVE T4

* holdtime- FiI T+ & 1 X e 4 ARASTH B T IR e AT R, JLAE A 0.8 21 45 705 BRIAEN 3 #5.

* vss-enabled - % fiTf5 EtherChannel 2 1 I [1] heartbeat ¥ B2 it BB HIBERS, DLAIfR 2/ 0K
AN AT EATT . A R AR A B BE R I5C B EtherChannel (HEF) H/EIERLF] VSS,
vPC. StackWise BY StackWise Virtual X}, W] fE7 25 H vss-enabled LI, XT3 L4
Bl MIUR RGN o EUS BN, IEREZAZ # LY EtherChannel i b2 4 111 7] fig
I T ASA, AHENIFEAZHMLIm AR . WK ASA LR3I [ HE I % D — MG
i Cln 0.8 ) , WInPKE ASA MEEREh A4 MIBR, ASA 2204 keepalive 4 5L R I% 21X £
EtherChannel #:H12 —.

B3R R AATA R NS s s Bl B 10 L R BAE ] ASA L BT HML B BE TR
TVEANRAZ AL VSS. vPC. StackWise BX, StackWise Virtual) , %W 45 FIZ PR &M A I g (no
health-check monitor-interface), %45 6 S 4 L4 IR % o A9 b &5 7 50 e o Js HLIC 5
KRBT A S, BT LA S HIE PR OUS A ThAg .

T

ciscoasa(cfg-cluster)# health-check holdtime 5

PR3 (e BAE R s AT Rk
no health-check monitor-interface interface id

P2 IS AT IR AW I P R i o n SR s S 11 (1 B A A 38 s 0 e bR A e, (R
FEILA Y S5 B[R — 24 O A S 1, s AERRETP I BRAZ 1 fl. ASA 782K ) JE AR
T MR A 03 B e 42 1 R 2R R DL i1 AU B B I A2 IEAE MR B % . BRI DL, R
B 10 )8 IS AT RGOS 7 o 48 mT DU Bty 4 (1) no JE 2 N2 TR HLAR T o s e AR AN J
M0 (B B D (ISR DU 7
* interface_id - 2% FHATA i @38 DI04 ID SR 4E: 0 ID 1. BT RBEALE
VLAN T2 (filte, VNI B BVD AT, SRR N ERHE ISR E s, &
URZAE TR IR RS

50 R AEAT AR BSOS B s s i R Al 10 . B FHERAE ] ASA. sRASHL BRI O . BT
IS AZ ML L VSS. vPC. StackWise Y StackWise Virtual) , #8 N 25FE1PIRER A LN EE (no
health-check), %A FF U8 4 1 R E: A48 o 2440 0 45 40 o 0 se il HLIC A o8 o 2 R 20 BT
WU, T UE T A s TR O D g .
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$IE6

mEarhsussasnEimags ]

TP

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

€ AEIBATARGURE 25 A AE i I (1 A S 0BT I AN SR R BE

health-check {data-interface| cluster-interface| system} auto-rejoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- 5 € PRI A S E B NN B E . NI AR NIRRT R . AS— S N
PR IRATE

* unlimited — (cluster-interface (IERIAED) ASBRIIECH AN 23R 1 CHL

* auto-rejoin-max — BCE FEF AR EL, /T 0 1 65535 2 W, OZEH B EFimA.
data-interface fil system [JERIAE N 3.

* auto_rejoin_interval - & X R EHT I SR 2 (W I ARG FR S 1] CCAM o 30r) , v 2 /i
602 18], BRIME R 5538 15 RS EH I SRR B S5 K S TR] BR A B BRI I 14400
SR (10 KD

* Auto_rejoin_interval_variation - i& S 15 BN R B FF S a] . WEA T 1 M3 Z R 1 C
WD 5 2 QAFT E—IREFEEN D 503 (35T E—IREFLL D o @il dn SRR R R RE
SRR B E A S Bl IR BEE Ny 2, WIHE S B E TS 1 ISR E 1038 2x5) Ja
HEATHS 2 ISR 76 20 2080 (2 x 10) JEHEATEE 3 w2zl W TR D, BRIMEN 1 T3
W OMARS, BN 2.

i

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

OB ASA KEE VA R A st - 4 i IR R IR 2 w2 3at (1) 977 e Bk s 1)
health-check monitor-inter face debounce-time ms

i

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

W77 B k] TH] 2 A 300 £1] 9000 2P 2 [H] o BRINE A 500 == /N AR AT LA SnpRAss il 422 1 e 1y
MR VETE, WERECE BT RO AR, G RIRILE . R AR TVIRS TR, ASA &%
Fefa e 204, ARG AW b A R AR, 0 i WARBE R I BR . 0T MR ERIR S 4
IEHIZ1TIRA 1) EtherChannel (1, AZ AL H N2 s A8 #eH1L 5 H EtherChanneD) 1175, BAHILT
SIS )R] LT (BB R b 48 AL R Ry 53— N BB RO 4 i ) ST ()88 8 S BRAUE Yl s oAy il
PR

CAre) Mo & s ks

load-monitor [ frequency seconds] [ intervalsintervals]

&R F Cisco Secure Firewall 3100 9 ASA & B .
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« frequency seconds— ¥ & W 3T S (R IR TR] CCARR A SRA ), JEE AT 10 31 360 #22 [8] . BR
IEA 20 75,

s intervalsintervals— B & ASA 4P EE MM BEIEE, ZENT 1 2 60 2H. BRIAEN 30,

fsn] DU SRR A Ik, ARG EE L. CPU RN AEAE FIS Dl LA R B X E 57 Wi 41
Fadm, HFRIY ST UGk, ST DUE AT o0 TS A AERE, B AN A L 11
T . BOIMEOL R A R IhRe. @i, XFREAPIAE T RA 3 AN ALY Firepower 9300 I
PINLFE T AERE, LR D 1) 2 A2 R B TTEERE, )5 12 LA TR AR () 0t 10 A0 o g ol A % 2138
R, SRR e e R k. Wil s, T LUERE TS A AL
ISR

i show cluster info load-monitor iy 4 A & Vi & 11 4% .

i

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
il

PL R 78918 health-check holdtime AC'E Ay 0.3 25 A F VSS; ZEFHLUKM 172 #:110 (H T4
B R KB FL 11 auto-rejoin TEE M 2 4 EPIFURTT 4 XK, ¥ duration 3% |
—WRIAIRE I 3 % LA SO SR AR IR IR (1) auto-rejoin ¥R 6 KSR, BFRE 2 20—

ciscoasa(config) # cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa (cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

i B A AT EREE TCP SHIER
AT B P NGRS SR SO TCP B PO . 5 96 T

4 TCP ##%Jm AR R IAEIRAT B SE 38 G5 3 i /4 0 B, AT k-5 Jt 301 Al AT G 1)
CARRLETAE” o WER, WA S QU T A S/ 0 B T B, e R X L

[l ;&R T Cisco Secure Firewall 3100 & ASA ££2f
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maisang [

P [RIEE, W Ry m e O B s it iy P A B AR Y AT, ISR B . AN ok B Ak
I TCP BENLAL &8 H TCP & %EiR .

g3z

IR ) TCP M i AR S il 4t
cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq |1t | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | ot} port]}
il
ciscoasa(config) # cluster replication delay 15 match tcp any any eq ftp
ciscoasa(config)# cluster replication delay 15 http
F seconds EE AN T 1 2] 15 Z [AIFME. ERIAEH http ZEIR, WFE) K 5 #5.
TEZ SRR, TH/EAHN Y s e R A .

PR 2 PN E A
cluster group name

PRI (i) Sk TCP i 3 FH R i 1l -
conn-rebalance [ frequency seconds]
il
ciscoasa(cfg-cluster)# conn-rebalance frequency 60
Iear S EOAZER] . WRCH M, ASA S WA #8515, TRROBNE B I B I B % 2 R 45 1
BRI B . BURINE A 1 3] 360 78, HIT46E 2 KA — R85 B . BUAMEN 5 7.
T ) N R TR A A A A I B B P s AN T ORI B P A 8 0 7 T AN )l i () B B 0

EE’EJﬁI|\\|EjIj] ﬁlé
XPTuk AV, T LA e ECE, DA m e R RS e M
BRASEBFRMBKL

N T R RE T AR T 1Rl )R A AR I () IR, S AT LLRS T ) 2 A AL o BT i
ST AR, IF Bk g R AR A (ERE, ASA Y TAAT IR AR R 0 i
WA I A A SR AN 3 ) 380 € 55 DT A ] AR AR s 3 i 8 AT 7 A ARt
A g o REFTAE AT R S OR ARl s T LASe Rtk RE . BEAL, IR sUR I 2 A i
AN G 10 5 R AE ) — ol RO PR IR T o AR S i B 8 T Aty s PR R ) Bd s I
OEESGEEITE
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FiaZ /i
o AEG | SRR PECE P O B 51 B E L A D,
o UFIRERMAT A MAL: NAT 5§ PAT VifE; SCTP Mo E; 0BT 4t

UK

SIS AR

cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

T2 AT RSN,

director-localization

N PR B G B SRR R, AT DUR et OUAR . RERR I A S T E AL T A —
il WUPRE AN g sl s AP AN AR DT AT 2 DR R L G 52 3 e A P 5 T

FHIa Z Al
o FEG L RO E P O S A B R R ID.

g2

PR AL E R
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

P2 A RTIR

site-redundancy

[l ;&R T Cisco Secure Firewall 3100 & ASA ££2f
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Bo Bk m % 3% ARP

IAE, ASA W] LA K4 2% ARP (GARP) £ tl, DU ERAS e dkfitl b 4 2 Ab T BofrIR &S EE R
BEANUN AR SC B B = i b, e B A B ) 4 Jal MAC/IP bk ) GARP it o

24 F R B AR AE 0 5430 2 MAC A TP bk b Ao FH o A0 e 10 MAC Ul AN TP Hihik R, SERERRI
(R AL A 43 )5 MAC bR TP kil 20 R B AN @ N4 )5 MAC bt 2R plfr), 4 R
MAC HihkAZ #ell b G4 B MAC bkt . KA, L4 R MAC Hilik 2 H ARG Bk
AT ISR P ATz, XA AT B Bk BEAN 2 4 e L
MBS WA B B G A ID AU BRI X LUK W I8 U B 5 MAC HuhkiE, BRI N4
GARP. %0 LLH & X GARP [alfF, ] LIZE] GARP.
FreaZ Hi

o FEG| FRLPHCE HP O AR b E U A ID.

o TRV I E PO B DX AR 38 38 1 R S MAC ik,

UK

SR AR AR

cluster group name

T

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

PIR2 [HE X GARP [A]fF,
site-periodic-garp interval

* seconds — W& GARP A2 (B[R] CLARD R HRAr) , A3 1 2] 1000000 #22 [4] . BRIAE A
290 b,

45T GARP, i1\ no site-periodic-garp interval .

B EERR
MR S5 AR AU R Z RIS BN, S nT LU & LISP it LS R sh k.

KT LISP A
FTLAGE A LISP it  DAEAE sk 8] 5 A s

XT LISP
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ASA LISP 37 ¢

LISP #EN

ASA LISP 52
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R B O RN S (i, VMware VMotion) , RS 28 il LIZE B thO 2 (8T #, R
FeRE SR IE . T SRR PO RS AR B, B AR T B AR AE IR 2 S B N R
TAE RS BN DB o JERNE A7/ID 23 B WY (LISP) ZEMDK ¥ 45 5 4 B 23 AR IR (EID) 5 447
B EU E N TF (RLOC) 735 TF, o B BIPANAS[F ) G5 25 18], SEIRIR 2% 2T B R 25 ) i 1355 B
o BN, RS BBk s L2 i ) Il 25 2% IS LS NS, 26 bl 8 2 0 o T 1) BT
(A=

LISP 5 % 708 5 o8 A (1 % Eh A A IR 254, 9 1 LISP H BRI % th 4% (ETR). A FIBEIE % i 4%
(ITR). Bk thay WU TS (MR) FIBL IR S5 #5 (MS)o MRS 1A 58— Bk % ph 2 Rl 380 e 45
PER T HAREE S, SR HAb s th 2 AR e, DUEERE B P i TTR nf LA
BEIE TR YT W Rt R NI &t VAW

ASA KB RIZFT LISP; {HiE, ‘& nl LUl AS A LISP i & ffi e 7 B o, AR5 1l b (s BT o4k
SERHERAE . WA LISP 4550, R 28R BN 2Bl s I, ok BIIA AL T8k s 1) ASA £ERE
B0, ARG A # . B ASAKHR B R 2R R ASA, AR5 1H ASADLZUR it & & [H]
Wtiel, ABRRIAMRS A . KRR ERIFARL THRARES, A “K57 8 “RIk”

I BAE ] LISP 255k, ASA BERERL 3 i) LUK 25 25 — Bk th 28 5 ETR B¢ ITR 2 [8]ff) LISP fiitt, R)5
PR IIT AT AV B S A BT A

* ASA SEHEIK GL AL T3 — ki d 8% MZ 0 RO ITR 2 ETR Z 1A, ASA SEfEA G AR A Y™
JEE MBIV SR Bk i as .

« DOCFRF e AT BE i AR BRI o AT s T AN R A S s E )
7% B esm N (Bl St A R SR ST H 1A ASA T TAT 1
Kl o

< RIS 3 MIZE 4 JZ U0 —LE N A rTRE 2k

o 0F T RSN AL AR R B TR AR S BV 35 Bt i, B sy & ml R AR e ek . AR E A A
SRR, S mT DAY DD RESCRF It 2R, IR FO0S i E 3 IR AR A sh Ik

UEDhRe S ZMAH IR AOBC E. CRER IR U] -

1 (A3 JEF EMLER S 2% 1P bk BR GRS 2 (1) BID - 25— Bk i 2s il g & 1 5 ASA 4EREIC KN
FHLER M2 k3% BID JBAIT S, Uk, Snr LRSI 1) 5 58 IR AR BE A K 10 I 45 i 5l 4 1%
EID. fltn, dn AR K 2 ANl (HJ2 LISP 78 3 Al BisdT, N IVEFRAERa A m 2
AN 231 EID.

2. LISP yii ALY - ASA K7 UDP iy [ 4342 [f¥) LISP Ji s & AL 28 — Bk 2% 5 ITR 5 ETR
Z ARG BID JAN S . ASA 4335 N0 BID Fluki 5 ID AHSCIET BID Ko B, NS
P2 o — Bk i 23 TP Mokl DA K ITR B ETR H Frihik i) LISP i . 5, % A LISP it
BT SR, JFH LISP EAGAS SERREILE,
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e & LISP A

rzuspian [

3. TR IR € Uit (KRS S P 1A AR 55 SRS - S ek SRl 55 i s sk o ot mT AR
Xt HTTPS it A/ el b 36 By 5 Mk 55 s 1 5 T iz s ik
4. uhRi 1D - ASA A FIAEME A RS AR 2l i 1D B E B K T AT

5. T RHRB S PERERESONICE - ROCBAHERREION A MR s BEIT/ ST fo VR
S st i A P e SR B LRI A sl

MRS AR AU R Z RIS BN, SR LU & LISP ittt LUS AT Zh k.

FHia Z |l

o MO E S ST SR BRCE 0 27 TOMRCE A S SR IRE 5 32 T, AR
St 7 i — ot 1D

* LISP it RS TE default-inspection-traffic 1, Pk, TR FE 242508 LISP it f i & A
AU SN

UK

CAIEE) W LISP Rl wesh LARR A 1P Hhdik BRGSO ) EID, JFRCE LISP Pk o= 4.
a) BIEPJE ACL; X HFr IP Hulkt5 EID i A stk PURC:
accesslist eid_acl_name extended per mit ip source_address mask destination_address mask
$25% TPv4 FI IPv6 ACL. 5%tV access-list extended i5¥, HS M4 5%,
b) @I LISP kyillhssf, JEik NS4k
policy-map type inspect lisp inspect_map_name
parameters
o) JE UG E ACL & AL VFIY EID:
allowed-eid access-list eid_acl_name

Bk 23 EL ITR/ETR 7] g4 ] 5 ASA SEFEJC G FHLEL M 4% A 0% BID Wl AnvE &2, Bk, &
AT AR ) 5 R SRR SR IR S5 Bl W 48 K 36 BID. 040, W SRARBENGE Je 2 Nk 1, {H)2
LISP 7£ 3 ANk i BizdT, N ILAFEERE A 2 ANl 5 EID.

d) R, AT
validate-key %4
w5l

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
ciscoasa(config)# policy-map type inspect lisp LISP_EID INSPECT

ciscoasa (config-pmap) # parameters

ciscoasa (config-pmap-p)# allowed-eid access-list TRACKED EID LISP
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ciscoasa(config-pmap-p)# validate-key MadMaxShinyandChrome

LEI 1 4342 o0 55— B #% 5 TTR BRETR 2 [a](¥) UDP i & ic & LISPA I -

a) MCEY R ACL LAY LISP i
accesslist eid_acl_name extended permit udp source _address mask destination_address mask eq 4342
&7 552 UDP it 11 4342, %% TPv4 Fl IPv6 ACL. H KA1 accesslist extended i#i5, i
Zl S .

b) K ACL BUEEHL :
class-map inspect_class_name
match access-list inspect_acl_name

©) AU ATIE LISP A6 I B i 5 SRMG IR AR o SRR S DA K FIAGI, SR B ke 2% Siems I T8 (i
R .
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
RS IAT IS5 g, iR e IAT SIS WU 4 FR . BRMESL T, ASA 35 #%h global_policy
()4 SR S, DRI T4 JR S, IS 4R AR WIS A A R N H X SR, 38 ] LA RN
FHAN AR S5 % . LISP Al < X A T, R o 3 AR 542 1R B brde 11 F S R
25 Sl s WAL S AN 7 Il (R 2SS R UCHC, e N SRR HH A S S s Bl S5 P4 11 1 B A U

HREZ 5 o
T

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa(config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa (config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP A 15 635 5Bkl th 3 15 ITR 2 ETR Z[W A I4 (K] EID AT S . ASA 4E4"

#—A 5=k EID Fl3k 5 1D ) EID .

R A RS Sk

a) MCEY e ACL DATENRSS 9% 5T C5onli n I 2 8 B0 23 Tic 4 e A R PRl 2% OC Bt v 2«
accesslist flow_acl_nameextended per mit udp source_address mask destination_address mask eq port
152 1Pv4 FI1 IPv6 ACL. 4 TP (1) access-list extended 1875, S MM AS% . ©RXHES
BRI RS, Bilt, T LU HTTPS i R/ A 2% 2 58 i 45 w8 1 3 iR 5
PEs
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b) 4 ACL £l St i .
class-map flow_map_name

match access-list flow_acl_name

iz useian

) FRAEAEIL ER T LISP KK R —SRms Mt R R, SRR R IR sl

policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

T

ciscoasa (config)# access-1list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0

eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP
ciscoasa(config)# match access-list IMPORTANT-FLOWS
ciscoasa(config-cmap) # policy-map INSIDE POLICY
ciscoasa (config-pmap) # class IMPORTANT-FLOWS-MAP
ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BEANAETRA I E R, AR R TR 3 1«
cluster group name

flow-mobility lisp

WE TR/ AL R T DA R b Jed Y A RS B 1k

w51
PLR 7
* % EID FE#H4 10.10.10.0/24 P%% ¥ EID

o K7 T 192.168.50.89 f LISP M hi#s (WNHE) 471 192.168.10.8 I ITR B¢ ETR # th

% (5 —/> ASA #1101 1) Z W) LISP #ii & (UDP 4342)
« JEH HTTPS 7E 10.10.10.0/24 _3E N 45 4% B BT P ERi & e i shit

« AR R TR

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT

parameters

allowed-eid access-list TRACKED EID LISP

validate-key MadMaxShinyandChrome
|

access-list LISP_ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eqg 4342

class-map LISP_CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
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class LISP_CLASS
inspect lisp LISP_EID INSPECT

service-policy INSIDE POLICY interface inside
|

access—-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class—-map IMPORTANT-FLOWS-MAP

match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY

class IMPORTANT-FLOWS-MAP

cluster flow-mobility lisp
|

cluster group clusterl
flow-mobility lisp

EHEMT S

HIE ST UV R (WK B b S S L P

BAAEEFTI =
S RIS R, WA LRI, IR B A .

)

AR CHASARTARESPRE (BLFsh i s e PR OUS AR IO I, B Bl 8 D ks el AT
B g AT DUAGE AN i SRR AR, WSEORT S AR s, ST DOAEEREH 58
EMERIZAT R BB LU ORFFTIT, ALY RO AR TP i 1P ik HAn SRS H B n 2
[0k 51)5?“’%4’#*&?#35%4)\@ (i, Refrfyr 7 CAE SRR ED W B LR et
TR BZATE 4200 65 3 1 R EAT AR E 2D L

FIaZ Al
o WAE RS G ANREE R CLI & H: A H a2t AR .
« ST 2R, BERGPIT TP HITARET . WA RGHLER, 755 changeto
Syﬂeﬁlmjvo

B2

PR FEANERACE AL
cluster group name

i

ciscoasa(config)# cluster group podl

[l ;&R T Cisco Secure Firewall 3100 & ASA ££2f
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T2 SN

no enable
LB S VT ke W | B e N O E il Brive = O S = W X (Y D AAR 9D I E e M D
SRR B R ANAD, DRI A8 mT 80 J5 750 AR RE

FHTR
BRI S I R LAAMR B B, TP T LR 2D R
Y
AR YASARTARESPRAN, Pra8dEE O oCH; AR B I 0 aT DURGR RO . ERALIR
U WHEPUR AR R LUK ORRFTIT, Y mONERAE TP i) TP dhit. (H A RS
WrmaEs, T SRR AL T AR RPIRES (Bldn, BRI T CAAHAEREIRCED , BN
BB o B 20U F A2 1 6 3 R BEATATAT 0 — 2P (G
FHiEZ Bl
ﬁ?é?aﬁﬁ,%E%%%ﬁ%@*%ﬁﬁﬁﬁow%ﬁﬁﬁA%%mﬁ%ﬁ,%%Ammwm
system i 4.
UK
=[G STSEIS

cluster remove unit node_name

G SR RCE R FFAAE, AP TR I op B B R R AR, PRI AET T 5 EEHT R i 19
MIANE T RBCE . WERAE RS T i RN iy SR MR P00 5, S B A2 7614 2

TEEER LA, iEHA cluster removeunit ?, B{E % show cluster info #ir 4
w1l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asaz

ciscoasa(config)# cluster remove unit asa2

WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering
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BEFIMNEERE
W%M%ﬁ¢M%T%¢%£(%Wﬁﬁﬁ%ﬁ%%%u),ﬁ%%%@?ﬁ%ﬁ?%%&ﬁ,%
LI TS FH N
FFeaZ Bl
o KRNI 42 ol £ i 1 R FDB I R A . FLfhdz O O .
ﬁ%?raﬁﬁ,%E%%ﬂﬁ§m$%ﬁA&$om%ﬁ%%A%%M%ﬁﬁ,%ﬁAmmmo

system 4.

o ORI D, R E ISR
UK

T AT, BEAERNE A
cluster group name

T

ciscoasa(config)# cluster group podl

FTIB2 Ja HAERE.
enable

36}
“H
1
o

LR IR AR, T MR EAMER S SRFICE . BT R S B ATECE AR R OB
[F25) DGR AR LR R A NS O I AR AT L, EE A TS BRI B PR T 46 e &
PAS TP ik 5%

FiaZ |l

R IR G o 1  MIERGEREICE T, PrA i D i, GRS BILEE I AR I e . 10
H, AR TR CLIER: 5 gk At

UK

pz- R PO i G TR E

cluster group cluster_name no enable
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TP

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERE Y R AR, STV AT e S e
WIR 2 THERAETLE
clear configure cluster
ASA KR P AT, ELFE G PR RIS i 5
T3 SRR DA
no cluster interface-mode
BT EF i T RCE T, PRI T8 .
S A WA ROIE, A 0 B I (AT RO
copy backup_cfg running-config
il
ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa(config) #

PRSP E DR AF B ST

write memory

FER6 WORBAH AP BCE, THFORECE B . B, fROREE e TP ks R R RS ENLA

EREHT R
A

ER B SEEEI A, ARV AT S AR, SRR Ik 2 S AR A AR W
R E BRSO RY j U RART R WA R R . EURIRERL, R IIRET . W
FAE AR Py o S S w49 i, WA SRR T T, i R b B T A a1 i R i S

SRR AL EPATEL R R

FIAZH
T2, HEREPAT M P PAT AR . WM AR IEARARER K, WA changeto
system 174,
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UK

BT R BCE Y A
cluster master unithode_name

Tl

ciscoasa(config)# cluster master unit asa2

IR T BT IE R B A 1P Mk,
TRFIN BT, WEi cluster master unit? CAJ 2 5 B 247010 A2 AN TG 285, B A show
cluster info fiy %

EBIERIEEEARITR S

BRI I A T BRI R IE A, IEPAT L AR 10 A 1 k% show i & LA
LT it R L R TE AT A e b TR RN ) AT HAth Ay 4 (ol capture
F copy) .

UK

FIK A BT R, SR WUIRTEE T R AARR, WA Ry E 5 AL
cluster exec [unit node_name] command

Tl

ciscoasa# cluster exec show xlate

TEBESAH, Wl cduster execunit ? (A& TR 4 TT S 2 AMAFTA 2/, Bl show
cluster info fiy %

w0
2 RIS — B S P AR 105745 14 2052 00 TETP IG5 38, VRt T A LA AL F

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap
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wizasa sz [

ZANPCAP A (—ANSfk B —NT5 5D KR HIE] TFTP k%S4 . HARHESR 42 A
M %%, B0 capturel asal.pcap. capturel asa2.pcap 2F. (EABIF, asalflasa2 24

HES R4 R
LA & cluster exec show port-channel I fiy & HH s, o T HEREN BN B
EtherChannel 15 &

ciscoasa# cluster exec show port-channel summary
master(LOCAL):~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k*********************************
Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— B e sl e T
1 Pol LACP Yes Gi0/0(P)

2 Po2 LACP Yes Gi0/1(P)

Slave-~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k******************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— P
1 Pol LACP Yes  Gi0/0(P)
2 Po2 LACP Yes  Gi0/1(P)

Hi¥% ASA &£ 5F

RonT DU I A RER A R R I F R R e

HIZEREPRTS

B2 LU T i 2k I R HEIR A
* show cluster info [health [details]]
WIRE A LT, show cluster info iy 2K Wl 7= T A B B 1l i RS

show cluster info health iy 245 B 0. 7 S AN ERE A M e TR . details S8t 7 BoR
'B‘I@E? u%'ﬂ&ﬁﬁﬁ\ﬁ

27 show cluster info Ay 4 L N -
ciscoasa# show cluster info

Cluster stbu: On
This is "C" in state SLAVE

1D : 0
Site ID : 1

Version : 9.4 (1)
Serial No.: P3000000025
CCL IP : 10.0.0.3
CCL MAC : 000b.fcf8.cl192

Last join : 17:08:59 UTC Sep 26 2011
Last leave: N/A
Other members in the cluster:
Unit "D" in state SLAVE

D : 1
Site ID : 1
Version : 9.4 (1)
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Serial No.:
CCL IP

CCL MAC
Last join
Last leave:

i&F T Cisco Secure Firewall 3100 7 ASA &8¢ |

P3000000001

10.0.0.4

000b.fcf8.cl62

19:13:11 UTC Sep 23 2011
N/A

Unit "A" in state MASTER

ID 2
Site ID 2

Version 0 9.4(1)
Serial No.: JAB0O815R0JY
CCL IP 10.0.0.1
CCL MAC 000f.£775.541e

Last join
Last leave:

19:13:20 UTC Sep 23 2011
N/A

Unit "B" in state SLAVE

ID 3
Site ID 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP 10.0.0.2
CCL MAC 000b.fcf8.cble

Last join
Last leave:

19:13:50 UTC Sep 23 2011
19:13:36 UTC Sep 23 2011

* show cluster info auto-join

SRR RUR TR — BOE IR JS HE I INAERE, LU CIE B 4 (Bl A5 45 vF
FE. HURIZATIROUK B RN, 2555) o WA UK AZE M, sl Rl CAES R, Wtk a4

AL BT .

i 21 show cluster info auto-join 4 1 LL Nt -

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Master has application down that slave has up.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.

Quit reason: Service chain application became down.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join

Unit join is pending (waiting for the smart license export control flag)

* show cluster info transport{asp |cp [detail]}
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R BUR I H AR AR ORI G5
« asp — Hdl-F i At 5 S
* op — FEHPF ML E R .

WA detail DCHEF, SR LAE B G vT SEAL D DR A IS 00, DASEAfh s 45161 1
HH R 2% b X L I 1 54 ) /. 1522 9 show cluster info transport cp detail 41 L N i
i

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
§) - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages
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0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%

i&F T Cisco Secure Firewall 3100 7 ASA &8¢ |

Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name

Cluster Redirect Client
Route Cluster Client
RRI Cluster Client

Current MRT buffer usage: 0%

Total messages buffered in real-time:

Total messages Percentage

4153 73%
419 7%
1105 19%

1

[Per-client message usage in real-time]

Legend:

F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name
VPN Clustering HA Client

Total messages Percentage F L R
1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%

Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name
Cluster Redirect Client
RRI Cluster Client

Current MRT buffer usage: 29%

Total messages buffered in real-time:

Total messages Percentage
3731 91%
328 8%

3924

[Per-client message usage in real-time]

Legend:
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F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]
Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
BIRERE Al g, LARAT RBERETY UM N SR St PRI i3 i AR TR 1) i PR PR R

HIRBNERE B AR EEE €
A RARE PR B ORE R, WS T
cluster exec capture

TECRFEIEG TR M b R, 4 nT LUMEEH cluster exec capture fiv & /58 I mi TS RSk SEiERs
PRI DIRE, B SEHRE R IR P Bl 19 oK B 3h)s e g

1t P ¥R
W2 LLF iy 2 DA 95 S
show cluster {cpu | memory | resource} [options]

DOREEAMERER IS . AT H] options Bk T Hdl e A .
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SHLLF fr 4 LU A B

* show conn [detail], cluster exec show conn

show conn iy & s — AMERHE T SHIE R RE L. fEATEY RU_EATH cluster exec
show conn iy & W] A P A&, thir 2 ] LU R BN G o B B SRR AN ] ASA 1975 K.

SERE A O T BT ORI B o BEAy 2 1] LR SR J7 (0 Ay o AN IE B2 (1 gt =
AR, R n] LIRS B T fift 1 B I M 2 R AR S 1R P e A T 5

show conn detail iy & ik W MR EE i N 38 S A8 sl

DL A& show conn detail fir 4 (K% H 74l

ciscoasa/ASA2/slave# show conn detail

12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,
B - initial SYN from outside, b - TCP state-bypass or nailed,
C - CTIQBE media, c¢ - cluster centralized,
D - DNS, d - dump, E - outside back connection, e - semi-distributed,
F - outside FIN, f - inside FIN,
G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,
i - incomplete, J - GTP, j - GTP data, K - GTP t3-response
k - Skinny media, L - LISP triggered flow owner mobility,
M - SMTP data, m - SIP media, n - GUP
O - outbound data, o - offloaded,
P - inside back connection,
Q - Diameter, g - SQL*Net data,
R - outside acknowledged FIN,
R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,
s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,
V - VPN orphan, W - WAAS,
w - secondary domain backup,
X - inspected by service module,
X - per session, Y - director stub flow, y - backup stub flow,
Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime

1m21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received

at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface

NP

Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

BN IER AT MO HERR, 15 SEAEAT R S 4 cluster exec show conn iy & 7 & T A3 15 i b
iR, FHREGLUFPRERR: S (V). %H (v) FiERE (2)o FHIERT =6 ASA
2% 172.18.124.187:22 1| 192.168.103.131:44727 ] SSH % #%; ASA 17 z bnik, #onil
ARG R ASA3 W H Y hrik, RN S0 1 ASA2 WA R R bR
&, RORIEITAEE . Elsir i, HIEBN AR I ASA2 F 1 1 AR E: i
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W FENT ), MR HEEIEN ASA 1 Al ASA3 _ERUAMGREE 1T, 0 I SR T o) B s i e
KE|] ASA2, ARG ASA2 FN D .

ciscoasa/ASAl/master# cluster exec show conn
ASAl (LOCAL) :**********************************************************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2-*****************************************************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO

ASA3:*****************************************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes 0,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counters]

show cluster info conn-distribution 1 show cluster info packet-distribution 4 2 st AL BT
AT R B0 AT e XL A 2] DA B RS DAk R S A A i s

show cluster info loadbalance fir 4 /8 % 4 1 4 oH A5 B

The show cluster info flow-mobility counters #iir4 7~ EID #sh A G B MER. 1§55
show cluster info flow-mobility counters it LL 4t -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested H

show cluster info load-monitor [details]
show cluster info load-monitor fiy4- i 7~ 5 Ji — AN R B AR AR Al 03 I i Bk, DA A DL 1)
[ REEL CEREUL R4 300 o AHi ] details et 7= 2 B REAN IS a] 1) b 1 A B B .

ciscoasa (cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details
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ID Unit Name

Information from all units with 20 second interval

Connection count captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
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Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

CPU usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
Unit ID 1
30 25 35 25 30 30
25 25 35 25 30 35
30 30 35 30 30 30
25 20 30 25 25 30
20 30 35 30 30 35

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]
BIRIEANMERE R A ¥ s . v options B g T $ s 257,

%% % show cluster access-list 7741 LL N«
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ciscoasa# show cluster access-list

hitcnt display order: cluster-wide aggregated result, unit-A, unit-B, unit-C, unit-D

access-list cached ACL log flows: total 0, denied 0 (deny-flow-max 4096) alert-interval
300

access—-list 101; 122 elements; name hash: Oxe7d586b5

access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eqg www
(hitcnt=0, 0, 0, 0, 0) 0x207a2b7d

access-list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,
0, 0, 0, 0) Oxfedfd4947

access-list 101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238
(hitcnt=1, 0, 0, 0, 1) 0x7b521307

access-1list 101 line 4 extended permit tcp host 192.168.1.116 host 192.168.43.238
(hitcnt=0, 0, 0, 0, 0) 0x5795c069

access-list 101 line 5 extended permit tcp host 192.168.1.177 host 192.168.43.238
(hitcnt=1, 0, 0, 1, 0) O0x5lbde7ee

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0xle68697c

access-list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclceb5c49

access-list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6£59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitcnt=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxce4f281d

access-list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfea4

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitcnt=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitcnt=0, 0, 0, 0, 0) 0x013fd5b8

access-list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dba0d

LRI R AERDER VR B, A

ciscoasa# show cluster conn count
Usage Summary In Cluster:*********************************************

200 in use (cluster-wide aggregated)
ch (LOCAL) :***********************************************************

100 in use, 100 most used

cll.~k~k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k****************‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***********

100 in use, 100 most used

* show asp cluster counter

Wi 40 TR AR R HEBR AR AT

ARERBHIER, WS N
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* show route cluster

* debug route cluster
SRR i E B

* show lisp eid
78 ASAEID %, 75T EID Mt 5 1D,
%% [ cluster exec show lisp eid @4 KILL Tt .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :************************************************************

LISP EID Site ID
33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T, s kK ok ok Kok ok Kk ok kK ok kK ok ok K ok kK ok ok K ok kK Kk K Kk kK ok kK ok ok K ok kK ok kK Kk K K ok kK ok ok Kk ok Kk ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4

* show asp table classify domain inspect-lisp
Ztmy A0 TR AR T AT .

EEEEHHFICR

ARNERIE NI ER, S ad
logging device-id

BERE T IR ML A R G H AW R . T LT H] logging device-id iy 4 KA i AT AR ] A
Al e ID AR GE H SR, DMEHEFE b2k B ARRE P (AR R 2iAS [R5 A

R ERED
HZ AT T PR L i 2

* show cluster interface-mode
B LI

* show port-channel
ARG AT iy 10 1 1 ) 4% (14 IR

* show lacp cluster {system-mac | system-id}
275 cLACP R4t ID M52
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* debug lacp cluster [all | ccp | misc | protocol]
EKZT—\‘ cLACP E"J‘Uﬁ‘u&?ﬁ /%\o
* show interface

ST R R MAC PR A S 100

ciscoasa# show interface port-channell.3151

i&F T Cisco Secure Firewall 3100 7 ASA &8¢ |

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec

VLAN identifier 3151

MAC address aaaa.1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0
Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes

98530 packets dropped

IR

WS LN 1 A 2

* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]

WA A T
* debug cluster flow-mobility
BOR S ERERAE B A S
* debug lisp eid-notify-inter cept
Y eid-notify #E 2 A BoR Pl

* show cluster info trace

show cluster info trace #ir & B R ARG B, (Lt DHER 2 .

52 show cluster info trace #ir 2 [ LL R :

ciscoasa# show cluster info trace
Feb 02 14:19:47.456 [DBUG]Receive CCP message:
Feb 02 14:19:47.456 [DBUG]Receive CCP message:

CCP_MSG LOAD BALANCE
CCP_MSG LOAD BALANCE

Feb 02 14:19:47.456 [DBUG]Send CCP message to all: CCP_MSG_KEEPALIVE from 80-1 at

MASTER

ASA £ &+

XL A 3 SR B T A B SR SR ASA B E .
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ASA F13Z 354/ Bo & 7= 5

ASA FL &

PAUNBC E 7R B RE ASA HASHMLZ MR 7% 1

ASA 0 RHEO
PLKIM 172 GigabitEthernet 1/0/15

LA 173

GigabitEthernet 1/0/16

LK 1/4 GigabitEthernet 1/0/17
PLUKI1/5 GigabitEthernet 1/0/18
BHEF LHZEOER

cluster interface-mode spanned force

ASA1 i=Hl BT 5| RIEFECE

interface Ethernetl/6
channel-group 1 mode on

no shutdown
|

interface Ethernetl/7
channel-group 1 mode on

no shutdown
|

interface Port-channell
description Clustering Interface

cluster group Moya
local-unit A

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 HiE R T E | BIEFELE

interface Ethernetl/6
channel-group 1 mode on

no shutdown
|

interface Ethernetl/7

channel-group 1 mode on

no shutdown
|

interface Port-channell
description Clustering Interface

asa nziamERS
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|

cluster group Moya

local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0
priority 11

key emphyriO

enable as-slave

THBTEORE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2
channel-group 10 mode active
no shutdown
|
interface Ethernetl/3
channel-group 10 mode active
no shutdown
|
interface Ethernetl/4
channel-group 11 mode active
no shutdown
|
interface Ethernetl/5
channel-group 11 mode active
no shutdown
|
interface Managementl/1
management-only
nameif management
ip address 10.53.195.230 cluster-pool mgmt-pool
security-level 100
no shutdown
|
interface Port-channellO
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100
ip address 209.165.200.225 255.255.255.224
|
interface Port-channelll
port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level 0O
ip address 209.165.201.1 255.255.255.224

BEL10S B E

interface GigabitEthernetl/0/15
switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/16
switchport access vlan 201

[l ;&R T Cisco Secure Firewall 3100 & ASA ££2f




| 1&FF Cisco Secure Firewall 3100 4 ASA £ 2%
mrios sianEes

switchport mode access
spanning-tree portfast
channel-group 10 mode active

|

interface GigabitEthernetl/0/17
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

|

interface GigabitEthernetl/0/18
switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface Port-channellO
switchport access vlan 201
switchport mode access

interface Port-channelll

switchport access vlan 401
switchport mode access

I &R F Cisco Secure Firewall 3100 9 ASA & B .
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| ETire

RS 3 Y zIZ
=R PN
management
N 10.1.1.1/24 (Pool; .2-.9),
et 2001:DB8::1002/64
© = @ - .| (Pool: 8 IPs)
i o = = £ o
© E| © © £
Cluster Control Link
192.168.1.1, .2, and .3
<I__ portchi Spanned | >

port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
| MAC: 000C.F142.4CDE |

port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

c""--—-—.__ ,_,.>
(5 RN | port-ch5 [
Switch o VLAN 10, VLAN 20 Trunk o
- I3Y
— z
3 3
= S
|
=
A y
Client Server

KA A 2 A A B T S AN VLAN SCBG, Filln, VLAN 10 T WM 4%, 17 VLAN 20 H
TANEML% . B4 ASAERAT — R B AN AT e L ol b 28 0 s O o 5 F b kA BRAE R L1
FTAT i L AR T 802.1q #1234 . ASA J& VLAN 10 5 VLAN 20 2 [8] [ 55 <k % .

{5 /9 4% EtherChannel B, BT 504 55 26 7EAZ LI 73414 — A EtherChannel. WIH—& ASA 48

AT, ACHHURE£E AR B2 2 10 I i i
BHRELREORK

cluster interface-mode spanned force

RE1EHBETSISEFRE

interface ethernetl/8
no shutdown
description CCL
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cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

REIHFERETSISREFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

sHETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1
channel-group 1 mode active
no shutdown

interface port-channel 1
port-channel span-cluster

interface port-channel 1.10

vlan 10
nameif inside
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ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

BB /\ 5
w7 bR
Cluster Control Link
port-chi
o 192.168.1.1, .2, and .3 Cai
Switch e Switch
BN /\ ethi/e
gl ] [ etnir7
A =N/ A\ ethi/8 3 eth2/1 -
| T
— w
o -
=~ Z&
Zo 3
ol 5e s 15 58 3
o 9 Sw 248 S2od
] Y% §f=5-% Z\/ eth1/8 eth21] ANED 8
7y N T2 o
z 1883 =888 2
. S 5302
- 58 2 Node 3 oy &
A\ O 3/ _ethi/6 ao
sl ] | J*l | eini/z &
& \J = | 3\./ eth1/8 >
V V ’ vV V
mgmt |
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

T e S BEURAE PN BRI AR R 2 2 1AL R A B 5 500 B A

 EEpR, Eﬂ”ﬂﬁ*"ﬁ’&m%EtherChannellj%?'JW“BﬁC?ﬁ%m, T A5 P 275 — A5 P 4% EtherChannel
RN AT ML W T E, A AT LAZEAEAS EtherChannel 8% VLAN 821,

BARE LHEORK

cluster interface-mode spanned force

[l T Cisco Secure Firewall 3100 &9 ASA £2¢




| 1&FF Cisco Secure Firewall 3100 £ ASA £ 8

br—3
L

e

N |

REVEHBARTSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave

REIHFERTSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable
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enable as-slave

THBTEORE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

BEFHER (tR%r 8 £H/8 &) BYFEM 4% EtherChannel

TEAE 4511 EtherChannel "1, 55 K iE 2l sy VAR 4 8 AR H A AL g 11 o G SR AE 8- C At
HOB R B WA IR 2 AN 1 4 BC 3 EtherChannel, S HF 16 AN 1, LA 8 AN 120 4b T 4% P S
o ASA {FH] LACP SRt i s L6 B 15 3 A v B E I, MBS Ry b 45 P BERG . iRL8fH VSS. vPC.
StackWise BY StackWise Virtual i3 F £ 48 ##Hl, EtherChannel, A SZIRAZHHLIA 04, 7E ASA |, Fr
B VR SE AT S ik DS HEY . A8 R, AR v g “REEl um i (i, LUK
V1), B2 “Hdi” i (B, CUOKM 1/2) o SR iER s RR: R
RRHHARLE, FiAT IR e — QAL B2k, T Bl s U 20AE o — & S bl &0k
FEROR T YT 2R IR T B B B N B2 A A O -
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1

i

Switch 2 Switch 1

Virtual Switch Link f Ei_

Switch 2
-
=

Virtual Switch Link Virtual Switch Link

1. Up to 4 nodes

Node 5
2. 5th node joined

3. Maximum of 8 nodes
SEET PR AR U A, P SR T P S S B N B B KA, LR CR R B 4 il O S v
S A M. R, 45 S AR IR, WEIFREN A& A EYY
.
A B % B TR A6 WS ARSI A [R) ) S 0 o e I BRI DU AT BE AR AR . FEITRA 4
SR IIERE, Hh—H W& b —ANEMK A AR TR
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B coemus (emmsEmBER) KM EtherChannel

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

=3
=2

ZM PRI RERC E T £ 4> EtherChannel. & fr7s A — N 8 EtherChannel F1—4>4M5 EtherChannel .
4 5 EtherChannel H 1) 42 il i A B B I 0 A A e, U4 AR RE TR HI R ASA . IX ] AR 1 ASA
FE L5 P8 X 4% W7 T S 2 ) I 00 S e 381k 1 A7 I &% ) 3t
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or
Access Switch

Inside

Router or
Access Switch

arE LaEOENX

cluster interface-mode spanned force
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REVEH ARSI SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-slave
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REIWRBETSISIEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-slave

REAHREETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-slave
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EHl B TiEORE

ip local pool mgmt 10.1.1.2-10.1.1.9

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface ethernet 2/6
channel-group 3 mode active vss-id 1
no shutdown

interface ethernet 2/7
channel-group 3 mode active vss-id 2
no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface ethernet 2/8
channel-group 4 mode active vss-id 1
no shutdown

interface ethernet 2/9
channel-group 4 mode active vss-id 2
no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE

FEHERuh 2 B £ EERY OTV L &

A5 ] B X A D) T 0 114D 3% e A e )y o5 () SR RRE A 45 e 2 HM%?OTW’J@BE%D"*EED@EO OTV
WL E DCI _F# R B AR R IE T EAEH . UL KR P3R5 MAC Hibkf, OTV 44l
DCI % R P AEE e . WRAE OTV ¥ kR AR MAC Huht, &% 57 B,

0TV Fc & /Rl

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL MACs

10 permit any any
mac access-list HSRP_VMAC
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10 permit aaaa.1111.1234 0000.0000.0000 any
20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151
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H b R FEFEEIE 0TV SUERR
Rl SWOT, w BN OTV MIidygas, DB FFRLIE AR MAC ik, J& 5 25— LU HLAR B .

1485 BAE IEH TAEI SR I OTV A2l B3 ASA 42/ MAC il (i &4 H . b4 HE i
i) OTV RS L LI INX LA H . 2 P AT E DI, & R W R R 45 35 F1 4% - g A
ASA [P ARP % H G FHAAEREM QI , BITEAT A% Z ARP. HIL, OTV BASAHLE
EHAL R R P3N ASA 4 i MAC Hihik. 1T OTV 8 kR %A %45 MAC #ulik, 5 H AR
OTV Wil, EASEN ESE 2 MR IE PR, e %57 MRS 38 814 5 MAC Rk 5
W, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

M AN R, TN I IE RS, RMER OTV LRt ER &S H . EBRAS OTV 1
A MAC Hidik %, MIMER4 R MAC #ilbfES4H, XA i,
MAC it =555

1ok A WOTIF HA R MAC HBhEFER 4 H Cas el OTV i, R LS > OTV SRANE B4k 1
LA R MAC N . 75—l i n, SRR EEA H . SR MAC LR, DLEfifR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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OTV ARP £7F 1545
OTV AVHE ARP 4y ilid OTV #3401 IP Huhik ) ARP 2547

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

ik = (B &R B TR )

LUR 7R B s SCRF IR A B2

B RS ER) MAC F0 1P Sthiik aYF5 X LK M) 18858 i B AR 2 7 )

PAUR 7Bl T 2 AN EREROT, XN SRR O 20 A T 2 A AERE A ot e L 1) R G % e s AT N
AR ZR 2 0] RO IOHCHE oo ST B PR AR P R B B DCT &R A7 TRl ni 4R
TR 5% A5 P T 170 DAY F5S R 008 0 26 R 5 X A AS P TR 2 B A B AZ L. 41> EtherChannel 5B AE 7
AT LA -

s VLAN A8 H B AL 4 UL (OTV) BSSALEORTEul s (4 g o R aaZ0s I BH 14> i MAC
HEFRE eSS, BB AR AR SRR Rl DCT AR RN 5 —ub i QR ICTR V7 i) —ANuli s AR RETY
AL WS BR JE oY, TR B RE S A AL 2 5 — il A AR T A SN VACL ki g4 )=
MAC Hbtik. X FRLeAZ el (B LAT F3 RN R 1) Nexus) , I Z04f FH ARP A5 25 b ik F
4 Jai) MAC HiliEf¥) ARP idlifi. ARP K2 2R EEAE ASA E b mi MAC Hulil Rt 55 1P k. 4
AL E 5 MAC Huhilk, 545 ARP K 7.

RN T RS R G FTAT R 1Y RO I 2 R AU MAC DU FHalicfiotiatl . A% Hh A o
ISR AR DC IR R 52 [ MAC Huhik o EDIRE AT By A8 Hepl A A [ S 11 L P 7 A 2
KA )42 R MAC Mk, S8 MAC MuUhbEs); M, EAIRENES 1 MAC Hikik.

1ESE Feh
o IWEEREAGE I FTA D Bt QA8 T 0l 1 MAC M, ARSI 0 BEAT A AL .

o FAL BRI ITA N DB AL 42 )R MAC ik Aci%, AT RT LA PN 0l s FRATAR 5 R
OTV (R JE a5 Hcdfa h0o 9 (1R A AL
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Interconnect '

Data Center 1 Data Center 2

5 X LUK W) 8858 2 PR AR 2 R b ik = (8] SR B 7 151

PUR RGBS T 2 ANRAERO, X PIANERRE O 20 A2 2 AN B AE AR B itk i 4% 2 i) (Rt
A (R b . Bl 0t AR B e 1 DCT M F . A7 TN = (R AR 1 03 A8 HH 1 o) 7
PRI RF8 (10 255 DX LAK W L 12 B A AT b Lo B4 EtherChannel BBEEAE I I AT HLAR -

A7 FAE N O TR PSR A H 234 8 F OSPF (Rl i W1 ASA) o 5 MAC HihEAR[H, i
H1 2% TP Mk 70 A i b8 L e — 1. B fi 58 DCTHh TS m IR el DRI i R R e A 5L
oo, BRARSS ek A BRI SR B A A P W . T ASA R F S BRI b A A T
BN U R — PR ZEL A REAE B Rl I e o SR T — ANl e PR SR s A 0 A b,
WK NEE G I 2 I DCT AL T I3 — Nl s AR L

TR R AL STt T L4«

* 3 iE] VSS. vPC. StackWise Y StackWise Virtual - ZELIE 56T, — & AP 258 76 204 o0
1, 58X WNLIEAEEI R0 20— AT AL TR Ao IR SRR S B B A
AL, TR EE L DCL &4 . BN T, EERZ S RFES NS oA
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Moo U1k DCI R AR PEFAMA R, Bt al DU N 1Y RUE I DCUER 2P S 2C L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i A A E «

o NFEEAN U S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AZ Hp LT 4%
AeJ1, ORI DATERRAN 3l 222 E 2 NP TUAR SN L . FERLIEOL T, SRR AR —1
5 DX LUK W S8 8 s o0 1 P LA DO B & A AL, R bl 2 LA LB A
HIAZHML, (HESIX DKl TE A F “r " o BN ARHIURAT WAL R G HS 20K 55 X LUK
P JE TE AL 0 25 A HB A EtherChannel.
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FFAN Ul R e %t 284 1) FHRP (451101 HSRP)  7E 8RN il 3 AH [ 1) H bk BE48) MAC A1 IP Hi
hb. EEE S MAC bk = AMES), Sl H 4 H mac-address-tablestatic outside interfacemac_address
T2 I S 2% S B MAC Mk 278 N2 ASA MAC HihlbZ . WREAA X4 H, S0 T3k a5
1RG5 A7 -0k i 2 IR ORIEAE I, i ml Ae i ASA JFS2i A e 1 Bkt i 2, AT 2K
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ERS%E
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ASA T RN BE
9 ASA SHHEAE ASA SREICRS, SEATIA SOREIURE RISk SLARTh A T Rt BT
A T VR

SRR FFRITIRE
LU DhBe e o -SRI 00 R I s, ARG A & R4
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* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (% J'3ifi )
* WAAS

* WCCP

o {57 P I e A

* BEHRT RS A

* DHCP %/ 4w MR45 a3 AREE. SZKF DHCP 4k,
* VPN f1 353

o B

o SRR H R B

* FIPS %15

SRR iLThRE

LUR DhBE A ARSI i B A 30k, IR it

\)

AR GErP I BE AT A 5 1Y U T SR TR B B e i B Y
U SRA T PR AE DI RE, U2 S0 R A vh D BE VR L P i B AP A e, AR PR R 2R
NEETIIRE: WRKAEIEE DL, AR B SR A& [ R R
KRR DIRENT 5, WA Y U A, W DA SRR T T, T sl 20T PR e S
HEATIERE

© LUR R
* DCERPC
* ESMTP
* M
* NetBIOS
* PPTP

* RADIUS
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* RSH
* SNMP
* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A Y

o WZE) ) () S A SR UERHRAL o IR

* e AR 55

* 3l ;5B 5 VPN
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N2 BT SR Th BE
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. EEE 3 AN A B eI oA AR, FF AN ) SR AR R T SRR 3
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o SR - M AE BT S RS AR B, HER S RO A AR e . Ay ]
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T ®4&i71e) 8 AAA FEcRf
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