E=TE 7 o]

AZEANAUHTE L Telnet. SSH F1 HTTPS (ff ] ASDM) Viln) ASA BT RS HE, Wil H P idk
AT S B UE R HZ AL LA B o] G el 265 S A

o MUEEHEREYTH , BB

s NARGZEHANE AAA, 18 1T

o WA wAAVIN , 2838 L

o EELVI MBI Dyt . B 41 L

it B & I8 A2 17 (9]

AFNENT A ASDM. Telnet B¢ SSH Br & ASA Vi, DA IAMAE BB, )08 S AEE .

e & SSH i519]
IR B 2 7 i 1P k18 vl SSH iE#: % ASA I, EHATLL I 2. &L TR

o BEPTI] ASA B LLEEAT SSH Vilal, JRETE AV LN 1P Hubk 17 R0 . 48 B 4 e A 4 I
H SSH.

R THEN ASA INPT % N LLAL,  ANSCHRpS HoAtb i L BEAT SSH Vsl filfur, w2k SSH 4L
RETANEHE L E, TR T ) AN 1 AR A I R . R i — il S 2 i VPN IE 2 .
THZHACE VPN Bl BB, 5 12 0L

* ASA SRVFREME /AR Z A 5 NI SSH &4, EFrA T s Z 700 100 k. 1H
s T RCE AT T RES BIUE IEAE S B, RN IRAE DN SSHE TR b AT B,
i PR LEAS N T T AT S

* BRASOL T, ASAMEH] L ATSSHHER: . %] LAtk JA FHAE T-OpenSSHI) CiscoSSHfE R . BRIAME
FRAKEL  ASAMERS . URISSHEC

* FIPS &3k
o SEHTERET, AR B R IE AL X I S B

| g ]
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R, ORISSHHEA S HF:
* 8 VPNl SSHIE R R JiAb R 1 CEF L) n))
* EDDSAZH T
* FIPSHA T IFIRSAZE PIX)

R TELX T RE, N 4kZEF I ASA SSHHER:

CiscoSSH HEFE ] SCP ThfiEME 781k : 4l ] ASA copy fir 2 #3011 151 SCP Al 45 2% ak A SCP
RSS2 53 h S, AT ssh dir 2 1E ASA 2k SCP RS 251 M/ EHLE FH SSH 17 i)

o (8.4 M) ANFESCRE SSH BRUT S 44 . A1 SSH B K pix B asa H] )™ 44 M6 s i
LTSRS ASA. EAfFH SSH, #0475 ] aaaauthenticationsshconsolel OCAL i it & AAA
BOMGAE; AR5 E RN username fir & € AR o R EAE ] AAA BRSBTS A L%
PR PEEAT SO S0E, IS A T B3 473 56 G TR B R 2% FH TV

* A SCHF SSH AR 2.

FiaZ |l
s FEZRRBAT, WA SRR R AR . EARRIE VIR BRI, A

changeto context name.
UK

$E1 (A[iE)  # [ CiscoSSHHER 1T A& ERIAASA SSHIUER: o
ssh stack ciscossh

FR B ASA SSHHER, i#{# 1. no ssh stack ciscossh
$2 AN SSH T SR (GEH T3 ASA)
YT ASA L, SAEHE G AT . ASA B AUSZRF RSA %48,

a) RPN
crypto key generate {eddsa edwar ds-curve ed25519 | ecdsa elliptic-curve size |r sa modulus size}

i

ciscoasa(config) # crypto key generate ecdsa elliptic-curve 521

* eddsa edwar ds-curve ed25519-# 11 K/ 425647 . ANSCHFCiscoSSHHER »
* size-LI7 R BAALIG K /N 256 38411521, ecdsa eliptic-curve

o size- K/N CCAGE M EAE) h2048. 3072804096, rsamodulus B i iR AS o2 MR 6 RAS 25
B SRR, DRI ERAT A 13 e kg A P A S B R B 5 A

B z=niE
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sEsshiza ]

PR E BB/ IR, AR B3 B0 P 75 (R IR TR S . SSHZ LA R P 221X % 4H:  EdDSA,
ECDSA, #RJG+ERSA. fliH{| || }fiv4 . show crypto key mypubkeyeddsaecdsar sa SSHAY ] )%
FAFR Ay<Default- type -Key>.

b) (k) ARG BRI BT (EADSA, ECDSAFRIRSA) , iiffse ZAE (1804
ssh key-exchange hostkey {rsa| eddsa| ecdsa}

HIEARRSA, WA FI2048 KT K M. b T SOUTHHCAE, (UL LR A It
A SCHRONE ] T R oS SR RAS BEHI0SCHE, B TR Ol B LA S
CELIESIR

i

ciscoasa (config) # ssh key-exchange hostkey ecdsa

K P RAF BIR AN AF
write memory

IR

ciscoasa(config)# write memory

e B s FE R G g ] A SSH ViRl ). st DUAEF AAA RS 283EAT 7 U7 i), (Bt it
FAMA 4.

user name name [passwor d password] privilege level

IR

ciscoasa(config) # username admin password Far$capel999 privilege 15

BRAANGOUT , R R 25 BIANAT 0 F1 15 Z[aIZn], b 15 HAA TR, oS 2iam 6 H
FUE N SL 3857 B O 56 UE T AN 2 250D & 43 5641 (ssh authentication), #&1] #8752 AE F & 68 4l 2
Fro #IEFE username iy 2 HHC B A B B O B0IE LR RS, U SRS AR SRR S A AAA B
ouE, H PRk S 5%, R G2 username it 4 nopassword #£15, ; nopassword
IS VFNATAT 20, AN T .

CAlag) SV A A S O S UE AR/ LRSS S Oy S0 E,  JFAE ASA BRI AH:
username 4 #x attributes
ssh authentication {pkf | publickey key}

Tl

ciscoasa(config) # username admin attributes
ciscoasa(config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

---- BEGIN SSH2 PUBLIC KEY ----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "

g ]
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gipia |

AAAAC3NzaCllZDIINTES5AAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiNe5Q
--—- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.

XA username, W] LS A BH S 03 50 UE AR/ DL ACEE A 3 7 Bk o A8 m] UASE FH ATART n] A2
ssh-rsa. ecdsa-sha2-nistp 5% ssh-ed25519 JU U % 8] CANAFIETS) 11 SSH 2B AE ek A1 (i ssh keygen)
A FVEX . 7E ASA EEIANZ A A5, SSH & il AAEH (LA S H T A st 2 g %) i1y
4) HHR ASA.

T pkf ZH, RGEBPERERENG PKE #2258, 5K 4096 47 kg T il i Kam ik LA
Base64 #% 20 R 2850 . wiltn, m] DAEH ssh keygen A5 J 4096 17 (%5, AR B JL 5y
PKF, JAiH pkf CBEFAE A AR & 0T LUK pkf oS ds )i — &2, {3 PKF %
AL B EHIBISH RS . EuZif N write standby iy 44 BElH 2> PKF %41,

X8, %4 Base64dn i) A4 . publickey #& 1] LLAE HATfA] A] 4= i ssh-rsa.  ecdsa-sha2-nistp B¥,
ssh-ed25519 JRah% 48] CORWUEH) 1) SSH %4 4E kAt (4 ssh keygen) - 8%t

ORF T3 J5)D JA ] SSH Uil A (50 AAA JIR 55 #%) 5 6 B ik -
aaa authentication ssh console {LOCAL | server_group [LOCAL]}

TP

ciscoasa(config)# aaa authentication ssh console LOCAL

X4 ssh authentication iy & (1 )7 4, B & A REIAIL AP G r K k. ASA Bl A<t
Bl FEEAT A1 B I . e SO BAT BT 4 o n SRS SR vEASHL ] A8 ) A B IEER
TR, AR a4 S b A B 4 901 LA SRV SR )

s ASA WILHSZ REAN MU bk B 7 9 (0 342 (1 TP kil AR RT /R AR SSH 4 .
ssh source |P_address mask source_interface

* source_interface - 8T a4 I L o X IMFAL, il He @ ML R 82110 . X4 VPN
ERYT GEZM BCE VPN BRE ERE BN, 512 50 , iR Em4n BVI .

5 Telnet AN, #0] LIRS AR 224900 % 1 EAT AT SSH.
il
ciscoasa (config)# ssh 192.168.3.0 255.255.255.0 inside
(nE)  WETE ASA Wi SSH il Z B, 231l n] 205 PR R R 2 i ] o

ssh timeout 4344

i

ciscoasa(config)# ssh timeout 30

EIRiF ]
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mzsshiziE [

BEE NI A, JEECY 13 60 7380, BRME N 5 708l ERZHEIEIT, BROAFFSEN AR, W
B0 L2 SE ST AT AT SYIIN KA AR HE R DT s (KD )

PO (L) PHCE SSH E N 5k
ssh cipher encryption {all | fips| high | low | medium | custom colon-delimited_list_of_encryption_ciphers}
il
ciscoasa(config)# ssh cipher encryption custom 3des-cbc:aesl28-cbc:aesl92-cbc
ERUME D medium. 42 HA L U AE ] o 6 T-30E AR, it e 2 4 90n) B AR 22 42 203

FH

o all JCEE 45 e il T %0 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
chacha20-poly1305@openssh.com aes192-ctr aes256-ctr

* custom KR E F € BN E 77, UUE 500,
* fips JCHE PR T AT A FIPS %8S : aes128-cbe aes256-cbe
* high REEFHRE N F IR EZ NS aes256-cbe chacha20-poly1305@openssh.com aes256-ctr

o low R FIR B, PRIERE %Y, 3des-cbe aes128-cbe aes192-cbe aes256-cbe aes128-ctr
aes192-ctr aes256-ctr

* medium KEEFIRE P A SRS (BRIARE) : 3des-cbe aes128-cbe aes192-cbe aes256-cbe
aes128-ctr aes192-ctr aes256-ctr
S0 (WL L SSH i se s 5 ik
{111 VE 590 irlist_of integrity ciphers} ssh cipher integrityallfipshighlowmediumcustom

Tl

ciscoasa(config)# ssh cipher integrity custom hmac-shal-96:hmac-md5

BRINME A high.
o all PR e T T % i : hmac-shal hmac-shal-96 hmac-sha2-256 hmac-md5 hmac-md5-96
* custom KEEFIRE HE UM I AN E A48, BLE S0k .
* fips KB 77 € AT FIPS )% 84 : hmac-shal hmac-sha2-256
* high JXBEFHR €5 #RE% Y :  hmac-sha2-256

o low IR e %, ORI 25 Y . hmac-shal hmac-shal-96 hmac-md5 hmac-md5-96
hmac-sha2-256

* medium R FIR € A S R 251 : hmac-shal hmac-shal-96 hmac-sha2-256

SN (A]#%E) (Admin context only) - W& Diffie-Hellman (DH) 25 4H A Azl .

| g ]
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{I1111]} ssh key-exchange
groupcurve25519-sha256dh-gr oup1-shaldh-groupl4-shaldh-gr oup14-sha256ecdh-sha2-nistp256

i

ciscoasa(config)# ssh key-exchange group dh-groupl4-shal

2R\ A dh-group14-sha256

DH %A # AL TG0 AT A — 7 B ff s I L 28 . S i 528 A A E WL A, DA3R
BEENG D IRAE . BB HAT W L0 B U S5 28 S 0 I0E . 5 M8 H DH S HAS e L TGN S
B, 1EZ [ RFC 4253, 1 R AEEE P P i & WA, EMIraE sl A,

]l
PA R 7 il Je o el 4 PKF A 21K 25 A IEAT 5 3 50 0 -

ciscoasa(config)# crypto key generate eddsa edwards-curve ed25519
ciscoasa(config)# write memory

ciscoasa(config)# username dean password examplepasswordl privilege 15
ciscoasa(config)# username dean attributes

ciscoasa(config-username) # ssh authentication pkf

Enter an SSH public key formatted file.

End with the word "quit" on a line by itself:

—---- BEGIN SSH2 PUBLIC KEY —----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from
AAAAC3NzaCllZDIINTES5AAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiNe5Q
—---- END SSH2 PUBLIC KEY ----

quit

INFO: Import of an SSH public key formatted file SUCCEEDED.
ciscoasa(config) #

"

LR 78l AE Linux B8 Macintosh 248 F 24 SSH A= — ML= 24, K H S ASA:
1. EFEHNL AR 1 EADSA AFHFIFAEH:

dwinchester-mac:~ dean$ ssh-keygen -t ed25519

Generating public/private ed25519 key pair.

Enter file in which to save the key (/Users/dean/.ssh/id ed25519):
Enter passphrase (empty for no passphrase): key-pa$$phrase

Enter same passphrase again: key-pa$$phrase

Your identification has been saved in /Users/dean/.ssh/id ed25519.

Your public key has been saved in /Users/dean/.ssh/id ed25519.pub.

The key fingerprint is:
SHA256:ZHOj£Ja3DpZG+gPAp9ASPYyCEY0+Vz02rkGHIpplpw8Q dean@dwinchester-mac

The key's randomart image is:
+--[ED25519 256]--+
\

\
\ o \
| . . + ot o |
| .E+ o ++.+ © |
|B=.= .S = . |
|** o000. = 0O |
[P o*.o = |

B z=niE
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5E Temet 513 ]

| o .. *.+.0 |
| . . 00... |
+--—--[SHA256] ————--— +
dwinchester-mac:~ dean$

KB E 4N PKE #K

dwinchester-mac:~ dean$ cd .ssh

dwinchester-mac:.ssh dean$ ssh-keygen -e -f id_ed25519.pub

—-——— BEGIN SSH2 PUBLIC KEY —----

Comment: "256-bit ED25519, converted by dean@dwinchester-mac from "
AAAAC3NzaCllZDIINTESAAAAIDMIeTNfEONuHO0094p1MKX80£fW20216g4trnf7gwiWe5Q
—-——— END SSH2 PUBLIC KEY —---—-

dwinchester-mac:.ssh dean$

KB P AL 2 BTG A

7E ASDM H, fKGEF BLE > WEEIE > AR/AAA > ARIKR, EFEHA4, R
Ja riisRig . Al Public Key Using PKF JfRH 3 kG 21 & v

WUE PR R T LG SSH ¥EFR ] ASA. X T8RN AL QI8 B0 I 45 5 19
SSH # P .

dwinchester-mac:.ssh dean$ ssh dean@10.89.5.26

The authenticity of host '10.89.5.26 (10.89.5.26)' can't be established.
ED25519 key fingerprint is SHA256:6d1g2fe20vnh0GHJI5aag7GxZ68h6TD6txDy2vEwIeYE.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.89.5.26' (ED25519) to the list of known hosts.
dean@10.89.5.26's password: key-pa$$phrase

User dean logged in to asa

Logins over the last 5 days: 2. Last login: 18:18:13 UTC Jan 20 2021 from 10.19.41.227
Failed logins since the last login: 0.

Type help or '?' for a list of available commands.

asa>

ft & Telnet ifi I‘Eﬂ

FON VA Telnet 154222 ASA 1% )7 oy IP Hikik, EHATLL R AP, SR LU 45

* W7 ASA B AT Telnet i, AT A VEEHL TP ALV SN, (M AL A0
L E Telnet Vil o

o BT HEN ASA BT O LAAN, AN RE6 HiAt bz D HEAT Telnet VTl 140, s Telnet &
Wﬁ% FREEI b, DU R R B R AN I 11 ) Telnet 82, IR0 (1 i —151 4h &30 b VPN
R, WS NCE VPN Rl FA BTN, 55 12 T

o AR A VPN BEIE ) Telnet, 75 WJGVEAE A Telnet 15 i) Bl 2 A= 2 ) H4% 1 .
o HNMER/PREIRRZT 5 NIER Telnet &R, EFTE N RP®&Z 00 100 MNER,

g ]
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FHia Z |l

s R FBGUN, AN RPIT R T E AR . ENARGEE VR B SR, A
changeto context name.

o B[] Telnet 1j 1] ASA CLI, &% Nl password fiy 4 %S )5 550 . i ] Telnet Ry 2470
T-B R EIZE,

i

YOI ASA A7 T4 € #e 1 BB ik 5l 7~ 2 SOE BRI TP Hiuhik
telnet source |P_address mask source interface

* source_interface - ¥RE ARl D A HE L. XS T WMRAL, i FR @ Mgl gz . % T VPN
YT GESM BE VPN BRE FE Y, 612 1), iR E AN BVI#0,

WRRA—M0, HES O 2000 100, &in] DAL E Telnet LLUG 182101,
il

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

WHE ASA 5 Telnet 231G W FFIERE 21T, %o 1l ol LARFEE SN 2 KN A

telnet timeout )%k

TP

ciscoasa(config)# telnet timeout 30

BCEAERI IR, JEF Y 1 5] 1440 7350 BRINEN 5 708k . FERZHAHOLT, BROASFEEI (A #OK KR,
S 1 0 A B 58 BT AT T SR e ik i 5 PR I )

Gt

TH SR L —& W O B 192.168.1.2 I EHL1T ] ASA:

ciscoasa(config)# telnet 192.168.1.2 255.255.255.255 inside

N R AT R YF 192.168.3.0 IR LK ETE F S AE N EBHEE 1D LT [H) ASA:

ciscoasa(config)# telnet 192.168.3.0. 255.255.255.255 inside

B z=niE
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EEMAF ASDM & WTTPS i, ez [

BcE AT ASDM &Y HTTPS i 5], Hh &= Pim

WiEAEH ASDM % CSM 25 HAth HTTPS % F'i, W5 23 H HTTPS R454s, JERFE ASA )
HTTPS #%4%. HTTPS Vi) ©AE N ) BROABCE 35 A M . Wi ke s HTTPS Vi), IHHATRLT
W, ESILL N R

o BYjin] ASA $:H LLEAT HTTPS Ui i), JRJCTHT RVFEHL IP Mok v i M) . #8875 d AR 43
fiL® HTTPS. {H &, WAL E HTTP & ¢ |0 A% HTTP 7E£; 9 2) & € 1) 2 HTTPS, T2AZ0 5
FH A VF HTTP W95 ) 00 B0, &8 0I5y HTTP & .

o Br T HE N ASA R T I O BAAL, AR HAR I OBATEH U R B, Wik s =L
TAMEEET b, D0 URE B ) A A B S . R [ i A T VPN RS, i
Z [l E VPN fpid R Ry , 25 12 T,

s FEHIE SN, REZ AL 30 4N ASDM RSk, EZE ST, BMEREKE S A
K ASDM 21, fEFT A sth &% 700 32 4~ ASDM SE4]

ASDM 2T AE IS HTTPS 384 — M T RAAFEE) , 5 — M TRATHE S (X
BT E SN A AL o B, SR SRS 32 4> ASDM 21 %78 HTTPS 2 14l
il 64,

* ASA RVFAE G S E A AME e ClnskReTHD P2 o 6 A~ JF & dE ASDM HTTPS 41,
BT st &2 fA1F 100 4> HTTPS <53 o

o AARAE R R0 BRI S H SSL (webvpn > /2 A #: 11) F#THTTPS Vjin), AT LA https://ip_address
Vil AnyConnect %% /7%t , M https://ip_address/adminijjn) %t [ 443, WA S T aaa 51958
iE http #=5H1 &, W24 ASDM Vi A 45 & HoAth s 11 .

FHia Z |l

s X FEBGUT, WSS P AR . ENRGRCED BN R E, EHA
changeto context name.

UK

PR UUN ASA A7 THEE # AR ik 51 2 HTTPS JEFLHY 1P Hihik
http source |P_address mask source_interface

* source_interface - ¥R/E LA Ty A I 1o XS T 4L, it fa @ WAL 2 1. KT VPN
ERYIR GEZM BCE VPN BRE ERE B, 5512 50, iGfREman BVI .

i

ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

HIE2 5 H HTTPS R44%.
http server enable [port]

| g ]
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B ==5T asom e HrTes 0. EfpE i

Tl

ciscoasa(config)# http server enable 444

BRONIEOUT, 3 14 443 Qi 3o o 11, 35 45 e AU G ZE ASDM s 0] URL H o 54, ks
i 5 SOl 444, I NLLTF URL:

https://10.1.1.1:444
FOHFFEFAEN T2 B HTTPS 2 i iy ) ASA _L# HTTPS iIR%5. ERIVBHL R, 1 ASDM. CSM
F1 REST API.

http server basic-auth-client user_agent

* user_agent - /£ HTTP >R IK HTTP 45k A e 50 7 i (M P ARBE 745 H o 60T DU 8 e BE 77
HY R AT H AR AT R 2 T P AR AT R DT S LT . U P S8 AR 10 77 s LAS
At HER, PRI KNG,

it curl REULHCLL T I P ACEE 74 th -

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 l1libidn/1.18 libssh2/1.4.2

curl K AVTHEC AT I P ACER 745 5 «

abcd curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1
Basic ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

CURL A ANIEHEE LR H AR

curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 NSS/3.19.1 Basic
ECC zlib/1.2.3 1libidn/1.18 libssh2/1.4.2

AP B iy S B AN REDN B  AT HR e VFZ L% (B, python JBE . curl Al wget) ASCEF
5 vk 5K P iE (CSRF) ﬁ%?/\ﬁﬁﬂﬁﬁﬁr}?‘ﬁ, PRIk, (G R ) SEVFIX 3 P im Y ASA FEA 5 477
RAlE k. T8, BRI SAVEIT 0% ) i o

i

ciscoasa(config)# http server basic-auth-client curl

(i) WE RS ITE .
http server idle-timeout 34t
http server session-timeout3%f
http connection idle-timeout >

* http server idle-timeout /£ - 55 ASDM JER IS WEEIN, JuHE 8 1-1440 738h. BRIMEH 20
GrEhe ASA 23 Wi AR E RIS ) BE A A0 127 AR AS 1K) ASDM 4%

* http server session-timeout/>#l - %% ASDM 25 415 I, Yo 1-1440 438k, BEIBINER
WAL TAERIRES . ASA Wi i e B I (0] BL 1) ASDM 431

B z=niE
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73 ASDM

1 ASDM ipfas Xz s ssLvPN i it 22 ]

* http connection idle-timeoutseconds - % & fiTf7 HTTPS i%4#: (f4$F ASDM. WebVPN FlILAh %
Fu) IS REBIN, JEF A 10-86400 70 . AR BRINAL T2EHIIRA . ASA 2 Wi 76 15 1 14 A [
BEA AL T2 RPIRAS 3% R . 101 [F] IR & http server idle-timeout AT http connection idle-timeout
#ir4>, M http connection idle-timeout 25 H1AT .

il

ciscoasa(config)# http server idle-timeout 30
ciscoasa(config) # http server session-timeout 120

Gt

PLR /- S o fn] 3 FH HTTPS AR5 a8 4 1 _Estht 4y 192.168.1.2 IE £ ALV 7] ASDME:

ciscoasa(config)# http server enable
ciscoasa(config)# http 192.168.1.2 255.255.255.255 inside

PUR 7”0 B n tnfal 4 192.168.3.0/24 W2% AT H P a] LT el N #EE 1_F1X) ASDM:

ciscoasa(config)# http 192.168.3.0 255.255.255.0 inside

ias % 5% SSLVPN BLE HTTP 22 1)

fEZid ] HTTPS &8 2 T ASDM 5K 6% iy SSL VPN [ ASA. T 5 WL, v LUK HTTP
BRI E W A HTTPS. 40, JEil &5 m HTTP, #iA http://10.1.8.4/admin/ 5%,
https://10.1.8.4/admin/ ¥J 7] 1Jj ir] 7 7-1% HTTPS Hihik () ASDM Ji3 5)) BT jfi

& r] DL 2 [7] TPv4 R IPV6 it .

Fi&Z wiI
B, WEFAETNIP b5 s, B, % HTTP TEEm, %420)8 H Y HTTP K5
N AR, %3 O T HTTP 3 1.

UK

JA ] HTTP &5 A

http redirect interface_name [port]

TP

ciscoasa(config)# http redirect outside 88

g ]
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B == ven s prommiie

port fiff 5 £z 1 5 ) HTTP 820w 1. BRIAE S 80.

fic 2 VPN [%iE R E 18 17 9]

R VPN BEIEAE— N 0 B2, (H2R T EE vy AR DR E B ASA, WA AU Z 4% 1

Fri}

RO FET R . o, o SR AAAMERHE 1 3E N ASA, il It hfgn] LA ASDM. SSH. Telnet

o SNMP JER BN AL O B, WS D BEAIY, T LL Ping WHBEZ

)

i

\}

WIRAEH] CiscoSSH HERL, W SSH ASCRFIL I fiE

iR

HobF-30 oL 3f 5 B3 55 VPN HE47 224> SNMP 5840), 51 A4 101 TP bk 405 78 s st 1y ) 1) 6

AR VPN BCE R 87 RJa, Fshiz O LLNECE T SNMP (1 3 82 FEREE B .

BT HEN ASA I FITEE f G4 1T BAAL, AN SCRR AR IT3EAT VPN Uil o ltn, Wit VPN Vi a4z T
AEREE IO B, MR BEE IR R AN O R IER: . N AE ASA W BV M0 BB VPN, Ji#
FHIE A AT, DUMEEAS 04T 2 AN HudE

sk PR R VPN BETE n] ASEILEF EE UG ). TPsec %) Ui~ [Psec 3 i 104k i K] 5. VPN Al
AnyConnect % F'¥if; SSL VPN %% ' ¥ifj o
FIaZ Al

68 B0 0 A BRI K0 i e 3 I A i P 00, VPN S8 3¢ 1MV B i) 2% 116 20 g A [
M H IR B R 1 R B

UK

FREMNT A HEN ASA IS ) 8 B2 IR A4 K
management-access management_interface

X1 Easy VPN Fluh g 25l S f% 18, ol AR e 4 BVI (FEB BT .
ﬂ‘ﬁu:

ciscoasa(config) # management-access inside

B z=niE
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#E Firepower 2100 T & 1 $piE 0 LB &5 Fxos wgisia ]

7£ Firepower 2100 - & =20 &R O _ L AL E X FX0S RUE TR 9]

EFERE, R N EHE 322 114 B Firepower 2100 _Ef FXOS, W] LAEC & SSH. HTTPS ll SNMP
Vi) o R PR A, (H B T /1 GX 25 ) FXOS AN 2D AL F s g b,

W h e e AT . i H s U Thfe, WACAT DLAARSEAl A BE 1/1 AT A ). H2, ARRELE
A FH I Th B VP B0 I FXOS (P E 11 AT FEvs ). HeTh e 5 Z0 k15 Bor il 4 & 1) ASA
Bdade i GBI , I BB 42 (BRI $82 > FXOS B C.

ASA A AEFRHES FEAT FXOS Uil s brmg FR4Or B DAE IR —8 0 B ASA AT . 4 ASA 4
MR RS FXOS I, BB RN SCH AEARE H briii H 34 FXOS i (A2 B2 FXOS
) HTTPS %t 1) o Hdlntl Hos P Hodik (BRI ASA 10 1P #hhl) apiEdch Wikibil, ft FXOS

. JEHMECRFEAAR . O TIR[FIAE, ASA A i dr 2k e B D8 0. I8 v
RN I ASA B TP HudikINE, 48 T FXOS H /4% 5%k ASA 4 FUEHT T ASA &3y

i) 6

BB LLEE ASA Bz 1 LS F FXOS & #if & Ja5h , 1XJE SNMP FaBFakiE4T NTP F1 DNS ARk%s
PRAEFTTEI . BN, KA ASA AN A H FXOS & B & A8, LLEIEIT DNS FI NTP %%
PR O AT R ARV S BT 75 10D o
FiaZ wiI

o A PR — 1 e

o NUFE ASA VBB,

o N HEIH T VPN BEIEIER S ASA Bl 1, WARREE BV W) FXOS. E24 SSH [ Fh 7zl
Jivk, WTLAIEITS VPN #3538 ASA, 17 ASACLI, X J51# 1] connect fxos #7417 in) FXOS CLI.
VEVER, SSH. HTTPS M1 SNMPv3 SL4z5/ml LUINEE, K H %5 3 B 122 1 /2 224511

* fOR FXOS M 5C BB R e A 1) ASA Bl 1 CBRIMED » ARICEMSCHTEZE R,
WS (AT .

UK

HE1 i H FXOS T4 EE
fxos {https|ssh|snmp} permit {ipv4_address netmask | ipv6_address/prefix_length} interface name

TP

# fxos https permit 192.168.1.0 255.255.155.0 inside
# fxos https permit 2001:DB8::34/64 inside

# fxos ssh permit 192.168.1.0 255.255.155.0 inside

# fxos ssh permit 2001:DB8::34/64 inside

ciscoasa (config
ciscoasa (config
ciscoasa (config

(

ciscoasa (config

P2 () HSURS BRI .
fxos {https| ssh | shmp} port port
T2 LU BRAA

| g ]
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gipia |

* HTTPS Bkl 0 - 3443
* SNMP ZRiAu 1 - 3061

* SSH ERiAui M - 3022
w15l

ciscoasa(config)# fxos https port 6666
ciscoasa (config)# fxos ssh port 7777

FVF FXOS M ASA 2 i 3l Bl He .
ip-client interface_name
BRNTHOL R, A AL T8 RS

i

ciscoasa(config)# ip-client outside
ciscoasa(config)# ip-client services

FERTE 1/1 RS WA TS (BRSO N MR https://192.168.45.45, F 7444 admin, 2544
>4 Adminl123) .

A TEAIRE (Platform Settings) X1+, 4R)5 5 H SSH. HTTPS B SNMP.
BRIAEGLTR, SSH A1 HTTPS 4T 5 kA .
KFE & E (Platform Settings) 1~ _HiA 8153k (AccessList) it & o0 RVFEFE HHuhE . BRI

WF, SSH A1 HTTPS H AL VFE T 1/1 192.168.45.0 (4%, BT AVFLE ASA FIY FXOS g &1
(FXOS Remote M anagement) Fit & 45 5 (AT (] Hhhik

B = H & AT

Y 0 RO Y B T (L TR EXEC B S s TR, 443 BRI L, i
KA P EXEC B, BOANBL T, AR ARI . BB B A S T S 3 (e
I, R AR

UK

TR BB S TE S R G S I (0-60, L8 B .
console timeout number

T

ciscoasa(config)# console timeout 0

B z=niE
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arx ey ||

AN/ 0, BARSTEASER

B EX CLI {27~ FF
RURD LR AR IS BICTUNRE, 7T BIKH TREAERH 2 M R ASA. MR DI
5, WRPIE ASA IATHIRII B4, WIS 1

FEZ AR, ST AR SR B AR G AT 22 ) B P S I B 5 T R AP 7T o AR RIS S,
EATH BIBOASERTT,  REENLA AT 52K

BOAEOLR, $RfT Bs ASA TN . FELZ RS, $onffit Bonts st k. 78 CLIFRZRTY

AT DU R BRI »
cluster-unit BRERFBIS AR RERT AR WA — N E A AR
context CVEA -3 SO LK b U E2Y /8
domain ITVNC BN
hostname BTN
priority BRI e Y pri (EED Bsec (Rl .
state IR B AU A RS A 1.
SRR D), 23TRI A state DR R LA R
* act - O Mk ), BEAk IEAEAR BB
* sthy - CJA TR, Bes RAEAL R, JF HAL T4 ikl
Hpb AR RS ZRA -
* actNoFailover - & i MU, Wk IEAEAL I .
* stbyNoFailover - Ko i f D), W RIEAS TR . X0 RESTE
AL A L APTE BB LA b R4 D M i i
XETREE, 2 B IR .
it

LA LLT i 4 B 5E S CLI$E7R 7 :
prompt {[hostname] [context] [domain] [slot] [state] [priority] [cluster-unit]}
P

ciscoasa(config)# prompt hostname context slot state priority
ciscoasa/admin/pri/act (config) #

g ]



gipia |
B ==zs0e

B N SCBE (KI WU R E SRR 5 S TR Y (B Te s AR () 0 B@D

B B & RiEE

T ARG B AL P AR A ASA I AR SR Z T BAE T BE R EXEC AR 2 s s IR

H

MTvo

FiaZ |l
© WA R , RN ERE LRI VT A o THZEH] “X0W” 8“3 7 ST,
NENMEREAEIBTE AR H - LA MBI A AR LA B U ) B0 TR T -

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk possible criminal consequences.

o FENINERIE S, AR LU, ATRES KR4 ASA 1) Telnet of, SSH 231 :
© WA R I RGN AE T R AR BEAR T T R
o B2 BB IR SN & AR TCP B AR,

o HRBEEN B RRE, 1520 RFC 2196,
pUE

ISINFE LR =AW H) 2 — 2L R REIE 761 )7 B I0E R (message-of-the-day (motd)), 7EH /&
Sk (login),  BLAAEH] V7 )48 EXEC I (exec).

banner {exec|login | motd} text
il
ciscoasa (config) # banner motd Only authorized access is allowed to $(hostname) .
M SRS ASA I, R4 5 BN message-of-the-day #iliE, 4R )5 B login BEIRAHE R FF. 76
FUSRIE S ASA JG, ARG WoR exec BT
WERM—ATLL B, i ¥banner iy & TEAERAT 20T
XA SCAR -
s VRS, B4R CLI I GVE S AR AT .
* BT RAM MR R AR BE (I BR AT, To FHAt A RE R 1
o SRS AT B $(hostname) F1 $(domain), AT LABHATRIN ASA [ LA Bl 4 .

B z=niE
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wagrsizng ||

s MRAAERGRCE P HCERE, w DUE AR SR AT $(system) TAT ERORAE T SR AR T 12
M SCAS o

ot

PL R 7= B @ 7 AT 3 I message-of-the-day A -

ciscoasa(config) # banner motd Only authorized access is allowed to $(hostname).

ciscoasa (config) # banner motd Contact me at admin@example.com for any issues.

A = /fr A

% B E RSN
T LALE ASA T SR VFIR i KR IS ASDM. SSH A Telnet 2316 i . a0 ik B KM, WA i
HAh41E, FAERRGHEN R BRI REH0E, W PSRRI TCEE I 6 4.

)

IR RN R, WHEK ASDM STEEE N 5, MG E SR

\}

AR MRS B R TR (SSHAR) [REAMG 5B E BRI RG], IR A PR A A8

FFiaZ miI
2 SRAT, AR PIT SRR AR . ENRSYHEE SRE, i changeto
context &k iy 4.

UK

T IEMAL T
guota management-session [ssh | telnet | http | user] number
o ssh-T B i KSSHA TR (A T IS ZIaD) o BRIMEN 5.
* telnet- BB i N Telnet 4, A T 152 (). BRIMEN 5.
* http-# & 5 KHTTPS (ASDM) 2%, /- T IRISZIH. BRIMEN 5.
* user - BB R TERL AT IS 2. BRIAME R 5.

* number-BEE A T0 CERRED 1100002 [A] 216 5. UAHAT A HADSCEE 4 A, bS50
WENTI1RNSZ BSTERE. BIAMER 15,

| g ]



B »zsemnmsan

TP

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config
config
config
config

# quota management-session
# quota management-session
# quota management-session
# quota management-session

T2 AR LATEAM .

show quota management-session [ssh | telnet | http | user]

T

ssh 3
telnet 1
http 4
user 2

ciscoasa (config) #show quota management-session

gipia |

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol
1 s /%Ir o | ===
NERE Ey—l Bic & AAA
AERGY A GUNAAT Ay R G PR G TC S O e B BB RUR A AL

Mg B TR0 IF

R FH T CLI #1 ASDM i 4] 1 & 43 B8 E

KT ERUE

Q)5 sk ASA B2 15 )8 H S B0 AIE

KT SSH S35 iE

BB R T RELEAT 5 i RUE 2 G ML AT SSH. i
KT - TS AR T, SSH AR L.
BT - SR AT, A AAA TS5 Sl M P AR T 2 SO PP 4 R

XF Telnet 173G E

e X AHS KA, ASA SCZREAMEHE . WRECE SSH A S0 AE, W ASA Baat
1 FHAS B P . A0 7 42 A i 8 s I, LT SR IC B SSH. S B0 . #4033 A
F'EXEC Fit .

A RAEAE S A BAE AN SR B8AIE A5 50 T I Telnet V5 l], 162 B AR AT N

B z=niE



| &mipia
%7 asom s43iE [l

* LHRIUE - WA Telnet i FAEAT S 3500k, 20T 44 VA NS R &M
M password fir & W E) o BABRNE, KA E A, 4 A8l Telnet HH 5] ASA.
Tkt AR EXEC £

o T GYKAIE - 40 35 FH Telnet G432 5AE, 15 ALE AAA RS S ol A - #dis 14 oh B e I H
PR, Bt N P EXEC B,

XF ASDM 514 361E

A RAEE ] S A I UEA AL ] S B UE IS 00 T (K ASDM Dj ), 3§ 2 LA AT 0. B538 7T LARC B E
BHHEIE, MAEZGEH AAA SO KHE.
* LH O RAIE - BRIAEOL T, Al U 22 (1 ] ™ 44 LUK enable passwor d iy ¢ 8L (1 11 5 Y
(BRIANZE) ok ASDM. SRR SUR I 65,  ANE R R FIRES: TSI i B
%y W ROR ST A Telnet %05, B IRFECLITT AN M A1, R SPORETHNCE; Bt
ASDMIN ARSI AT AT o enable WVER,  WIRAEE SR BEw A ) A s s Ciu ANk
M2 8=, W ASDM Kek A iU B e e 75 A VL BC .

 WET S IOAE - (PR PAAS . B i) 8 n] DLESR ] P B RAE 5. S AAIE T3 ;44 Fl
fih, ASA 2R PKI 5T fHIE b4 T 5041

* AAA B RAIE - 3 H] ASDM (HTTPS) SR RHIERS, & 25 AAA J 55 s A s P Hs 7e v
S S 2RV i o ASREFHE ] 25 H 7 44 A 365 %k ASDM.

o AAA GAMIGAEIEP G 0r90AE - PR A, BB 5 H] ASDM (HTTPS) S r 46 ik mt,
BN AAA MRS 35 5AH P 508 e vp o SO P 24 RN RG . i SR P 44 RS i on) T-30F 15 5 4y
WBAE AR, REBFRERANEA. A LUESTE 7 MER IR 4.

RTBITHMEIE
THZ I LN TN T A S UG S 03 B0 UE AR B0 T V5 ) ER AT 42 10 5 i 1 «

o THMIGAE - WERAS A BAT VG )i AT B BE, WA AR 42 s s ts . okt N
EXEC f#2,

© SHOrIUE - WERON ATV IR SR, AL AAA IS5 A% A ol A T e L)
I AR . R AN EXEC B

% F Enable S14183F
ARG S G NFAN EXEC BE50, iHHA enable i . iy A0 TAE 7 NG T2 75 8 H 8 145 5
Uk
* No Authentication - 41 RN E enable 4 400F, fEHi enablefir & i A\ &40 8 A %08 GRT
enablepasswordfiy & ¥ ) , IZBHEINE A . FH— A enable i &1, RASPIREEE K
WA, fHIE, WERAEH] enable S KUE, EHIA enable iy A5, WIASTR LIRS 2 H P 5 43 %
K, XA THIIEE, WA A TIREH 4, 151 enable S50 IE

| g ]
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gipia |
B ramzezga asansis

* Authentication - 21t & enable F47 56 1F, ASA SHREHING AAA RS A A H ] 7 $d
e LRI P GRS, M T ar A sb D aeR A L, ROk P A AERf 2 F P el Dl
N &R R

15 A Hb 08 /2 1) enable S 43 5641E, o] PLEH] login 4>, KARE enableiv4-. login fr &< 1{#
RH P 4, (BT R E T E S 5.

A\

EE AR T LAY ) CLI B AR B 3 N AL EXEC X F P a8 2 A sth B 2 b, 007 a2 0
AT ETLmAAUEIL T, S IR A 2 8 s (2 & BRAED , W T LA
7& CLI A A 2 U5 R EXEC 58 (LA a4 o 8, nl DAE AAA RS 4s 1M
AR AR HES PEREAT S IOAE, SO T A P e BN 1 2%, AR A login dy 4, IXFERLAT
DAz sl o] LA R 40 F 565 U 1) A EXEC B

el

MEHIRIERFZE] ASA BISTE

U5 TR ASA A A O N TIZ4T: 4N, Catalyst 6500 _E ) ASASM 5§ Firepower 4100/9300
LI ASA. X ENUERAE RLH] ASA (216, S0 LARCE #3471 Telnet B350, HAKE T
T, N, connect asaFirepower 2100 751 S AL T ¥ FXOS Hr i &4 FH FR AT 4%

ST, TEAERGEE PECEATT AAA T B, WURAEE B O 5 PG Telnet 51
FAT S IRE, T SR BAE ol ] TR il AR OUN, ARV P G S AAA JIRSS S mA LT
FOER

it & A F CLI 1 ASDMij5 5] Y 5 44 36 3iF

FrIaZ |
* it ‘% Telnet. SSH & HTTP VJjiil.
o SFTAMBE I RALE, ERCE AAA RS AL . X TAHL G M IGAE, 37 1 AR RS I
* HTTP & # G U3 I UE A SRR AAA JIRZ5 22411 SDI B3,

o HIhHEAS LR F] ssh authentication iy 4 A 77 4 3647 SSH A LB G R IGIF. ASA [&
A A A B AT A LS S I . IhREOCEM A P A2 S W SRR AR
HEAT AL AH S0 B0 AE B A0 FH 250, 488 7 B FH b R e S Qe AN M B A B0 AIE, DA AR VRT3
5 1]

i

X P HEAT A B 0] 1R S B0 E
aaa authentication {telnet | ssh | http | serial} console {LOCAL | server_group [LOCAL]}

i

ciscoasa (config)# aaa authentication ssh console radius_1l LOCAL
ciscoasa(config)# aaa authentication http console radius_1 LOCAL

B z=niE |
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B & Enable S#H33E (5w exec %) |

ciscoasa(config)# aaa authentication serial console LOCAL

telnet JCHE 75l Telnet Vi i) o ssh SCHE 78 SSH Uy i) ({05 /A T2 5 G 43 504 B U FH A kb
HHEPE) o http KRBT ASDM Viinl. serial B A filyE M & o Vi) o X - E BTN
Firepower 2100, IHIRHE 72552018 H connect asa T2 M\ FXOS Vi I (1) EAUAE I & -

T RAE ] AAA RS SSAHBEAT T3 60E, 7T LUK ASA BB NAE AAA RSS2 AN ] FH it F A Hh $cdks
JEAE AR T FRE R4S a4 R LOCAL (X3 K/ o AR A OB 2 P AT ] AAA
25 B AR R R 22 RV RS, DR ASA SRR TFAN 45 A T [ b VR AT F v . B, ST RLH
I LOCAL, LUEAH S 22 A 5 2210 S I0AE vk CIMEHRLE D

fic & Enable S {3I6iE (434X EXEC #&5)

BT AE ] N enable T4 I AtATTREAT 5 4 Bl

FriaZ /i
%2 [ 9T Enable S0 564F , 55 19 Ui,

UK

PR LU IE I 2 — I P 34T B A Ik -
© WEAEH] AAA S5 G BAS Bt e Y P AT SR IR IE, TSN BU R A %
aaa authentication enable console {L OCAL | server_group [LOCAL]}

5

ciscoasa(config) # aaa authentication enable console LOCAL

ARG S AN A RV Y

WAL AAA R S5As ALHEAT SR IR, T LR ASA FCE N TE AAA IR 5545 ANl T IR A P A b
HARPEAE N LR Tk FRERSHA 4G LOCAL (X7 K/ANS) o ST AR B e b
M5 AAA RS EARIRI R P 2 A0EE T, A ASA SR FFAN 245 AT AT R VL AT AT 457

o, BT LOCAL,  BURS A EOH 78 I AF 32 220 B B0 e 7 3% CAMERTRlR) .
U DRI o P B B ok, WA LR i %
login

5

ciscoasa# login

ASA $ETRAN T AR . (RSN SS, ASA RAZ ] BT ARG P i S ROA B 2 )
Fo

g ]
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B ==asomizssnni

JHP R AR B R 44 R b 8 5ok U5 T A EXEC B, DRLMERE R AJR IR Ge il
AEH 2o W SRV P A8 S 5 U AR EXEC B (AR a4, 1 L BSR4 5
B2 GBI 21150 WERRCEAM AT &AL WA R BEH A 20 B4 2 IR0 BUEAR 223

%

B E ASDM iE+ H{2 363

TRATH AAA BHIIE, HT LESRIEATIE B S Ik, ASA FHEEXT PKIEE B UEUE T

FHia Z |l
DA A e e AP SRR IR T E

i

JEHUE 5 A B0 E -
http authentication-certificate interface_name[match certificate_map_name]

i

ciscoasa(config)# crypto ca certificate map mapl 10
ciscoasa (config-ca-cert-map) # subject-name emailAddress www.example.com
ciscoasa(config)# http authentication-certificate outside match mapl

TN R VL EE T S 50 0E, AE 25T/ i 1 B R E s B guiE 1. f&nT L2 fd
A, DIEEZ D F R HEB S AL,

A EEESRAE B ULHCIE B, 1545 € match SBEFMIBUN 4 FR. fiTH crypto ca certificate map fir %
i AL 55

(f3%) W E ASDM T MIE PR A= 7 44 1) e -

http username-from-certificate{primary-attr [secondary-attr] | use-entire-name |
use-script} [pre-fill-username]

i

ciscoasa(config)# http username-from-certificate CN pre-fill-username

BRINEEOL N, ASDM 1§ CN OU J&@ 1k .

* primary-attr Z$45 & EH TIREH 4 08P, secondary-attr 225048 & 5 FE B A T
TRAEF P AR R . S nT DU DL R R

« C- [EF/MIX
* CN- A H4%

* DNQ - DN B 5Ef5F

B z=niE
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EAgmEmEs cu i asom s ]

* emailAddress - ff{F ki
* GENQ - A EFT
*GN- %4
*1- 57 H
*L- U
* N- &
< 0- 44
OU - AL
* SER - J7415
* SN - 2%
* SP- M/
* T- A7
* UID - H{ /" ID
* UPN - i) A Fx

* use-entire-name I H 563 DN 4 F5,
* use-script S - H ASDM E ) Lua A,

* pre-fill-username S 7 FEHR 7R SR AR PR T P 44 o R B 5 AT A AN, &R
G R AL, Hrh SRR T 4. RS, BT U S G B R i .

£ A E I H] CLI 0 ASDM 77 (5]

ASA AT DAAERE B 2 R R Vs 1) P 3EAT S A B AIE XA AT T LA 4o P AR Ca R X 2 T By 1k
TCRET ] VPN R 4% 17 in) F P 837 31 ASA R/ B #2

FiaZ |

RADIUS T LDAP (BR&THY) AP

Y Pl LDAP BT S AIEINT, TR A LDAP J& 1t S FLAB s 51 ASA J&8 P R SR bR 2 #3240
Dife. MCEHA 0 F 15 28] F{E AR i) Cisco VSA CVPN3000-Privilege-Level. 285, 1#
|dap map-attributes iy 4 LDAP J&PEm4] 2] Cisco VAS CVPN3000-Privilege-Level.

1 RADIUS IETF service-type & 1E ) RADIUS & 473 5 iiF FIHZAGH 3K (1) 45 570 U5 0 25231 B b b 4T
RILI, T RORE Tl S 50 UE 0 B P R g A

g ]



B ememEmss ou f asom i

gipia |

PEVT 04520 A % 1% RADIUS Cisco VSA privilege-level J& 1k (Vendor ID 3076, sub-ID 220) I, %
JE T 2R s P R BR )

TACACS+ A

i “service=shell” &R, RS 25 LL PASS B FAIL 1E AW iV o

AR PA

e e T 44 BEE service-type T4 .

authenticationconsole iy 48 & FATAT IR 25 34T 52 4V 1) .

EIRFWEM

BOATEL R, service-type #& admin, fUFX) aaa

WS R, TR AAA RS SRR R . ASA A T S5 AR 2 4 BV 17 2001 o

SR A RADIUS/LDAP (BR&t |TACACS+ 14 A EIEERE
B BiE
SEAVi M - RVF5EA V) Injaaa Service-Type 6 (&  |PASS, 4% 1  |admin
authenticationconsole iy 4 Frfe /€ AT IR %S | #1) , Privilege-Level
1
TR V7 ) - VPRSI aaa Service-Type 7 (NAS |PASS, $5#(ZJ 2 J¢ | nas-prompt
authenticationconsole #4517 [l CLI 5% o), )
ASDM. {HJE, A& ffHaaa Privilege-Level 2 }
authenticationenableconsole iy 4-fit & enable| /5 2% J)
SyEeE, W CLIH P 648 H enable fir 4 Framed (2) Al Logi
i EXEC #ERUREL. ramed (2) #1 Login
vil (D) M2 4% W) — Ty
A AL,
No Access - JHZ8 B ). P Gk i | Service-Type 5 (i |FAIL remote-access

aaa authenticationconsole iy 4 L1415 72 4T
RS (ANUHE serial Gt ARVFEATY)
) o REViR (IPsec AT SSL) FH ATyl st
LI AR ) 5 TR T S O B E T 2 B2 i
AT At R 45257 (Voice. FAX 45) 4[]
—Ji A B,

i)

Hitig

o BT U LA AL A A AL

o SEIE DTN BT N L E AAA BB TEA RE A L Th RE .

F B EAIE , 55 20 T,
o WGBTS Oy IE,  WRAZIAE A H BE TN RE 2 AT TIAC S AAA HRSS 441 .
* HTTP HZHBUAE BA B AR N %2 30 HF .

B z=niE
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massEn |

UK

1B 1y Telnet A1 SSH i A5 B4R AL -
aaa authorization exec {authentication-server | LOCAL } [auto-enable]
auto-enable B 7 S VF R AT AL WS HIBUBUIR K4 BE 53 75 55 Sk N H 3k N4 AL EXEC #8K

TP

ciscoasa(config)# aaa authentication ssh console RADIUS
ciscoasa(config)# aaa authorization exec authentication-server auto-enable

$I% 2 4 HTTPS (ASDM) Ji FH &5 A«

aaa authorization http console {authentication-server | LOCAL }

P

ciscoasa(config)# aaa authentication http console RADIUS
ciscoasa(config)# aaa authorization http console authentication-server

Gt

PAUR - B i i) 5E SC LDAP JEPES . fEARGI, 22508 HR € I/l LDAP 3ET
S0 IR T K P A0 % 7 Bl S HOhs - 22 =) 73 53l ik IETF-RADIUS service-type £l
privilege-level.

ciscoasa(config)# ldap attribute-map admin-control
ciscoasa (config-ldap-attribute-map) # map-name title IETF-RADIUS-Service-Type
ciscoasa (config-ldap-attribute-map) # map-name company

PLR 7R 7] LDAP AAA %5 %8 N T LDAP Ji 1tk it 5 -

ciscoasa(config)# aaa-server ldap-server (dmzl) host 10.20.30.1
ciscoasa (config-aaa-server-host)# ldap attribute-map admin-control

DR BRI G2 BT IR, W LOE R ASARCE @y 5L AP T AU P A I . BRI
DT, BRI R AYG 7 EXEC B, AR i MECR M & HiA enable dir &I (BLAE
A A PRI S login i &), i RABEARRA EXEC BEATFVT ) i fin & (O RIC &

%) s

A LU W Fof iy BRI VR 2

| g ]



gipia |
B =7osun

o A HRL PR 24 531
* TACACS+ it 45 28 B PR 25 5]

%F LN
R rT LU i 88 DU SREBUT Pl LU A iy 2
XM GSRNITE

A LUE P i R BUTE L

o ARHALPRZ - 75 ASA BRCE fr ARG . A, RADIUS 55 LDAP (414K LDAP J&
Wkt 2] RADIUS J& ) H 7 T[] CLI U7 Wl AT B SAERT, ASA 25 A% $i e th A H s
J. RADIUS 8% LDAP k5525 & SCHIRBR S . FH P AT BAYS ) 43 e A BR 28 001) A LA 0 1) i
Lo THER, A M E SN SN 7 EXEC B0 (irddilh 0 8 1) o« H P2
ﬁ%mmmmvﬁwﬁﬁ%ﬁ%ﬁA B NFFAL EXEC #55 (in &2l 2 BE D, Bl
login fir &% 5% (IXPRAH LI 2D«

\}

ER T DL AR A AT P, DL CLI AT enable G4
KARERIESL R, AR A S F2AL HA enabledr &1, N RS
B, ASA 23 IR ERN 15. SRiG, WAl LU RS a0 3
Y, MBI enablen (2 42 15) I, ASA WHIEEHM n. BRIEM
FAA Ay A2, 5 WA F I L2531 o

* TACACS+ IR45 23 SR 243 - £ TACACS+ IR452% L, F'E P 84 £ 7T CLIL U7 0] 1) & 43 36 1k
Janl AR 4. H P AE CLI Fr AN Ry 2 #84l H TACACS+ 457 EAT 5600

ReFERMHSIHEN
FAMERN AAA W EAH T ML, ANEE S22 A S LIRS,
Be B i AU, 0 Il B AN 2t . UG B RERS SIS [A] 2 4 I 45 AT AN [R] 1) iy 2 2
Blo

AR LA TS DI, R D3N RN TE R SR N i 5 TR ) 44 SR VR IR i AR BT S5 25 Wl b ng REAT BT
ZE5t, BAEPTG SR T BEARATCIA L B A B o IR B DIANJIIE 2 A 35 8] 1 iy B2 BUR]
BEAT T 2258, il n] RE 2t LI e 4 o

\}

R RGN AAA @4 L, A RRE RGN AR

i SRR 5!
BOATHOLT, 2B a4l 0 ZeBURR, O Ay HoAth i 220K 15 2B

* show checksum
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mEsasEn

* show curpriv
* enable

* help

* show history
* login

* logout

* pager

* show pager

* clear pager

* quit

* show version

U ARARATAT I B A A B BT 15 g0, Wi fREH “configure” ir & 8 2[R — 20, 75 W H]
JURETGIEBE N L B

fic & 7 3y SRR

T I A H A AR LAl 16 MAURZL A (0 5] 15) Z— Ml BT, S ard 2
0 el 15 AR . B8 AT DUREAEAS FH P 58 SCEERe e BUBR G, R4S P 0T DU N 23 (9 AL PR 20 53] 5 A
NPT 2« ASA SCEFAEAMEYEZE . RADIUS R %5 %55k LDAP 55 2% (Uil LDAP J& 7%
Wi 2 RADIUS JE ) whoe U P BUR20) «

UK

Wi 273 B BIAL PR 0
privilege [show | clear | cmd] level level [mode {enable| cmd}] command command

T

ciscoasa(config)# privilege show level 5 command filter

XEEHET I B I REAS iy R A 4
Ui & R IR TG R

* show | clear | emd - XL AT LE G 7 Al HI T OO0 i 2 B0 s s T ER e B R A B EAUR . A 210
Pc B G 2 B B E I, B R R B i & 7230 O showsl clear iT4d)
w LA no e WERAME IR — A8, s dr & M pr A .

* levellevel - /T 0 Fl 15 Z (A1 250

g ]
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IR 2

gipia |

* mode {enable | configure} - 41 FF=A 4 Al LLEH ' EXEC B a4 EXEC # DA A i
BN, I By SRR N AT A A, 0] Loy 501 v B L AR IR e X 1AL

PR 25 531 «
s enable - 55 F /7 EXEC #EC AL EXEC #55 .

« configure - R FLE AL, 1 LUEF configure terminal #r & AT 15 1]

+ commandcommand - K ZE i E i 4. BILRERCE B S AR S . wlhn, w ARG E BT aaa
WA, AH AT DL L E aaa authentication 7741 aaa authorization iy 41125 51 »

(ATE) N AU H AAA 7 BRI A2, I ASA AN SCREAS B B0 122 T BB 2%

s IR BT HABSR I ERIA BB N 15 2o
aaa authorization exec authentication-server [auto-enable]

T

ciscoasa(config)# aaa authorization exec authentication-server

b 3 o A B . 16 2 B AT PR LA CLI N ASDM Dj 1), 5 23 T2

JR FAE P AR s i & AL BR 2531

aaa authorization command LOCAL

Tl

ciscoasa(config)# aaa authorization command LOCAL

FEVCE A ARG, BRARE ] LAy &R PCE 24BN BT iy S AL

Bl

filter v AALLMEA:
* filter (X7=24 configure &5
* show running-config filter

* clear configurefilter

T LU BRI B 0 i s B AR, sl i 2 e e 1504 i A7 T KB [l BUR 20

RS WA 53 e BRI E

ciscoasa(config)# privilege show level 5 command filter
ciscoasa (config)# privilege clear level 10 command filter
ciscoasa(config)# privilege cmd level 10 command filter

W, LU Nl s s P g filter fiv4 B A R —J00:

B z=niE
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7f Commands TACACS+ fR 555 FECEH S

ciscoasa(config)# privilege level 5 command filter

show privilege fiir %73 B i s 1 TE 2
LL R 7] 7 mode S A I . 4T )7 EXEC B4 enable #ir4,
R 7 1 1) enable passwor d iy )52 sk f v (KA PR 2% 531 -

ciscoasa(config)# privilege cmd level 0 mode enable command enable
ciscoasa(config)# privilege cmd level 15 mode cmd command enable
ciscoasa(config)# privilege show level 15 mode cmd command enable

LA 749 7w A8 configure SSEE I B I 44 mode i 4

# privilege
# privilege
# privilege
# privilege

ciscoasa(config
ciscoasa(config
ciscoasa(config
ciscoasa(config

\}

show level 5 mode cmd command configure
clear level 15 mode cmd command configure
cmd level 15 mode cmd command configure
cmd level 15 mode enable command configure

# Commands TACACS+ 5 2 L EEHS ]

M) £E L

P

)5 —17 T configureterminal iy4 .

] LLAE JERH A U7 4 IR 55 2% (ACS) TACACS+ IR 45 a% I, 2L sk s/ F P ok iy Al 1 b 3

ENE AR 6T =7 TACACS+ R%5%%,

.

THZ B IR 55w SOR T A %o 2 BRI 7RI

IS LR AE R 24 ACS 3.1 BRAS HPBCE a4 A S0 b ¥ 22 J I 1 12 = e 95 4% o

* ASA R R AL iy A A A1

%

\}

SRi%, RIIIELE TACACS+ HR%5 2% s in Al & A Ah5e

AR R4 ACS IIRE RSN “pix-shell” [y 4

ASA i AL

M, IR T

o AR MR o P BN e A A B8, T AR LT ECE per mit 1

deny.

i, 4% f5i4F show running-configuration aaa-server fir4>, i [ #ir 4 7 B/ N show

running-configuration, $XJ57EZS %7 BB permit aaa-server
* T Permit Unmatched Args &IEHE, AT LSS VFA A 44 10 T

P, T M BCE: show fiv %, HS A5 SEVEITAT show fiv% o IR %, XA
T A & IR CRERAE SRR 5D, H SR CLI RIS GESH FED .

g ]



giE |
B % commands TAcACS: E% B L REGS

1 RFFREEXGS

¥ Permit Unmatched Args

114412

Add Command | Remove Command |

o RTRA IR, MG SRA S, WBAIARVFAILEIN S 4L, 610 enable 5 help (i
ZUHED .
B2 it 8ianse

[ Permit Unmatohed Args

114411

Add Command | Remowe Command |

© MEAERACSH, A S EOF LT HECE. deny .

B, s Y enable, {HAS fi4 enablepassword, 14 i FEP I enable, ST B
M deny password. #fiffikd Permit Unmatched Args S23EHE, SXAEATAE fOVF A% 1)
enable GEZ UL TED &

B z=niE
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3EIESHE

BT - coit Unmatched A

deny pasanard

|

Add Command I Remowe Command |

114410

o YETEMAATHY S A AT, ASA ST LA A4 R A0, RG] BN B S H N A
NI RE & 3% 3 TACACS+ 45 2% .
Bln, RGN shlog, A4 ASA K34 show logging fir4 &% %] TACACS+ fIR%5 4. H
S, KN shlog mess, IS4 ASA ¥ show logging mess iy 4 & i% 5] TACACS+ IR %5 7%,
AN K259 A show logging message T4 . #51] LABC B [7]— AN 5 i 22 Pl ik DL Fi )
45 GESHTED .

E 4iEEHES

=hoin [T Permit Unmatched Args

parmit logging
permit logging message
permit logging mess

Add Command | Femowe Command |

114414

o QR AVEFAT TP LL R A 4
* show checksum
* show curpriv
* enable
* help
* show history

* login

| g ]
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* logout

* pager

* show pager
* clear pager
* quit

* show version

i & TACACS+ A S5

W H H TACACS+ i &% AL, HH P ECLI EH A4, ASA 2¥5 A R 7 44 & 1% 3 TACACS+
R 55 a5 LABH 32 fir 2 2 15 LR AL

155 TACACS+ 3 4M2 l, 1545 LL TACACS+ G558 B g LM 2 B4 8 5% ASA, FEAfi i+
BT DB A S PR AR S0 B ASA. Bltn, #RNA% LISRAE T iy A5 BRI B 0L 7 B0 8
o N, WRESEAMIE

ERSH e I B S U 7 IBAT 200, ERAFIC S . WS DA R i e, 8 T DUE I &R
ASA KIKE i .

TR IR TACACS+ R4 e hae Honl 5. 0 B py m] Sk 5 ) T8 3 75 248 HLAA 52 2 TUA Y TACACS+
R4S 28 RG24 TUA I ASA HIERTE. Bltn, EHH TACACS+ RS st p s — AN 51 1
EREII RS 2R AN — AN SR 1 2 SR IRSS 8% o 1B ] LUK A iy A AU & 4 7 TACACS+ JIRSS
PEANT] I [R13E T v

N4 TACACSH R4S 25 lic B ay 28, iEMAT LU R DI

UK
BANLUR fir %

aaa authorization command tacacst+_server_group [LOCAL ]

Tl

ciscoasa(config)# aaa authorization command tacacs+_ server group [LOCAL]

1T LLKS ASA i 'E ) AE TACACSH R 45 25 AN il FH I F A B 30408 e 4 o [RE 7 vk . ang s AR,
WHRE RS #4144 G R LOCAL (LOCAL X3 K/NE) o A A H A s 72 4 FH 5 TACACSH Il
Z A P 2R RS, Ry ASASRRTFAS S 4 AT T Rl 5 i AT AT 48 7R o 1A DR AE AR Hh 5085
2 i A AS PR 0 R G P
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A E IR E P BB B AL R

AP A H K P22 0 P 1 CILT 20 ASDM 5 1) (149 5 A7 BRI, R LA PG 5 ) SR oK SR 7 4R E I
(A1) Je B 0 8 W S R b, A9 L P AT S XU R e N A 5

ST SR AN G A A M B E A B P, T ASIE AT DA A B e ) H A A s (49
T FRIZ U7 1 VPN B3 AAA i) , WAEH T AAA RS 883-4T S e (K 7 s

[ ) U P VG o = N NN SR S W D I R T S S A R T 2 P €
AT SRR R R AL o BT S I FH T F user namefit 4 LL Mz change-passwor d i3> 51 250 25 i
FiaZ |l

o {f A HL BB 1% A CLI 58X ASDM 5 M L & AAA S IIIE .

o FEARMEHE P P4

UK

PIE1 (AT BE M P S 2 A2 G2 (LR LD .
passwor d-policy lifetime X

T

ciscoasa(config) # password-policy lifetime 180
iR P & s R ANy BTS2 T E .

AN 0 £ 65536 Ko ERINMEN 0 K, Ronwid A 2.

B AER, Baia FESHE. AENIIN)E, AU RS WD
JaviE, AT AN R

* 55— PR BEH username i A B U T
o GBI EREE G v S SO A
P2 () WELIHEMARL, B b2 5 O RN AT
passwor d-policy minimum-changes value

T

ciscoasa(config) # password-policy minimum-changes 2

HRAEH 0 Fl 64 NFFF2 i) BRINMER 0.
FRVCE ST B IR, RGN A B S R ANE 2 B0 0 AT AnT sth 77 H BT A 40k 5 B

PR3 (L) AR,

| g ]



gipia |
B rvurEmpRETEEs

passwor d-policy minimum-length &

i

ciscoasa(config) # password-policy minimum-length 8

HRAE N 3 F1 64 NP2 0] IR/ NEK LR 8 AN FAF .
P4 (R WCEHEWIEA NEDNKE PR
password-policy minimum-upper case {i

i

ciscoasa (config)# password-policy minimum-uppercase 3

HRAEN 0 Fl 64 N5z 0. BRINMEN 0, Ros oM.
P$ES (i) WEBEELIEA RN NG TR
password-policy minimum-lower case {i

i

ciscoasa(config) # password-policy minimum-lowercase 6

ARUE A 0 F 64 NP7 I BRINMEN 0, FRon T/ M.

W6 (E) BE A RN T TR
passwor d-policy minimum-numeric value

i

ciscoasa (config) # password-policy minimum-numeric 1

HRAEA 0 F1 64 DNFFFZ 0] BRMMER 0, FoR i/ M.
BT (IR BE SR A ) B N T AL
password-policy minimum-special 1

i

%

ciscoasa(config) # password-policy minimum-special 2

HRAEA O F 64 MFRFZ 00 FEATFRFRFE L8 1 @ #. 8. % A & % “ (7 M
“) 7 o BUMEN 0, RonToE/ML

$E®8 L EMNEMN:
passwor d-policy reuse-interval {H

i

B z=niE
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EE

gxzn ]

ciscoasa(config)# password-policy reuse-interval 5

fas ] LR F ] S 2 A S (2 2 7 ANZ AT ) FVCHL 2. 2 R/ s i 4T
passwor d-history iy 4 LU JE XA- A=A 4 R IRCE s a2 H A TTRLE

SRAEAEH] 5 P A VLG 2

passwor d-policy username-check

(k) wE R = E LU A change-password fir 2 B BCE D, 1A 2 1L 7 3 usernamefir 4
PR TR

passwor d-policy authenticate enable

i

ciscoasa (config) # password-policy authenticate enable

BRINBEE A P w] DA A Ao S e i
W SRR e D REIF 2l ] username i BE U Y, R 2 LU TR BRI B -

ERROR: Changing your own password is prohibited

WAHEE H clear configure username fir 2 MHER B S MK 7 o WS 2ARIXFEM, R & Eon bl N
i/%?‘ﬁ/%\:

ERROR: You cannot delete all usernames because you are not allowed to delete yourself

m%&ﬁﬂﬁ%*METMﬂﬁﬂ@,Wﬁ%fmﬁﬂﬁ@ﬁ R S SOABT A S o IR A
SRS S G0 UE, USSR T A 0 S SO ¥ o SRR 8 B SRS S A BRI, ISR T U e 7 il
nAE R ST ik

WE S A TS, AT AR

i

HIANLL R 4

change-passwor d [old-password old_password [new-password new_password]]

i

ciscoasa# change-password old-password jOhncrlchton new-password a3rynsun

g ]
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gipia |

TR RAE AT S P N 0 S5 R 250, ASA 2B,

BHREMERERERE

Nil

8

BOATEOL T, B D AL SR /A7 90 Ko AT LRI UL hfie, thnl S ClFp LN i), % 365 K.

FiaZ |l
o KD LA B IR AR DI HRGEREAET , RE G RO AOUOR B A IR SR T e
s FEEDPUINBIE, ANe R Sk I s A

o MR K[ —PPERZ Fh CLIASH 57 (SSH. ASDM. HATEHIEG) B A’ AAA S IIFR, Ik
Dy RER I H T A M FE A alok ) AAA JIRSS 2310 1 44 . ASDM B S AN ARAEAE T b

UK

BEE SR P LRI ]«
aaa authentication login-history duration X

i

ciscoasa(config)# aaa authentication login-history duration 365

ALK days B E A 131365 2 (], BRIMEA 90, ARG 5 0id %, &% noaaaauthentication
login-history.

PRI, ARTRE BB SRS L, itk SSH 7R

cugel@l0.86.194.108's password:

The privilege level for user cugel is 15. The privilege level at the previous login was
2.

User cugel logged in to ciscoasa at 21:04:10 UTC Dec 14 2016

Last login: 21:01:44 UTC Dec 14 2016 from ciscoasa console

Successful logins over the last 90 days: 6

Authentication failures since the last login: 0

Type help or '?' for a list of available commands.

ciscoasa>

PG G
show aaa login-history [user K]

IR

ciscoasa(config)# show aaa login-history
Login history for user: turjan
Logins in last 1 days: 1

B z=niE
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Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: O

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018

fo B E 11010
fE CLI "y N show i & Z AMRAEFT -2, o7 LRIk B 0% 3] TACACS+ Lk 45 2. 1&7T
DAL E AL P18k A enable iy 4 Ik 4 i fir & K
XAk, AR TACACS+ IR554s
U BERC LA FEVS )R enable fivAidik, 1EHRAT LR B ER:

UK

T FALL T 2

aaa accounting {serial | telnet | ssh | enable} console server-tag

IR

ciscoasa(config)# aaa accounting telnet console group 1

BRI R4S 28 41 U2 RADIUS fil TACACS+.

B a2tk . HA TACACS+ R4 283 Hedr Ak .

aaa accounting command [privilege level] server-tag

N
g
N

i

ciscoasa (config)# aaa accounting command privilege 15 group 1

privilege level Jeit 72 HO0HE TARBUR 251, 1) server-tag Z40E ASA MK 210 ki B2 32 1
TACACS+ R4 %5 I 2 FK .

MEE R E

LERLCE LR, YT IT a4 AEL CLI S MR, Tl Respi i e iE ) ASA CLI. %, )3
ASA BRI IR E Vi) . (HAE, RO E, Wl fespiie.

RIS TR WBIE A BL AT R R

| g ]



WG

R 1:CLI B R %EF SR EES

gipia |

Ih&E WIE MG 5% RA RRAE: BiR R B
AHh CLI S 50IUE | RIEAMEIE | W ARRE S s | Skt EE M aaady | &S 06 AAZHHLE
HRRCE . P, W Teas, |2 ASA. Wﬂui}\%éﬁi&
It HICTEAR AT AT H [B) B SR A SRS I
Jo
TACACS+ 22 | RSS#s XM | WERARSS ALV, |1 BRI EEHEMA AAA |1 3T ASA 4%
754 Vi, HBAA | W TGTE 8 s aJcik o BC B AN A I e U )
TACACS+ CLI 4 ) FEEFRE 7. | MBS o A M A MRga%, A4S lﬁ/\)\
; LB ASA,
LAl nfé.ﬁ/zz szﬂé ,?ﬂ S u Mgéﬂﬂkﬁ
% SRIL /TTIAIEQEE&
6F ° TXE
2. CREAH R R Ok ]
B, XA
T M 55 5% 5% P A
JE o
TACACS+ &2 | UARA AL | SR (HERE [ 1B 52 TACACS+ MRS 7 | Al 2 08 MAS AL 5%
754 EEE‘J?HF%%& F%ZEMHFI:/%E%J)\ R ASA Wﬂu%%éﬁﬂﬁé
417?'32:% \r o BT LA v A%
PR 452 (PRI - 7 22 57 B K. HFEY TACACSS Al
EASA, AL B X | > -
B I aaa ird o Fe
A Hb i A AZ AL WU A R | a4 (HUERE | 65 sk B 5 % A0 A aaa A 25 1F AT WL %
WRIH P S8 | JERIVH TR | 2. ASA. &R LR G PAT
Ko AT fr 2o [) 5 L5k 155 5 5 e P 4
e
A 4oL Az 321
ISR &1 0]
ES I LA iy Ak M4 5 2% U7 i) -
* show running-config all privilege all
ey (iRl 'f'mTFﬁjﬁ (iiReg E’J*XB&%‘UJ'J
X} show running-config all privilegeall fiv4, ASA ¥ SR 417 A &EAS CLI 420 Bt (KA PR 2%

il o

PLR 2 B 2 1% o)«

ciscoasa(config)# show running-config all privilege all
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privilege show level 15 command aaa

privilege clear level 15 command aaa

privilege configure level 15 command aaa
privilege show level 15 command aaa-server
privilege clear level 15 command aaa-server
privilege configure level 15 command aaa-server
privilege show level 15 command access-group
privilege clear level 15 command access-group
privilege configure level 15 command access-group
privilege show level 15 command access-list
privilege clear level 15 command access-list
privilege configure level 15 command access-list
privilege show level 15 command activation-key
privilege configure level 15 command activation-key

« show running-config privilege level %%
W2 Bk ERR N a2 level ZEEANT 0 F 15 Z A1 4L 4L
PLUR 7B 527 10 GRS PR () iy 243 1«

ciscoasa(config)# show running-config all privilege level 10
privilege show level 10 command aaa

« show running-config privilege command iy 4%
i 2 B o i & BR8] o

LL R 74 {5 7~ accesslist 7y 4 Ih) i 2 2 i :

ciscoasa(config)# show running-config all privilege command access-list
privilege show level 15 command access-list

privilege clear level 15 command access-list

privilege configure level 15 command access-list

* show curpriv
AR R TN T TR N U DR
LL R /& show curpriv i 4 6% 7 1) «

ciscoasa# show curpriv
Username: admin

Current privilege level: 15
Current Mode/s: P_PRIV

T 7R show curpriv fir 4 4 H -

K 2: show curpriv %4 115 AR

FE it A (Description)

M4 Mg RSB P S48 5%, WA FR 2 enable_1 (H /" EXEC) B
enable_15 (FfAL EXEC)

&
|



gipia |
B usesne

FE i3 AF (Description)

Current privilege level || 2% HIStHH Yy 0 £115, BlE R EL A fr &HEBUR ly b UL AR A
AL 0 A1 15 2%

Current Modes UG i R R
« P_UNPR - 1) EXEC #iz, (0 Z%H1 1 4%)
* P_PRIV - ¥ EXEC #38 (2 243 15 40

* P_CONF - i B =,

* show quota management-session [ssh | telnet | http | username user]
b4 T Bos M IEAE A A 22 1k

LR 42 show quota management-session 4> )4 H 7~ 191 -

ciscoasa (config) #show quota management-session

#Sessions ConnectionType Username
1 SSH cisco
2 TELNET cisco
1 SSH ciscol

* show aaa login-history [user % #K]
W 4 FH T R BN P IR 8 % g Sk
LL R 4% show aaa login-history i 2 (K% Hi 7~ ]

ciscoasa(config) # show aaa login-history

Login history for user: turjan

Logins in last 1 days: 1

Last successful login: 16:44:32 UTC Jul 23 2018 from console

Failures since last login: 0

Last failed login: None

Privilege level: 14

Privilege level changed from 11 to 14 at: 14:07:30 UTC Aug 21 2018
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BT EIBY R EIEE

R ERIFEIMALILR

wmpmanneias [

TIREAFR

AR

IRl 10 52 ¥ SSH Al Telnet

SEBUAE AT LLES IR B2 1 1 LU R DhRg
* SSH

* Telnet

B AE 4 interfaceloopback. ssh. telnet

SR SSH Hifk

9.17(1)

ASA #1445 SSH HEFR -1 T SSH 4% . BILAE, %8 n] DLk #4481
T OpenSSH ] CiscoSSH Ak . BRINHERLRS h ASAHERL . JUR}
SSHZ -

* FIPS &tk
o SEATEHT, QLGSR B BB YR AL X T T

W, CiscoSSH HEFE AN 3 DL N IhAg
o MR VPN SSHE H B oAb E: 1 G R ) )
* EADSA %%}
* FIPSHEA R IRSA % PN

IR TFEIX LT R, N4k ASA SSHHEFL

CiscoSSH HERI¥] SCP Tijfiehs 4k 224l H] ASA copy fir 4443
PRSI 2] SCP IR 4% 25 XA SCP iR 45 28 Sl SC A, f&sZifif F sshify
A1E ASA |2l SCP JIlR45#5 5 M/ MU SSH Ui R AL PR

B & M) fir 4. ssh stack ciscossh

AN 7 B E B

9.17(1)

ASA A DR B sk SR R O B n e B B Ja Bie Ik . Ik DR
ANIE T ARG 0 15 IR . tksh, PR C R e,
FVE BRI . BIAE, FHPURAE 10 208t BraARE B
AR IL 2 Fid ) clear aaalocal user lockout fir4>. AURZHI K 15
{160 FH Y BILAE 52 B0 I S

PS4 aaalocal authentication attemptsmax-fail . show
aaa local user

g ]
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INREBFR TEERRA  |iERR
SSH F Telnet 2545 8 (427~ 9.17(1) A S8 AT R SSH BY, Telnet 5% ASA I, RGN b4 15E

B, A B ORI )R, RGUE SRR T O K
HoZ, WIR ASA FOFTINE, WARZA SR, B ERE
ARt

TEERG ARMTAE AU - Bl B R SS (an VPN s 2 A
HIAE SSH 5X Telnet %5 5% 1] i) 5 5 (1 07 4 6

BriAs MU a4 . show aaalocal user

SSH ‘& 4= Bk 9.16 (1) SSH IAESZFF LA R 22 4P leidt -

o MM - eryptokey generate {eddsa| ecdsa}. 5 T RSA,
BAVER N T X} EdDSA Fl ECDSA AUV HII S HE . ks
AL, ASA 221X % LU RINPfiiH]: EdDSA. ECDSA, %A
Ji /& RSA. W HAd ] ssh key-exchangehostkey rsa i 4 ASA
U B A A RSA B4, U020 2 ik 2048 07 55 5 i v 1) 2%
o T SEIFGGEAME, ACHATH BOIA PSR E T,
ASATA A NIRSAF N HH . RSASCFRREAE B myhii A b
k.

o BHIAT # Y - ssh key-exchange group {ecdh-sha2-nistp256 |
curve25519-sha256}

* N 5Ly -ssh cipher encryption
chacha20-poly1305@openssh.com

o ANFESZEF SSH fAS 1 - I ssh version #i4 .

BSR4 cryptokey generateeddsa. crypto key zeroize
eddsa. show crypto key mypubkey. ssh cipher encryption
chacha20-poly1305@openssh.com. ssh key-exchange group
{ecdh-sha2-nistp256 | curve25519-sha256} . ssh key-exchange
hostkey. ssh version

SNMP [ BV [r] 9.14(2) FERC B S VPN BRI (1) HE0 ) B, 7 0 St U 1) 212 A %
ANEREE L1 TP kb, AR A 38 sk sl 55 380355 5 VPN JE4T %2 4 SNMP
I VPN BCE ) —38 5

HTTPS 75 Wi I % 9.14(1) BUAE, #0TLLh ASA [RTHT HTTPS M8 & 2SN, A
ASDM. WebVPN FIILARE o, LART, T http server
idle-timeout fir 4 H AE B ASDM 25 PRERINT o 2 S [ I 450 5 />
W, B e AT

B s My 4. http connection idle-timeout
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wmpmanneias [

TIREAFR

L RA

SSH N S A F e LR I 224
P M 3¢ et 21 e A0 RO 471

SSH N B i BLAEAZ TOE XAE (i b A sl 224 124k
Mg BIRAR IS o FERLRL I RRCAT, eI M R
e I S Y, XA R S A RS T et
fidh

FrHME a4 : ssh cipher encryption

N PR BT 5t b BE L SSHU B HIAZ Hukid
%

9.12(2)

T8 Z0AE. Admin 155 HBCE SSH B A He: T HAR G 5ok 4k 2k
IERE

BG4 ssh key-exchange

PUAE B N 5 254 enable i

9.12(1)

enableBR A0 5. BIAE, WG ZAK7E ASA Fik N EXEC
Wi, RS TOREHFE SO — N 2D 3N FERIE, 1A
REds 50 B3 4% . no enable password fir 44 i B AN 32 S HE

76 CLI H, #af LU enable fiv4+ login fiv4 I P RCBR 2% ) 1
7E2 2L ) o SSH X Telnet 1% (W14 i3 Ji aaa authorization
exec auto-enable) ik NFA EXEC Bk, LA MR 714,
IEER DI BT,

{EJEAEE 5 ASDM I, IIJAEAT IR 0 BE SO PRy sk o BRIAT L T
7 ASDM 1, ST A H P 44 51 enable 265 HIAT &5k .

Bri/E 4 : enable password

AT B B i B

9.12(1)

A, fEnTDARCEV RS ATEEL A P S IR EOR A P
PR TRE R A . DAY, SHBERCE R b s, e s
Ml 5431l T RIS, E2N ST, WA KHTTPS
SARELE R S, WITCEERCE SR Ak, RGN E AN R
% quotamanagement-session iy %, & BETE I SACE PR T Ik
B e, BORICRASIRECh 15, WRECKH I E N 0 IR
WD BUOKT 16 ME, FETHgik &R, MAES BEH S 15.

BrME M4 quota management-session. show quota
management-session

7 BB 8001 B 50

9.12(1)

e, 32T Ui IR AUR (aaa authentication enable console) 1 7t
VFH B TR EXEC V71 (aaa authorization exec auto-enable)
Jois AR C AR UT TR RGO OSSR RAEH L, ASA
EA DR TS S G RSI

BB 4. show aaalogin-history
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TIREAFR

L RA

SSH 453 22 41k

HZ M LT SSH 224 itk

* 3 ¥ Diffie-Hellman £l 14 SHA256 29145 #e. M5 BLAE g BR
WEH. SEATERAE A4 1 SHAT.

* X HF HMAC-SHA256 5E 3PN . BRIMEIAE & e bE
4l (X hmac-sha2-256) . SERTERIAE A e

BB T4 ssh cipher integrity . ssh key-exchange group
dh-group14-sha256

VR T AR 21 HTTPS %) 3 Uy
] ASA

9.12(1)

PR DL AVEIE T AR U 28 1 HTTPS % /i 7 ] ASA (¥ HTTPS
4. B N, fir ASDM. CSM #1 REST API.

B s fr 4 http server basic-auth-client

RSA 5% S Hr 3072 (L% 4]

9.9(2)

TEILAE T LR SR FE R 3072,
HrE B M) 4. crypto key generate rsa modulus

KA RE DML (BVI) i) VPN 4 B 17 1)

9.92)

BIAE, WRAE BVI _LJEH T VPN management-access, 1 LL7E %
BVI LA B IRS: (Bl telnet. http il ssh) o XT3 VPN 4%
PRYT ], NAE PR b e 1 b R SR B X 2R 45

B s 4. https. telnet. ssh. management-access

O3 H SSH A 1

9.9(1)

SSH A 1 E3-H, KARAFHRAIT. BIAKE S M SSH vl Fl v2
FE AL SSH v2,

B ME M)Ay 4 : ssh version

XHE ] SSH 281 5 6k (¥ 1 7 AL BAT
BT 23 ) BEAT SR B 473 B

9.6(3)/9.8(1)

£ 9.6(2) LARTHIRRCA Y, 46 J3 H SSH AP AR EAIE (ssh
authentication) i, A LAAS 06 B A S 6T A 7 £5cdii e (1) AAA
SSH 5 {4 %:1iF (aaa authentication ssh console LOCAL ). Z_J'E 9.6(2)
W, ASA RIS T AAASSH S5 AIE . AEIIRACH, #ORH
WS T AAA SSH 56 iE: 554 H] 7 L ssh
authentication i 2 I, BRI T 23 440 H S 2 S 40 30 10E 1)
FUR A S YR AN, 7RI E AAA SSH S SR IEI
IEHC B AOOE T HA S P 4, 9 H ol DS AR AAA ik
435 (441 aaa authentication ssh consoleradius 1) . i,
FESH] PR LU AP SR IAE A B A, Al
WAy C A4 F 25 A4 AT RADIUS .

RAZEATAT 65 2 -
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TIREAFR

L RA

EeYIE

BOAEOUT 8o il sk ¥ R A7 90 Ko wJLAAEF b Dhae,
SRS TR], 5522 365 Ko A4 — ek 2 R B )y ik (SSH\
ASDM. Telnet 25) 5 FHACHE AAA G IERE, HIhfEA & T
AR P I H P 4.

FINT LA Rr4: aaaauthentication login-history. show aaa
login-history

SR A S L AR B A A 2 —
JHL 4 VG TC PR 5 PR A S s i

9.8(1)

A, TR R (2 740, @ rT DU EAE
ERSE SRR A UNIHIE S TS

SINT LU R4 : password-history. password-policy
reuse-interval. password-policy username-check

ASDM H] ASA SSL fIZ 45 w52 U A

9.6(2)

T UE BT S S0 UET ASDM H ™, S8 IAE P LAZESRUE S
LU B VLR .

BT LU R4 http authentication-certificate match

SSH A5 4y B0 IF i gk

9.6(2)

AR R, 454E 5 F SSH 2 4H & 4 B3iE (ssh authentication)
IS, AT RAANDA 5 F LT A ] 7 B30 2 ) AAA SSH S 4 IIE (aaa
authentication ssh console LOCAL ). I EIECIBEE, ‘U
BT ) AAA SSH B 56AIF . 24 1F T 45 A A g AS A2 FAH
AR AT LB R 8 U3 S ] - 44

B T UL R4 ssh authentication. username.

ASDM B BEFZAL

9.4(1)

PLAERT LAk HTTP 15 ) 5 Telnet 1 SSH s vl fid B 45 FEZAL .
5INT LA Fr4: aaaauthorization http console

WEACE P 1Y) ASDM 1 42

9.4(1)

43 Fil ASDM iiE P 5 43 56-4IF (http authentication-certificate) I,
AT LAECE ASDM MEF$EHH P 44 8977 30 38 mT ALE H 6 sk 4
SIS JE R P 44 TR 78 D i

SINT LU R4 http username-from-certificate

SO ) — O B A B

9.2(1)

B R ROBUBR 3 31 53 n] LB SN B CR) S 40 50 0E SEUE— Rk
NFiA EXEC ##58, aaaauthorization exec iy 2N T
auto-enable &7 .

BT LU R 474 aaaauthorization exec.

%7 IPV6 [ HTTP 5 [a] 3

9.1(7)/9.6(1)

WAE, 760 ASDM $: NS P i SSL VPN Jii | HTTP 552 ) 2]
HTTPS K, w¥ 2 &R 7] 21 IPve Hudk,

] LT A 250 T Zfg: http redirect
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THRERFR FEMRA | EA
PG SSH N A ¢ B 5 1 UPOABHBOAD) | FH1 J m fE AT SSH a5 HLIN e P2 AL, Il i B HMAC Al

Ins st AR B AT L . RIS RN, T B B A AR 1
S0 B AN RS o TEER, A P RE A EL T AT
s . BRI T, ASA S P i LA Herp—Fh 832
3des-cbc aes128-cbc aes192-cbe aes256-cbe aes128-ctr aes192-ctr

aes256-ctro WIFIEPEA LI ZH —FP 5T (3des-cbe), WP fRE ST
8T 128-cbe S5 MU L. ltan, B O 7R AR, A

ssh cipher encryption custom aes128-chc.

SINT LU R4 sshcipher encryption, ssh cipher integrity.

SSH (1) AES-CTR jin 9.12) ASA H1) SSH Al 4575 S I AE SC 3 AES-CTR N
o3k A SSH B B A il 2 A 1] [ 9.12) TEEFER RIS R 60 4347 /5 s vi 1A 3] 1 GB J5, SSH &E#HE
A
FINTLLF A4 : show ssh sessionsdetail .
T 24 S R ) ASASM, 0 | 8.5(1) HARMZ 1 S IS WA LIE L S ASASM K ERE B ARG PATH
MAEHHLIEAT Telnet F1RE PRI & S 4 (B, (HE AT DAZESE BE 53 S5 A T 5 00 36 A R M A I e T 4%
A,
A FERT, SCRFE UL R | 8.4(4.1), A5 FH A s 608 22 1 B - CLI 8 ASDM V5 [ 1 S A 6 AE I, AT LA
H 9.1(2) C A i SRS SR TSR FH P AE i o T 18] I B eSO 0 5 0 o S b

(LU= SSANERIIE U AN SR

SINT LA Fr4: change-password. password-policy lifetime.
passwor d-policy minimum changes. password-policy
minimume-length. passwor d-policy minimum-lower case.
passwor d-policy minimum-uppercase. password-policy
minimum-numeric. password-policy minimum-special -
passwor d-policy authenticate enable. clear configure
password-policy. show running-config passwor d-policy .

X HF SSH A8 5 4y S iiE 8.4(4.1). YT ASA ) SSH %z, f&nl LI TRAH 3 A S i
9.1(2) WEo 80T LU 2 A8 SCHE (PKF) #4520 1) % 9 51 Base64 4. PKF

A B RIA 4096 47, ATl Tk K S 80 ASA ANSCFHE
Base64 #10 (FRK: 2048 fi7) (3547, id ] PKF #% 10,

FINTLLFr4: ssh authentication.
IXAE 9.1(2) M B iR A H 3 HE PKF #8520

SFE T SSH S 4HAT #e 1) 8.4(4.1). O IN 3 #F Diffie-Hellman 41 14 #8417 SSH #5425 #e. LART, R
Diffie-Hellman 4 14 9.12) K 1.

FINT LU Fr4: ssh key-exchange.
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ThEE AR FEERMA |
SRR B R KSR 8A4(4.1).  |HWLA'E IR ASDM. SSH Hl Telnet 23 1 1 KA .
12
1) FINT LU Ffir4: quotamanagement-session. show running-config

guota management-session. show quota management-session.

P& T SSH 24k ATHICEF SSH B | 8.4(2) M 8.4(2) FFafi, HETCIETHAEFH pix 5k asa F F* 44 6 S 2 i id ik

W 4. SSHIE#:E ASA. Bl SSH, 4751 [i] aaaauthentication ssh
console LOCAL 4 (CLI) 8 “Fi' \> &5 B \> HIJ'/AAA >
AAA Vi ln) \> G IGIE (ASDM)” KALE AAA S RHIE; A58
A username 774 (CLI) BUAKERE “PlE > w458 \> H
J1/AAAN>H] K ST (ASDM)” ks SCARMLT P o Gl EHi ] AAA
R G5 AT AN A PEBEAT S0 B0 E, R SR A B 3 0 LR PR
BN 5.

YT ) 7.0(1) SINT ITIfE

FINT LU i

show running-configall privilegeall. show running-config privilege
level. show running-config privilege command. telnet. telnet
timeout. ssh. sshtimeout. http. http server enable. asdmimage
disk. banner. consoletimeout. icmp. ipv6icmp. management
access, aaa authentication console, aaa authentication enable
console. aaa authentication telnet | ssh console. service-type.
login. privilege. aaa authentication exec authentication-server .
aaa authentication command LOCAL . aaaaccounting serial |telnet
| ssh | enable console. show curpriv. aaaaccounting command

privilege.
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