Fi+ AAA B TACACS+ AR 5523

AR HUTECE AAA T TACACSH IR%5 25 .

o XTHT AAA If] TACACS+ iR%5%% , 1 W

* JHT AAA 1) TACACS+ JIR%5 st/ , 2 W

* iL® TACACS+ IR%52%, 3 W

o W4T AAA ) TACACS+ IlR%s4% . %6 1L

* T AAA 1) TACACS+ IR a1 sl , 55 6 1L

*F T AAA #J TACACS+ BR % &2

ASA STHREAH LU ST TACACSH AR %538 S 3 HiiE: ASCII. PAP. CHAP il MS-CHAPv1,

TACACS+ 14

ASA A3 ¥ TACACS+ JE1:. TACACS+ JEPErT 0 Fa S 6l FAFC KT RE . 1Z PR D
KA PE: SRR ME R T IE Bk . HRSS A% RN P v AR 20 RE A% BEAR ol B JE v, iy HL A 200K s il
PER PR Al E v T R AR, B S S A E R,

)

IR I TACACS+ JmtE, iHffRE O fE NAS FiEH AAA IRSS .

NERINIEH] T AR RACBE RN 52 SRR (1) TACACS+ SR @ 1 o

F 1: 58 TACACS + 1 1UNa N B 1

B i3t AR

acl fif e BN FERR AL B 1K) ACL.

idletime faon e BRI UE A T 2 1 BT UL TARE SRS RS (LM ioh #
fi) o

FA-F AAA £ TACACS+ BR 535 .



B 55 ana s Tacacs: RS =i

FIF AAA i TACACS+ FR 552 |

Bt

15t AR

timeout

AR B IR T AR R HT, B0 IR e SR A AT LRSS SRS K I K
(LA AT

TR S FE Y TACACS+ ik & 1k

% 2: T8 TACACS+icHikE 1%

B

15 Bf

bytes_in

froE IE R R AR A A I O (AU 1 Eae )

bytes_out

PR BRI R A i e T IO BCR (U Ik .

cmd

E AT IS (AT ik .

disc-cause

FREAR VUERWOT I D I ACRS (OU ke %)

elapsed_time

S SCESRPTHAE A B (s IEEs) S

foreign ip

FROE BRIEERL 105 7 i (4 TP Mtk o 5 SO T BLEH A B (M i IR & P 42
HEff bl .

local ip

feE 0 TR ERL, 20 i ORI 1P Hudk. @ SOW T HB RACHLERL
80 Tl oo/ M B 8

NAS port

WEER N2 1D,

packs in

R I 2 o R v i 1 i N e B A B

packs_out

SRR I o R v A i 1 i ) e B

priv-level

WA A TR SR A P BRZGN, AIUBEE R 1.

rem_iddr

FRRE 1) TP Hhik o

service

TR T IR S5 o X FALHEAT i 20K TG DL, IR BEE N “shell” .

task id

TR E LK 55 1 E— (£ 55 1D,

username

faE L AR

FiF AAA & TACACS+ AR5 2245/

AN PELERCE T AAA 1) TACACS+ RS 2% 22 17 AR 25 [ 78 D) 11 PR

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58
& 1acacs+ 5% ]

IPv6
AAA R5#3 7] LU A TPv4 B IPv6 Huhil.

Hi M E
 FEHREACR T BIA B ® 200 MRS AL, AEZ BT REME ST LA 4 kS e
 FEHREACN RN I IR 2 16 MRS Ay, EZ BT RN T 8 kS

BcE TACACS+ AR5 =5

AFNENYTELE TACACS+ R SS45 .

g2

HIE1 lilE TACACS+ IR&4841 , %5 3 bl
$E2 04PN TACACS+ RS2, 455 T,

Bic & TACACS+ PR 55 =54H

R TACACS+ &2 T B 80E . #AEGEmK, W2 st g 5 /b—A> TACACS+ Ik%s %%
M, G MENMRGRADIN—EWE GRS Bl LUHZA TR TACACS+ RS 241 .

BLN N TACACS+ IR45as 4, HPATLLT P ER:

UK

W e RS A A AR AL
aaa-server server_tag protocol tacacs+

TP

ciscoasa(config)# aaa-server servergroupl protocol tacacs+

{5 N\ aaa-server protocol iy, ARG EBEN aaa-server 4L E AR

P2 IR IR, SmArhar i AAA TR 2R AAA 5555 5 KA 3% 1 SR 1 5
KE .

max-failed-attempts %i 5

i

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |

B = tacacs: s ma

ciscoasa(config-aaa-server-group) # max-failed-attempts 2

number ZHEE AT 1 2] 5 2 (). BRIAE D 3.

R AR PR O TP BE G )DL T RER vk, JF HLAL R 1 T iR 45 2 28 VL M N,
CE Hm N TERL, W e Rz A oM N, R 2R ER vk xRS A A e 10 708 CBRIAMED
PWARERFRC A TEMN , DL ARAZIN B HoAth AAA 5 SR AN S SRt SR AZ RSS2 41, 11 v R IR
Jiike EERIUCERATE N A, 52~ — 2 P reactivation-mode i 4.

WA BRI %, W) ASA R4k SE R4 P IR 55 4%
Fi T E O 20 TP R IR 55 A 5 CROBTAOG SNg D
reactivation-mode {depletion [ deadtime minutes] | timed}

IR

ciscoasa(config-aaa-server-group) # reactivation-mode depletion deadtime 20

depletion S8 T AAELL IO ITAT Ak 55 e A Ak T ARG B IR A5 4 2 BB G Wb e 254 o

deadtimeminutes SC 72 Ho0k T T4 € MAE HT AL i) doe i — I i 5% s 280 it 52087 I8 I A i 454 e
LRI, FEREA T 0 £ 1440 (LA BN AL 2 1A ERIAEDY 10 738

timed SCHE T AT AE 30 PO HLINS (5] i FEOBT I b i 55 4% o
AL STEN SV s L N IRC iR

accounting-mode simultaneous

i

ciscoasa (config-aaa-server-group) # accounting-mode simultaneous

LA MG B Ik 55 A ORI BN IR, 1%\ accounting-mode single fir 4.

Gt
LUR RBBos, m s ingiiAT — & LRSS s Al — & w5 RS 4 (10— TACACS+ 4.

ciscoasa
ciscoasa

config)# aaa-server AuthInbound protocol tacacs+
config-aaa-server-group) # max-failed-attempts 2
config-aaa-server-group) # reactivation-mode depletion deadtime 20
config-aaa-server—-group) # exit

config) # aaa-server AuthInbound (inside) host 10.1.1.1
config-aaa-server-host) # key TACPlusUauthKey
config-aaa-server-host)# exit

config) # aaa-server AuthInbound (inside) host 10.1.1.2
config-aaa-server-host) # key TACPlusUauthKey2
config-aaa-server-host) # exit

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

ciscoasa

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58
e TAcAcss % [

[5)4H F 750 TACACS+ PR % 38

2Of TACACS+ RSS2+ MBI 55241, AT LR #AF:

UK

LI i€ TACACS+ 5528, LABARIRSS 4T 8 1K Ik 5 25 41
aaa-server server_group [(interface_name)] host server_ip

TP

ciscoasa (config-aaa-server-group) # aaa-server servergroupl outside host 10.10.1.1

WRAFRE (interface_name), M| ASA ERIAME FH AER.
55 % v LU IPv4 B8 IPv6 Hihik .

TIB2 52 5 RS A HIE R 2 I
timeout

FeE RS 2SRRI AURE (1-300 #0) & BRINE N 10 #b. X T4 AAA 345, ASA B FRIER AR
(LT retry-interval iy 2 XTEIBS) , FLENE BB . G R M 5 Hm A 5] AAA RS
A 2 h max-failed-attempts #r2 FFRE R EIR, WPRr< 51 AAA IR%54s, JF HASA MM yn—6&
AAA JIrS# (IR CEE KiEENR.

il
ciscoasa (config-aaa-server-host)# timeout 15
FIB3 SR RS Ay O AE R 15 49, 5 ASA 5 TACACS+ IR 45 25304738 5 Bt F (1 TCP % 1145

server-port port_number

i
ciscoasa(config-aaa-server-host) # server-port 49
TR SRS EYIEL, S PIE T 015 TACACS+ BS540 NAS HEAT 5 3 S5 -

key
i

ciscoasa(config-aaa-host) # key myexamplekeyl

PP DX KNG P R O 7, KN 127 AN74F, E{E S TACACS+ Ii5s
ar ERYEPIAIE. 127 S TAE S T T AT AR i B o IS AE R ) S AT IR 55 s Z TR I

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |
B si2mF An g TACACS: BE %

AT e Mz e mr s, s PI7e %R AR sS4 R AL LR . X PIARER T R
{H AR JLAR K IR 74

in¥= T AAA 1 TACACS+ AR 55 25

W LU T T AAA ) TACACS+ RS 25114
* show aaa-server

Uty 2] s B0 E I TACACSH RSS2 4015 B Hii\ clear aaa-server statistics fiy4 13 5
TACACS+ k&5 8 425 Bo

* show running-config aaa-server

Iy 2T 7R TACACS+ RS #3i21THCE « % clear configureaaa-server fir 2 1l i ik TACACS+
25 A C A

FiF AAA B TACACS+ R & 22 FidF

% 3:FF AAA 1Y TACACS+ FR %5 2809 £iB R

IREBFR TFAERA 1% RA
TACACS+ JI} 455 7.0(1) A B E T AAA [ TACACS+ Il %5 .

FINT LR i

aaa-server protocol. max-failed-attempts.
reactivation-mode. accounting-mode simultaneous.
aaa-server host. aaa authorization exec
authentication-server. server-port. key. clear aaa-server
statistics. clear configure aaa-server. show aaa-server .
show running-configaaa-server . username. service-type.
timeout .

f5 IPv6 Hidik. T AAA ) TACACS+ JIiR%s | 9.7(1) IRAZETT LUK IPv4 55 IPve HilikFH T AAA RS54,
B

. FAF AAA 1 TACACS+ AR %5 2%



| FF AAA i TACACS+ FR 55 58
T AnA & TACACS: i 2tm i I}

INREBFR FEERRA 15 BR
RN AAA RS 2R 2H IR S5 2 e PR 19.13(1) A IBC B 2 AAA RSS2 4. (R simial s, fsnf
AN T o PLBCE 200 AAA &S840 CAT—ANPREIN 1000 o 7E21E

SR, BTLLE 8 MR

WAL, 2R, el DIA4IECE 8 MRS 2s (B
AT ARG 4 MRS 28 o FU SR A4 R
16, LREFAAL,

BT BL N 2 DL IX LB BR ). aaa-server . aaa-server
host.

FA-F AAA £ TACACS+ BR 535 .



FIF AAA i TACACS+ FR 552 |
B 57 ana s Tacacs: RS BEHFH RiER

. FAF AAA 19 TACACS+ BR 5583



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



