YN

REEANFUATAE ASA L E A R &l F B R SRR E

s WE T WA LR TS Telnet 27 , 265 1 70
o WE FAE, 5530

o BUE A, 10 0T

* L& DNS k454 , 5513 11

o i A S OO R - (S8R ISA 30000, 55 15 17T
o W ASP (i zz 4= ds) PERERUAT N, 517 )

o 154 DNS 2847, 219 it

o JEARVCE L, 520 5T

IREEN A R RERZEEH Telnet Z 75

BB LA 84 SR IS Telnet %505, 9047 LA N 28R

FrIaZ |
FEBEE ML A% B IR Telnet %05 2 /i, A AT LR 77K
s FEZ SRR, AT RGERE S AT A5 ) TP G B B R LA R A
* A ERSAT Telnet %053 A AE RN 5P RE,; WREIHAERS P AT,
* BNRG VI 2 SICE, WA changeto context name 1T 4 .

UK
Ty ASA sl SR E BN . BRATNA A “asa

hosthame name

T

[
P
&
]
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B s=:n%. 828EREEN Tenet 143

ciscoasa(config)# hostname myhostnamexamplel2345

UEA PRI 2 AT 63T AT EHLA LN P RESE 7 ISk AN R, OF AR S 7 iE By sl

T
K ASAEEENAN, ZAHE EREMATIRTT . MRS S5 2 8R &1, WizENS
BT IR EE T AL E

WNFZEFEA, EREPITERTEEN ENL B REEE RN mITIRAT Y. FEERNIE
FHWE R BV BoREM AT, (Hul{ft banner 474 $(hostname) 4 FAEH .

N ASA ¥5E 4 . BRI A N default.domain.invalid.

domain-name name

i

ciscoasa(config) # domain-name example.com

ASA I AE N R SHE INBIAZ R 4 FR . B, R4 ¥ el “example.com” Jfid ik
ANZBRE AR “jupiter” KAFE RS HEMRSAE, W ASA 20K B FRBEE N “jupiter.example.com” .

EHOR M. BOAEOL R, BN, HE UM enable dr &I, RIS EHE S0
fhe

enable passwor d password

T

ciscoasa(config)# enable password Pa$$wlOrd

IR B B E A S0 AE, WA AE R Y e AR AL EXEC B W R IS HTTP B 435
Uk, JERE AR S LS 3 ] 445 5 ASDM.

password BHE —PMX > KNGS, KRN 127 NFERF, W LMERA A8 ASCI af T EN 745
CEFAARAY 32-126) , {HIE BRI 5 BRIk .

i A S R AR (15) FE i . QR B E A S50 MW LU iR, W0 £ 15
(RIREAN PR 2 0l B I P R «

enable passwor d password level number

encrypted JCHEF (FE 9.6 FIFHRCA,  FHT 32 ANFAFE LU R #8581 pbkdf2 SS8t S (£ 9.6
RS A, AR 32 NMARF I, 16 9.7 A mkiAd, HTFIraKERED) FoR
B OIS (FH3E T MD5 (5315t PBKDF2 (LT3 050 (35 41IR £ D g 2) A1 SHA-512 #
1) o R, DA SRS LT MDS I 5k, BRARES RN S . 4 1E7E enable
password iy 4 LR, HT 24N, ASA SR HARE R E 24T % . Hi\ show
running-config iy % )7, enablepasswor diiir & AN 23 R SERR s B W s 155, 5 ER encrypted
oY pbkdf2 BT, Filan, B ANEL “test” , ] show running-config iy &4 I 79K 5 LR Y
HHA:

B &xiE
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username userl password DLaUiAX3178ggoB5c7iVNw== encrypted
AT DU ROR IR TSI, LASE 4 55— ASA M, T3 ELIBAE PR B, 420
CLI L4\ encrypted &%, pbkdf2 5.
T TN B A
WIE 4 Telnet Vi I0) % B SR . BA BN,
AN E Telnet By UEH;, &SRB T T Telnet 15 ),
passwd password [encrypted]

Tl

ciscoasa (config)# passwd ciscol2345

password it X7 K/ANE IS, 52 i 16 > T BEECT AR IR AT L& T AL 3 65 A P I )
MR LUAMNAIER 715

R UUnE A RAAERCE A, PR N JSUUG 250 J5 eIk A SRR 2 A o S 5 o Ji PR 75 22
W ST E) 7 — A ASA, AHANKIIE J5Uan 265, D) T B 0 2 15 Al encrypted S — il fir A\ passwd
fird. W, HASYEHIA showing running-config passwd fir 4 IN A & 1% 256

1 & H EAF0RT (8]
A\

ER U204 Firepower 2100 4100 5% 9300 ¥ & H IR ]; ASA 2 MHLARBASOX 2L .

B XFAE SR HE

FERLE N DML A H I L AT EU TR D 8R:
UK
T BWENX . BUANX R UTC.

* WA I1 Firepower 1000 1 Firepower 2100:

clock timezone zone

* zone - i\ clock timezone ? iy & LA 2T & Al 4252 B I X 44 Bk 81 4% o

i

[
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&
]




B s=rxnEsnes

ciscoasa(config)# clock timezone ?
Available timezones:
CET
CST6CDT
Cuba

EET

Egypt
Eire

EST
ESTSEDT
Factory
GB
GB-Eire
GMT

GMTO
GMT-0
GMT+0
Greenwich
Hongkong
HST
Iceland
Iran
Israel
Jamaica
Japan

[...]
ciscoasa(config)# clock timezone US/?

configure mode commands/options:

US/Alaska US/Aleutian US/Arizona
US/East-Indiana US/Eastern US/Hawaii
US/Michigan US/Mountain US/Pacific

ciscoasa(config)# clock timezone US/Mountain

PAT AR S

clock timezone zone [-]hours [minutes]

US/Central
US/Indiana-Starke

* zone - LR RIS e X, 140 PST R AT PEAR k]
* [-]hours - ¥ &5 UTC & /N 8. 51dm, PST -8 /NS

* minutes - BE 5 UTC i 25 (1 73 2048
i

ciscoasa (config)# clock timezone PST -8

B2AEE |

T2 WAL TSz —, DUEHOA I HIRERIBOAE . BOARIPEA HIE e W= A28 — /N2 H
IR 2:00 2+ — H % — MR H %R 2:00,

ER 0N, Firepower 1000 F1 Firepower 2100 /N3 7 i 4

2

B &xiE
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clock summer-time zone date {day month | month day} year hh:mm {day month | month day} year
hh: mm [offset]

* zone - L RF B EAIREN X, 41 PDT R KA

e day - BCE AR, AN TE31. @ldn, HIF AR ermAy “April 1 8¢ 1 April,
HARE A H A%

* month- DLy A LB E H o Hldn,  HA e 4 “ April 1 241 April,  FAREL
e triE H IR

* year - DLDULT 07 # aC s BAEDY, B, 2004, SEARVEFH 1993 42 2035,

o hhimm - L 24 /N il B /NI RS 4o

* offset - ¥ B A H AN I8 8. BRSO R, %4 60 34,
NGAE

ciscoasa (config)# clock summer-time PDT 1 April 2010 2:00 60

o IREAFEH R — i), AR eE b pgs g HXAIE L, 488 2RI A A 1 . ey
A P EARIA HNEH, o REE 2.

clock summer-time zone recur ring [week weekday month hh: mmweek weekday month hh: mm] [offset]
* zone - LIFAFERIEAIRE N X, 4t PDT Kox KPR A0,

» week - F 1 3| 4 2 [R]85 “first” 8L “last” SXAEIR TR @ S P g8 LA . it o
FEERNGFEEAES T, WA “last” KIFHE .

* weekday - R L A BT RIS

* month - LA 45 HR B B8 H Ao

* hh:mm - BL 24 /N IBCE /NIRRT 73 4

* offset - BB 0 H AN R 7 o, BRUTESL T, 1480 60 734t
ZN R

ciscoasa(config)# clock summer-time PDT recurring first Monday April 2:00 60

£ NTP AR 55 251% & H i #n A (g)

NTP I F50i o3 IR MR 554 2 48, AIAE S8 R GEh S-SR IR ()25 N 1) o IR [R) AU P A1 i 2R
WRE, BIanIeUE CRL, ARSI M8 WRCE 24 NTP RS ds. ASA LR IRARMIIRSS 45
VD i e T Sk i 5 2

[
++
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]
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NTP 55 %% A 1 e s TB)K7 78 25 T 8l 8B AT A s 7]
ASA 7 NTPv4,

FHIa Z |l
FEZ AT, A REAE R GTHC B B I ]

B2

FH1 (W3R JaH WSS KAE .
a) A S0 KAE.

ntp authenticate

oRIE

ciscoasa(config) # ntp authenticate

ZEJE ] NTP SR IGAERS, B 4504 ntp trusted-key 4 i5E — N34 1D, I8 ntp server
key fir &K% a3 1 5 IR 45 2 SCIES ok . ntp authentication-key fiy4 4% ID it & 52 br 3 4.
WRIEH Z G WS4, W RR GRS AR EE — A 1D,

b) FREEAE AN SR KAES ] 1D, Wi NTP R 55 2333047 B 45 B AIE 6 AT I B
ntp trusted-key key id

il

ciscoasa(config)# ntp trusted-key 1
ciscoasa(config)# ntp trusted-key 2
ciscoasa(config)# ntp trusted-key 3
ciscoasa(config)# ntp trusted-key 4

key_id ZHC T 1 A1 4294967295 Z M. AT Z A2 EAEEY], B2 RS .

) BE NTP [Ieds & 5 ik 9 o
ntp authentication-key key id {md5| shal | sha256 | sha512 | cmac} key

il

ciscoasa(config)# ntp authentication-key 1 md5 aNiceKeyl
ciscoasa(config)# ntp authentication-key 2 md5 aNiceKey2
ciscoasa(config)# ntp authentication-key 3 md5 aNiceKey3
ciscoasa(config)# ntp authentication-key 4 md5 aNiceKey4

* key_id - fi /] ntp trusted-key iy 4 15 B B E 1) 1D
* {md5 | shal | sha256 | sha512 | cmac} - ¥ & 5.

- key - 4 BUTBE K 32 DRI

B &xiE
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$I®2 RN NTP 4552,

ntp server {ipv4 address | ipv6_address }[key key id] [sourceinterface name] [prefer]

TP

ciscoasa(config)# ntp server 10.1.1.1 key 1 prefer
ciscoasa (config)# ntp server 10.2.1.1 key 2
ciscoasa (config)# ntp server 2001:DB8::178 key 3

( ) #

ciscoasa (config ntp server 2001:DB8::8945:ABCD key 4

R JHH T NTP S0 56AE (ntp authenticate), T2 L ntp trusted-key iy4 B 5E 1) ID 45
5E keykey id 3.

sour ce interface_name JCHE 7 Z BN AR IR NTP Zdis (4L 42 1 Cln SFEANARAS 2% b 2 b (R BRA B
D o HTEZN SN RGN SR, 5 785 B 5t rboe U4 AR

MR L G RS2 IUERTFE AL, prefer JCHE TR I NTP 45w B E 0 1L IR 45 2%« NTP {1 —Fh 5
e UERR RSS2, ARG SRS a AL . W E G RSS2 FIUEREFILL, prefer SCBE 7K f5
S AT K L R 45 o P KO0 65 IR 55 B o (ELIE, A0SR 5 IR 25 B PRI AF 5 I S o T R B AR 45 3%, T ASA
Wl HIX & EAERI MRS 55 . B, ASA I 2 J2MR4e 4%, MiAERAE S E kRS20 3 )2 0%
Ao

HEZ GRS as: ASA 2 HI SR AER IR 5545 -

F31igE H EAFNET (]
T R, T

FiaZ |l
FEZ AU, HUREAE R ST BB I ]

UK

T BEE H I
clock set hh:mm:ss {month day | day month} year

Tl

ciscoasa# clock set 20:54:00 april 1 2004

hh:::: 0L 24 ANFEIREE /NN 2080 FFs . Bldn, %N 20:54:00 Fos N4 8:54.

day (& EHHIH, A 1 2] 31, Flr, w7 april 1 8% 1 april JE2UA A FTH 3, HAREL
YeTFRUE H ks .

month {E BE H 0. MR FRAE H IR, nTH april 1 8% 1 april B30 A H 40 F1 H .

| 2458 I}
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year {H1§ 1 VUAT BT ARG, 9140 2004, F2GVEHIY 1993 #2035,
RN X UTC. a7k A clock set 74 Jafii H clock timezone iy 4 BB X, I [RPKs E B34
I X

Ui A IR TR) BE EAEREAF A, ANERCE S ORAF IR 18] o I 8] ORFF R EFT A B4 k. 53
clock fir & AN, B AR EXEC 4. BEE E M Ah, H5 24 clock set iy 4 15 BUBT IR 8] o

Fic & 45 1 B (8] 133 (ISA 3000)

NI I DAL (PTP) SR L DS, T M B o1 20 4 R A I ke
6 I B B LA R TR RS RV R A2 . Dy TR A RGBT, 0 LT 4 1
FAATRRGE, N ILH B SR BT 4.

PTP R4 — M Ai sl R4, U5 PTP ¥4 F1dE PTP W44 41 & PTP a5 WL I
I B ARSI, AE PTP Y010 5 MR AT B L 1% H s A0 FL A LAt 0 it 1 45

ATLLKE ASA WA BLE BN BN, ASA W &AWL Br S PTP N8R0 . ASA B4 H PTP
BRABCE SO, i PTP e BT X

ML E PTP W&, W7 BB —RIEAT w8 X— A g5 . TRk, #&n] DURE & £ A4S PTP 4,
RN E PTP WAGTE & 8 1 —NEE e 8K PTP W4

P

] ASA BRIABCE RN T LU R v, LR PTP i A2 A 3% %) ASA Firepower BEERHEATAGIN . G 5
WEHAMA S, WHEFHRMLL T4

object-group service bypass sfr inspect

service-object udp destination range 319 320
access-list sfrAccessList extended deny object-group bypass sfr inspect any any

FrIaZ |
* JLIHAELE ISA 3000 FAHTH .
o ARSI SRR SRR PTPS
o JBF PTP AL SCHF 4L 4% PTP M B

« BRI, R X BT ISA 3000 $2 )5 ] PTP. 7EE iU, 200 b 2 i
LR A PTP St i i ¥ 4% .

* PTP (A T IPv4 (4%, ANA[HT IPv6 %5,

© WYFRLIOK I EL FSCHF PTP FUE, o 2 Mar L2 M A e i o B 7E LR A5 EANSZ SCFE
< ERE,
* T, EtherChannel. BVI SiATf] HoAt sl 11

B &xiE
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me et iy 1sa s000) [l

o RunA D B HAEE MK PTP BL'E, WISZEF VLAN F4: 10 L/ PTP it

o DAZIURAR SR PTP s Ll il e 45 . 7EIB DT KB, BRINS I E Vs 0l 513K DL S VF PTP i
5. PTP Vit UDP % H 319 A1 320 LA A Hbr IP Hudik 224.0.1.129 kriH,  PRIHCAE % 95 K RS A
AN, VR =TT ACL #in #5257

o LEEG BT KRR, BBk PTP 4L 41 )3 FH 24 4% v -
« FEAAJRAE R T4 multicast-routing.

C AT T PTP, FUR R BRALHC R fORE M, 4 A IR 74 igmp
join-group 224.0.1.129 LI Jri ) PTP UABALAL 53 By o B A B A SCRF BN 75 ZA H

Ui 2.
UK

FaE Vs I I A i AR
ptp domain domain_num

P

ciscoasa (config) # ptp domain 54
domain_numZHUE B g b BT i 1 R 5o A8 Al P SR e C0 R AR L AR Bl 0 — FE Ak
B, AN PTP A . (T LA 0 3 255 BRIAMER 0. AAEMLE ¥ PTP ¥4 FILE
RS RITRE

(AJi%) fEves LECE PTP I A
ptp mode e2etr anspar ent

TP

ciscoasa(config) # ptp mode eZetransparent
W 2 AT AE A A ] PTP 14 b e s 380 s W A
FEF T LA ] PTP:

ptp enable

TERG A H THER R E M PTP IS4 11 )3 FH PTP.

TP

ciscoasa(config)# interface gigabitethernetl/2
ciscoasa (config-if)# ptp enable
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EEEIL‘E'EE

AT B AT b N AR SISO, IS AT T A7 B A AT sl i 1) 20 P
’IEH, MG 5 AT D RE . A3 23 A5 K L e B4 «

* OSPF

* EIGRP

* VPN fgi )t

* VPN CIZ R 5[] A3 7))
o WRED)

* AAA JIR%54%

o Hi&id ¢

o SLEVPRNIE

IS E L E

BN I B B, AT AR PR

FiaZ /i
o GREFF REEE R S ETIHT, FlaniEd =6 & . SSH ali@id HTTPS &4 ASDM.

s AR E R DIH, (HORBEE MR DRI, A S w2 BRI R, A
b AR DI IS =3 A, DA 32 B B e Al SO Uk

o 76 F /4 RS D) e S P B SO A N 2% 25 B writestandby, X 2344 32 TG SR I 21 46
WA WAHEAT CAT A, RIS 32 e 4 R0 4% T 2 A AR IR R 258, & P4 g8 adn
o o TR N N T P o= DT Pl P A e =92 < P o 22 i 4 2R /S 0V T =)
i X\ writestandby. writestandby T%‘—?ﬁﬂiﬂ%/EﬁﬁE’%ﬂTtﬂ%/ﬁ%*Lﬁ DA A s £ 11
T AE AT B i T B . i AT H] failover active group 1 i1 failover active group 2
T2 eS 2 ASA I FTE S 5 iﬁj)\ write standby, #&J5{{ ] no failover active group 2 14
B3 2 A SO R BB B %

UK

BCE AR o s P i . S AL 1 8 A1 128 NFAF LI BRIBAS A5 ARG 522
SN TR T i . ARRAE AT & TP AT 6D, MRS SR BN . LN, 4
ZtiN TR

key config-key passwor d-encryption [new_passphrase [old_passphrase]]

B &xiE
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mmsiEsEzE

TP

ciscoasa (config)# key config-key password-encryption
0ld key: bumblebee

New key: haverford

Confirm key: haverford

iR A BRSSP N, DUOBE S 3 A ] SR AE A 2 T SR g2 X .

IR AL H nokey config-key password-encrypt fiv4, PR A 1% 42 W N 3 5 R B 50k 4 SCAR 3
W 20 2 AN SRR B s (R SR A RBCAS N, P i i 2 1) no TE 2.

Jet FH R T 2%

password encryption aes

il

ciscoasa(config) # password encryption aes

HEE s A - 20, JrAa P S5 . 1a47 IR0 B DD 26 4% 2C s 2%
i

T R A I R B B, i i 2 W PO Z B S e AR AT H .

m%ﬁF&%mm%Mmmemma ARSI, A WA NEEEARFAE, JEE
WU R, N8 SR 2 AR 1 FH SR Ml i 2%

DRAF- T2 B RSB AT ISR AE R TG
write memory

TP

ciscoasa(config)# write memory

WRAF NS, EIECE P R T REDR T L Ca R i AR NS R A7) o Ak, fEZ N HRE
XF, BHEBERGHE R ET B B, A s s s 22 m. R RERS
TR P write memory 74, (HWRAEITA A WS se b N i dr 2, W I s 1 D 25 %
TRt . 5, 7ERFENE ST write memory all #y 4 LARAZ T AL &

T
LA R R Bos AN AE B AN

ciscoasa(config) # key config-key password-encryption 12345678

LAR 7- 9 27 CAF A2
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ciscoasa(config) # key config-key password-encryption 23456789
0ld key: 12345678

FELU R RBIH, AA S SH GRS, DERGIRREMAEY]. mT#EYCafE R
G PR BN o

ciscoasa(config) # key config-key password-encryption
0ld key: 12345678

New key: 23456789

Confirm key: 23456789

FELU R, BUNAEAEE S, FTARGEA SRR Y

ciscoasa(config) # key config-key password-encryption
New key: 12345678
Confirm key: 12345678

A H] B R N S A e R AU SO o R AN SR IN A AR ) LT RROAS, BB
f R RE o0 H
FrIAZ Al
o HUA A Y AT B2 A BRI B 500, WA E MR EN4, 1300, HELEAMEH.
o SRR R AE A i TP T IR Telnet. SSH, il HTTPS i%E#: ASDM.
A T, WEHATLL TP

P MR T, WA Em S P RMAEN, RGO ERmA .
no key config-key passwor d-encryption [old_passphrase]]

il

ciscoasa(config)# no key config-key password-encryption

Warning! You have chosen to revert the encrypted passwords to plain text.
This operation will expose passwords in the configuration and therefore

exercise caution while viewing, storing, and copying configuration.

0ld key: bumblebee

PR 2 ORAF LB I ISAT I A A B R

write memory

B &xiE
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TP

ciscoasa(config)# write memory

L SR (AR S AT 75Kl OxFF B BRIF 8 i -

2N ST, BRGNS SACE PR E . R, BT SR I AR S B .
RARIERGE S0 NI write memory fv4, (HWARZEFT A H P& sth i N Zar 2, W 53
RN SRS AT RS I . B, FERGN St Al write memory all iy 4 LA FT A AL E -

TVEWR F S o WER w6 R ORI, AT B 1% 3
TEMER LY, AT PR,

UK

D I == 3 EH R B 4 o 2 3 B T P
write erase

-
ciscoasa(config)# write erase

A F e B EC B FHT N4 ASA, T AN AT AT 3 2% EH Bl & A
reload

Tl

ciscoasa(config)# reload

BCE DNS PR 558

TSEALE DNS 5%, AT ASA fEWSA5 DL AR I 1P Sk JE0TALTE DNS HiS 28, LAZED)
LB 1 7 4R 544 (FQDN) R %

HELEASA T RE 7 L8 HHDNS 45 2 443844 V5 i AR R 254 o ik HoAth Dy &g, 491 ping BX traceroute

fird, A2 ping 8L traceroute R4 F%, 1M H. ASA REMSIE 1T 5 DNS JIR 2% 2% 330473045 K MR 4 75
Y% SSL VPN AL P &t Fr 2 FK .

[
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P

N
8
N

T4

ASA A7 FRECFFAE] DNS fRks5as, RAREGRTIIRE. B, K28 2OREHA 1P shhk, R34
T-EhBCE name i & LUK 4 Pk L TP M hE AR SCHK, BfMEFH names fir % 8 ARk G, A REWS AT 448K

FHIaZ Al
B R 2 J7 ] DN'S $sk 4 2 H A (1A 22 1 0 E 458 (1 e b A U i RO, DA e % 213K DNS IR 55 2%«

UK

JA ] ASA fEfli K% DNS 153K 22 DNS g5 ds, LN S2 SCRF R & AT A i 4k

dns domain-lookup interface_name
UARANIESZ 1 B )5 H] DNS A4k, WITGVEE H] DNS J g5 s U4 1 mlff Y e R R 2 i
IR

ciscoasa(config)# dns domain-lookup inside

177 ASA JH TA& HIE K K] DNS Jld5as4l.
dnsserver-group DefaultDNS

Default DNS iz 25 75 21 /& BRI H Tjj VPN big i 2 IC LA DNS i gsadl. A CEANE R, 1S
WA 2% 1) tunnd-group w4 . b DUER e LA AL, IFOUS FHEAEHI A . — IR EE A H—A
2 AL 4 SR

T

ciscoasa(config)# dns server-group DefaultDNS

e — B Z 6 DNS kRS54 . A 1P Hhb e A — &, HIZSkE 0B, st m] foph
BANBEN TS . ASA LT 22hE & DNS leds 4%, HERWEIN .

name-server ip_address [ip_address?] [...] [ip_address6] [interface_name]

(AJi%) F55E ASA 5 IR 4% w5l {5 58 I ) interface name. W ARG ERELT, ASA KR 2 50ds %
s WEREATUCHCI, A A BRI R .

il
ciscoasa (config-dns-server-group) # name-server 10.1.1.5 192.168.1.67 209.165.201.6 dmz

BCE N2 LA B R BN AR B RESRD

domain-name name

Tl

B &xiE
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ciscoasa(config-dns-server-group) # domain-name example.com

FE®E (i, ) BLE DNS 45 as2H it Hodth fm .
WUR BN G EAE S M4, T DU iy & 58 CU AR AE
* timeoutseconds - 2%1X 4> DNS k%5 #8204 R0 4, 1 230 #5. BRINE RN 2 7P BRK
ASA RS AFIE, PR NS .
* retriesnumber - 4 ASA WCREIM VI, T DNS k45257 R MUK, 0 2 10 K.

* expire-entry-timer minutesnumber - DNS 4% H 2|# (R, TTL &) /5, M DNS kg mikrsc
HEr . MBRs H 2R EFgnitaR, (OB MERaem ik L mgk. Boyhtes
DNS 4k H Al I HER R0 TTL (A 3 80, Ar LUK RS Al A b e & 52 PR 4B TTL. BRI
o014 Eh (B, TTL i £)5 1408, SMIBRGHED « JHER 1 % 65535 Jrih. AU#HT FQDN
0 28 %oF G5 A7 FH I B I

* poll-timer minutesnumber - ¥ FQDN % 4/ AL6F 5 fig bt kg 1P Huhik isf 4 FE (1) %634 5 09Ik 1) (293
Prit) o AXAERT KB FHE ] FQDN X SR IN A AT IR B850 G o I 2 S A AT (17 e N 1] )
K; DNS 45 H BAEAAITa] (TTL) B AR -6 e S8 1P bl e ], {44~ FQDN mJ LLLL
B RS S I AT . BRIABCE N 240 (4 AN o JBFEN 1 & 65535 4.

PR 6 J5E I IIDNS RS54 4
dns-group %
BN DL, a4 DefaultDNS. WRECE 1T HLARZL, WA LLGE A by & s e rh — A dl. B
BEAT M sh 4.
B UE

ciscoasa(config) # dns-group Groupl

o E A RN ERRE (BRISA 3000)

T RT LU FRE A 55 B, DA 30 et T R B PR 4 A e 2 0 2 TRD Bl . SCHRR IR 2 UG S i 25
GigabitEthernet 1/1 F1 1/2 LL X GigabitEthernet 1/3 Fl 1/4. 4R35 2 A TGRS, AN SLHtiB;
KAEIhRE, RUIE AR T AR VIR RO RS o 1 S 0 LA T TR 55 1 e e -

* JEDIREAC T H T IR ISA 3000 # 4.

o MR IR SCET ORI, R A4 85 LUK XS (GigabitEthernet 1/1 F11/2) SCFFRE/F5E

7.

[
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B Esssssnnzan (B 15A3000

$IE3

* 24 ISA 3000 Wi IFIE AREAE 55 B XN, USRI O T DUEAE s A BRIA T &
insidel <---> inside2 M1 outsidel <---> outside2 JLyA AT (G . XL O 2 (B FTE DLE EHK
SER,

o FATERBEEE ] TCP IPAIBENAL CUNARFEFPHTIA) o W FRENLL CERIABEED , IIFER
T A 55 I I 77 B HDET . TCP 231l BRUVIE LT, ISA 3000 2 e ik I (1) TCP iEH: M9 UG
JP40%5 (ISN) S ARG S« WG KI, 1SA 3000 AN FHda 2T, MASHH
JPH s R P am s BRSPS O B s i e . RIEZAEH] TCP R AIRbLAL S, it
TCP ERG B T e ar, OB AE D) Iv) & s i 240k

o POEREAE SR ERIN, LRSS B O R TR TrustSec JERE2SHE T35 24 ISA 3000 F i S s A4
SRS, ST X LR

o {5t PR A 55 ¢ b U e R AR I T ISA 3000 Hdis B A, 5 BEEHT L RS Y TCP 24, A
KB AE D) I ) 2 I I 2k

o YRS AL TSRS E, LUK PHY S Wi TFdER:, Kk ASA TCiktfie B FPIRE. o]
ATV IE NI INOR

X+ ISA 3000 1 HIXLHLYE, FIAE ASA OS FUf XIS A THARC & . an B rh — AN YR R 2R
fi, ASASKHIE, BRUEN T, ASAT R —mJE, HEH A AN IES T/E, elAs
KR,
FiaZ /i

o WAZBUREAE A 55 B 14 BIAS WML N g 1 o ANBERE E AT T2 21 vp 4kt 1

UK

TG FE A T L S0 ) ST R B A1 5% %
hardwar e-bypass GigabitEthernet {1/1-1/2 | 1/3-1/4} [sticky]

TP

ciscoasa(config) # hardware-bypass GigabitEthernet 1/1-1/2
ciscoasa(config) # hardware-bypass GigabitEthernet 1/3-1/4

sticky JeBE 7o 1E FL U S M B # I 3 Ja A B A PR AT AL T-EAF 55 AR e ERXM IGO0 T, S 24
WE#5 LA 5 T B O PATREAF 55 % 5 WP T o 7 46 o1 A £ R 32 v OB

Tl sl HIAE 55 s -

[no] hardwar e-bypass manual GigabitEthernet {1/1-1/2| 1/3-1/4}

i

ciscoasa# hardware-bypass manual GigabitEthernet 1/1-1/2
ciscoasa# no hardware-bypass manual GigabitEthernet 1/1-1/2

CRIE) KRB 55 BR G BN IRAFFIG SIRZS,  FLE] ASA FirePOWER BEHH 5] -
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A% ASP

B AsP (mEzewne wary

har dwar e-bypass boot-delay module-up sfr

Ji PR A 5% 2% INF 06 Z5AN AT sticky BT, A REisATIH B EIR . ¥4 har dware-bypassboot-delay i 4,
B 55 6 1] RE 25 7E ASA FirePOWER 858 3 S i Ab TANTE SR . lan,  an RS & ol
WO SCHT, MRS RO e S EUR R S ST .

A5 TCP P A BENLAG o 735481 S 7 QAT gk ) K DA PC B P s I ko) B A U s 2 T BT LA L

policy-map global_policy
class sfrclass

set connection random-sequence-number disable

AR5 e R ILFTIF, 1i5Hs “disable” # i enable.

A TR B e 7 O L

power-supply dual

TRAFILE

write memory

ARG JE R 55 B AT A R S E TP LR W R U, PRI DR IB AT L &

‘il 4Z Wb Ins= 2
(IMEZEIKIT) HEEFIITH
ASP ZS2HLZE, A SRS R B AHE St . B T ARl B AR SRR O A T O HERR A 1R],
B E 5 iZE L HE LR B2, 7L LIS P ge faT SE A R AT o

EFERNGIERZ HIRZEN

BRONEE LR, M8 S R semg (Bl an vy i B0 i, SR SERIAERL . (HE, X AP R RE
FHIRARYERE . AERERD A KRR, KT I PERE AT N &, 151 4 24 ASA B350
ALFE 18,000 NI I BT SAL 2 25,000 AN A SR

HT R 5 | S 2 2 P U LA SIS PR (N 4, P DAPERE 32 21520 BRIAS LS, RGAEVHAL
RSN AL ZOR G T, DU RESE DR s i RN 1%, DAL g g BN TR
AT DASE AT D, AR U 5 38 1 5t O ) S SO A P AT S 5, A R G 13 ) ] 2 i 4k
SR . LA G A, ARG B IRIPE RN AN 2 T B AR MR TAT N 2

=3 #RIEHT #wix wixle
FRIA UNTWESWI R VS oBT R o Ve oBT R o
(RERDIE P R
fik. D
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B =5 ase ngws

=R YRiFH iz Wwixl
F5M INCWESSWIS INCWESSWIS DC B K o
(B IERGE AR AZ 3
Mo )

TR — A, M0 B0 ACL B, ZEMIFRIE T ACL R 8 ACL 2 8] 45 1)
Blo ZINREMD T T 8252 3 FEAE A S A0 4 BT T 1 ] RE A o

Rs WS AR S RS S e, WPE AR s R 48 H & Db ic g iR I TR A g i, IR R G H AW
g5 M 780001 %] 780004,

TR LU B0 B U 5 1 5 J5 I AZ 5 3R A K

UK

R 1 5 FH AT 5 B AT

asp rule-engine transactional-commit option

Horpr, JETRALAE
* access-group - 4 Jay I BN A 422 1R 1) U]
* nat - 4% kA o ) o

T

ciscoasa(config)# asp rule-engine transactional-commit access-group

2 F ASP $1E 5%
ASP G B LA B T8 G LUK i 7«
o DRI 5 (1 vy Ve 1 O ol Y
o DK R o PR T R 5 2 1 AU A i e e
o PR TCIE AR S S B IRAR N 7 o R 1 B i
ASP GBI FEVF 2 AL OAE AN DRSO B (2 ERE T, R RS T AR,

Jf H. show cpu fir 2%tz /N T 100%, BEDIRET REAE 8t s TV 2 ARG ISR I A B T
IOEEI =
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U547 DNS &7F .

\}

IRB fF ASAv _ZEH ASP i#i1i. ¥ DPDK CEUEFHIT KB FERE] ASAv HIIniE 2 #1450
(ASP) "', ASAv 72X LD REMIIG 0 T 2 I H 547 PR g

UK

FB AT ASP G A ZhIT T AR M -

asp load-balance per-packet auto
$I1B2 F5)3 H ASP Gyl

asp load-balance per-packet

ASP GO BT T3 AR ] 2 A — ELORSF A AR, B8 1 T auto fir &R 2 itk
B3 T4 ASP FE .

no asp load-balance per-packet

BCARETB R T ASA Gy, AT DMET sty 2. WEREWE ] T auto i, RGO K
4 A5 )A HTE AT ASP 7 808 i .

H51% DNS £7%

ASA 2t DNS 5 B AZEAE, XL Tk 1 T o0 HELLTE & 7 iy SSL VPN FIE i 2 1 A ik 1) 4
# DNS &ifl. H/CEARMZE A P& AE DNS #4uEK . WRAMMELZTH IZEE, WHEIRE A
B TP Mtk o G SRR ZE AT TCVE AR AT IZ G K, WK DNS 2rif Acik 28 CUBCE 1945 DNS k5545 . W
AN DNS R4S 2o bTig sk, WIZE @ IP Mok 5 HAH N () F A4 — A A AR A7 o
WE S DNS 2247, 1S LT 4

* show dns-hosts

U4 WoR DNS 2247, R {udE ) DNS IR 45 23 8h A3 F 1145 H BA A H name 72 F 35 A K
A B A0 1P itk
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B zxs=re

ERXRBRHE

IREBFR F&RR | i AR
Vi
NTPv4 37 9.14(1) | ASA /£ 37 FF NTPv4.
KAE AT v 4>

WA NTP G4 5ESE | 9-13(1) | BART, NTP S 5FA S HFE MDS. BLTE ASA SCHRELL R Inas H ik
1 * MD5
* SHA-1

« SHA-256
« SHA-512

* AES-CMAC

P/ s i 4 ntp authentication-key

NTP > Hi# F IPv6 9.12(1) | IiAE, AR E NTP RS2 /] LL# H 1Pve ik,

BB fT 4. ntp server

DA F T S | 9-12(D) | BRIAK) enable %50 4%, BUAE, WIS ZHATE ASA EHEANRF EXEC #i:(, RGa%
enable %1% SREKGE SO — 2D 3 3] 127 M AFFIE. AR E IS 2. noenable
password iy &4 Ja 5 AN E S

FECLLH, #n L] enablefiv 4« logindird P BRI N AE2 2 UL ) 8t SSH
i} Telnet 231 (W15 55 ] aaa authorization exec auto-enable) SkiHE AR EXEC #ix .

TS P Ah 53k, A 00 40 T 5

{HIEAEZ 5% ASDM Ny, WU AT X I8 B i (1) 8k . BRI, #F ASDM 1, 886
FAF FH FH 7 44 R0 enable AU R AT 8 5% .

P MBS 4 enable password

7E ASAv _E2EF] ASP 1 | 9.10(1) | B 5o DPDK CEUs V-1 T & B4F) 4255 ASAv [N 2 4415 (ASP) 1,

AL fir ASAv ZEZEH ML DI RER TS I N R DL H A PERE
ASAv BZESZF A sy |9.8(D) | it 2 e TF-sha HAIZE ] ASP Fi#d 4 .
ASP 34 1y

BT L F A4 asp load-balance per-packet auto
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INREBFR T &hR | 15%RR
Vi
T AR username 9. 7(1) | FLE 4K I BT KB 1AL username FiT enable 65 #8444 A PBKDF2 (& 1% 65 (1)
F1 enable % i 4 SR BB 2) ] SHA-512 (A L. LURT, 32 DR ELLLR 356548 4L 1
PBKDF2 #4514 MDS5 75 AN EE 77 . DO ATAE B SR AT 4k 2 T MDS S 7518, (H A3
B mERsh . WIFE NEIRM, IES BRI ER R TP CRAERECE R
B T LL R4 : enable. username
ISA 3000 SZHEXHLE  |9-6(1) | XFT-1SA 3000 X YR, W £E ASA OS HoRf X HLJEEE N Ay PARC & o dn AL —A i

PR, ASA 2 HHARE . BUATSLL T, ASA s —riji, HEH A4
PIEH AR, ek RE.

SINT LA Fin4: power-supply dual

A username Fll
enable % i s FF K 1)
W (RZ 12T
)

9.6(1)

I T LA i 2 127 DS AF 1A username #1 enable %515 G BRI 32 A
T o RO KT 32 MR, e A PBKDF2 (R 205 1% IR

EDIRE 2) BEEAERCE T o B A B A AR S LT MDS (R ESI AL BE T %

B T LU R4 enable. username

ISA 3000 fifif5% it 9A1225) | ISA 3000 SZFFREF55 B D fE,  LUEAE A AT LIRS S VRV B 4k S0 i i A ) o
SINT LU R4 : hardware-bypass. hardware-bypass manual. hardware-bypass
boot-delay. show hardware-bypass
9.5(1) WAL T fE -

H3h ASP figify  |9-3Q2) | BUAERT LU F A3 IR RG] ASP S 83 i T st .

AR ASAV ANRFIZABTIAE; DORE TR A .

SINT LU R4 asp load-balance per-packet auto.

MHERERIA Telnet 245

A2010)

h T i ASA I R )2k, CMER Telnet MERIA G % fiiH] Telnet ¥k
B 25T 5 B Y o

WRARCE Telnet H S 50AE, B3 {UH T Telent (aaa authentication
telnet console 54

iR

2, HEBR TR, ASAMKEBRINE “cisco” o BLAE, AIHEREALN, H 0
TR o

BB T WA He W13 ASASM (] Telnet 231 (3521 session #i74) o A TG
ASASM Vilal, 45i4d ] servicemodule session 4, B FI W B B 55,

BT LA a4 password

A ] WA

8.4(1)

L& T show password encryption 4.
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THRERFR FEhR | i EA
S
B 8.3(1) | SIATUbLIRE. T gL s i s AP RE A0SO, IRt AP

REEA T Jon s sl e PR s T, 1 T o SE SR A Zh e

FINT LU Fr4: key config-key password-encryption. password encryption aes. clear
configurepasswor d encryption aes. show running-config password encryption aes. show
password encryption
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