A ARP #&; %0 MAC ik 3=

ARFEN AT [ 52 L MAC Huhk 36 DLECh AR ALIEC & ARP KL
« T ARP fIIIFT MAC HihbZ , 251 00
o BONCE, B2 0T
* ARP fIF1 MAC HihtR45m , 552 1T
* L& ARP RS IAIILAl ARP 240, %5 3 00
o NMHRLL A & X MAC Hiht2% , %55 00
o WiE ARP IR MAC HuhbZe , 2% 7 70
« ARP KrlIF1 MAC Huhik 7 sid % , 55 7 0L

<F ARP #& ;M #0 MAC ik 3=

KR P, ARPASIN AT b “rHhim N7 Mot k] BLE & XA ARP 3 H . AT LLE
& XM MAC Hitk2e, GEERIE A ARP 45 H KRB MAC K.

P 1746378 = BY ARP 42
BRBL T, BRBEALA 52 IR VE DA ARP B0, W LI KT ARP RSl ARP 04 016

ARP K ] B (b8 ] P oA A =ML th 2% (FRoM ARP BN . ARPIKBWAES ] “hial N7
Yeekio Biltun, AL RS A8 0% ARP 153K WG t #2818 FH W9 G 1% B 2% MAC bk gk v .

{2, Bh# i B3 MAC Hihik CRTAS 2 26 s MAC Hitik) R LAt ARP i Y R IE S ML 1X
BE, Moo 5 RIATAE AT MU R A 3% 2 2 i 2.

ARP KA AR ZEER A ARP R MAC HuhERIA DG TP bk F A, Moo it o b A B 3 MAC
Mok 3% ARP WiV,

M)A H ARP KA, ASA KG T ARP 2080+ 1) MAC Hiht. 1P HuhbEFNJE$: 115 ARP R i
BEHBATIOERS, AT F A

o DL TP Huhik. MAC Mubib NS 05 ARP 4 HUGHS, WIEFEA A LLEEN,
o W MAC bk 1P ik skdz O 22 (B AN, T ASA & FfdEtd.

# ARP #&:imFn MAC 1t I}



B wvacieu=

MAC Hbfit 3%

AR AT AL, ASA LA — M sl A8 AT AL 5 SR BRI MAC Hidike: MR
T PR AL RO B BT, ASA K AE LR TR I MAC sk, R MAC Mk 5953 AH G,
DU ASA W] T A U] B2 3% B 4% (AT AT A0t B A IE A (02 1 R H o El T MR 4 B3 22 T ) o
BT ASA ZASNE, R R BRI H AR MAC HhEATEE R, ) ASA NS5 — 5 RS
FELLZ U7 AT B 0 B JRUG SR . R, B N % WA B T 1 % 26 1 LA i 0.«

o [ 1) EOE B A I BE A0 - ASA KA TS H AR IP Huhikb i) ARP 355K, DAEE AR T AMEA 2 1 4%

AN E

# ARP 171 MAC ittt % |

* Wk ARP Hn L 5 2 ARP R AP RALAT 4% HARAILHC, W wr LS ASA BEE D MFTAT 2 1 1 4k

BB G20 8 E A .
A\

i AMESHIE N flood, & AT B B4 AN S LIZ ity A%
B .

e ARP Wi [,

o TR I RE B OB A - ASAREAE R — NS0 H AR TP MBI ping,  DAAEERE T AFRHIR 42 1 420

ping N2,

Rt B Undn .
X e, T RUEREAE P AT 3 1 s AR TP K iz it

© WA AT ARP A, BRI DL 23 Bz ity AR s AN VL E 2 .
* B MAC MUl 45 H RERABINAE o 5 708
* BOATEOL, B2 AZ3RBEATER MAC Hulk, JFH ASA 20RO N 45 H s n s

MAC Hohik-E A,

A\

E ASA AR E 6 LT EARAS RN G | SR A I8 . EIX
B, $a i Hbr MAC il A AR ARP 224k H5E 1, 1
e HAEMBAR I ER . GED PIRIUN .

ARP #&F0 MAC it =45

* ARP KA S HF AL
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2 ARP sttt ARP 251 I}

* MAC Huht 2R B AR 4L .

. E ARP #0F0H {tt ARP %4
X R, TTLLEH ARP K. RIS T DL PR HF 4 A0 % e A G i & HoAth ARP S50

UK

SR AN ARP 45 H T HE Al ARP 224, 5 3 DUR Frid s inias ARP 45 H . ARP kil 2>
¥ ARP Hfli Lty ARP RS ARP 45 HARELEL, IIZ DD RER A ARP 45 H . BIEmT LIRS
HH Al ARP 4.

S 2 R4 H ARP &, 55 4 113 H ARP K.

A ANERZS ARP 55 B 7+ B E X H Atk ARP 24

MEHHRA, BRAEOL T, PR bk O 2 W e VP Ty ARP Sdlate . mT LR /A A ARP Al Kk
Pl ARP Bl it . ARP A3 6T LG ARP £ 0 5 ARP £ #& ARP 4 H .

TR D, T AERS ARP & H, (HEEIISKHMLAY T XFgh#r, 4 ARP %
) BE EHASAT R . BUAR R A AT AR TP ik R B 40 H bR, (EAE LUK b SRR A8 A B 4
AT AR MAC Hbtik. % b o ol B LA A L N4 EAS A e, B4 k1% ARP iRk
TR 5% 1P Hihik e MAC Hidik, SRJ5 A ARP Wi KBRS AT 31 MAC Hihk o EHLEEE %
AR ARP 3%, JIT DA 5 ZEACAS R RN i ALl A ik ARP Wik HUZEAE 4% bk ik ARP i
N, (EEhATH ARPER, HME—BIERMEHELH, WES@ER. WEREAK R (Fng
2 TP Ml MAC HotibehA48) , %4 H R E@NE, A Re N HEHHE L.

WFIEIAL, ASA O EEH ASA s (B2 E) T ARP XH 1813 ARP 4 H .
AN, EATLLYE ARP I FIILAR ARP 4T 4.

UK
FE ININEA ARP 4 H

arp interface_nameip_address mac_address [alias]

T

ciscoasa(config)# arp outside 10.1.1.1 0009.7cbe.2100

ATRIEEANEEE O _E sk A HbE 10.1.1.1. MAC #i41k 0009.7¢cbe.2100 [F15% 28 (4 ARP i .
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Nil

8

# ARP 171 MAC ittt % |

M AR, 455 alias o) btk i B ACEE ARP. W15 ASA W35 52 IP Hulik ¥ ARP ik, W
2] ASA MAC HhEACH R . B, OCHEE AR APAT ARP &I EHEW A H . ZEE DI
KEEREUR, OB TR B 20 ASA ANHATACEE ARP.

WHEB)A ARP 45 H ¥ ARP I
arp timeout #»

T

ciscoasa(config)# arp timeout 5000

LT BLE ASA TEFL 4 ARP R AT ALV K, BT 60 3] 4294967 #22 [8]. BRIAE A 14400
. HEE ARP RS BB B NG SO I EAUE B BT EHUE B E g, Kkl e
BRI

FEVFARIER I 1M :

arp permit-nonconnected

ASA ARP GAFERINN B &R A HIE TS H o WTRURH ARP 2247, LORAREIE T M & 7EN .
BRAFE TR S, SN BUR L Re . BEDhRe T e B 151 0 ASA B 55 (DoS) 2
i ATEEN BT R R VFZ ARP N2, Jfl ASA ARP R R4k H .

WERIEAE LU XS5, AT e B4 B g -
* T
* MR R AN AR % th B ACEE ARP,

WE ARP 4 PRI LA HIRERD ) ARP B G4k
arp rate-limit #

TP

ciscoasa(config)# arp rate-limit 1000

I 10 3] 32768 Z Al HIME . BRUEEHET ASA #5 . &AL A & X LAFT ik ARP RGBT .

J& Fi ARP #&1|

AN 3] WAL T ARP Rzl .

RS

3 H ARP Kl :

arp-inspection interface_name enable [flood [no-flood]
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mmmanzy macitax ]

il
ciscoasa(config)# arp-inspection outside enable no-flood

flood 8K AUEHC Y ARP 2 i K H BT E#2 0, no-flood M4 &5 ATLEC IR .

PRIAWE 2 LAz O B M ANV B A . ZIEIT ASA B ARP BRI &S H, ER a4
% E 2k no-flood.

A M4E B E X MAC i3k 3=

AT A BT A P B E X MAC #idikE&.

1 MR R INERTS MAGC et

W, Yok AR E MAC HUE R B REANE O, MAC Hiht £ 8h &3N3 MAC Hiht &b, o]
LU MAC Hiuhl 32 has NS MAC Hihik. WIS B I — M2, wTRABT 1 MAC #3h. s
LA 4 H BATM R MAC Hubk & i 22 AN VE AR A 4% B 3 DUR B, ASA KA E7
BIFERARGHE .. JRINERS ARP & HE GESF IS ARP 4 HIF H w2 XLl ARP 24,
300, #ES MAC Bk H & AR ing] MAC ik,

B MAC Hulik P in#as MAC #iulik, HHITUL TS5,
bUE ]

VRN MAC Hilk 4 H

mac-address-table static interface_name mac_address

i

ciscoasa(config)# mac-address-table static inside 0009.7cbe.2100

interface_name /&% 1.

W E MAC k8 Bt
A MAC I 46 FI OB (04 5 4060, (LTS SO . S0 S0IY AT DL A5
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# ARP 171 MAC ittt % |

UK

HEE MAC Hilil- 4% H A8

mac-address-table aging-time timeout_value

Tl

ciscoasa(config) # mac-address-table aging-time 10

timeout_value (LLZrEIChHLALD A5 3720 (12 /MDY 208 BRIME N 5 8.

BcE MAC it = 3]

ERNEOLY, SR DS A B3R A E N MAC Hilik, ASA 224N 04 HsINE MAC Hs
hhaR . BT, AP MAC Hihb3k %, AREBRIEEOR MAC bk Ssism e bRk, %
i LB ASA. R, ATRLERTA B0 LA AR TP s iz vt

FNCE MAC Huhlk22>], iEHUT LR D 5R:

UK
A5 MAC Hbhik 3R

mac-learn interface_name disable

e LE

ciscoasa(config) # mac-learn inside disable

Sdn 4 11 no TR 2 B MAC SR .

clear configure mac-learn iy 42 B £ 11 _FF05H 5 F MAC Hulik3R7%&

I PR % A0 3 AR TP Bl iz vt
mac-learn ;% jit

i

ciscoasa (config)# mac-learn flood
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wyx ARP i MAC teit % ]

W54z ARP 1 F0 MAC ik 3R

* show arp-inspection

4 ARP ALl 2os T A2 11 LK ARP A ) 2 AT B
show mac-address-table [interface_name]

W MAC Ml . WA E AN MAC bR (RIS OERSHshASLHE) , afblia
AR MAC Huhlk% .

PLF /& show mac-address-table 4 (FF B34 MAC Hihbk) HIREARTH

ciscoasa# show mac-address-table

interface mac address type Time Left
outside 0009.7cbe.2100 static -

inside 0010.7cbe.6101 static -

inside 0009.7cbe.5101 dynamic 10

PL T /& show mac-address-table ir4 (FHF s Wi OB MAC HuhEZR) HIREAHH -

ciscoasa# show mac-address-table inside

interface mac address type Time Left
inside 0010.7cbe.6101 static -
inside 0009.7cbe.5101 dynamic 10

ARP #F0 MAC fthiit 3= 7 5218 3%

THREBFR FaRAK DIgEfE 2
ARP F U] 7.0(1) ARP Kl 2255 A ARP H4 404 14

MAC Hitk. TP HuhbEFIJEFEE 05 ARP 3£
HERAS S HELLER . DhReEH T&
HIBG k=, mHA 9.7(1) &2, &
FH 7732 B ORI i R AR X R e v )
.

SINT LU Rr4: arp. arp-inspection
F1 show arp-inspection.
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# ARP 171 MAC ittt % |

TIREAFR Fa A DIRERR
MAC Hihl-#% 7.0(1) T REA BB W] B K e K A e X

MAC Hihlk3&, T H H 9.7(1) &, i&h
17 WA R i P el b 4 1
AT HE L.

SINT LA Fr4: mac-address-table
static. mac-address-table aging-time.
mac-learn disable fl show
mac-address-table,

B R ERE )T MYS I ARP 2247

8.4(5)/9.1(2)

AL, ASA ARP 2475
KHEHEETMII%H. IE, TLUSH
ARP 2247, VB AE % T MWW A& 7E
Wo BRAEIE T 2e 4 KUK, A AN EE
JA M IhRE . BEIhRE R REA B T8 koxt
ASA KR4 i 55 (DoS) Biidi; fFfE
R P AT R R i Z ARP N,
FEAl ASA ARP K H [EE R 4% H il 2.
B LU R 65, ] Rl H i
YiRg:

o BT .

o U E 5 R I ARAE M i b A e

ARP.

FINTU T4 arp
permit-nonconnected

A H E IR ARP 3 R

9.6(2)

BT ABEEREAD VR K ARP £icdls
Bl BOMEIDGRT ASA S, 4T
LB 3 LI LA 1E ARP R o

WINT LU R4 arprate-limit. show
arp rate-limit
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aRP iusn MAC it xR 2ieg ]

TIREAFR Fa A DIRERR
SR o B AR 9.7(1) SRttt ch MRS A0t 17 6 P M 2L AN % e

Pz M ThEe. MMF4LTE ASA
Mrde (e D B 41. ASA JFIE
FOERIMME, R ASA {54k 478 24
KB IR O 2 R AR SRR
TTHTE H B KBk 2. LAY, #ILRE
FE3% WA 7 K B AT C 2 AR AL ﬁﬁ%
DAEMIMRAL 2 I el . T e Th e,
DAYE % e B K B A A a%t
FE WAL 2 18] LS IR AT 41 5 s B 1 2
T EAT I F o XA LA FE X R 0L 1
BV 1ERMFALIMN G, HikS 5
o W% ASA LB &isME LAl 4l
SEWIMTAL, ERRCEK FHRIRR B T ER AR
AN S 2 JEAC AU LM & . 1
P iR, BVIAf LU a4z,
HERI RO TRl R 2 R e ThRg,
QI ) AT DHCP R 4525 .

% FHAS AN SR B SR LR
ife: 2. ASALER. LUFI)
REAE BV FABANSZ SCRE: Bk th gl
ik .

BT LA R4 : access-group.
access-list ethertype. arp-inspection.
dhepd. mac-address-table static.
mac-addr ess-table aging-time.
mac-learn. route. show
arp-inspection. show bridge-group-
show mac-address-table. show
mac-learn

# ARP #&:imFn MAC 1t I}



# ARP #:31%0 MAC Hrht % |
B areieouin mac st e R

9 ARP #6:311%0 MAC $hit R



	的 ARP 检测和 MAC 地址表
	关于 ARP 检测和 MAC 地址表
	网桥组流量的 ARP 检测
	MAC 地址表

	默认设置
	ARP 检测和 MAC 地址表指南
	配置 ARP 检测和其他 ARP 参数
	添加静态 ARP 条目并自定义其他 ARP 参数
	启用 ARP 检测

	为网桥组自定义 MAC 地址表
	为网桥组添加静态 MAC 地址
	设置 MAC 地址超时
	配置 MAC 地址学习

	监控 ARP 检测和 MAC 地址表
	ARP 检测和 MAC 地址表历史记录


