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. ASAv on VMware I F0 R &I

ASAv on VMware ESXi 2=k
TEHOREE DL, DA R R TERE. ASAv AL R ELK:
* Ml CPU A2 E BRI LT x86 MR 55 %58 Intel B¢ AMD CPU.

i, ASAv PEREMASE I = i DA LU R e . A EL 2.6GHz 1247 (1) Intel® Xeon® CPU
E5-2690v4 Kb FE#%(F) Cisco Unified Computing System™ (Cisco UCS®) C & 41| M4 IR 55 %5

* ASAv 37 ¥F ESXi MUA 6.0. 6.5 #1 6.7

ZLE9 vNIC
HEFAAEHI LA R VNIC PASRAS e fE

* PCI HiE ) 140e - K5 RS- A OB NIC $55845 VM, JHiEd DMA (HEZEWAVIM) fENIC 5
VM 2 [ s . % sh B A 7 24T CPU F .

* i40evf/ixgbe-vf - A A b (FE NIC 5 VM Z [ f&41 DMA 5 t) , (HAFEZA VM Z[adL
ENIC. SR-IOV W &1L, FheHAEEZME R AN S RUENFIRS , 2524 71

* vmxnet3 - X AT R NS I AN FE Y, SCHFF 10Gbps #:4F, HLFEE CPU M., X
VMware BN E .

G R vmxnet3, W FFE45H] Large Receive Offload (LRO), LLf TCP PEREAE

TEREMLIL

3T ASAv IR AEVERE, ST LXK VM RN T IR EE . A CPEANE R, 152 [ ASAv on VMware
FITEBE L , 55 20 T,

* NUMA - ] DLl bk 52 VM (1) CPU B8 J5 K 25 B R —3E— SN A7 U7 1] (NUMA) 15 R 3
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ZANRX B\, 2 22 T,

* VPN 1k - 5 %8 1] ASAV 14K VPN PERE ) HAB I B F I, WS VPN 14k

OVF 3T {4

1 $¢ asav-vi.ovf IE 4t asav-esxi.ovf SCPFHER T35 H bx:
* Asav-vi - it ] T 1E vCenter I
* Asav-esxi - 18 J1] T AE ESXi | (JG vCenter)

* ASAv OVF S EASZREAMAL (FEAESERE AN 223840 44) o TEHLRAE ASCIL e X R AEM
HIEREE 22 3% VMware vCenter f1 LDAP iR%5 %5 o
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o A — AR SN 38 B vSphere 2E AT OVF RG4S &,

© RN AR 2 day0.iso.
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CPU Fii B8

o BRIATHEUL RN, ASAv B CPU KKy 1000 MHz. %8 0] I BRI PR A B (ndh
W > PE > CPU) W lLsy ASAv (1) CPU %t . W1 ASAv 1] USRI ¢ B AE ER I
AT HATHIT TR 4TS, WA LA 1000 Mhz F#4K CPU T % & . ASAv 1§ [ [ CPU K/
BT IE RIS AT IR 6 CA BB AE AT 1) TAE R SRR S i
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FEHL CPU {5 8. ##57 ASAv AbEE LAYy f I (1) CPU i R FEHE ST, 78T LUK B 1%
{5 Bk CPU W& .

A RVEAME R, WS VMware KA1 CPU P RESE 38 42 13

* AT LS H ASAv show vm #1 show cpu fii 4 5% ASDM Home > Device Dashboard > Device
Information > Virtual Resources % i~ 2 # Monitoring> Properties> System Resour ces Graphs>
CPU T ks KA DRI & LA SATAT i B2 YA C B C AN A2 1) B 5 o
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71 VMware F7 3551 DLz IR 8 ASAv IV, TEAE 3 Jst ) m] 355 B S 71057 MAC ¥4 fil L

* VMware NIC 4145 - 4/ UCS B RAIELF L LLE IR ESE ASAv, HIT A EAISM R EL i)
g VAL AU BEAT 1A S8 M R TE 3 EATHER . VMware NIC 4145 A {E vCenter T EATHCE. .

A AN E NIC A5 15385 5, 1ES 1 VMware S0P

* ARP #ill - 7£ ASAv )3 ARP #:ll, ARJEAE TP FeldE O _LE TS MAC Al ARP 4 H .
79 ARP Rl Dy e S e Js s O RE M PEAN R S, TS CURE ASA R 51 H B E L & Fa
M) .

7EHT7F CD/DVD SR ER Ay %R, ASAv FuiZizil

A PLE R #3Ei& B (Edit Settings) XHEHER CD/DVD 955 %% 82 5] ASAv BEIIHL, LLA M ASAv i
SN FF CD/DVD 5548, 1 LAA VM Hardwar e [fiF % 42 F0 b 1 4 o

EEEM

FATE BB AZW T ASAv _F 457 CD/DVD ZKzh#8, AX T R 2 S50 ASAv LT ) .

BRI E
U1k ASAv HiJ> CD/DVD SR Wi HF ifii b 1ok Vs [l RPIRES AT BA R 34k
1. R ESEE (Monitor) 3R, A5 Hii @ %A (Notifications).

2. PRDUREMR: ViR ERAE RS CHUT CD-ROM &1 19 T ReIEFEAE A DEAE, X T fess B v %
PUNGARE S AR AT, WEAEWOIT I DI % N A Y CD-ROM . 32 T 4T3 ZE W T IE R e 5 431
T ?
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3. MBI, IR, ERH R Dbk R R (Yes), ARG HE#E (OK).
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J i

ASAv F1 VMware B9 5t &4
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fRESE ASAv i3 e12 Day 0 B2t [

fi% = 45 ASAv £ 147+ €1)3Z Day 0 Bc & 314

TEJA 3 ASAv Z i, TS0 LAHES Day 0 BU'E SCHF. BESCH &R & 27E ASAY JA B Y H 1) ASAv Bt
BSOS SEHTAATL E R AL RN TAE H X h 424 “day0-config” WISCAI A, FHFEANE
A B 2RI HLUY day0.iso SCAF . Day 0 B & SO 20 2 /A5 F T I0s 3 B4 D DLW & T
NSOy RIE R SSH RS A5t 4, RS n] G5 5844 1) ASA BLE o WA i — AN
dayO-config [1JERIA day0.iso. day0.iso X (i€ X day0.iso BLERIA day0.iso) WAZLE T IR Bk #
T

FrI6 Z 7l

BAEA RS AE 2 Linux, {EXFF Windows AT LA SEH TR

© BAERIIREE LR T HBh5E R ASA VR AT IE R, 154 ISR e AR B & R B REVE T
G4y (ID) 2L Day 0 B ESCIFAE TR Ha HA4 O “idtoken” (¥ SCASCAT

o R FHEMN BN USRI R AT H CGASE R VGA #5816) Uil FIELE ASAv, I Day
0 Jit & SO F A N AL HE console serial BE'B, A AELE T VS Bl FE ip 4 A J3 470 1 o

 WEREAEE MR F EE ASA, WIAZIEIE IR R CANIIE1T ASA B E SO A Day 0
B SO o IXANIEH] T B KES K) Day 0 Bl 3CHF

o HRUMAAE ESXi ERINLIN 2 b 20 3E 1SO WHE ) HoAth (5 &, 155 % ASAv on VMware #E ) Al
B, 25 1 JOFR ) OVE SO .

FIR1 M Cisco.com FEIEAIIAF, IHHEIHARAFE A ML L -
https://www.cisco.com/go/asa-software

iR i % Cisco.com 5 355 B AN BN S& H

PR 2 BSR4 B A H . W20 MERZ H s P AR AT SO b A BL R S0
* asav-vi.ovf - i&i [} T- vCenter %% .
* asav-esxi.ovf - & H T-3E vCenter #55
* boot.vimdk - 3 GRS
* disk0.vindk - ASAv B .
* day0.iso - 475 day0-config U idtoken S (AL [ ISO.
* asav-vi.mf - 3@ FH T vCenter i 137 #1301
* asav-esxi.mf - i&i i T-3FF vCenter #5253 # S04

HIE3 (EX4 N “day0-config” HISCA AR ASAv ) CLI FCE o 800 =N 11122 1 B RN BT i AR 4] HoAd e
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B 5 Asav 3t 0052 Day 0 RE T4

B—ATN L ASA JRATTF3K . dayO-config N iZ&H R ASA Fl'E . E % day0O-config F& 7 & WA 1) ASA
8% ASAv Sl — NS TR E T 75 77 dayO-config H (AT PAR F 2L, N 54T ) show running-config iy 44
H R B AR AT o

AL T W dayO-config SCAFHIZRH . B — Aol s 2845 T-IRAL LUK 42 1111 ASAv I 1F) dayO-config. 27
AN TR R R Y T IR LUK M 1) ASAv B ) dayO-confige #3m] LA H It dayO-config K377 SR-IOV %
FIE) ASAv; 152 BAENIFIBR S , 25 24 1t

-

ASA Version 9.4.1

!

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0
no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

T

ASA Version 9.8.1

!

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
!

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

!

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

!
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route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2
|

http 0.0.0.0 0.0.0.0 management
!

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS

name-server 64.102.6.247
|

license smart

feature tier standard
throughput level 10G

|

érypto key generate rsa modulus 2048

CRIIED A RUBHE Be R BLES AT R BV PO E S 4 RSO N 3381 PC.

CAIE) AR ESCAF ] ID A MO RN S ID A4 0 “idtoken” [HSCASCAT.
L AW 3K ASAv FE S REVE ] R4S 75 o
TRDRE SCA SOl 1SO A e 8L CD-ROME:

il

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

7£ Linux b5 day0.iso {1357 SHA1 {4

i

openssl dgst -shal day0.iso
SHAI (day0.1iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecbb66 day0O.iso

76 TAE H %) asav-vi.mf SCAFRALFEHT ALIG AT, FFK day0.iso SHAT 1B & k8 A B AR

i

SHAI (asav-vi.ovf)= de0f1878b8f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad18b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4dbdbfb8abfb3doc4
SHAL (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb6

K day0.iso SIS I 2 RORE I e SCPFIE IS A8 BN A7 B R s BN 1Y day0.iso U
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FEMNZ H s S HUE AT REAUNLIN . RGN BT E U day0.iso ARG E. .

{& F§ VMware vSphere Web % F i #3E ASAv

AAA-F T ] VMware vSphere Web 72 7 ity 3738 ASAv. Web 2% F'iiti s & vCenter. W IEEH
vCenter, 15Z [ {#H VMware vSphere J1137. 2% F 5 Al Day 0 it &K% ASAv, s OVF L HA
Day 0 it &K% ASAv.

* VilA) vSphere Web %5 i - 248 % v SR Adi AF 5 28 10 1T

* {# Ff§ VMware vSphere Web %% ' ity ASAv , % 10 71

i7715) vSphere Web & P i &2 3= & F i & B iR 44
AU 5 4] vSphere Web 25 F 7 3o AT IEA 4B UNAR] 4225 5 P i B )32, i ZAdif /2 U5 0] ASAv
G T LT . Macintosh A2 FERE 48 Web 227 i Bh e (IS o 1HZ 0 VMware PG $REL
SERE R it SR S o

HIE1 AN 8% 5 VMware vSphere Web %/ i :
https://vCenter_server:port/vsphere-client/
BRINEEBL R, 3 1124 9443,
P2 (UH 0O R iR, DMEVI ] ASAV 5615 .
1. EEEpET, i THEPiRERIEH (Download the Client Integration Plug-in) BA & ddif4: .
2. RHMIREAS, ARJE A R R e s e
3. WHAEMT)E, HBIERL P vSphere Web %/ Ui o

LEBI WA LA, K5 HEES (Login), SEH{ER Windows £1& &4 58IE (EF Windows £1E S0 5810E) &
EHE (VR Windows)

{$£ F§ VMware vSphere Web % Fi# & Z ASAv

BLEE ASAv, 151l H] VMware vSphere Web %5 J i (8¢ vSphere %5 7 %) AR ERLAHE X (OVF)
IR SCA . 7E vSphere Web %% ' iiii i | Deploy OVF Template 1] 5 K% ASAv (1 EEHR 44D
1) AT ASAV OVF U, GIERKI24T ASAY IRERINL, JF2e et

RZHn T A BRE VMware IIbRHER IR A GHE OVF BRI 245 &, 1524 VMware vSphere
Web % 7 g LS By o
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YIE4

FHia Z |l

{5 F VMware vSphere Web % i &1 & ASAv .

TEHSE ASAV i, RAZ(E vSphere TCHE /b —AMp2% (HTHHD

M Cisco.com F#k ASAv k45 L1, I ARAF 2] PC:

http://www.cisco.com/go/asa-software

iR 5B Cisco.com Faxfs BADERS &7 .

7t vSphere Web & /' iiii ] S8 (Navigator) &g, Hiili vCenter.

Bl EHFNERE (Hostsand Clusters).
AR BN ASAY s haL . SERFECENL, AR5 IEFERE OVF #54) (Deploy OVF Template).

REG0K B RERE OVF #84R (Deploy OVF Template) [ 5.
T W) 3 B AR TR B A
£ Setup networks FEHEH, B W9 2 i EEE F A ASAY #2111,

W48 T BEVCA 1 - BRI HE o I AR AMEFR BN A RI2%, AT LIRSS AE “OmiRi & STEHErR T 4R . 78 3R
Jo, AT ASAv S2f), SRIGEERIEEIRE (Edit Settings) LAV iH) 44818 B (Edit Settings) X ifHE. HZ, %

TR R ASAV 11 ID (U /<M 28 &G li 48 ID)

52 [ T T P 45 G IE 2% ID FT ASAv #2101 1D (& 5] :

M4 iEEC RS 1D ASAv #[ ID
Network Adapter 1 Management 0/0
Network Adapter 2 GigabitEthernet 0/0
Network Adapter 3 GigabitEthernet 0/1
Network Adapter 4 GigabitEthernet 0/2
Network Adapter 5 GigabitEthernet 0/3
Network Adapter 6 GigabitEthernet 0/4
Network Adapter 7 GigabitEthernet 0/5
Network Adapter 8 GigabitEthernet 0/6
Network Adapter 9 GigabitEthernet 0/7
Network Adapter 10 GigabitEthernet 0/8

AT EAL T ASAv #2115 {HJE, vSphere Web 2 7 i B2 K 4y T A # A8 A FL IR 28 o S TR ANHT 50450 HH ) 42
H, HFE ASAv L E P AEHEI W] o 7E88E ASAv J5, 0] DLk [H] 3] vSphere Web % F'uiii, M “ZwfH i B ” (Edit
Settings) X UEAE -H M ERAAN I8 Lo A TEANE S, 15 S vSphere Web & /7 i AL HE B o

P 24 X T4/ HA #5%8, GigabitEthernet 0/8 T TG & A4 b v) #ed% 1.

TR Y %48 ) HTTP ACFR R i) HICRY, |4 254F Smart Call Home % & (Smart Call Home Settings) X 15 1 it

BHRGEVEA] AR b . AR ER— M T Smart Call Home,
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SIS X TSRV /HA T8, AR “H @ OB BEAe T A AL
o JRE AT 1P Mk,

U RCE R N, A [ R 2 LR AN TP Ml R AN 4 H TP kb, 4 3 B AT M 1)
BN A% 2 A0 WA 1 TP Huhb Al MAC ik, JRIFIRMR R . thiAb T & APIRES s s S &% 1P
Huhib A MAC Huhik . T W& &4 RILMAC 5 1P shkBe 6 481k, PIZs BT =i B8 A2 & 2E ARP
4 H AL B I

* 7£ HA Connection Settings [X 1k i B i b U] 450 i 16
AR D) 0T T R 5 T o o /N T T e B e B A T, DUMEHf B 5 IS IS A TIRAS . GigabitEthernet
0/8 CLTIMC B oA Wb U bk 1% o SN [R]— MR 4% B TR 105 3 AN 25 FH TP bl

S 5EN%I )5, vSphere Web &/ ui# AL EE VM; £ 0] LLYE Global Information [X 15 f¥) Recent Tasks % #% H & £
“WIHh1k OVF ¥E7 IRZ.

1.}
> || Recent Tasks =

| Al | Running Failed j

Initialize OVF deployment

@ DE-Testing
(%)
3
P T =

SEE, #8475 3 Deploy OVF Template 588K 4
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{# F VMware vSphere Web % i 282 ASAv .

| = [£] RecentTasks

| Al | Rumning  Failed i
v DE[:]ll:l}-' OWF template (
th -asav3 .
" |nitialize OVF deployment

B DE-Testing

[y Tasks = MMaore Tasks,

It RIS 5P 4R E Hdls P oLy R 2 2R ASAV VM 2.

37280

£ FH VMware %32 ASAv .
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. {# F VMware vSphere Web %= [ &1 Z ASAv

vmware® vSphere Web Client #& @

m Home [~ | K| G meeeeasavd | Adions v
3, Search:
|

| Getting Started | summary Monitor  Manage
|

(3 Virtual Machines B |
] VWhat is a Virtual Machine?
| irtual Machines : s
Avirtual machine is a software computer that
& asave like a physical compufer, runs an operating
system and applications. An operating
syestern installed an a virual machine is
called a guest aperating system

asav

Because everyvirual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or io
consolidate server applications.

InwvCenter Sarver, virlwal machines run on
hosts or clusters. The same host can run
many virlual machines

Basic Tasks

B Power Off the virtual machine
i Suspend the virtual machine
i Edit virtual machine settings

At e e T P o ot et i W

amzs

P10 W ASAv VM WiRIZAT, 1HHRdBEIERWL (Power On thevirtual machine).

545 ASAV i 5, RIFZRE ASDM il G iER: . 24 ASAv A s, K BUEN OVF SCHR Bt KIS 4,
T TR IS ASAv RERCE T . R5K A ER 51 SR, HBIERIET. YK S ASAV I, 44 H
W E SR, BEERNNEE, ERHER & (Console) LK K Ui ASAv #51Hl4 .

PEEN N THEEDIH/HA 53, B R SN s . 155 g LR e
© BEL RS R AR .

s NS ERA S AAER P bR . BR T TARIR A R E R IC R &S ISESL, WA RE T
bootstrap Bt & AH A o

T—Mtt4

F B A BRI ] AN AN ASAv, ASAv TR HEAM VI iH] . HE 2 )5, nRET ZHUTHALE
B, DS I T 1) R RS S A T E

. {# F VMware #3Z ASAv
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{ F| VMware vSphere Jt37 % P i 1 Day 0 A &>k EBE ASAv .

{5 F§ VMware vSphere Ji 37 % 7 it #1 Day 0 it & S ER32 ASAv

B ASAv, ] VMware vSphere % )7 i F1F I ME RS 2L (OVF) BEMRSCHE (asav-vi.ovf 1
FF- vCenter %, asav-esxi.ovf i& HT-3F vCenter {5 ) . 7F vSphere % /" Uity il | Deploy OVF
Template [1] 5 K55 ASAv ERHRAL . &I SR#ENT ASAv OVF U, BIENHFIZ1T ASAv [
WAL, IR A,

KZHm T BE VMware AR HEL R . 41 9% Deploy OVF Template [1] 3 [ 245 5, 152 VMware
vSphere & F i EALAE B o
FrI6 Z 7l

o JEE ASAvV 2R, %SAAZAE vSphere L E /b — AL (T HD .

o JE IR R 40 ASAV AT IO Day 0 BL'E SCHF . 55 7 70 FPERAIE Day 0 fiL'E

$IR1 J33) VMware vSphere % P, SR E KL (File) > & OVF #&#) (Deploy OVF Template).
LR L “ 538 OVF B ” (Deploy OVF Template) 1] 3 o

PR 2 WK asav-vi.ovl SCHHR RSB TAE H s, RGPt .

PR3 WK R OVF BEBRTEANE B REEAT LU T &N hids . i RS FAEFH B € X Day 0 FC & SCIF, WA 5 BT
AP

PR B AR BoR T B WCE 2L i FERL (Finish) BURSE B UL,

HIBS JH5) ASAv, FTIF VMware #5H16, SRIGEAFE KA 50

126 it SSH 155 ASAv 58 T HIBCE . W Day 0 & b AN B BT ENTERCE, 3477 VMware 5
G IF e L B E .

ASAv BUAESE 4 IEHIEAT o

{£F OVF T E %0 Day 0 fit &£ ZBZE ASAv

AN AU OVF THERE ASAv, IEHEE 75 % Day 0 it & 14

FiaZ |l

* i OVF T8 ASAv B2 day0.iso SCfF. £ AT LA BRIA M day0.iso SCPF CFRAE ST
FRERAE) AT D A A 2R ) B SE X Day 0 it B S0 . A Day 0 BLE SO, ES IR IK
45 ASAv B AFIFBIEE Day 0 FCE S, 557 7.

o Wiff OVF T H 235 4E Linux 8% Windows PC &, FF H U824 (0 H AR ESXi RS 5.

£ F VMware ZBE ASAv .
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I

$B1 KL 43 OVF TH
w15l

linuxprompt# which ovftool

PER2 AP ARE LI — A .omd SO
T

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

SIE3 PUT1% emd A
w1l

linuxprompt# ./launch.cmd

ASAv JA3l; HERFE S,

PR 4 Sl SSH LS ASAv SE/E Tt (WECE . WERTTEE L ME, 1i51TIT VMware #5615, #EA ASAv, Jf W] 2
fRIHC .

ASAv AL E A IEH BT

i518] ASAv =& &

X T ASDM,  AERCEEAEIL T W] e 24 A CLIEAT #ebafbR . BRIATE U, 0T LAVG ) A & VMware
vSphere il &, W n] IBCE M2 AT &, EHAEERIIRE, SRR HARIG.

* fi /| VMware vSphere 1| 5
o 0 P 2% FR AT A £ i 1
Y
ER WA Day 0 BUE U ASAv, W AYEIZEC B SO AL EE console serial ¥, LMEYE T KA 3)

T FE R R AT D AN 2 B R VGA B4 IS AR R 45 ASAY A4 1617 Day 0 fic & S0
7 0

. & F VMware #BZ ASAv
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{$ F§ VMware vSphere 3= & .

&£ F§ VMware vSphere iZ#| &
KT WA & s HERR, MBI VMware vSphere Web % /7 s $2 {1 KE S 1) 5 U7 in) CLI. f70] L
)5 M Telnet 5%, SSH fic & CLI ALV ] o
FFeaZ Bl
X1 vSphere Web & F' iy, %625 P um AR G, 1AL VT ] ASAv 5 5 BT D T

1 {& VMware vSphere Web & /i, Ardd sl “WiH” i) ASAv S, SRS IERFTHIZEH & (Open Console). &%
&, BATRLER “H S (Summary) IR I /B E#EHI& (Launch Console).

P2 ARG, RS Enter . VER: 4% Ctrl + Alt WREBOLR.
Wk ASAV HE)A B, BB BRI

M ASAv H RSN, K BUEE OVF U S, IR ETasing] ASAv RERCE . Rk ASIE A5
TR, HENEWIET. PCHE RS ASAV I, A BN R Shid 2.

R ERVPRIEZ AT, AR RSN 100 kbps,  DUER A ASATHIDIEENNR . FF 22 VPN IEA B IR
BAT o AEZHEVFANIEZ AT, BOAS B UL BTG R ML

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

BB E B DL NN

ciscoasa>

I FERFFR IS IEATH 7 EXEC B, H P EXEC AL ESRIIE A4 4 .
P$IE3 Uil R EXEC Bial:

Tl

ciscoasa> enable

EXo R A TYIN DS

Password:

IR A f% Enter BARS. BOAEOLT, WA WERLIRT S A 2, W A XS AN 2 4% Enter 8.
SN R B
ciscoasa#

EFRFR EXEC 80, i dERe & ar 23 m o ik il ARFA EXEC AUk it B
SRR, 1IN disable. exit B quit 4.
LIRS Vi) AR E A

ciscoasa# configure terminal
R O BUR B

ciscoasa (config) #

£ F VMware ZBE ASAv .
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B e=mssssnann

T A A R B AT A6 RC B ASAv. LR 4 Rl EAL, R exity quit 21 end iy

fic & W48 SR 1T 6 & im O

A RAT B AP 5 AR, AT LRI X 4% A A T i 11 BG4 B Rl 40 AR A 3 1 AR b 4% (VvSPC) EAT
WG Vi . AR VEN NS R, 7520 VMware vSphere SCR . 7E ASAv I+, UK &
i th X B AT I L AR BRI & o BORE P A 0 o8 R AT 0 LG

$ 11 7 VMware vSphere HHCE M 4% 4T . 152 % VMware vSphere U A% .
FIR2 7F ASAv L) disk0 FIAR H 3 FEIEE— 408 “use ttyS0” HISCHE. IESCHATEEATMAE; B HFEL FE
17t
disk0:/use_ttySO
* {£ ASDM 1, WL TE (Tools) > XHEEE (File Management) X il HE b A% 1% 44 PRI 2 SCA A

* {E vSphere ¥l &5, BATLLRE SO RGP AT SO (AEFTSCMED R 48K, il

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0O

PR3 FTHINEL ASAv,
* {£ ASDM H Kk ki F T B (Tools) > R E#ME (System Reload).
* & vSphere il &5, fiIA reload.
ASAv 15 11 k1% 2 vSphere 51l 5, 11 A& A B AT HI G

IR 4 Telnet FIEAES I AT 8 K B 45 22 1) vSphere AL IP Ml Al 45, B¢ Telnet ] vSPC IP ik Fldg M,

7t2% vCPU St &F Mt = 1FAIE

ASAv il A B VFRTIE, &2 s n] UMEHI ) vCPU i .

DR TR (B ) ASAv ) vCPU $im, S8l DLHGERTF Al e, N HEFAfE, JEE VMware
FREE 5 VML B 11 LLDC e H{E

IR I vCPU s Wi ASAv B, CPU VAl iF sl 77k 81 AT UEAHFF . RAM 052045 vCPU %
T IEREE . TR BRI, 1555 D44 IR R A I 3 R BV a UE AT vCPU . i A7 AT FF 4
ANVLEE, ASAv LVEIEH TAE.

. & F VMware #BZ ASAv
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$IES5
$IE6
PR
$IES
$IE9

$IE10

s veru siEm B miE

R B VF AT IE o
I FT VR AIE . 6 TR Hons, A TV I ] B PN B
PATEL R A2, BARBGR T2 A5 A s e .

o A MU D) 96 - 75 vSphere Web 25 /i, G %6 FH ASAv. filln, i ASAv, 4R ki S I EE AN (Power
Off thevirtual machine), ¥4 H i ASAv, RJFIEFEXAGERIERLS (Shut Down Guest OS).

o AN a4 - 7 vSphere Web %5 i, SS14] ASAv. B, i ASAv, SRJ5 Hli Sk F E ML (Power
Off thevirtual machine), =& 48 Hili ASAv, RJGIEFEKHIABFRIER S (Shut Down Guest OS).

#idi ASAv, ARG dRiEEEBIHLIEE (Edit Virtual machinesettings) (Ei# 44 5l ASAv, RIGEFRIEIRE
(Edit Settings)) -

REK BN RiEIR E (Edit Settings) X G HE,

T2 ASAv (IVFIT K] CPU/A A7 SR LU E B vCPU ¥ ATk A IR {8
1EREURE (Virtual Hardware) G0~ b, AR hzziZerd 2 CPU i FE8H -
X Memory, %A\ RAM HH{H .

HEHE (OK).

a8 ASAv. it i E s ERIHL (Power On the Virtual Machine).
T ) 4550 <

1. FTIFF s il & 805 20 3 &4 LY ASDM.

2. WA, WD R & &

« ASDM: Kk iEFE 4= (Monitoring) > B 14 (Properties) > #FE171# (Failover) > IR 7S (Status), #RJ5 il
%A &R (Make Standby).

* CLI: failover active

3. MEBhd A EELE 3 29,

Tt 4
AL G, WS HASAY VP

£ F VMware ZBE ASAv .
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B AsavonvMware i g iR %

ASAv on VMware B4 REE =S

2= ESXi B E 1% EE

NUMA &

THRL ¥ BESXi EALK CPU e & WS, nTLIEE S ESXi M5 ) ASAv Phfg. T i f& L I,
A LA AL CPUZE EAL 3 AZ O R, R O TR JER AR 2. 48t
e, 10T LB RS BN 2 BE 2145 2 SR R AL PR RS

HREAMGEE, ESHLLT VMware 3R,
* {vSphere ZHYFE L) B CPU BHli— .
* {VMware vSphere FIVERE S FESZEE)

* vSphere & /Ui ML B o

WAV ) (NUMA) J&— P2 U728, A8 7 2 A0 HE 88 R G0 B N AP SEHuAE - Ab B35 1)
PrE o AR ERES VT ] N AEANAE [ O S A GERENAE) - SR i NUMA & 82 UG T At
P AE IRV ) S AL
X86 M55 #% 28 1 22 AN A A BRI RS 9 1 2 A A% 4L BN CPU il A HL A7 R0 17O $49FK K
NUMA 750 LN A7 B RO R A, ks N RSCHR I 2 B3 & (1 NIC) A T [R]— AN
M
i3RI ASAv T RE:
* ASAv VM Z0{EH.— NUMA 11 fi BigqT. WiEE 7 5 ASAv LS 2 Mdiflis1r, WIPERE
HEE TR
* 8 1% ASAv (4 1: 8 #% NUMA ZEkyRf] , 45 21 1) Bk 1ML CPU _LHAEANTRE 2 /04 8 M
Wio DA% LRSS LB AT I LA R SUUML o
* 16 % ASAv (18] 2: 16 % ASAv NUMA ZEH7rf] , 55 21 10) BR EHL CPU _E RS 2 /047
16 NAIZ . D52507% FE R4S s s AT i Hofh s S L

* NIC 5 ASAv VM 17 T-[d]— NUMA 75 /& k.

K BRI HRSS 8545 WIS CPU Hikl, A4S CPU A 18 M. 8 #% ASAv B3k 1ML CPU LN
T 8 MR
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numaenl [l

& 1: 84 NUMA 22435451

— numa 0 numa 1 -

8 core ASAv
CPU Socket 0 CPU Socket 1

ENEEEN
Mameey EEEEER
EEEEER
WO Controbor YO Controlor
[roc]  [roe] [ rore |
NIC

N BRI RS 2GS CPU Hifl, £ CPU G 18 M. 16 1% ASAv 3k 4L CPU L&A
i E DA 16 M.

& 2: 16 %% ASAv NUMA 5215751

— numa 0 numa 1 -
16 core ASA
v CPU Socket 0 CPU Socket 1
oores
|
i ENENEN
—— ENEEEE |
§ EEEEER
IO Controlor WO Controlion
] [ror] En

MNIC

B R ESXi L H NUMA 2ERHEANE R, 1ES B VMware ESXi AR N7 VMware SCAY
vSphere BRE . FAE ML SCRAN HARAR S SCRY O B BT hRAS, 1BE SR

http:// www.vmware.com/support/pubs
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B =7ussr R Rss) w54 RX AT

P F#£4um i R (RSS) B9 % 4~ RX BAFI

ASAv YO (RSS), W48 38 e 25 1) FH XI5 A X 48 it B 14T 70 R 2 ML PR 2R
Mo sl KEHE, 14 vCPU (W% #LIAE H S NIC RX BAF1. i, HK RA
VPN #280T fe Al o /A MR L X

EEEU BT E ASAv BUA 9.13(1) B EihiA, A Refdi £~ RX BAAI,

X HAT AN DG 8 4% VM, AN LKA 4 N RX A%, e 3: 8 #% ASAv RSS RX BA
B, 522 TR

[& 3:84% ASAv RSS RX BA%|

ASAv
8vCPUs = 8 phyical cores on host

,
dlhlLLl

Inmld;)]J 0utsnde RX

WEF BT AR R 16 B VM, A2 0K 8 AN RX BAAI, 4nf&l 4: 16 % ASAv RSS RX
BB, 423 T TR

SPISU| DINA
vNIC Outside

. {# F VMware #3Z ASAv
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ATk & Rss) s 4 R psl ]

[& 4: 164 ASAv RSS RX B\ %

ASA
% 16vCPUs = 16 physical cores on host

[LLLILILLILIILLL)
11T

Qutside RX
NRERTIEHT VMware 1] ASAv vNIC LA SCHF) RX BAAIECE . A7 SR vNIC Ui, 1
Zl 3 WNIC , 552 1L,

vNIC Qutside

Inside RX

% 3: VMware 333 #5 NIC//NIC

NIC £ vNIC 3EZHFE | IR EHIZFHAR RXBAFIEY | 14H&E
F
x710% i40e PCI Fiif e 8N PCI B A PR ) NIC $e 4t i ik
fe. fEHMEBIAN, NIC THT
ASAv, AREHERIED,
i40en SR-IOV 4 FA x710NIC [#] SR-IOV FH: &A%
T (4 30%) PCI Hii. VMware
1 i40en [F15FA™ i40en Fc 2147 4
ANRX BAF. 16 4% VM Zik B 5k
FME, T8 A RX A,
x520 ixgben SR-IOV 4 —
ixgbe PCI Fii 4 ixgbe IXBNFEF (F£ PCI BELIEA
) 44 RX BAFI.
ANidi vmxnet3 HAT 1L % 8 AW T ASAV100.
A3 ¢1000 AN BAEH VMware.
*ASAv 5 x710 NIC (1 1.9.5 i40en FEHLIRSNFE) P ANHELRS o 52 1H 887 ROAS 1R SR S R P 4 1E 0 A% o
17 IR ELEGIE NIC DX D FEFE A A () ESXCLI A2 15 L, 52 IR NIC 3K 5 R4 A [
PERRAS , 26 24 1L,

£ FH VMware %32 ASAv .



1% VMware 232 ASAv |
B srovizoaE

IR NIC 3RX 2772 Fr 0 [E {4 hig A<
U R G EE ) B U S (1 [ E AT XN R P A L, W] U] ESXCLI i 4 A #1244 -

* A%EEXB?%NIC E@ﬁu%%y Jﬁifi SSHI@;*%*H?%EHL %E@'ﬁ’ esxcli network nic list fﬁ/q"\o
Wb iy 4 I Ay S 3R A TR A — LA R I ok

* JEAS R O 42d% NIC ARG, 1 n] A HCEAN BCE 5 S o 84T esxcli network nic get %

TETEM‘EE@ NIC gﬁk esxcli network nic get -n <nic name>o

AR RMIIE R 25 B T LU VMware vSphere Client 1% . 7EECE (Configure) 2L I0-K (1) 4 385&E
BC2% (Physical Adapters) I i #k 211G R a8 A IR B2 7

SR-10V #zx O
SR-IOV A2 VM HZEHL A IS — PCle ML IEHL S . SR-IOV E X T N4 hfE:

- YWIBLINfE (PF) - PF #5015 PCle ThfiE, 1045 SR-IOV Dhfig. XELTHAEAE LHLAR S b Bom A& 30
H 4 NIC.

o JBERIThEE (VF) - VF 216 B FEER AL 057 PCle DhfE. VF IR H T PF, JHiliid PF AT P

VF ERBERMLEEE RGHEZE R, e nl LA 10 Gbps (K327 ASAv L. AT A4 ¢F KVM
R RACE VF. ASAv fl SR-IOV AR A4 T ASAv X SR-IOV 72 F7- 5 & .

JHE TN F0 R )

SR-10V = /&N

VMware vSphere 5.1 A 5 S AN A5 B AR5 8 B A 85E N 3CKF SR-IOV., 3 | SR-IOV I}, vSphere
(R Ty R JC T E H TAE .

¥ T SR-IOV 322 17 IR PR 1 o BT iR (K] ASAv 1 SR-IOV [H R G ER 2 48, BIRN %A H VMware 3L
YA SZ R SR-IOV ML 'S, DL T A OBk . SCRFI NIC. ThAg v 1 & VMware Al SR-IOV
Fh 2 SR 7 T VRGNS B

AATAHLE VMware 240 LIRS SR-IOV #2158 FF 3 B FIRCE DR . AT (5 BIE TR e sk
FEINEE B EN A, IX S5l Y 4 VMware ESXi 6.0 Fil vSphere Web %% /7 it SR UCS C &
Hegs4s M Intel LK IR 25 2 IE FL 45 X520 - DA2.

SR-10V O BYBR i

JA 5 ASAv I, TEVER SR-IOV £ 1 BLN T r] fe 5 BESXi A o n P A s . IX AT RES R 3z L
BENR, SEERER ASAV BERIHLIC M 2%E 8
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weesxi =480 [

A

IR JFURAE ASAv L SR-IOV W3 L 2 Hi,  HoBb b D W 950 F S, 3 il A ok 9 28 % 1 G
NHE VM ENLEIE#IYE MAC Hihkdz .

ASAv J38h)5, ] LABAMEAS MAC bk s 2Ims4~ 82 1. 354l show interface iy & & & 411
BE R, AR O MAC Hutik. 4 MAC Hilik 5 show kernel ifconfig iy 4 1145 R 1E47 LL 48 DL IA
TEAfR 42 20T

4 &5 ESXi E#/1 BIOS

HYE VMware #8575 SR-IOV 82 0 1) ASAv, 522 Fifs AL . VMware 345 T JURREGIE
U SZEE I T77k, S IEAELZE SR-IOV SCHF A M F e L A R 2R CPU PR SE I FE P CRL I 240
AT JH IS SR BRI

Jihh, Rk n] DL B s B ESXi EHUKAH 2 2 141 BIOS A T REUAL .

B A Tk — 85 F) ESXi Shell:
o QURLAR AT DAV ) B ML, W ALCHF2 T IS B ) G 1R S T
o WREIEASEFER L, W SSH s H Atz B s i 6 B AE ML L 82
7 NS IRV )V RE Y I A T
L3 BT F w4
w5l

esxcfg-info|grep "\----\HV Support"

HYV Support 74 (114 H 45 7 v F I BN L I SRR PS8 . A7 K T R AE R BT 4
0 - VI/AMD-V F/RiZ 3 T AT H

1 - VI/AMD-V %75 VT 8¢ AMD-V " igrH, HIEIFA SR EA .

2 - VT/AMD-V %k VT 5t AMD-V n[H, {HHT7i7E BIOS H A H .

3 - VI/AMD-V %75 VT 8 AMD-V 7t BIOS H i i ], JF H A LMEA] .

w1

~ # esxcfg-info|grep "\----\HV Support"
|====HV SUPPOTrt ... ¢ttt 3

{8 3 TR >fF HE A AL .

T—5Mt4
o LEEHFIE RS 1)E F SR-IOV,

£ F VMware ZBE ASAv .
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B =xmmamns e/ shiov

EENYIEEL S E B A SR-10V
i vSphere Web & /iy )3 H SR-I0V, FH3'E BN BRI Re SR .. EPATILEAE 207, Bk
B BN LE R B R S Th B
FriaZ /i
o IR C LA SR-IOV M8 11-F (NIC); 152 [#SR-IOV S FF#[#) NIC.

S 1 {¥ vSphere Web % /i, SHi%IE )3 H SR-IOV ) ESXi £ HL.

$IB2 £ETE (Manage) LTk L, il M4 (Networking) 3% #4315 B 88 (Physical adapters).
AT LA E SR-IOV @k, DL T g B Bl 2% 2 15 S FF SR-IOV.

YB3 YGRS, ARG R REIERC SR E (Edit adapter settings).

S 4 /£ SR-IOV ', MRS (Status) Mz ik B A (Enabled).

SIS EEIITIEEEE (Number of virtual functions) SCAHE, BN ZE A iZIG AL AR AC & BRI RESE .

ER T ASAVS0, FATEEE RN IE IR VE SR AR 1A RS A R R R
B O i 2R s A

LR 6 EfAE (OK).
$£IE 7 H=)E ESXi THL.

FEFLLI BEAT H ) BHIE O 25 I s 6 NIC 3 R AR A SPRAS . B BoRTE BN E (Settings) I~ 1) “PCI %
#” (PCI Devices) 51|,

T—5Hit4
o @7 —ANbriE vSwitch K H SR-IOV T REFIL &

£I|Z vSphere 3324l
il —> vSphere ZZ ALK FE SR-IOV #2111,

#1811 7F vSphere Web % /il SHi% ESXi FHL.
$IE2 (& (Manage) I, ML (Networking), #RJ5EFRERIZ L (Virtual switches).
PR3 PR ENMLE (Add host networking) 45, BIFr NS (+) ISk EHBER K br .

$IB 4 EPFRETIRNLBY E A% D4R (Virtual Machine Port Group for a Standard Switch) #2578, Rt T—4%
(Next).

$IB 5 L REERRER A (New standard switch), A58 T—4 (Next).
IR 6 KA B ) L0 PO AR N N B (AR AEAS L
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a) ERLAIIERCHE: T, Sdigktan s (+) LOREEC S .

samEpnnisas I

b) MFE A SR-IOV RELEAHMN M 458 1. 5140 Intel(R) 82599 J3 JEA7 XU 11 /) 2% 14 4% .
c) MEPEYIHRIRFLE (Failover order group) FHEiirf, EFSEFNBECEE (Active adapters).

d) i E (OK).

T Ji% SR-IOV vSwitch I AN —NMEIRE, AR5 T—4 (Next).
$IR8 {rEFTTH (Ready to complete) TUIHI L AF R MES:, AR5 HH5ER (Finish).
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L2 KB EE L ASAV EHHL.
a) EFEHHE O, e SR TR ML, AR5 R R ITR (Related Objects) LT,
b) i BRI (Virtual Machines), Jf M\ ik £ ASAv FERINL.

LB3 KHAPTE RN

FIR 4 AT ASAY, JHKIKIEBHRAE (Actions) > i vCenter 321E (All vCenter Actions) > & 1% (Compatibility) >
HEZ VM FTRE M (Upgrade VM Compatibility).

$®E5 PR (Yes) LIATH.
$IB6 by RN A LS ESXi 5.5 RE S MA (ESXi 5.5and later )it .
PIET (R EFRNEEEHFIRERGERFARHS (Only upgrade after normal guest OS shutdown).
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HIE1 M vSphere Web 7 /' i 5 5% £] vCenter 5545 o
P2 LA LB ASAV ERIHL.
a) JEPREH O SO, SERE. BWEENL, AR5 RTHE XA R (Related Objects) £ .
b) REERIHL (Virtual Machines), JFMFIRHIEE ASAv EIIML.
P33 RN EE (Manage)ikii~ b, KKEHIRE (Settings) > VM i@ 4 (VM Hardware).
PR 4 fihidRig (Edit), ARG EBEREEH (Virtual Hardware) £
PIRS MHFTIEIRE (New device) MR HH, IEFEMLE (Network), SRJ5 HtiiRwin (Add).
REK BRETEM 4 (New Network) Fi .
L6 JEITEEML (New Network) #5745, 4R )53 n] F i) SRIOV e .
PIRT NIEE R EE (Adapter Type) 7 ik £ SR-10V Ei& (SR-10V passthrough).
LIE8 NHIIETNEE (Physical function) RS, e B B U LIE B3 A N ) BLE FC 2% -
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