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U BN 223 RSN dayO.iso SCIF. Day O it SR 20 25 /0, S f et 45 B L L S s T 24
PG BAIE ) SSH RSS2 (a2, HEb n] e & 568401 ASA & . day0.iso 3CfF (HiE X day0.iso
ERIA day0.iso) WAL E XA shid FEh aT H
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FATFEA B A 192 Linux, {HXFT Windows 45 250K 92 AR P
o TAEMIUEAE L FE R A B 7E s ASAY VAT RS, 18 W ERHE GESF 2 FEAS N 8 & Re Vvl
B4y (ID) 2N E Day 0 Ft & SC-b T — H 3 H 44 “idtoken” Y SCASCAY: .
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Day 0 BCE, WDAZHAT writeerase #ir4>, M H Day 0 BUE S, SRJ5 55 5) ASAv.

B {44 “dayO-config” [SCASCAF TN ASAv 1) CLI BC & o 78 I0 =>4 F1 IR G B A0 5 A4 HoAth i

54T NLL ASA RATFk. dayO-config W i% & 15 2L ASA Bt & . “E il dayO-config [ fE 5 32 MBLAT 1K) ASA
5L ASAV E il —ANSATRCE M P74 . dayO-config H AT MIUF IR EZE, N5 ILA show run 4% H G 2K

M3 AHAT o

T

ASA Version 9.5.1

interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/0
nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level 0

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
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ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

P2 CTEE) KRR AR I B3 A AT 1A BEVF AT IIE B2 WSO R 3 BN IR T SEAL
PI3 () W FESAFE ] ID A RRIFR RS ID A i SCA S
P4 (L) HEAENIIG ASAV HEF S R AT AV, EMTR day0-config SCAF AL LR B
« EHLEELTIP Mk
o (AR EHTRREVEAT ) HTTP AR
« FIF A S HTTP AREE (WiR455E) B tools.cisco.com (112 1] route iy 4
* ¥4 tools.cisco.com T4 IP Hulik ) DNS k55 &%
o JRE IR KA ASAY VAT IE K8 BE VR i
o (A% HEHET ASAv 7E CSSM HE T Ak ME— 1L

T SO A SO R 1SO SRR U Bl CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

3434 W 2l ) B BEVE IR S5 4TI ASAv.
PR6 EEDE 25, AN 1P bk ZEE KRR ASAv G FU BRI E B0 T

{5 3 Hyper-V & T2 328i% 17 Day 0 it & X 4282 ASAv

{EB T Day 0 BB SCIF (i Day 0 BUESCI) 25, %S0T LA Hyper-V 4 LARIEATHISE

$E1 #ERESFEEIERE (Server Manager) > T & (Tools) > Hyper-V &I22& (Hyper-V Manager).

$IB 2 {F Hyper-V & B AN R B (Settings).  “H'E " (Settings) X UFHEG AT T £E ALK FEH (Hardware) K,
i IDE #£#/58 1 (IDE Controller 1).
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[& 2: Hyper-V 3288

) Settings for ASAVS-100-10-14-22-new on UT1CO1HPV0307 [= o I
AS2W5-100-10-14-22-new v 4 » G
& Herdwars ~ | €4 DVD Drive
L Add Hardware
M B10S Select the controler and location on the controler to attach the COJDVD drive.
I Controler:  Lo<ation: ;
. Memory IDE Controler 1 v | |0 (nuse) v |
+ [0 Processor
i Spedfy the media to use with your virtual CDJDVD drive.
= B IDE Controller 0 None
* & Hard DFI'.‘C- o Image file:
4 VD Drive €2 \isers dhensel CISCOASAvHyper Viday0-v30. 80
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B SCSI Controlier

# § retwork Adapter
i To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

TFocoMm [ =
¥ com2
H Duiskette Drive

& Hanagement
[ame

25 Iniegration Services

& | Chedpont Fle Locaton

LErELY

PRI A EKNER Media) &, EEBGTH (Imagefile) Hikifl, XU IRAF Day 0 ISO BCE LA H, A
Ja R (Apply). R E KA S ASAV Y, REGUKIET Day 0 o SO 1 A 200 FEREATIE 2

{F S 1T7E Hyper-V %235 ASAv

frT L@ Windows Powershell 7447 7F Hyper-V |43 ASAv. WIRMEAEMOL ) Hyper-V 55 %
by WA AT H i 24T %23€ Hyper-Vo

S 1 $JT Windows Powershell.
L2 HE ASAv:

T

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

IR 3 MR ASA 45, HESCERIAR CPU 114K (1),
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Al

set-vm -Name $fullVMName -ProcessorCount 4
WA Ak RpE AL PR B O 0 AT B SR A4

-

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

SIS (k) WREKMETRE, HHEN VLAN ID,
=~

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

PI6 I, LUME Hyper-V SRIBUIT B BE 5

Pl

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch
SR RN BN

-

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

PR8N EL L
T

Add-VMNetworkAdapter -VMName S$fullVMName -name "outside" -SwitchName 1151lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

{£ F Hyper-V &2 22 7£ Hyper-V %% ASAv

T LIS Hyper-V & BEZS 75 Hyper-V _F223%E ASAv.

TEB1 HRRREEETESE (Server Manager) > THE (Tools) > Hyper-V &I288 (Hyper-V Manager).
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. {# A Hyper-V ZI2 227 Hyper-V %2 3E ASAv

I REBEBERF

Bitvise S5H Server Control Panel
Component Service:
Computer Management
Connection Manager Administration Kit
uT1c01hpv0307 Last installed update i o _
prime.cisco.com Windows Update Defragment and Optimize Drives
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
i ¥ \ 2 .
:30:::; Off, Public: Off C'Jm:j:rws EError Repe| Health Registr i
T T -
Pl :
ne i 11
,M_ o . e ty| Internat Infarmation Services ([I5) Manager na
1B N P
182 JLRPEH I Hyper-V & HIES .
[& 4: Hyper-V &3228
Fle Agion WView [|Halp
«w 2w B
3 Hype-V Manuges
Ba uconevant Virtual Machines . . .
B imowe -~ Sae Ut Asgeediomery e[ -
favic i posTeocsa Srreg L} 2y ug 11340
- 1 ASAS 00 1410 Bivhand Ruvng 0% Vet ME 1gsyes | Iempent Virtusl Macke..
FREASAL JTRLY SN o Hypar ¥ Semngs
o Ve Vit Sesitch Manager..
&S 030 1 Zrew 0
B ASAOG 001410 bphand O al Virtual SAN Manager.
ALt a 0 300 14, 1A AE - b ekt Duk.
€| - » -
o 'mipect Duk
@ (m) Seep Sernce
The ssiected vetua machwe has o checkpons ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
] Connact.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Coneratos | &S bpen
— =] Renamne.
i Delete
Sy Mamory | teosong | Ragkcaen i Erable Repboston. . a
« = | v $
'
w

T3 WA RN LR P 2R, A s (g RSN L R, SR B FEE (New) > EE UL (Virtual

Machine) .
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5: R ENEE B

File Action Wiew Help

e #E B

25 Hyper-V Manager

i' U71C01H 1 | Mirtinal Raski
II u7ico1 HPVD?.’D| Mlew r Virtual Machine... ]
23 UTICOTHPVO30 Import Virtual Machine... Hard Disk... '
Ii IR Hyper-V Settings... | Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
o W Ot
Edit Disk... pe= ofF
Inspect Disk... fa¥:3
mn
Stop Service
Remowe Server
Refresh
= The selected virtual machine hias r
Wiew 4
‘ Help

EFELY

Il
WIRA PRI RIS (New Virtual Machine Wizard).
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6: New Virtual Machine Wizard

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

Next> || Fmsh | |

H
SFreli

PE]S  PATHAFHEANLE, RELTER:
* S&1Y ASAv WA FRAIAL
* ASAv IR &
ASAv SCRFIIME AR E 1 K.
« ASAv [JNFEE  (100Mbps 4 1024 MB, 1Gbps 4 2048 MB, 2Gbps 4 8192 MB)
« GRS CER R OB E BRI
* REFLMEE AL AL
HPE R I A R ERIER (Usean existing virtual hard disk), X535 %] VHDX SCAF A7 E

L6 P “5E” (Finish), BERPEEHIL—AN B~ ASAv B & (1% THHE .,
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7R ERAAE

?..

u_l
ﬂ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
soedfy Naare o Loeation following vir tual machine.

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne : Gmerat:m. ::;1;1::»n 1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] [ >

To greate the virtual machine and dose the wizard, didk Finish.

$BT WIREN ASAv £7PUA vCPU, WAZIHE 3 5 ASAV Z HifE 2k vCPU 1. 7 Hyper-V 45 BEZS A7) o & B
(Settings).  “i'E” (Settings) X IEHEKEHT T FEZACMI “H#4;” (Hardware) S, i 4b3E 2§ (Processor) LA
Jiin) “AbPEES” (Processor) Fi#%. K Number of virtual processors i H 4.

100Mbps F11Gbps FALEA —4> vCPU, 2Gbps #ZAEA VU Vepuo ERIMEN 1.

{& A Hyper-V 32 ASAv
I
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. {1 Hyper-V &2 2 7F Hyper-V %= 3E ASAv

SRR ERRE

N ASAV30-100-14-10-22 v 4 » G

# Hardware - n Processor
4 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an

Boot from D the physical computer. You can also modify other resource control settings.
8192 M8 |

o - Processor Resource control

4 Virtual processors Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 §
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|

= B IDE Controfler 1

€4 DVD Drive Virtual machme it (percentage):

Percent of total system resources: | 12
@ § Network Adapter =/ | Relotveneght

115 1mgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management
\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftWin...
23 smart Paging Fie Location
C:¥ProgramData\Microsoftiin,.. =
B Anmatic Staer Aetion .

LPFELF

L8 {E “JEHAHNL” (Virtual Machines) LA, IEHRIGE N ASAy, Jiike B R SIR I ASAY ZFK, ARG R E
¥ (Connect). 6 EK4TTF, Bos O 1R #) ASAv.
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9: FESEE E M

é"u'irtual Machines

-

MName State CPU Usage Assigned Memory Uptime -
] - ASAVE-100-14-10-16 Ciff
- ASAVET00-10-14-22new i
: ASAvI0-100-14-10-16-byhand off
;3 eliten i el Connect... i
{5 ASAv3ID-100-14-10-16
2 ASAVI0-100-14-10-16-byhs Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

LI fE “IERNLEHE” (Virtual Machine Connection) %l & & 1177, Fd it “)Ji3)” (Start) #2415 5) ASAv.
10: 2 E AR

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH
File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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. M Hyper-V & 3288 70 M 4815 B

S0 ASAv A shid i BonfEfshl a4 .
& 11: RS B e

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

phoarc

= (m) @E‘} k| s
' N : I

udp I‘l‘l" T_ﬂ I'1PF commands

ing *
M i ]
nuerting

SW-DREG health test...

IlﬂTFIZE: health test pas

A" and installing certificate...

| holds a non self-si

Status: Running *'u" 1 P

M Hyper-V &2 237N W 8 1E B3

Brif & 1 ASAy HAT — MR IENC S . BT BRI MG RE: . fEARGIF, BATRES N
PN 8 O 4 P o

Fri&Z 8l
* ASAv AT IR RS

$B1 {f Hyper-V EHS A MR TIZE (Settings). “&E” (Settings) SHEHEFT I LELEK) “Rgif” (Hardware) S5
N, HdiRinmEM (Add Hardware), 285 Hd M 4&IEEC S (Network Adapter).

iR T “ IR B A% ™
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M Hyperv zEimmsERs ]

B 12 5 % B RS

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

8

]

g
i

FRR2 ARG G, W USRI NN AR D RE . WA 2, W] DABEE VLAN ID,

{& A Hyper-V 32 ASAv .
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B cxnszmszn

B 13: 18 MR Bl 3R B

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
. Processor 5
1 Virtual processar [ Enable wirtual LAN identification
=2
S A Gt The VLAN idlentifier specfies the virtual LAN that this virtual machine wil use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive _
Mone Bandwidth Managemant
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter
v 115 imgmitswitch = Specify how this metwork sdapter utiizes natwork bandwidth. Both Minimum
1iaimg Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch Minimum bandwid th: | 0] Mbps
P com1 S I r =
None Maoomum bandwicith: 'CI. Mbps
T* COM 2 o To leawe the minimum or maximum wnrestncted, specify 0 as the value,
None
El::mtt:or'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ e 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
|- Integration Services services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
&4 Smart Paging Fie Lacation
C:\ProgramData Microsoftiiin..
Db Mutomatic Start Action =

8

]

§
z;:uv

fi2 4L W) £ 3 Fic 25 22 R

Hyper-V 45 R FH (19 W 25 452 T A2 0K “ IS TG RCAS 7 o USRI 28 AR AT A IR i 44 0%, ml figssid
IR . AR Hyper-V B HLEHE A FR . L8 L204F H Windows Powershell iy & 24 44 FK o

£18 1 4TI Windows Powershell.
HIR2 R T B SN 4T RS -

T
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wac ittt [l

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside

MAC it iE HxX U

LAY ASAv DLIZ I AL IR E 60, Sy w] P 3 P/ PO D4, 002004 B A 42 1 T J MAC
kbR . 45 0T LLYE Hyper-V & BE8% Th 848 H] Powershell iy &P AT HEER1E

{£ F§ Hyper-V &2 23F. & MAC b1k 2i I

0] LS Hyper-V & FLE84E Hyper-V RS MAC %

$B1 %L REEEIEE (Server Manager) > T & (Tools) > Hyper-V &I228 (Hyper-V Manager).
JERPR B Hyper-V £ #2%
IR 2 {r Hyper-V BRI A M H8E (Settings), 1 BCE X IHHE.
PR3 ALAMIFEHS (Hardware) 25 R :
1. i AER (Inside) JFR T3,
2. ¥iiERINEE (Advanced Features) 7 JF MAC Hidikik i .
3. ;A MAC it ER 3% (Enable M AC address spoofing) #1444 .

P4 XHMBIE R EIR AR,

EHa<ITECE MAC i E

f 0] LI Windows Powershell iy 447 {E Hyper-V it & MAC K5 .

$IE1 $1JF Windows Powershell.
IR 2 BlE MAC Hhk R S
il
Set-VMNetworkAdapter -VMName $vm name\

-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName S$network adapter\r"

1% F Hyper-V #3Z ASAv .
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B ==sse

Bc & SSH

[

N

0] LAE Hyper-V & P2 A Virtual Machine Connection 77, JEIT & F4% 104 ASAv it & SSH Vil .
W R A ] Day 0 B s SCPE, el LY RN SSH Vi) . A % TEANE S, S S Day 0 i &
s

PR WAL T A7(E RSA H X
w5
asav# show crypto key mypubkey rsa

B2 WIRASELE RSA B, W 2E A RSA #9714
R

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2

SIE3 BULIE T AT N EAD PC f# 4 SSH 151 ASAv,

. 1% A Hyper-V #3Z ASAv
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