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T LALE Google =113 (GCP) i3 ASAv.
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* ASAv Fl GCP HIRIHE4AT , 23 L

* ASAv 1 GCP HI#ENIRIFR S , 265 3 1L

* GCP L1 ASAv W& s $horfil , 25 4 T
* 7E GCP %% ASAv, 54 1L

* 7£ GCP LVjjin] ASAv sS4 , 2 8 7T

%F GCP &Y ASAv Z3&

GCP feVFELE Y Google M A Rl A 3B AP REN . Wk KRS

Cisco FIEMN A BRI % (ASAV) S5HFE Cisco Asa BT AR R M AE, LU ISR SR L 2 50 30F
M1 468, ASAV I LB A ILGCP H . AR5, "TUAXT LM TICE, CAERYE— BRI 4
WA i B A AT B 1) R LR A B S O A B 2

GCP i+t EH LA IF

YEFE Google FEFUPLZETYFI A /N LU & ASAv 753K .

ASAVZEELLU R NI N2 FiH 8404k C2 GCP i H12K A,

R LZENTEREITEN LR

HEMAITEN R Bt

vCPU M 7% (GB)
c2-standard-4 4 16
c2-standard-8 8 32
c2-standard-16 16 64

7£ Google =& LERE ASAv .



7E Google ZF & FEE ASAv |
B xFccrrwmasavms

R 2TFEMBRATEN AR
TR Ik
vCPU M%7 (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

* ASAv B/ E 3 MK
* SCRFIRRCR vCPU BN 16 4.
« ASCRFAATALAL TS HLIE Y
ERTLAE GCP LAYk . A GCP 1l LAIEAT ASA MU K his (ASAV) 7 it KA 2) ASAv 5E
o, LLR ik #E GCP I SEHLSE AL
C2 it B AL B A A AL BRI
WAL C2 RIS R A LUTR B

o ANBERE DX BRE AMERERE ] T U AU T H RIS AL . A CTRAIME B, 1121 Google SUR S I 1k,
W XS AVERGEL /)N (Adding or resizing regional persistent disks).

* S5 A NAFAA TSI R (RGBT SC TR S, 11 2 P Google SURSHRAT fifi Ik

fit (Block storage performance).

o AXAEFTIE D BN AT ] A ORTEAIME R, 1S Google SCRY AJ T ML X A1 X 14 (Available

regions and zones).

« ANAEEE R CPU P& LT H . A KRG R, 1S5 Google XA CPU 15 (CPU platforms).
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms

| # Google ZF & LEE ASAV
asav o cep maress

ASAv F0 GCP By TR &1

* 7E https://cloud.google.com €15 —4~ GCP Jik /7 o
* A% GCP Il H . 2% Google SCRYAIE LI H (Creating Your Project).

* VF] ASAv. {EREVFRT ASAv ZHIT, ASAv RERFZ T iadT, MR SCRF 100 ANEFEH
100 Kbps M. WS VFAIE: B RV (Firepower L) ASAv. ASA) .

« P ER:
s HHE - T ASAv IEHE] ASDM: ANieH] T Hill i &
o WEBEE - ¥ ASAv IEZRI N B L.
« SNEREE - ¥ ASAV SRR AL,
* WA HAR
* T Uil ASAv (A3 1P,

S 413 ASAV RG2S IR ASA HEA LRI

ASAv #1 GCP FY /£ JUi| 7 BR 1

ZERYIIBE

GCP ) ASAv S FFLL N IhiE
* GCP JEAAT = (VPC) Hr (32
AN Z 16 A~ vCPU
BB CBRVO
* VFA] - {3FF BYOL

R FHR9ThEE
GCP /) ASAv R3ZHELL FIfE
* IPv6
* GCP _EANSCHFSBI 2 TPv6 LA
o A BT v DL TPve 3 H:, IR e il 1Pv4 AXRES] GCP S

* Bt
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https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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B ccr £y asav mimih R

« ASAv AHh ] H 2
* Autoscale

© BN AN

GCP _HYy ASAv 48R3 7~ 451

N R TAERS B KEERGCN U T ASAV M40 4h, 5 GCP 11y ASAV BLE T 3 D1 1M
CEFPREL NIBAISNED o

1: GCP L1y ASAv ERE =1l

0 G |
Management v FW Rulas
VIPC Nalwork M bk 3 .
192.168.0.0/24 192.168.2.0/24 J_o GLP Route Table
‘ Inati 192.168.3.0/24
e . h1 _ GigoI0 (Inside) ¢ Destination 92.168.3.0/2
. —e Next Hop | IP of ASAv Gig0/o
r~--n-.---t| = FW Rules
B e J_e GCP Route Table
gy ' Destination | 192.168.2.0/24
Management: 12 | FGigoi (outside)
ASAv can be managed via ASDM. Port 443 1 _9 Mext Hop IP of ASAv GigDf1
needs to be apened for https connection,

7t GCP L#RZE ASAv

1B LLE Google =~ 75 (GCP) L3 ASAv, X2 FAaatl8E RS, LEFEE Google 1t
(1) 5 B T R A R s s AT v o
BATE GCPEl & 2B EAR 1 & 2 GCP W H S E..

* WURMARIESE GCP I H , 1EHI LR (EFEHIE 4R (Dashboard) Sk £Ei% 5 H
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https://console.cloud.google.com/

| # Google =F & L& E ASAV
azvee s |

o B HEEIEAR, RS M3 > £ 5T (Home) > $ZHIE#R (Dashboard).

2: 75 GCP = HITE#R

= (Google Cloud Platform 3= ASAVONGCP w

DASHBOARD ACTIVITY RECOMMENDATIONS
@  How Google Cloud is helping during COVID-19, Learn more

S Project info

Project nama
ASAVONGCP

Project ID
asavongcp

Project number
660529847172

ADD PEOPLE TO THIS PROJECT

=3 Goto project settings

AT LLVE % GCP 585, 7& GCP iy R R ASA [EFUD; k&5 (ASAV) 7= i, #RJ5E)H3) ASAv
SEfl . DA NFRFPAEH T WA HE % GCP A58 1 3 8 ASAv 5261, DUEFSE ASAv.

£IIE VPC [X 2%

FrIaZ |

ASAv BT E AWML, EEBILETE ASAv Z Fi (X LR . LU
BT M E L VPC,
* WHET RN VPC.
* ST AT VPC.

HANEEE T s R A GCP B KBS, LLAVFR EIREA ASAv. % H 28 AP KBS 5 748 ASAv
A G 1T ) e 2R AT KBS AN o HRHE IR 0 285 R e iy 42 GCP % b 2R AP KBS o i
ZHGCP 1) ASAv MZFRFM ] , &5 4 1L,

HI1 75 GCP 5l E T, Kk EEM 4 (Networking) > VPC M4& (VPC network) > VPC [ 4% (VPC networks), #RJ5 5
Hitl3E VPC M 4% (Create VPC Network).

HIE2 ERFR (Name) FBh, S VPC ML IR TEL FR, #1T, vpc-asiasouth-mgmt.

$®3 {EFM eI (Subnet creation mode) I, il B E X (Custom).

FIB A4 (EFFM (New subnet) FI¥ZFR (Name) £ B PN BT T M4 7%, 19140 vpc-asiasouth-mgmt .
P®5 MXE (Region) FHgIRS, EREEA SIS WX Jra =AML T [F— X35,
FIR6 (L IPutSERE (1P addressrange) 7B, fii A\ CIDR #&UHEE — DML 19, #1401 10.10.0.0/24.
BT B2 A BB RE, AR5l (Create).
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B oesmosan

S TALH 17, AN VPC RPN %,

BB KA

FETRE ASA SEHIIN, 15 A EHEE O NP KRN (AR SSHFTHTTPS i) , 155 M GCP
FOI%E ASAV 52 , 55 6 1. ARIBERESR, AT LLA P9 30 A0 1B 2 55 b )

T EGCPEEHIG ., MKIKEFEM L% (Networking) > VPC M & (VPC network) > [k 1% (Firewall), 285 5.5 61 RA A
1EHN (Create Firewall Rule).

W2 (EAFR (Name) ‘7B, KB KRN N Rk P4 FR, 0. vpc-asiasouth-inside-fwrule,
FE3 MWMLE (Network) FHFIE S, EPE LT K BRI VPC M4 ¥4 F5, 11 asav-south-inside.

$IR A4 )BER (Targets) Ty, bR 7B KB L, Flan. Mg a9ErE 4] (All instancesin the
network).

$I;S5 1R IPSEE (Source P ranges) B, LA CIDR & U AV IP HuhEvE L, %1% 0.0.0.0/0.
A AVF [ IX S8 TP ik FE P9 036 1R 3L o

HIE 6 {Et3FAER O (Protocolsand ports) v, KEH4E ZE BITHYFNiw O (Specified protocolsand ports).
LT Iz,
PR 8 il (Create).

£ GCP €17 ASAv L4531

SERCL BB, ISk H GCP Marketplace 1 Cisco ASA HEAUBT k5% (ASAv) 77 it #8 ASAv 5241«

W1 G H GCP #EHIA .

PIE2 PLESMKE > Hig (Marketplace).

HIE3  1F Marketplace 482 “Cisco ASA P ki (ASAv)” (Cisco ASA virtual firewall [ASAV]) & £1%7= i .
L4 1B (Launch).

PSR INE— M ERE R

IE6  IEPFEIE ASAv [X1H (Zone).

PR EFEEAUIITREAZEER (Machinetype). A SSCRFIITHENSERMSIZR, WS ICT GCP L ASAy #%# , 2
1 5,

HERS  (WL) K5 SSH #YIN I A PIKiNG2] SSH B4R (FTIE) h.

YIS GCP A7) — A A FLBPIR P AFAE K — L B YISO . P2 SR R 22 4 e B Sl . 135 55
VR B INRAT B O, DA B 3 S 2 75
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https://console.cloud.google.com/

| # Google ZF & LEE ASAV

TEN

STIE12

= 6ep Loz asavsehl ]

TR AV I A& B LA 30 H 2890 1f) SSH 25 B Vs 1] SLSEB1 o« 12 [ Google STAY 1 sl B 1 AT FH 35 H 25 53] 1 2
SSH ##1jj Ml Linux 541

(A[i%) fE/BEBIZA (Startup script) F, #44E ASAv [ day0 At & . dayO o & 7E ASAv 15 A shi i v .
DL 7~ s v LAZE R IR (Startup script) B S BIATRE GE K day0 fic & 7o -

K ASA A 5E SR, EZ0 (ASATCETEH) Al (ASA A Z%) . https://www.cisco.com/c/en/us/support/
security/asa-5500-series-next-generation-firewalls/
products-installation-and-configuration-guides-list.htmlhttps://www.cisco.com/c/en/us/support/security/
asa-5500-series-next-generation-firewalls/products-command-reference-list.html

BEEE NMOREIEHISCARR, WA =07 SR 28 B0 E 5 | A G UERIAS, DA ks A 15 IR TS 3
Unicode ¥4 »

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

Sh VTG PR R B 25 TR A B8 RO IR sh A A 2R B R IR sl B K /)N (GB).
EMLEED FRCE LN
i
*
* SN
iR IS, A JEik ) S s s o G SRASE R AN TE AR R4 G S G S Ag), D) aDb 2 T B3 12 SEE 481 I A
JFH LEff 10 11 P T ) A S8
a) MM (Network) FHzglk, EH— VPC M4, 41 vpc-assoso-mgmt.
b) MIMNERIP (External IP) NI, EPEE MM ED.
ST, K HMER 1P (External |P) 3% 4% 4 BT (Ephemeral). X681 A B AN B 1 S T3 11
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https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

7E Google ZF & FEE ASAv |
B #=cep Lisia asav )

c) HiiFERX (Done).
SIE13 ERFASE (Firewall) 3 BG KB5 R0 .
< B ARIFRE Internet (SSH i71a]) B9 TCP iw M 22 & HIEHELL L VF SSH.
« B RFRE Internet (ASDM ifia]) B9 HTTPS it & S IEAHE LA fuF HTTPS &4+ .
FE14 PEE (More) FEITHLEIF#LR 1P 3% (1P Forwarding) B 4 FF (On).
FE15  HidiERE (Deploy).

M GCP # i & [ VM SEGI T A A LB EARE R BORr BN AHE 1P ki, AR TP Mtk LUK T (MR B 5%
BIHErE . R AR S, W 2 ksl .

£ GCP Li77i5) ASAv 32451

A6 L1 S B B 1) S FH B BB L fo 4 SSH Gl it di 11 22 (1 TCP 3&4#:) o 4 L1 EgE E., i
ZWA{E GCP 84 ASAv 524 , 55 6 1L,

BERH KR ST ) ASAv SEH, I RV LR vk 2 3 sE 4
* ML TP
o AR HAth SSH % 7 il 2 — 5 T..H
s BATERIG
* Geloud ay 217
HRVEAE R, 1S Google 3CFYEH: 215241 (Connecting to instances).

N

AR ST LI dayO BCE R E 1 SEIE AR SEB A S 1R QU SSH P10 R 6 5 ASAv 5241

£ 5MER IP %32 2] ASAv 3171

ASAv S A BEAT N5 TP FUAMEE 1P. 4 0] LIS FH ZME6 1P Sk 7 ] ASAv 524,

F£IB1 48 GCP G, %I+ E 5% (Compute Engine) > VM 215 (VM instances).
L2 Hii ASAv KB A FRLAIT I VM EFHEHER (VM instance details) G ifi
LI 3 EEFEMIER (Details) LR T, Hidh SSH FB¥ PR3N
P4 N\ SSH NS Bk £ T i 1 I
] DM AR 5 381 ASAv 5451
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console

| # Google ZF & LEE ASAV
e fA ss izsz2) Asav =1 ]

o AEAT Al SSH % 7 3 sl 5 =7 TR - T CTRAIME K, 15214 Google ST H T 45 — 7 T. A1 4% (Connecting using
third-party tools).

ER BATLMIE dayO MO PR E I FEIE AR SR Sh YR B K] SSH B BTN R B 5k ASAv 524

{$£ A3 SSH %$% 2! ASAv 3451
B Unix R R GEEB: R ASAv SEB, 3548 SSH B 3% 524

T LT dr S BEE OB, DU A R m] B IO
$ chmod 400 <private key>
o
<private_key> s XCIFHISEREBATTI TR, ZOCAHE Ly E07 0] B SEBI SCHR B R «

LA SSH fir 45 v 2451 .

N
g
N

$ ssh -i <private_key> <username>@<public-ip-address>

o

<private_ key> & A MITEREBRAC M IR, 23S 15 207 ) i SEG SCHR A FAD o
<username> & ASAv SEHI I 44 .

<public-ip-address> e NP 1R 1) 945 1P Hidl .

{£ F &R 1T4= %] 5 %1% 2] ASAv L4

HB1 48 GCP G, %It E 5% (Compute Engine) > VM 321§ (VM instances).

HIB2 i ASAv SEHI L FRLAFT T VM EAEME S (VM instance details) L

$IE3 EFEMIER (Details) IR T, HidiEEEBRITIESI & (Connect to serial console).
HREAGE R, WS Google X5 HAT#| 542 1. (Interacting with the serial console).

(£ A Gcloud &% %! ASAv L5

HIE1 7F GCP il G, %1+ E 5% (Compute Engine) > VM 321§ (VM instances).
FIE2 Hili ASAv S A FRLAFTIF VM R FIHEHIE R (VM instance details) T
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https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools
https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

7E Google ZF & FEE ASAv |
. f#F Geloud iE$%%] ASAv 3£l

S 3 (SR (Details) UK F, #idi SSH B Pz,
$1®B 4 18 F geloud 5% (View geloud command) > ZEZ Shell #1347 (Run in Cloud Shell).

ISR THF “ 2= Shell” (Cloud Shell) i & H o A RIEAIE ., 124 Google XY, geloud fiir 24T T HAEIA (geloud
command-line tool overview) ! gcloud compute ssho
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh
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