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K451 B #0O
vCPU M7 (GB)

D5,D5 v2,DS5,DS5 v2 |16 56 8

D8 v3 8 32 4

D16 v3 16 64 4

F4, F4s 4 8 4

F8, F8s 8 16 8

F16, F16s 16 32 8

% 22 BT 1B ASAVIF AT THAEPR 51

X SRR (B0/RAM) | SRR RA VPN & iEFR#]

ASAV5 D3 v2 100 Mbps 50
4 1%/14 GB

ASAV10 D3 v2 1 Gbps 250
4 1%/14 GB

ASAV30 D3 v2 2 Gbps 750
4 1%/14 GB

ASAV50 D4 v2 5.5 Gbps 10,000
8 #%/28 GB
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https://azure.microsoft.com/en-us/
http://www.cisco.com/c/en/us/td/docs/security/asa/asa96/configuration/general/asa-96-general-config/intro-license-smart.html
https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
https://docs.microsoft.com/en-us/azure/ddos-protection/ddos-protection-overview
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https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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end
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Azure [FIHTEM 2% (AN) ZhEEXT VM Ji3 H #LAR 1/0 JERIE (SR-IOV),  fLiF VM NIC it ML IR #5742
PPt EARE 2 NI PCle -, AN ML 4R, AN BE 4 m VM (EmErkRE, BB R 1
I AR E VMDY .

AN ZEERIANTE UL F 25 o Azure SZRFZETIOEC I B FUNL LG H AN 18 L TEAE Azure 4511 VM JF 5
B JErE, Bk enableAcceleratedNetworking 240 & 4 true. 112 % Microsoft X A%: 7EILf
REAUAL LS N 4% . SR 5 FHT 5 3l VM.

% # Mellanox f& 14

Microsoft Azure =8 PP SZFE AN IS RERIAEA): Mellanox 4 (MLX4) Fl Mellanox 5 (MLX5). MAA
9.15 JFf, ASAVSZHFRIEH T Mellanox i LE) AN f LR S2451) :

* D3, D3_v2,DS3, DS3_v2
* D4, D4 v2,DS4, DS4 v2
* D5, D5 v2,DS5, DS5 v2
* D8 v3. D8s v3

* D16 v3. D16s v3

* F4, F4s

* F8. F8s. F8s_v2

* F16. Fl6s. Fl6s v2
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R MLX4 (Mellanox 4) B# %% 4 connectx3 = cx3, MLXS5 (Mellanox 5) 4% F5 4 connectx4 = cx4.

IEANBESR € Azure {1 MLX4 8% MLXS5 AP R RIEIT VM #5238 . BREESUEF 23] ASAv 9.15
FOAS B R AR, A FH 3 X 4% Th g

ZRZE ASAv
#50] UAE Microsoft Azure 7% ASAv.

o LEFRYE Azure AL Azure BURF IS, ] Azure R YRE BLEHKE ASAv #85 J s B k1%
152 WAE Azure BRE BLES Fh 25 ASAv,

* 7& Azure ¥ Azure Security Center ¥ ASAv 8 A ISR T % A 2R IR
M2t ASA, 1ERTRY Azure TAE SAAKIBT KBEIE I, MERANGE R T IR o M 422 4 A
AT F A, 1S ML Azure Security Center 755 ASAv.
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms
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Pt R S 4 MRS (VHD), P 3L AL 2 Azure K71 ASAv HIFEZRIRE . A1)
FEE WG TS ISON Xf (AU SR — NS HCCE) 180 IAE R E R A
ASAv FE IFBCIT A T B A B, 162 HAEH VHD FBE AR Azure 152
ASAv, 15 1L,

1£ Azure ‘ZEEIESE hZLE ASAv

DU AR FE PR L4 L T 48 ASAv_F ¥ & Microsoft Azure [0 . W T AETVELN ) Azure 5B,
1520 (Azure A1) o

7E Azure F°E ASAV IV, 2 HBNAERSFIACE, BIangtds. 240 1P Huhb A e . f8n] DLFE A8
JadE— D XL . N, ST RE T B OB NHME AR SRR ERIAE .

S G333 Azure BIFEHLZE (ARM) 177,
Azure [ 1) BR 5 S HIK S AT A DG B E R, SEdE O B K.

HI8 2 7F Marketplace "H R AR} ASAv, SR fihi T E ) ASAv.
T3 EH-EAKE.

a)

b)
c)

d)

g)

BN FEAUBLI A4 FR . A PRNAERS K Azure 3T HI P B AT HE— 1%
BEEE IRERARAZHE 1, MEEEMHIA SR, SR

I
AN 4

RS IRUF SR BHL (Password)sl, SSH 22 £ %48 (SSH public key).

U RIS (Password), EHIANBIEIFMHIN . A OREISE IR MEN, 1520 HiRE .
R AL,

k$%% R 4H (Resource group).

PRIV 5 R A0 28% 1 0t D AT )

P AL E

AV g 5 11 Y 28 08 A 1) 7 AR T

i E (OK).

S 4 il ASAv WHE .

a)
b)

AL
MM R
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430
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] LUAE B ARt T, B nl CLEVESHT A REDK ) o AP ) RO N 5 9 28 R REFUUAL A7 AR 7]
o) IR —ANAILIP Hihik, J5VERAE “AF” (Name) FEP RN IZ IP Mk IFRZE, SR S E (OK).

BIAEOLR, Azure 2 QI DB AILIP, RN IEIFEF RSN, 1P AT RE A AR W R
FEMRIEE [ TP ki, W UALET TP AT IR A IE 1P, K H A Bhas it 5 O i A i it

d) 475278 I DNS #5%%
SE 4 B A 44 45T DNS FR%500_F Azure URL: <dnslabel>.<location>.cloupapp.azure.com

e) IEFRIE IR, S AIH B RN 4 .
) HCE ASAVEEFE 2 PUA 1K, ARG i E (OK).

BEE BML A IE R ME— 1) 5K
15

g) MiifE (OK).

PEBS TAENEME, ARG mdihe (0K).
W6 SRR, AR5 TEIE (Create).

T—F Mt 4

© QREAE IR SSH AR CLI fin & #EATRCE, slfti ] ASDM. 755750 ASDM [IHiH], i
Z JH5)) ASDM.
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Microsoft Azure Security Center & Azure )% MR TT %, AF5 7 BEE ORA L 22 3558 FEAS I AN PG AL
AR Wby, &P IR E 225 B e B IR A 2

LA Azure TEIRI 2 AIRAS, DABUITERAE 10 2 4l . R 15 % S8 e & B
i A AR, KT ISR ASAVAE A Bl KA P T S 17 Azure %5 )7 FE

R R U BIAHE ASAVERZE 2 4L IR MR B R J7 58, SR APl oA 4%
ZANIBIPRILFF . UM BRI PRSI T N2 A D8 ASAVIRP R s 1 1 58 2 R4

5L, 12 Azure Security Center.

Y1 ExRI Azure 1)
Azure [ 1) o 5 {0k S AT FHAHSCHR U BN EE 3R, S8k th O AL E K
P2 M Microsoft Azure 1, EFZR 2 HL (Security Center).

WA RV ) 22 Aty 24T FFRRGE (Welcome) iR iE T . kR ! FAEEF 3N AzureSecurity Center (Yes!
| want to Launch Azure Security Center), 1 F%& £/ (Security Center) iA%3E IR I 5 F Eds o gk

HW3  (Ezethul (Security Center) YASETI K |, M FESERE (Policy) Rl
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asav-915-gsg_chapter12.pdf#nameddest=unique_129
https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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$IE10

TER £ 5KRE (Security policy) A~ ED -+ [, EPEFRRGREE (Prevention policy).
ETRRE S M (Prevention policy) iIA2IEI K b, 4T TFARSEAE ) 22 4 S Mg 1 — 3> T & T 3 o
a) BT —BHALE (Next generation firewall) ¥ & 4 FF (On). X AT LAAHLR ASAvVIE: %4 e N I EE U R 7 %6
b) MRYETE, WE AT .
IR A £ Z2 g fuly (Security Center) iFEITR I, AR5 EPEE I (Recommendations) LY -
LA E W HT Azure TR L ADIRTS o LA RO R B BV TE 1) 2 AW, 7 (Recommendations)
SR v S TN
HEPER I (Recommendations) i~ 1E 0~ _F [ T — X BG A 3% (Add a Next Generation Firewall) &, LAEA
TEAIE S AN/ ECRIUT Bl e 1) 7L
W33 (Create New) Sk {E A I B IR 77 E (Use existing solution), 4R i w5 BEEE ] ASAv.
Fi B A B
a) FINERINLK AT ATV AR Azure 1T H 1 HLATME—PE.

BEE NREBHAHA M1, Tt EEMHINE AR, R R

IR
b) NGRS 4.
o) IEPFBEAL (YL SSH %)
U R AR PR, NI . A OB R AR, TS5 AR E .
d) EETHREAL,
e) EFHEIEAL.
TZGEURLH Y 55 R A0 190 286 1) 8 U ZHAH [
) EEEIALE .
VAT B8 1) 1) 4% R % 5 4 ) 7 A [
g) MiifE (OK).
fiL'E ASAv % H .
a) JEFEERHLAD.
ASAVZ Fibr#E D3 FIksUE D3 v2.
b) EFE—AEAEIK )
AT LM AT AP, A mT DL - IR P o AR 17 B R K5 D0 28 i S TL I o7 S AH 7)o
) R AP Mk, JrPGRAE “4FK7 (Name) FBCHHIA L IP HHEIOFRSS, SR S THRE (OK).

FRAEOL T, Azure SXQIEE—DBIASM AL TP, MRUNUEILIFEOF RN, 1% 1P ATRe KB, Wik
SN E ) TP Mk, FTRLAET ] AT I A 3L 1P, K NS S o st it

d) ARPEFTES I DNS brss.

SEABR E 44 45T DNS k%50 I Azure URL: <dnslabel>.<location>.cloupapp.azure.com
e) IEFEINAT RIS,  SAHHT 1) 6 H R 4
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W Azure R EEERE AsavEEsT Al |

) MCE ASAVHFIRE RIS T, A5 i E (OK).

FEW 15/ LU AR FIE 1T
Uil

g) Mili#AE (OK).

PEN BEREMNZE, R SdHE (OK).
PB12 EEMTLK, KRG rTEIE (Create).

T—5Hit4
o PRERAF A TTIE T SSH Hi A CLI Ar 23 THCE, ol ] ASDM. 5%Vl ASDM Ui, iF

%% Ji5)) ASDM.
o WIRIE T AT O A TR I BT A B IS AR Azure TEIRIITEANG S, IES RN L0
HER SR

M Azure FFEEIEZEE ASAVLLIIRIES AT A
DU ERAERE PR Z 9 ) T 4E Microsoft Azure 132 =y il FTE (HA) ASAVXT DR, s T /R VRSN
Azure BEE L, WESH (Azure AT]) .

Azure 1] ASAv HA ¥ A ASAv HE 2 n] HEEE T, IF B Alc e, Blundds. A4t Ip
Huhb A . 0T DULE SR G HE D 5 X SE i

T B3 Azure 177

Azure |1/ RS 4B AT A SCECIO BRI B 25, S5 b O B %
$IE2 2 Cisco ASAV T, SRJG Hiili ASAV 4 NIC HA LLEBE k475 ASAVIEE .
SIE3 Nl E Basics W .

a) N ASAVHLAFRINHTA . ASAVAFRRE A “HIZE” -A FI “Hi%k” -B.

BER MR T IAT TS, 15 USRI
I

b) %A Username.
WIS 2 P A AL IR B P 44 o

BEE Azure P25 T H 4 admin.
IR

c) AP ERINIESE—Fh GOy 50UE2R AL 6D (Password)ak SSH A% 48 (SSH public key).
WL PR RS (Password), IHHI NS HMHIA . KB E A MEIHEN], 15 S0 HiiE .

d) JEPEITHIAL.
e) L EIRL (Resourcegroup).
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asav-915-gsg_chapter12.pdf#nameddest=unique_129
https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations
https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554
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B rwre miEEmE RS ASAURE S A

IEPEFTEE (Create new) QI vE R4, sEFERAIA FIRLE (Useexisting) EREIIA A . WA HILA
PR, WNZIAZIA S o AW, JE N B g — AN B IR AL

f) EPEIIALE (Location),
AV g 5 1 X 28 8 A 1) 7 AR T
g) MilifAZE (OK).
PIRA EBR ASAV IRE.

a) EFEBRINLKAN.
b) EFIEE (Managed) iIEFEE OS## (Unmanaged OS disk) 17fi# .

BEEE ASA HA A& HIEE.
Il

$IE5 FlE ASAV-A WHE .
a) (A[ik) EHEFRE (Create new)ilisk —MASLIP Huhlk (L EALE “4R7 FBOPHNIZ IP HiliEFR%) , 4R
Ji RHFARE (OK)o WIRATEEASL IP kb, 1HEF T (None).

AR OAEUT, Azure RO —ANZIEMAILIP, BT IELIEER BN, X IP AT Res R AL,
SRR SR (1 1P Mk, o RAAET TP T IR AL 1P, KBS Hhk 5 o A ik
b) R4 A I DNS FR4%.
SE4 PR A 144 45T DNS FR%50N_F Azure URL: <dnslabel>.<location>.cloupapp.azure.com
c) HCE ASAv-A JA SIS WIAE K B il (K B .
P®6 FH AP EEE ASAV-B WHE .
PBT EBIA R LS, sl d i il 4
a) MCE ASAVIGTEBIMPLAT M, SR)5 mid#E (OK).

BEE WML IOERLBME— 171
I

b) AdiEEE (OK).

$IB8 AEWE (Summary) il E, AR5 HE (OK).
LI AEMHLK, A5 rditlE (Create).

T—5H#tta

o RERAF I TTIE T SSH Hi AN CLI Ar 23 THC E, ol ASDM. %Vl ASDM Ui, %
Z 71 Ja 5l ASDM.,

* HK Azure ' [¥) ASAv HA BCE I TFANEE, W20 (ASA RYI—MARIERCETRR) THAy “fF
NI P R R SR T R R
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
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{3 VHD A0 A8 4R M Azure 532 AsAv I}

&£ F VHD Fn35RHRHR M Azure E3ZE ASAv

Rl LA Cisco BEAEMESE VHD Wufg, A%k [ Ol E e X ASAv g . i H VHD Mg b1 358
Fo SR VHD BRG B AR BV Azure AR o ARG, SR UE T EA% (O REAE LR AT Azure B
P PR BT R . Azure BEBGE (5 TR UE W AN 2 K0E LI JSON X1

FriaZ |
o ASAv PR HBE 75 B8 FH JSON FEMFTAH Y (] JSON S0 % 0] LU GitHub 748 ZE T 3%
B SCA

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
o AR QUSRS BRI, T2 I - Azare BEIRBIBORB] . 25 17 5T,

o R PR AT Azure OB Linux RN FATTEE SIS HIG K Linux AIHL (F140 Ubuntu
16.04) Ft i VHD L& EAL 2 Azure. BEBURAEAAR N 75 2249 50 G At al. 1 H, A
Azure T Linux JERINL_E4E 2] Azure £7 4, AERNTRHE ST,

R IR T EAE BRI, W EHLI T iz —:
* fifi ] Azure CLI 61|% Linux EJUML
* 7 Azure [ ]/ A4 Linux 4L

* £ Azure W, TEVAZAEEE ASAV IO E B A A AR .

M https://software.cisco.com/download/home T F# ASAvIE4i VHD W4

a) SHIEFS (Products) > 24 (Security) > B A% (Firewalls) > Bi&E N L2 21% % (ASA) (Adaptive Security
Appliances[ASA]) > BIEM R £1% & (ASA) {4 (Adaptive Security Appliance [ASA] Software).
b) st BEN T2 EMIZE (ASAv) (Adaptive Security Virtual Appliance [ASAV]).

LR TR R
i, asav9-14-1.vhd.bz2

A4 455 VHD W25 BBV 0 Azure 11060 Linux AL
FIFH43C0 18] Azure U Azure FEOCPFIMBEREE S . Bt Rl SCP, 15452 il

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>

Bk Azure ) Linux BERIAL, SR E S T E4 VHD BUZL I H % .
i 45 ASAv VHD /% .
TR SO IE PR 2 o SRl 2on 42 Bzip2 SEHREF, (AT D H —L43E T Windows 155 FHFE P

# bunzip2 asav9-14-1.vhd.bz2

s VHD _EAL B Azure fEAEMK T H B A S SR DM BUAT A0k, BT AEUAEE BT A7 fdbk ™ o A7k
AR R NG TR
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Sk
¥
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FH T % VHD AL B4R 7 IR 2, 45 AzCopy. Azure {71 & 1l Blob API. Azure £7fif %% Y5 F
2%+ Azure CLI B¢ Azure [ )7 . X T1% ASAv IXAE KIS, FATAE VU Azure [1/7 .

TN T A3 Azure CLI FE12::

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
-—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page

M VHD Gl g FE 5 g

a) fE Azure [/, HEFFEE (Images).
b) AN (Add) BEEE LG .

¢ RUELITER:

* ITH - W RS HAT
 FiRA - WLPEIUAT B A AP T4l
© BER - AFLEWAR S A E SR AR
o BX3i- AR R AL
BRIERG LB EHE Linux 1E W #ME RGAL,
* VM HER- i 8 1K

FROASRE 2K

* 7#fi# Blob - J ST BIAF il ik /7 LAEFE_EAL (K] VHD.

o MCPSRB RPN ESR, NP AR P IE PR HDD. A5 SSD =2k SSD.
VLRI T30 B WS VM OK/NSE, 5B VM KNSR s i fr 208

© EHERF - N RIIRPIESR “BY57 .
BRI - OREEBOABCE, WIS IN B A

d) it (Create).

SEF5E@ % (Notifications) KT K 7~ 2 BUTh 1132k & (Successfully created image) ¥ .

R QIEIEE MRS, ATEUNER LALK) VHD MEARA K .

FRIPUFT B 1 H0 4 BRAR 1 B3R 1D

FEAEE, Azure REREN DRI BT ID ARG, MAZFTE WAR AL E B ASAv B Ky, R 258U 1D

a) TE Azure 1), EFEBRER (Images).
b) EFE LD T E R .
¢) Ak (Overview) A& M4 & 1 o
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w5 - Azure ARG I}

d) ¥ Resource D &2 i 387 AR .
Resource 1D KL R

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup> /provider M icrosoft. Compute/<container >/
<vhdname>

WIR8 AT WG TR . ASAv B K i

a) EFEFE (New), RIS EIEIRERE (Template Deployment), T4 n] WL IR HF kT .

b) %EFEEIE (Create).

c) LPFTEHRIERE A X B CRYHEMR (Build your own templatein the editor).

A —N I H o SO BB . A DU T AR (s8], 1 2 () Qi At TR el , 28 19 L

d) R E E X ISON B ACRBRE G 2 L, AR5 AUHRTE (Save).

e) M TFHFIRTIERITH (Subscription).

f) P ERIEL (Resource group) B G &N B g Y5z .

g) M TFHpIRTLESFALE (Location).

h) K b0 TP LA W% R IR 1D (Resource | D) AU 21 EE AL T EBR% 1D (Vm Managed Image Id) FBtH .
S il B XERE (Custom deployment) L1 i 11 474855 (Edit parameters). 7 — ATk 15 S ZH0iE

B

a) MiInE S (Load file), RG] H 2 X ASAY SECCHE. A UM OIS HOSRR K <1, 375 200 61 7

SR, 2T )T

b) KM EE XL ISON ZERIRIG R & 1 rh, SR)5 sl R TF (Save).
FE10 KA AT HEIENE E . i Basics Ml Settings 1115 B 5 EHUIR S E (1435 Resource D) 7T,
FBN AT SRS, RGiETFERREIE Bk &7 F15 % (1 agreetothetermsand conditionsstated above) & HE .
P12 X (Purchase), LA ISR XAHGTE ASAv [ KK,

WA ISR S EOAF ARG, W A% 23 ) -

FEE WG AT T [ — AT R IX SN 1) 2 02

T—F Mt 4

o PREfF T IE T SSH M A\ CLI Ar &3 THCE, sl ASDM. 2%l ASDM Ui, iF
Z R 5 ASDM, 5 87 i,

Bt 3% - Azure R BRI~ 51

AN T8 ASAVI Azure BE A PGSR I 45K . Azure BEUERIEUE — A JSON 3CfF.
TP ity BRI RO &, R B 5 P4~ JSON SCfF:

 RRARSCH - KT BTSN, TS SRR P I AT AL
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| e

* SHL M (Parameter File) - IO AH TN 8 ASAVIT R IS4, b s PR R
BUZRURN S ASAVHI P 24 RS AP A A FRSE TEANE R o S8R LURE S5 1K) Azure Stack Hub
FREPAIE 8 QS

RSB

AN 4 Azure BHIE BEASBRCSCAF IS5 . N BT BT B AL, s TR AN ]

o
Azure EIRETEEE JSON &R T

{
"$schema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": ""
"parameters": { },
"variables": {
"resources": [
"outputs": { }

by

1,

}

KL 2 JSON FIRIAT, Al H T HE 1 ASA # B0 A . 45K 5 a7 B AR AL & LU R G 2%

F 3 EXH Azure FFEEIRES JSON 1SR L4 T &

JTE WHIE 152 Bf

$schema & IR IE 5 IRA M ISON 220y SO0 & . A B K
BRIF) URL.

contentVersion & B RS (F17011.0.0.0) o 7] DLk TG M T 2
TEAF I AZAR AR S s, A8 mT T A R A5 FH P 2 1IE
EIAEAR o

parameters g HATERRE ISR AEI0ME, DME A e RS . sS4,

I UAE RSB A ENIARLEXT B H R, (HUIREH
EATT, TSON MEBCAE UCHRKE A8 AR (K02 B 2 55 st

variables i FEREH HH FIAE JSON J Be e,  FH TR BAR 175 5 KR8 .
resources & PP AL S T R YRR
outputs & FEFR B JE R AT

TEAL AT LU JSON ASAR 75 W] 23028 (R B SR A, 3] A AT SR I B 2 4. Mol Eos TH
THBE R ASAV [FIBIAR .
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Bl 2 FIRRR

T LG I SO G a8, TR I A7 s A A A B AR

EZ R MR T TR (I ST N

i

"Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultvValue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description”: "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other values
are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultValue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars and

have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account). Between
3 and 24 characters. Lowercase letters and numbers only"
}
}I

"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description”: "Name of the virtual network's Resource Group"
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"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The

}I

"mgmtSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {

"description": "NGFW IP on the mgmt interface

}I

"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {

7E Microsoft Azure = & ASAv |

FTDv management interface will attach to this subnet"

(example: 192.1

68.0.10)"

"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I

"diagSubnetIP": {
"type": "string",
"defaultvValue": "",
"metadata": {

"description": "NGFW IP on the diag interface

}I
"gig00SubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The

}I
"gig0lSubnetName": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "The

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The

}I

"VmSize": {

. 7£ Microsoft Azure = F#3ZE ASAv

FTDv Gigabit 0/0 interface will

IP on the Gigabit 0/0 interface

FTDv Gigabit 0/1 interface will

IP on the Gigabit 0/1 interface

(example: 192.1

attach to

(example:

attach to

(example:

68.1.10)"

this subnet"

192.168.2.10)"

this subnet"

192.168.3.5)"
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"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld(parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks"',
parameters ('virtualNetworkName'))]",

"vmNicOName" :" [concat (parameters ('vmName'), '-nic0")
"vmNiclName":" [concat (parameters ('vmName'), '-nicl"')
"vmNic2Name" :" [concat (parameters ('vmName'), '-nic2"')
"vmNic3Name" :" [concat (parameters ('vmName'), '-nic3")

] 4
] 4
]"I
] 4

"vmNicONsgName" :" [concat (variables ('vmNicOName'), '-NSG') 1",

"vmMgmtPublicIPAddressName": " [concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]1",
"location": "[resourceGroup() .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')1l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName')]"

"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')1",
"location": "[resourceGroup() .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
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"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",

"priority": 101,

"direction": "Inbound"

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
"[concat ('"Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName"')) ]

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('vmMgmtPublicIPAddressName'))]"

] 4

"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
parameters ('mgmtSubnetName')) ]"
}I
"publicIPAddress": {
"id": "[resourcelId('Microsoft.Network/publicIPAddresses/",

variables ('vmMgmtPublicIPAddressName'))]"
}

] ’
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

variables ('vmNicONsgName'))]"

}I

"enableIPForwarding": true

"apivVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup().location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName'))]"
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] 4

"enableIPForwarding": true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
] ’
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig00SubnetIP')]"
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig00SubnetName'))]"

} }

] 4

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup() .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters('gig0lSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"

] 4

"enableIPForwarding": true

"type": "Microsoft.Storage/storageAccounts",
"name": "[concat (parameters ('vmStorageAccount'))]l",
"apiVersion": "2015-06-15",
"location": "[resourceGroup() .location]",
"properties": {
"accountType": "Standard LRS"
}
}I
{
"apiVersion": "2017-12-01",
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"type": "Microsoft.Compute/virtualMachines",
"name": "[parameters ('vmName')]",
"location": "[resourceGroup() .location]",
"dependsOn": [

"[concat ('Microsoft.Storage/storageAccounts/', parameters ('vmStorageAccount'))]l",

"[concat ('Microsoft.
concat ('"Microsoft.

Network/networkInterfaces/',variables ('vmNicOName'))]",
Network/networkInterfaces/',variables ('vmNiclName'))

’
n
’

concat ('"Microsoft.
concat ('"Microsoft.

[
[ ( ]
"I Network/networkInterfaces/',variables ('vmNic2Name')) ]
[ Network/networkInterfaces/',variables ('vmNic3Name')) ]
]I
"properties": {
"hardwareProfile": {
"vmSize": "[parameters ('vmSize')]"
}I
"osProfile": {
"computername":
"adminUsername":
"adminPassword":

"[parameters ('vmName') 1",
"[parameters ('AdminUsername') 1",
"[parameters ('AdminPassword') "

}I

"storageProfile": {

"imageReference":
"id":

{
"[parameters ('vmManagedImageId') "
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"

}I
"networkProfile": {
"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourcelId('Microsoft.Network/networkInterfaces',

variables ('vmNicOName')) 1"
}’
{

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNiclName')) 1"

}I
{

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

variables ('vmNic2Name')) 1"

}I

"properties":
"primary":

{
false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name'))]"

}

}I
"diagnosticsProfile":

"bootDiagnostics":

"enabled":

{
{

true,
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sz [

"storageUri":
"[concat ('"http://',parameters ('vmStorageAccount'), '.blob.core.windows.net"')]"
}
}

}

] ’
"outputs": { }

}
FIR 2 FEARHK SCE S A7 ISON SCF; i, azureDeploy.json.
SIE3 gt o, BIENE A RS S BN
S 4 ifli ] VHD FUZ RN Azure #58 ASAv , 26 15 TR AIA, ffF AR 322 ASAv.

SHHEN
HEDBE, (MR R e CE B, GRS SHY R, WEA ST,
ST LT A SIS, AT DU 2 )L 1 ISON S,

SRR OIS ECE 5 27 SR S EoR Bl P s R SR XA AR B IR A
BRI BRI . S nT DON AN R IR 38 2 S it 2 A S RO

XFATRGIH ) ASAVERAR,  ZHOCAFL2IE SCRLF 24

x4 ASAVBHEX

FE 15 AR gl
vmName ASAVHLLE Azure FF 4 FK o cisco-asav
vmManagedImageld B30 2 w4 () ID. £E | /subscriptions/73d2537e-ca44-46aa-b
P, Azure AL | D2-74MT1d61b41/
VAU D MG resourceGroups/ew
PRI 1D HCI ManagedImages-rg/providers/Microsoft
.Compute/

images/ASAv910-Managed-I mage

adminUsername 1% 5% ASAVIF I 7 4. b |jdoe
J AR T 1) A4 B

“admin” .

adminPassword P R, LR S ) | PW0987654321
T1R2E8 2R, JF A
FELLF R =F 1 AN
TR TAKRG PR 1A
T TRFER T4
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FH

152 AR

151

vmStorageAccount

151 Azure {7k 7 o 880 LA
HIA Ak, tnT CLBEEHT
HIAEREIR S o AR AR A0
Hh 3 & 24 FRF, JFH AR
TN PRI

ciscoasavstorage

virtualNetworkResourceGroup

REFU 8 F IR 44 FR . ASAv
YR TR B H I YR AL o

ew-west8-rg

virtualNetworkName

2 FUL R 2% 1) 44 R

ew-west8-vnet

mgmtSubnetName

G IVRIERRIE T, T
IR LS 21 NicO - 25— N1 ™o
TR, WA R 25,
W] ST 20 55 BAT ¥ I 44 FRAH
Fo

mgmt

mgmtSubnetIP

PO 1P Mk,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 # I 1} 1% 42 £
BE 7o s PRRE LA 21 Nicl -
BT EER, WERIA
BUATIRAZE, U I 25 5 AT
T ARRAHTT o

inside

gig00SubnetIP

GigabitEthernet 0/0 £ 1 IP
HE. X H T ASAv 18— AN S d
B,

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 £ ¥ 142 21
UEF o I R LR 31 Nie2 -
AT M. TR, AURIA
AT, I 20 S BAT
T AFRAHET o

outside

gig01SubnetIP

GigabitEthernet 0/1 $[1 IP
fiko KT ASAV 15 AN
.

10.8.3.55

gig02SubnetName

GigabitEthernet 0/2 # I ¥4 1% 42 2|
BEF o s PRRE LA £ Nic3 -
FUATM. EER, WERIA
BUATI ML, U IR 25 5 AT
T ARRAHTT o

dmz
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agssxe |

FH 15t A 151

gig02SubnetIP GigabitEthernet 0/2 £ 11 IP # | 10.8.4.55
ko X T ASAv IS = AN K
.

vmSize AT ASAVIEFINLAY ERIMLRN | Standard D3 V2 8% Standard D3
/o SZF Standard D3 V2 Fl
Standard D3. ERIAN
Standard D3 V2.

B S
AT ATSOR AR, PTG 01 1 0 S HCC

)

AR LU sEIGE T IPV4,

EZ A R T TR (I ST N

-
{
"Sschema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"value": "cisco-asavl"
}I
"vmManagedImageId": {
"value":

""/subscriptions/33d251 Te-ca88-46aatda2-74 £ £1d061IA1 / resourasGroups/enBragedimeges-—rg/poroviders/Microsoft . Canpute/ imeges/AAv-9. 10. 1-81-Managed-Trace™

}I

"adminUsername": {
"value": "jdoe"

}I

"adminPassword": {
"value": "Pw0987654321"

}I

"vmStorageAccount": {
"value": "ciscoasavstorage"

}I

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}I

"virtualNetworkName": ({
"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
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"value": "10.8.3.77"

}I

"gig00SubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {

"value": "10.8.0.77"
}I
"VmSize": {
"value": "Standard D3 v2"

}
}
}

FIR2 EARHK SCE 5347 0 ISON S5 91, azureParametersjson.
PBI GRSt BIEE S I E SRR
HB A4 40 VHD MIEEJEFRON Azure #558 ASAv , 95 15 TUH TR, 1S EUS R ASAv.
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