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TEE KRS ASAV 2T, WAZN5EUS N Day 0 BUE SO A, LT ASAv 44T write erase,
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HEZ Day 0 BCE
TEJE) ASAV 20, ST LAE% Day 0 BUE SCHF . eSOHF AL AL ASAV JE B AT ASA i
BSOSO . MATHE I B BN AR I AR H S 46 0 “day0-config” FOSCASCHE, FEEBNH
YR BN B RIEIUY) day0.iso SCfF. Day O B SR AT 48 6 A M8 A 182 1 LU S E T P 24
PG BAIE ) SSH RSS2 (a2, HEb n] e & 568401 ASA & . day0.iso 3CfF (HiE X day0.iso
ERIA day0.iso) WAL E XA shid FEh aT H

FiaZ /i
FATFEA B A 192 Linux, {HXFT Windows 45 250K 92 AR P

o TAEMIUEAE L FE R A B 7E s ASAY VAT RS, 18 W ERHE GESF 2 FEAS N 8 & Re Vvl
B4y (ID) 2N E Day 0 Ft & SC-b T — H 3 H 44 “idtoken” Y SCASCAY: .

© WEREALE IR R ASAv, WIAZI{EIE IR MR Qe 1T ASA B E U4 Day 0
P B SO o IXANTE I H B K 1K) Day 0 Fo 8 S0P

o BLHE T IR A Bl ASAV Z BTSN Day 0 MU' & S0 AR E BAENIAG 3 5 ASAY Z Jafd ]
Day 0 Fi'&, WIXAZHAT write erase iy, N Day 0 Bt & 30, 2R)5 830 ASAv.

PR {fE4 4 “dayO-config” [SCASCAF TN ASAv 1) CLI Be & o 78 I0 =>4 F IR 1 G A0 5 PR AT Ay HLA P

47 LL ASA FRATT Y. dayO-config W i% 243 241 ASA L 'E . E )k day0O-config 1) fdE: 757 2 MBLA 1) ASA
o, ASAv &l NEATECE TR 7. dayO-config W AT IR PAR B 2L, W 504511 show run @iy 2% & 2111
I AR o

T

ASA Version 9.5.1
!
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
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ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

P2 CTEE) KRR AR I B3 A AT 1A BEVF AT IIE B2 WSO R 3 BN IR T SEAL
PI3 () W FESAFE ] ID A RRIFR RS ID A i SCA S
P4 (L) HEAENIIG ASAV HEF S R AT AV, EMTR day0-config SCAF AL LR B
« EHLEELTIP Mk
o (AR EHTRREVEAT ) HTTP AR
« FIF A S HTTP AREE (WiR455E) B tools.cisco.com (112 1] route iy 4
* ¥4 tools.cisco.com T4 IP Hulik ) DNS k55 &%
o JRE IR KA ASAY VAT IE K8 BE VR i
o (A% HEHET ASAv 7E CSSM HE T Ak ME— 1L

T SO A SO R 1SO SRR U Bl CD-ROM:

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: O

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@Quser-ubuntu:-/KvmAsas$

3434 W 2l ) B BEVE IR S5 4TI ASAv.
PR6 EEDE 25, AN 1P bk ZEE KRR ASAv G FU BRI E B0 T

{5 3 Hyper-V & T2 328i% 17 Day 0 it & X 4282 ASAv

{EB T Day 0 BB SCIF (i Day 0 BUESCI) 25, %S0T LA Hyper-V 4 LARIEATHISE

P$IB1 %% Server Manager > Tools > Hyper-V Manager .
IR 2 7F Hyper-V & HE 40 .0 Settings. Settings X iFHERHT T . ZEZEM[K) Hardware |, it IDE Controller 1.
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B =565 Hyperv E322 asav

[& 2: Hyper-V 1282

[ASAUS—H}DJD—H-?_E—M W

4 G

2 smart Paging Fie Location

C:\ProgramData\MimesaftiVin... |

& rrdulre -~ §4 DVD Drive
L ‘Add Hardware
& 5105 Selact the controler and location on the controler to attach the CD/DVD drive.
Boot from CD Controller: ocation:
B Memory [me controter 1 | [otr e |
1024 MB
Media
& Processor
o 1 Virknal proscassor Spedfy the media to use with your virtual CD/TVD drive.
= B IDE Controller & O Nene
o ® noge e
4 DVD Drive |c:msmmmmwwmmm.m ]
ASivypervdayl.iso
= B IDE Controler 1 [ oromse... |
{4 DVD Drive
dayl-v3liso E
B SCSI Controlier
@ § Network Adapter
Mot connected T remave the virtual CDOVD drive from this virtual machine, dick Remave.
¥ com
oMz
Hone
I Diskette Drive
Mone

LerELY

PRI A G Media T, 1EFF Image file FLIESZHL, 3 W R B ARAE Day 0 1SO BUE TR H 3%, )5 Hiili Apply. 4

WA E) ASAV I, RS0

3T Day 0 BCE ST A A0 AT RCE

1§ FH Ay £ 177 Hyper-V %23 ASAv

& n] LLE R Windows Powershell #4247 7E Hyper-V 1 %¢3% ASAv. WK AEM AT /) Hyper-V 45 4%
b, A gAY H i 44T %€ Hyper-Vo

$SI21 $JT Windows Powershell.
—’IJ%H% 2 %B% ASAV:

T

new-vm -name $fullVMName -MemoryStartupBytes S$memorysize -Generation 1 -vhdpath

C:\Users\jsmith.CISCO\ASAvHyperV\S$ImageName.vhdx -Verbose

S 3 IR ASAV Bl S, B R

N CPU 13 (1)

. {& A Hyper-V 32 ASAv



| 1%/ HyperV #3:E ASAv
fsE 73 Hyper-V &2 7% Hyper-V %3z AsAv ]

-
set-vm -Name $fullVMName -ProcessorCount 4

WA Ak RpE AL PR B O 0 AT B SR A4
-

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

FES  (TIL) WEREMRSTE, S VLAN ID.
P
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"
SW6 BIHTH, BUE Hyper-V SKIFT T K.
Pl
Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch
BT NP
Pl

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

Nit

SIS NN,
w15l

Add-VMNetworkAdapter -VMName S$fullVMName -name "outside" -SwitchName 1151lmgmtswitch
Set-VMNetworkAdapterVlan -VMName S$fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

{£ F Hyper-V &2 22 7£ Hyper-V %% ASAv

T LIS Hyper-V & BEZS 75 Hyper-V _F223%E ASAv.

L1 ¥ % Server Manager > Tools > Hyper-V Manager .
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I REBEBERF

« (=) ] f’ Mansge

Bitvise SSH Server Control Panel

Component Services

Computer Management
uT1c01hpv0307 Last installed update Comection WMI mm L
prime.cisco.com Windows Update Defragment and Optimize Drives

Last checked for updq Embedded Lockdown Manager

Event Viewer

Group Policy Management
Domain: Off. Public: Off Windows Error Repa e i
Enabled Customer Experienc m:!: gl &
Enabled IE Enhanced S“U"tﬁ'l Hyper anager E

Internat Infarmation Services ([I5) Manager

S22 LR I Hyper-V 2SS,
[& 4: Hyper-V &3228

Fie Agsion WView |Halp
e= zm BT
3 Hype-V Manuges Ach
B wcoevorT Virtual Machines .
3 unconeva Pos— -~ T - -
.IU"ICMH‘NM Marre State CrULlu-gr Aosagned Memory Uptrme Mo »
P i posTmacsa Rurrrg L} x4l g 11048
5 3 ASACSI00 1410 Bibyhand Ruving 0y Y24 Mg 1gsyes | L Impont Vietud Machine
ASR T 100 1 10 Webyhard o * W g
Hypar v e
R oe Vetusl Sevitch Manager
& Virbusl SAN Manager
: R e B R A -.-.n : *| b ke Dak
I 3 e
o : @ (8 Stop Sernce
The seiected vwiua machwe Fas no checkpom ¥ Romove Sevw
4 Refresh
Wiew L]
B ree
| ASAVS-100-10-14-22-new &
] Connact.
L Semegn
ASAVS-100-10-14-22-new ©
Corated: 20 W% P Chstered  Fo l’:‘ Chathpont
Weruasn 50 i Mo
: @, [Dpent.
— =] Renamne.
i Delete
Sy Mamory | teosong | Ragkcaen & Erable Rephcaton. -
« = | v $
-
w

PRI ML BN RE AR, AT b s R P g R LIAERE) Y, SR EHE New > Virtual Machine.
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{9 Hyper-V Z 1282 7E Hyper-V E %45 ASAv .

5: R ENEE B

File Action Wiew Help

«= #=[E BE

35 Hyper-V Manager
II UF1Co1H | Virtinal Aacki

II u7ico1 HPVD?.’D| Mlew r Virtual Machine...

J
I' UT1COTHPVO30 Import Virtual Machine... Hard Disk...
II LR Hyper-V Settings... Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
o W Ot
Edit Disk... thand Off
Inspect Disk... fa¥:3
1]
Stop Service
Remowve Server
Refresh
The selected virtual machine has r
Wiew 3
Help

EFELY

$E4 R L New Virtual Machine Wizard.
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. {3 Hyper-V ZI2E: 7€ Hyper-V 3235 ASAv

6: New Virtual Machine Wizard

B a zard

ﬂ Before You Begin

Before You Begn This wizard helps you create a virtual machine. You can wse virtual machines in place of physical
mecysene stioon, (| SRS RSO S A o e RS e o,
Sl e To eate a virtual machine, do one of the folowing:

o dieeinld : » Click Finish to create a virtual machine that is configured with default values.

Configure Networking « Click Mext to areate a virtual machine with a custom configuration,

Connect Virtual Hard Disk

Instalation Options
Summary

[] Do not show this page again

f':'m,.:i Next > || Finigh || Cancel

GrrEly

PSS  PATZRFHSNLE, HEL T EE:
« $&10 ASAV W2 FRFIQ &
* ASAv IR &
ASAv SCRFIIME A2 1 K.
* ASAv [FINfEi (ASAVS i 1024 MB, ASAv 10 iy 2048 MB, ASAv30 4 8192 MB)
© SGERCH CERRE CORCE R AS )
© RESUREAL R
1% Use an existing virtual hard disk, 2853 %3] VHDX SCHHI4A7E

W6 ik Finish, HCEREEHIL—N 51 ASAv L (1IX TGHE .
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{5 3 Hyper-V ZI2EE 7£ Hyper-V £ %245 ASAv .

7R ERAAE

?..

u_l
ﬂ Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to areate the
soedfy Naare o Loeation following vir tual machine.

b Description:

Assign Memory Mame: ASAv30-100-14-10-22

Confiours Ne : Gmerat:m. ::;1;1::»n 1

S b Network:  L1SImgmiswitch

Summary' Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<] [ >

To greate the virtual machine and dose the wizard, didk Finish.

ST WREK ASAV H VU vCPU, NIAAZILE 5 ASAV Z Bk vCPU i, 7 Hyper-V 45 Ha% 41l ¥ f; Settings.
Settings X EHEKF T IFo 501K Hardware 5250, #.1l; Processor LL1Jj 1] Processor % # . # Number of virtual
processors S UK 4.

ASAv5 Fil ASAv10 B —4 vCPU, ASAv 30 EHG VYA vCPU. BIMEN 1.
100Mbps F11Gbps FZAEA —4> vCPU, 2Gbps #ZHEAH VI Vepu. ERIMEN 1.

{& A Hyper-V 32 ASAv
I



. {1 Hyper-V &2 2 7F Hyper-V %= 3E ASAv

{8 Hyper-V #32 ASAv |

SRR ERRE

™ ASAV30-100-14-10-22 v 4 » G
# Hardware n Processor
4 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot from D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors:
8192 M8
o - Processor Resource control
4 Virtual processors Youw can use resource controls to balance resources among virtual machines.
=l I IDE Controler 0 §
Virtual machine reserve (percentage):
@ @ tord e Lo
asav 100- 14-10-22-430. vhdx Percent of total system resources: [ 0|
= B IDE Controfler 1
€ DV Orive Virtual machine mit (percentage):
None 1
Percent of total system resources: 12
& scsicontroler | |

115 Imgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management

\I] Name
ASAV30-100- 14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftWin...
24 smartPaging Fle Location
C:\ProgramDataWMicrosoft\in...

B Anmatic Staer Aetion oL

LPFELF

{E Virtual Machines &1, JER R ASAv, J5ik e A Bt i 728 i) ASAv 2Bk, AR5 Hiihi Connect. #57Hl
HRFIF, BoREE 1R ASAv.
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9: FESEE E M

é"u'irtual Machines

MName E: State CPU Usage Assigned Memory Uptime -
‘5 ASAVE100-14-10-16 Ciff
P2 ASAVE-T00-10-14-22new i
{5 ASAV30-100-14-10-16byhand off
T Connect... H
{5 ASAv3D-100-14-10-16
5 ASAv10-100-14-10-16-byhe Settings...
( AC AuAM AAM 44 40 428 Sfnt 8
2 Checkpoint
: Checkpoints =
: Maove...

Export... sckpoints.

Rename...

Delete...

Enable Replication...

Help 5

189  /F Virtual Machine Connection #4197, bW 8501 Start 3%41 2 5 ASAv.
10: AE AL
& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off P
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. M Hyper-V &3228 RN M 415

S0 ASAv A shid i BonfEfshl a4 .
& 11: RS B e

B

ASAv30-100-14-10-22 on UT1CO1HPY0O307 - Virtual Machine Connection .;il X |

idp 111" to HFF commands

iml
converting ’

p 177 m HPF comna

» Power—0n

| holds a non self-si

for :

A platform lic
11 ASAu platform licen

[
Status: Running

M Hyper-V &2 258N & & e 28

Brif & 1 ASAy HAT — MR IENC S . BT BRI MG RE: . fEARGIF, BATRES N
PN 8 O 4 P o
FHIEZ Al

* ASAv AT IR RS

S 1F Hyper-V B34 M 2o Settings. Settings XM 1EHEWFF] . 7E
SR )5 il Network Adapter .

iR 2R “ IR M R IE RC A

ZEf¥) Hardware 2., B Add Hardware,
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M Hyperv zEimmsERs ]

B 12 5 % B RS

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

8

]

g
i

FRR2 ARG G, W USRI NN AR D RE . WA 2, W] DABEE VLAN ID,
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B cxnszmszn

B 13: 18 MR Bl 3R B

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
. Processor 5
1 Virtual processar [ Enable wirtual LAN identification
=2
S A Gt The VLAN idlentifier specfies the virtual LAN that this virtual machine wil use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive _
Mone Bandwidth Managemant
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter
v 115 imgmitswitch = Specify how this metwork sdapter utiizes natwork bandwidth. Both Minimum
1iaimg Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter —
1151 mgmitswitch Minimum bandwid th: | 0] Mbps
P com1 S I r =
None Maoomum bandwicith: 'CI. Mbps
T* COM 2 o To leawe the minimum or maximum wnrestncted, specify 0 as the value,
None
El::mtt:or'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ e 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
|- Integration Services services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
&4 Smart Paging Fie Lacation
C:\ProgramData Microsoftiiin..
Db Mutomatic Start Action =

8

]

§
z;:uv

fi2 4L W) £ 3 Fic 25 22 R

Hyper-V 45 R FH (19 W 25 452 T A2 0K “ IS TG RCAS 7 o USRI 28 AR AT A IR i 44 0%, ml figssid
IR . AR Hyper-V B HLEHE A FR . L8 L204F H Windows Powershell iy & 24 44 FK o

£18 1 4TI Windows Powershell.
HIR2 R T B SN 4T RS -

T
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wac ittt [l

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAVVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter $NICRENAME[1] -newname outside

MAC it iE HxX U

LAY ASAv DLIZ I AL IR E 60, Sy w] P 3 P/ PO D4, 002004 B A 42 1 T J MAC
kbR . 45 0T LLYE Hyper-V & BE8% Th 848 H] Powershell iy &P AT HEER1E

{£ F§ Hyper-V &2 23F. & MAC b1k 2i I

0] LS Hyper-V & FLE84E Hyper-V RS MAC %

11 # % Server Manager > Tools > Hyper-V Manager .
JERPR B Hyper-V £ #2%
$IB 2 {f Hyper-V & B A B 7 Settings, §1 I B AFIHHE.
FE3 /£ Hardware ST
1. i Inside JFREITE L
2. il Advanced Features ] JF MAC il 55 .

3. ¥.ii Enable MAC address spoofing F.i% 144 .

PB4 XHMBEE O EE IR AR,

£ A <{THCE MAC ik B 3

# 0] LIEH Windows Powershell iy 447 1E Hyper-V Lt & MAC K5 .

FIR1 17T Windows Powershell.
T2 FUE MAC Hubik g «
=l
Set-VMNetworkAdapter -VMName S$Svm name\

-ComputerName S$computer name -MacAddressSpoofing On\
-VMNetworkAdapterName Snetwork adapter\r"

1% F Hyper-V #3Z ASAv .



{73 Hyper-V #38 ASAv |

B ==sse

Bc & SSH

[

N

0] LAE Hyper-V & P2 A Virtual Machine Connection 77, JEIT & F4% 104 ASAv it & SSH Vil .
W R A ] Day 0 B s SCPE, el LY RN SSH Vi) . A % TEANE S, S S Day 0 i &
s

PR WAL T A7(E RSA H X
w5
asav# show crypto key mypubkey rsa

B2 WIRASELE RSA B, W 2E A RSA #9714
R

asav (conf t)# crypto key generate rsa modulus 2048
username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management
ssh version 2
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