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packet-tracer

AILERFAL EXEC #i M packet-tracer fiv4:, AR BB KBS0 TG & AR L 5 2 6 JodlEdh .
HTIERE I, R SE 4 4% ICMP. TCP/UDP/SCTP Fl IP iR A B, &l LA
{1 peap < 7 I 0 AN B A T IR e 38 ) T AR RRE

packet-tracer inputifc_name[vlan-idvian_id]icmp [inline-tagtag]
{src_ip| userusername| security-group { namename| tagtag} | fqdnfgdn_string}icmp_value[icmp_code]
[dmac] {dst ip|security-group{namename|tagtag} |fgdnfqdn_string} [detailed] [xml]

packet-tracer inputifc_name[vlan-idvian_id] rawip [inline-tagtag]
{src_ip| userusername| security-group { namename | tagtag} | fqdnfgdn_string} #3i¥ [ dmac]
{dst_ip| security-group { namename|tagtag} |fqdnfqdn string} [detailed] [xml]

packet-tracer inputifc_name[vlan-idvian_id] {tcp|udp|sctp}

[inline-tagtag] {src_ip|userusername| security-group { namename| tagtag}

| fqdnfgdn_string} src_port [dmac]

{dst_ip| security-group { namename | tagtag} | fqdnfqdn_string} dst_port [i£T5i] [detailed] [xml]

packet-tracer
inputifc_namepcappcap_filename [ bypass-checks| decrypted | detailed | persist | transmit | xml | json | force]

Syntax Description

bypass-checks CAk) Geid B X AR [ ) 2k A .

decrypted CAJ3E) KA B A0 4 IPsec/SSL VPN fig %,

detailed CAe) FRAEPEAN IR B4 R

dmac e HIMACHHE . 35 St 3 e 6 DA 1l T AR 40 H bR MAC i
WM SEG B, FAAT A iy R I A R

dst_ip 82 B AR EL T H A5 1Pv4 B IPve Hihl,

dst_port {8 TCP/UDP/SCTP % fi PR ER 1 H Andim 11 M4 w11, 0T gef 2L
M3 TH, 4G vxlanFl genevel #E s 1,

fqdnfqdn_string R B e PR 4, 1% EH0A] DUEYR TP bk AT F Ax 1P Huhik. 1%
SZFFE IPv4 1) FQDN,

force BIBRILAE K peap BREEI-IAT B H peap 1.

icmp Fa 2 BAEH B ICMP.

icmp_type faE ICMP Hli B EREE ) ICMP 1015 . #i R FH ICMPv6 Bl 8 IR EE 5%
[ Ve KA,

icmp_code 852 55 ICMP i (0 BR 5 2% A S TR X6 ) ICMP AR TS o B A ] ICMPv6
B IR EE AR Ve 01 .

—
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Command Default

Command Modes

inputifc_name E{Epice-C/ T ONOP N Ju

inline-tagtag FRoE BN 2 7 CMD {53k h il e A dlbiic (. A i sE
0 - 65533,

json (]3> LL JSON #% Xt 7 B i &%

pcap F& 3¢ peap 1E AN .

pcap_filename AL B B 1Y peap SCIFA4

protocol w5 TP B EERER I B, AN 0 ) 255.

persist CRI%) JH IR ER,  JF A mE b AT B

rawip F e BT A EON S5 TP

sctp g AL Pl SCTP.

security-group {namename | §& 5@ £ -] T Trustsec [ IP-SGT x4k (I 2420 A H br 2t 4 . fasn]

| tagtag } DL 2 A 2 4 PR BlUbR 2 G 5 o

src_port & 5& TCP/UDP/SCTP ${4 4 I i (1 Y5 o 11

src_ip FRE B R ER YR IPv4 5 IPve Hihk.

tcp J& € TAE A MM TCP.

transmit (ATIED) AP NV AL s S0 s

type i€ ICMP Hdfa tL R B (1) ICMP 485 .

udp TR € AL KM UDP.

user F1 /7 44 WRER P AR R TP ik, LA < B\ P IR S 0.
SR T A P B PR P e g b i)

vlan-idvian_id (A3 F55E HiiAt I VLAN B4y . {75 1 - 4096,

xml (k) BL XML #30Bs iR R4 R .

AR STESE NN &

R R AT iy PRI K

-



| pa-pn

packet-tracer .

(LECEEEaN B A AR ZeER
% il - 4
5= R
FERARAT R T « SCFF « SCFF « SCFF « SCFF
Command History ERAS &M%

7.2(1) WINT M4

8.4(2) BN T AN KB -2 00 user username Al fqdn fqdn_string .« FE iy 44 F1
HOFE LT 2 KRBT . U1 0 IPv6 s bR SRR

9.0(1) BEIN T X B IR SCHE o AXSCHF TPV 58 4B E R4 (FQDN).

9.3(1) WINT inlinetaghrid X T-Z 8O0, DISCREIRA SIS 2 )2 CMD ik
()22 A AR I E

9.4(1) BN T AN K T 2800k vian-idvian_id A1 vxlan-innervxlan_inner_tag

9.5(2) CN I sctp BT

9.7(1) SCREIE BT KB I T H T HER MAC Hidik (e 5 R RS R o

9.9.(1) FIN TR ABREA I SRR Al H DD e rT ERER AR & bR,
ININTBTIIETI: persistent. bypass-checks. decrypted. transmit. id il
origin.

9.14(1) SR T HAR R R, DA R B B 0 I AR R S R A AL
B

9.17(1) W58 T packet-tracer fiv%,  LLFCVF peap SCAFAE N BREEIKETN o BTN T X6}
genevell 32 Fr.

7.6 BN S RIG, SNRARY BN 2 5 B

MR

B TR A SRR 2 Ah, AT DUE I ASA BRERE G AR Ay B I, LA S Y
1Z1T . packet-tracer iy 2 R BEMEPAT LA T H#24% -

o AR R T T B B K

* BAIERC B A BT .

o ol T ol A A SO IR CLLAT 1T AT R o
* SR Bl B A e S U T 2

—
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o K PR EEHOE 0 A K R AT

o FR¥EH P 5 43 F1 FQDN 4% IPv4 8% IPv6 Hidik .

o AR R EUE .
% packet-tracer fir & AT FELH L DL ASA U] A FEE AT VRIS E o %S HFLF 50k 2 AbTE
- REME 0 LA P SOR s 15 B F 2 YR A H AR HuhE A St S (i . packet-tracer i

77 K i P DR R AU T N 2 A B IR EREA M VB DU . AR RE TR, CREARSE AN
HAT . PO 2R NAT X s G AT Pl

| B

icfE © FEBUA SR ERAT RS R ER BRI, BRERSS A AP ACL.

s TEAREIAEE T, WATEANE . HE L asp A ARHE BT A ECE Eo Al 3R

LR vian-id SCHE T SAVFEOE GRS BEANSQHE 1T, A0 LR A X € 17 215 VLAN S 43 VRS
THH. VLAN S 0GE M TR PR O Mg s H o SRR DAk, Hp SO B Al O
HegH gL 0.

" PAREAT H 1 MAC Hihk &

LEFEWIP KGR, B A DA VTEPI,  WURAEVLAN oA —AME, AT Ag Rt e H
PRMACHLHE . AEMAFAL S L, Hbs MAC Huhl oy 387 By, (HAERI vian-id B 1)k ml i 7
Bto

FEBS HIBT KR, S A L MR AL B3 I, vian-id SCHE 7 dmae Z2H0E WL .

SRR T 43 A WA 7 K AN AT OC VLAN SR H bR MAC Mtk (82 AR SGAT R 1 58
A5 R

Transparentfirewallmode:

0O VLAN B #% MAC it

=g =Y @) 3
)

VTEP A (] E2A M. M E VLAN R NER, RE0 5 H IMAC
%) Hubk, {EiZHhhbE I ER .

KR A2 T (BVI) | &3 (AT O GRED o 4 P78 VLAN s AE N, Hi MAC
%) s (11| Wy IE] v

Routedfirewallmode:

#O VLAN B 47 MAC it
=gl SN RG] 2%

%)
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#0O VLAN B 4= MAC i
AN Ny =0 | 25

)
Wrgedip | A (ar SN =1 QYY)
Il %)

A S AN D32 24T packet-tracer iy A0, WIRBHE G R E55, WIS LA K
B¢, %41 UN-NAT. ACL. NAT. IP-OPTIONS fl FLOW-CREATION. ZRZu¥ i A iy &
“ALLOW” .

TER KBS E 1] fe S L M E R E A RSO, B ERERAR A B b 5. TRl T,
PR e Za . B, WS i T e bR Sk I U T E A A, WS HIRLL IR ‘W
THORIIP A5k JRPBD M EAHI . 7 WHHER MAC Btk AR50, 08 #0505 60 2 4%
L. 'EAsh ASA LR His MAC Hiht. i3 483] H A MAC #uhit,  JIm] DLFRRPAT packet-tracer,
I H L2 B .

ik packet-tracer (1) VXLAN Fl Geneve S ¥, %80 LLFR 2 P 20 €156 2 J2 U5 AT H #r MAC il
3 ZEMH AR IP Huhik. 25 4 200, 5B 4 Z VA H AR 5 DU 1 (VND . S5, W
AL S FF TCP. SCTP. UDP. J5i44 IP F1 ICMP.

e U 35 FH P s O YR TR 2 P S 4y . ASA $RZR P 1K) TP Mok ok 2 20 A BR R R
S P L B A TP M, WU B 0 8 % TP bk, JF Hi i BonA7E R £ 1P Huhb-F 7 ik
o WA My A R R E TP S0, W ASA KRR FH P NI H AR HhE SRR R H P T
IPv4 8§ IPv6 Ml

TR LR 8 A AR 2 A AR LV E YR . ASA SRR 22 A B FR B A A bid i R TP Hhblk, Jf:
PEHCHE AL R BRI P AT P i bk . R e A bac B2 A 20 4 RRILS 21 2> TP Mk, U A He—
ANTP M, i R AAAE 2 1P HUhE R 2 A 2 bR ic s .

AR LK FQDN F5 58 UMb bk A1 H bribiilb . ASA SEH0AT DNS 254k, KRG A @ 25—
AR [B ) 1P Hdik

F 55 3 )2 BN R L 1 DA F K oL e 11 BUAr B2 KB L e L A s e (b H AR TP 2l ik ASA
EFHBVIZOHATH F—B , st REESSPITWE ROUTE-LOOKUP., It4h, ASEIHER.

TETEBR ARP Fl MAC itk 4 H B DL T, B G ER ER 23 4 24 B AT I ROUTE-LOOKUP, 4R J5 i
BT H A5 MAC HihE I8 LA AR R b o e AT oAb i S SAS X R S ol 43R H B MAC
bk L3 #:00, NKIEA STz bl 3 AR b . T BVI #0248 nameif 247
BeE IR L3 @k, BIARN AT DMAC k.

WAT AR B — IR SR B MAC kAT ARP 45 H I HEL. B8 DMAC 4 H 5, B iR
W B ST . REBRIER.

IR ABRER, P DR EEAE SRR AL 25 2 (AR s IR A A . DA 258 H persist e Ty N S AR ZE 5 S A o
JCERER R . AN B 00 (0 FF AR R T A 00 60, 1d Ak, T DAE O AR s v N 1 s
AR YR A B PE L BB B . packet-id J& R 4185 T0 ) 41 & <node name of the device where the packet
originated>HI— B 5 o 0F ALY s B AR AS B 8 AL, B 1D 1. BE3L
P — AR AR BN B T — AN R AN, F I BEOH B i, SRR s AR A
A B i e S AR BIE L o Host-1 7] Host-2 RIEHH AL . 1AM B 7 K 1% 3] Host-2 2 1T,

—
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SRR S 2 B HEE W o JTEEE i 43 99 { 7R Tracer origin-id B:7 hop 0. Tracer origin-id B:7 hop 1
HI Tracer origin-id B:7 hop 2. JLrp B &%l G H AT s 40K, 7 2l 3, Ronix2
B BCARHET R 7 AN B . R E DT SR I RS B R A R . “BY F1 “7”7
— A B T AR B AL ME— id.  ARAF IR A A B A4 RO T3l i b v £ A% 02 1 A N Bl L S 2 AR )
o A JRZZMIX AT H unique-id FIBEUN, AT XA EER G IREEEIE G, B BSR4t
FEAERES, BEEETE R EAIURR SN A7 I 50 O3 H RE ARG R RN 1 S 1 22 o
X, BRIEFT # ID (AN <origin-owner><id>) , DUFZER EAAE T A R BRI

T LSS VPRI B 25 ASA . I packet-tracer filf HAEHIE T, W DAZE M 4% FAES B, BRIA
LT, B CIR RS S B iy Bz . B REUR )G, SAEmEP A .

Wit packet-tracer i ] bypass-checks #10, w1 LAZgit ACL. VPN idJ€2%. uRPF Fl IPsec kg £
ERINIEH T ALFH A4, I HAS Z A IPsec Zdi .

A LORE S A RN VPN BEIE, RO, & T IPSec M TLS. & n] DAUBHLE L VPN
BEIE B . BRI« OO BRI T VPN BRIE HEATULHC, I8 DGR 1) % 18 SR
R, URThREANE T35 T 2% fi ¥ VPN B&iE

packet-tracer ¥ A FHERER AN S LR, Al peap JCBE - I RO QLR ER AR B AN AL (B2
100 MEFEE) HEREAEAN BRI peap SCHE AN, L XML 5k JSON A% 203k
ERDIIHATHE— D00 HT . EREBRERES T, 754 clear packet-tracer [f] pcap trace Ty & . 7EEREF
RERE, B TCVAE FH ER R

HEETIE T Dotlq bRl Bdl L) peap I, TR fl DR Ecd €0 B0 35 7E BT St TIC B 1R A -4 11 F) o
K

o
PA R 7 7 24 HiA T A«
—————— INSIDE (VLAN 100) FTD (VLAN 200) OUTSIDE ------

WIARAE INSIDE 74 1 By TCP SYN #idls 0, WHZE 1) Dotlq Axid 4204 VLAN
100, R, iR[EGE (W, TCP SYN/ACK) K Dotlq Axic Hr 4240 & VLAN 200.

\)

AR W EMCINSIDE #: 0 ERsk, R EATA B 6K Dotlq FRZEHHA VLAN 100, I FE i

B (SYN/ACK 93 A\ INSIDE 182 11) &

LA 7 s s fer 4 B peap STHAR A #is NIZ AT packet-tracer:

ciscoasa# packet-tracer input inside pcap http get.pcap detailed xml

PAR 79 s e e 375 BRBLA 1) peap BRERZGE0H DXIFHR Bt peap STIFHAE Ay A KIZAT

packet-tracer:

ciscoasa# packet-tracer input inside pcap http get.pcap force

DU 7l BRI oK A 34 0 ICMP B840 . 45 38R 1W], T I m) AR S0 UE R (RPF)
B BT IR S5 DR AT BE 2 A M B e L HL 5 A B 1 IR PRy bk 0 N A1 4

-
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Fo [AIRE, DRI MORFIJRHIEBE N N #5112 il td,  IRDA UL RE A e
(BROABK 1D fiR7msh i .

ciscoasa# packet-tracer input inside icmp 10.15.200.2 8 0$

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd793b4al0, priority=12, domain=capture, deny=false
hits=621531641, user data=0xd7bbe720, cs_id=0x0, 13 type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000

Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd7dc31d8, priority=1, domain=permit, deny=false
hits=23451445222, user data=0x0, cs_id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000

Phase: 3

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 10.15.216.0 255.255.252.0 inside
Phase: 4

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside
Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: inside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (rpf-violated) Reverse-path verify failed

PUR /- BREEM 201.1.1.1 F] 202.1.1.1 [ HTTP % 11/ TCP £ 6.

ciscoasa# packet-tracer input inside tcp 201.1.1.1 13 202.1.1.1 324 000c.29a3.b07a detailed
Result:

Action: drop

Drop-reason: (dst-12 lookup-fail) Dst MAC L2 Lookup Failed

—
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ciscoasa# packet-tracer input inside tcp 201.1.1.1 13 202.1.1.1 324 000c.29a3.b07a detailed
Phase: 1
Type: L2-EGRESS-IFC-LOOKUP
Subtype: Destination MAC Address Lookup
Result: ALLOW
Config:
Additional Information:
Destination MAC address lookup resulted in egress ifc outside
Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x7fdbe83542f0, priority=1, domain=permit, deny=false
hits=7313, user_data=0x0, cs_id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000
input ifc=inside, output_ ifc=any
Phase: 3
Type: ACCESS-LIST
Subtype: log
Result: ALLOW
Config:
access—-group ALLOW global
access-list ALLOW extended permit ip any any
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x7fdbd94026a0, priority=12, domain=permit, deny=false
hits=8, user data=0x7fdbf07cbd00, cs i1d=0x0, use real addr,
flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any
Phase: 4
Type: NAT
Subtype: per-session
Result: ALLOW
Config:
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x7fdbd90a2990, priority=0, domain=nat-per-session, deny=false
hits=10, user_data=0x0, cs_id=0x0, reverse, use_real addr,
flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any
Phase: 5
Type: IP-OPTIONS
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0x7fdbe8363790, priority=0, domain=inspect-ip-options, deny=true
hits=212, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input ifc=inside, output_ ifc=any
Phase: 6
Type: NAT
Subtype: per-session

-
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Result: ALLOW
Config:
Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x7£fdbd90a2990, priority=0, domain=nat-per-session, deny=false
hits=12, user_data=0x0, cs_id=0x0, reverse, use real addr,

flags=0x0, protocol=6

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
Phase: 7

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x7fdbd93dfcl0, priority=0, domain=inspect-ip-options, deny=true
hits=110, user_ data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside, output ifc=any

Phase: 8

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 221, packet dispatched to next module

Module information for forward flow -
snp_fp tracer drop

snp_fp inspect ip options
snp_fp tcp normalizer

snp_fp translate

snp_fp tfw

snp_fp fragment

snp_ifc stat

Module information for reverse flow -
snp_ fp tracer drop

snp_fp inspect ip options
snp_fp_tcp normalizer

snp_fp translate

snp_fp_ tfw

snp_ fp fragment

snp_ifc stat

Result:

input-interface: inside
input-status: up
input-line-status: up

Action: allow

444 command example

ciscoasa (config) # command example
resulting screen display here
<Text omitted.>

DL 7 BR E A 10.100.10.10 31 10.100.11.11 (¥ HTTP 3 L1/ TCP ¥dhitu,. 45 B L eI
266y [l BRI 2 3% e

ciscoasa(config)# packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11 80
Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

| —
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Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:

Implicit Rule

Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

PLR 7R i 7 a5 HH P 44 CISCOabe BREE M A FE ML 10.0.0.2 RIAMTEHL 20.0.0.2 (1%
P

ciscoasa# packet-tracer input inside icmp user CISCO\abc 0 0 1 20.0.0.2
Source: CISCO\abc 10.0.0.2
Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 20.0.0. 255.255.255.0 outside
Result:

input-interface: inside
input-status: up
input-line-status: up
output-interfce: outside
output-status: up
output-line-status: up

Action: allow

PLR 78] 5 s o] BR K 1 P 4424 CISCO\abe [R5 ML 20.0.0.2 (%41, Ff:LL XML
F 2 BRI 4 R

<Source>
<user>CISCO\abc</user>
<user-ip>10.0.0.2</user-ip>
<more-ip>1</more-ip>
</Source>

<Phase>

<id>1</id>
<type>ROUTE-LOOKUP</type>
<subtype>input</subtype>
<result>ALLOW</result>
<config>

</config>

<extra>

in 20.0.0.0 255.255.255.0 outside
</extra>

</Phase>

-

pa-pn |
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PLR 75451 3k 7 G ] BR 5 M P9 358 £ H L xyz.example.com F4M i T- 41 abe.example.com 5054,

ciscoasa# packet-tracer input inside tcp fgdn xyz.example.com 1000 fgdn abc.example.com 23

Mapping FQDN xyz.example.com to IP address 10.0.0.2

(More IP addresses resolved. Please run “show dns-host” to check.)

Mapping FQDN abc.example.com to IP address 20.0.0.2

(More IP addresses resolved. Please run “show dns-host” to check.)

Phase: 1

Type: ROUTE-LOOKUP
Subtype: input

Result: ALLOW

Config:

Additional Information:

LA R sl s iz din 2 1Y) packet-tracer i, LR 2 A 4UARZE WU 1) TP il

ciscoasa# packet-tracer input inside tcp security-group name alpha 30 security-group tag

31 300

Mapping security-group 30:alpha to IP address 10.1.1.2.
Mapping security-group 3l:bravo to IP address 192.168.1.2.
Phase: 1

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 192.168.1.0 255.255.255.0 outside....

PL R /s {27~ packet-tracer fiv &M, WonEE 2 J2 SGT sLjii:

ciscoasa# packet-tracer input inside tcp inline-tag 100 10.1.1.2 30 192.168.1.2 300

DL 7R HEIR VXLAN % UDP/TCP 1 ICMP P33 H4u 1) 3 3¢

packet-tracer in inside udp 30.0.0.2 12345 30.0.0.100 vxlan vxlan-inner 1234 1.1.1.1 11111
2.2.2.2 22222 aaaa.bbbb.cccc aaaa.bbbb.dddd detailedOuter packet: UDP from 30.0.0.2 to
30.0.0.100 (vtep/nve source-interface IP) with default vxlan destination port.

Inner packet: VXLAN in-tag 1234, UDP from 1.1.1.1/11111 to 2.2.2.2/22222 with smac

aaaa.bbbb.cccc and dmac aaaa.bbbb.dddd

PAR 7R ] s A SR A 6 2 TR AT s K BRI (0 i

ciscoasa# cluster exec show packet-tracer

B(LOCAL) :*************************************************************

tracer 10/8 (allocate/freed), handle 10/8 (allocated/freed),
======= Tracer origin-id B:7, hop 0 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type
<Snipping phase 1-3: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>
Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (1) am asking director (0).

Phase: 5

Type: CLUSTER-EVENT

0,

error 0

code 0)
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Subtype: forward

Result: ALLOW

Config:

Additional Information:

To A(0), cg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10
======= Tracer origin-id B:7, hop 2 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)

<Snipping phase 1-3: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From A(0), cg type CQ FLOW OWNER REPLY (18), flags 0, frag-cnt 0, trace-options 0x10
<Snipping phase 2-4: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP>

Phase: 5

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (1) have been elected owner by (0).

<Snipping phase 6-16: ACCESS-LIST, NAT, IP-OPTIONS, INSPECT, INSPECT, FLOW-CREATION,
ACCESS-LIST, NAT, IP-OPTIONS, ROUTE-LOOKUP, ADJACENCY-LOOKUP>
A:********************************************************************

tracer 6/5 (allocate/freed), handle 6/5 (allocated/freed), error 0

======= Tracer origin-id B:7, hop 1 =======

packet-id: icmp src inside:15.11.1.122 dst 15.11.2.124 (type 0, code 0)

Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From B(l), cg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10
<Snipping phase 2-7: CAPTURE, ACCESS-LIST, ROUTE-LOOKUP, ACCESS-LIST, NAT, IP-OPTIONS>
Phase: 8

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'inside'

Flow type: NO FLOW

I (0) am director, not creating dir flow for ICMP pkt recvd by (1).

Phase: 9

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To B(l), cg type CQ FLOW OWNER REPLY (18), flags 0, frag-cnt 0, trace-options 0x10
ciscoasa#

PAR 79 2 A 1] origin A1 id 26 T MR AE 1Y s SRR A €0 I P 13 -

cluster2-asa5585a# cluster exec show packet-tracer | i origin-id

b(LOCAL) :*************************************************************
Tracer origin-id b:2,
Tracer origin-id b:2,
a:********************************************************************

-
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Tracer origin-id a:17, hop 0 =======
Tracer origin-id b:2, hop 1 ==
Tracer origin-id b:2, hop 3 =======

cluster2-asa5585a#

cluster2-asa5585a# cluster exec show packet-tracer ori
cluster2-asa5585a# cluster exec show packet-tracer origin b id 2
b(LOCAL) :*************************************************************
tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed), error 0
======= Tracer origin-id b:2, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8, code 0)
Phase: 1

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 2

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

Phase: 3

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: NO FLOW

I (1) am asking director (0).

Phase: 4

Type: CLUSTER-EVENT

Subtype: forward

Result: ALLOW

Config:

Additional Information:

To a(0), cqg type CQ FLOW OWNER REQUEST (17), flags 0, frag-cnt 0, trace-options 0x10
Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

======= Tracer origin-id b:2, hop 2 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 0, code 0)

Phase: 1

Type: CLUSTER-EVENT
Subtype: receive
Result: ALLOW

Config:

Additional Information:
From a(0), cqg type CQ FLOW OWNER REPLY (18), flags 0, frag-cnt 0, trace-options 0x10
Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:

| —
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MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc
Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (1) have been elected owner by (0).
Phase: 5

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

-

identity
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Config:

Additional Information:
Phase: 13

Type: CLUSTER-REDIRECT

Subtype: cluster-redirect

Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: FULL

I (1) am redirecting to
Phase: 15

Type: CLUSTER-EVENT
Subtype: forward
Result: ALLOW

Config:

Additional Information:

To a(0), cg type CQ FLOW(1l),

Result:

input-interface: outside?2

input-status: up
input-line-status: up

output-interface: NP Identity Ifc

Action: allow

a:********************************************************************
tracer 20/17 (allocate/freed),
======= Tracer origin-id b:2,
packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10

Phase: 1

Type: CLUSTER-EVENT
Subtype: receive
Result: ALLOW

Config:

Additional Information:

From b(l), cg type CQ FLOW OWNER REQUEST (17),

Phase: 2
Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW
Config:
Additional Information:

found next-hop 214.1.1.10 using egress ifc

Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 5

Type: IP-OPTIONS
Subtype:

due to matching action

frag-cnt 0,

handle 20/17

(allocated/freed),

identity

(1) .

trace-options 0x10

flags 0, frag-cnt O,

packet-tracer .

trace-options 0x10
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Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'
Flow type: NO FLOW
I (0) am director,
Phase: 7

Type: CLUSTER-EVENT
Subtype: forward
Result: ALLOW
Config:

Additional Information:

To b(l), cg_type CQ FLOW OWNER REPLY(18),
Result:
input-interface:
input-status: up
input-line-status: up
output-interface: NP Identity Ifc
Action: allow

Tracer origin-id b:2, hop 3
packet-id: icmp src outside2:212.1.1.9 dst
Phase: 1

Type: CLUSTER-EVENT

Subtype: receive

Result: ALLOW

Config:

Additional Information:

From b(l), cg type CQ FLOW(1),
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc
Phase: 4

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside2'

Flow type: NO FLOW

I (0) have been elected owner by
Phase: 5

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

outside?2

flags 0,

(0) .

-

found static rule to classify owner as

frag-cnt 0,

(253) .

flags 0, frag-cnt 0, trace-options 0x10

214.1.1.10 (type 0, code 0)

trace-options 0x10

identity
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Additional Information:

Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 13

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: VPN

packet-tracer .

—



. packet-tracer

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 17

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 18

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 70, packet dispatched to next module
Phase: 19

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity

Phase: 20

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 0.0.0.0 on interface outside
adjacency Active

mac address 0000.0000.0000 hits 1730 reference 6

Phase: 21

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

Config:

Additional Information:

Input route lookup returned ifc inside is not same as existing ifc outside
Doing adjacency lookup lookup on existing ifc outside2
Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

cluster2-asa5585a#

cluster2-asa5585a#

cluster2-asa5585a#

cluster2-asa5585a# cluster exec show packet-tracer origin a

b(LOCAL) :*************************************************************

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed), error 0
a:********************************************************************
tracer 20/17 (allocate/freed), handle 20/17 (allocated/freed), error O
======= Tracer origin-id a:17, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8, code 0)
Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc identity

-
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Phase: 2

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'
Flow type: NO FLOW

I (0) am becoming owner
Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:

packet-tracer .
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Phase: 12

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 69, packet dispatched to next module
Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 0.0.0.0 using egress ifc identity

Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 0.0.0.0 on interface outside
adjacency Active

mac address 0000.0000.0000 hits 1577 reference 6

Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

cluster2-asa5585a#

cluster2-asa5585a# cluster exec show packet-tracer id 17

b(LOCAL) :*************************************************************

tracer 3/1 (allocate/freed), handle 3/1 (allocated/freed), error 0
a:********************************************************************
tracer 20/17 (allocate/freed), handle 20/17 (allocated/freed), error O
======= Tracer origin-id a:17, hop 0 =======

packet-id: icmp src outside2:212.1.1.9 dst 214.1.1.10 (type 8, code 0)
Phase: 1

Type: ROUTE-LOOKUP

-
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Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.10 using egress ifc
Phase: 2

Type: CLUSTER-EVENT

Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside2'

Flow type: NO FLOW

I (0) am becoming owner
Phase: 3

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
Phase: 4

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 5

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 6

Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

identity

packet-tracer .
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Type: CLUSTER-REDIRECT
Subtype: cluster-redirect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 69, packet dispatched to next module
Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 0.0.0.0 using egress ifc identity
Phase: 18

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

found adjacency entry for Next-hop 0.0.0.0 on interface outside
adjacency Active

mac address 0000.0000.0000 hits 1577 reference 6
Result:

input-interface: outside?2

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

Action: allow

cluster2-asa5585a#

LUR 7R B g 1 ey SRS 5 o R R AR B

ciscoasa# cluster exec clear packet-tracer
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BAE IPSec FEIE FPE MRS OB, #2002 — 225 F. WK PIRY IPSec BEIE, R4t
WORETRI R . B R IPSec PEE S, Ak,

PAF 7551 i AT IR not Bip % IPSec B&IE LA A AR 25 2 40,

cluster2-asa5585a(config) # packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21
decrypted
R R R R R I R I I I R R I E dh E E E E b bk b b b b h E dh h E b b E b b h E b b E E E E b b b 3 b i
WARNING: An existing decryption SA was not found. Please confirm the
IPsec Phase 2 SA or Anyconnect Tunnel is established.
R R R R R I I R I I I R I E dh E E b E bk h b dh b h E h b E b b E b dh E b h E E E E b b 3h h b i
Phase: 1
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
MAC Access list
Phase: 2
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside2
Phase: 3
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) got initial, attempting ownership.
Phase: 4
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) am becoming owner
Phase: 5
Type: ACCESS-LIST
Subtype: log
Result: ALLOW
Config:
access—-group ALLOW global
access-list ALLOW extended permit ip any any
Additional Information:
Phase: 6
Type: NAT
Subtype: per-session
Result: ALLOW
Config:
Additional Information:
Phase: 7
Type: IP-OPTIONS
Subtype:
Result: ALLOW
Config:

| —
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Additional Information:

Phase: 8

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy

class inspection default

inspect ftp

service-policy global policy global
Additional Information:

Phase: 9

Type: VPN

Subtype: ipsec-tunnel-flow
Result: DROP

Config:

Additional Information:

Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside?2
output-status: up
output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule
cluster2-asa5585a (confiqg) #

AR 7 81 156 B AR ] B3 B TP Sec B& T8 DAV At 5 HHi 40«

cluster2-asa5585a# packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21 decrypted
Phase: 1
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside2
Phase: 2
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) got initial, attempting ownership.
Phase: 3
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) am becoming owner
Phase: 4
Type: ACCESS-LIST
Subtype: log
Result: ALLOW
Config:
access—-group ALLOW global

Il ra-pn
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access-list ALLOW extended permit ip any any

Additional Information:

Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic

policy-map global policy
class inspection default
inspect ftp

service-policy global policy global

Additional Information:

Phase: 8

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic

policy-map global policy
class inspection default
inspect ftp

service-policy global policy global

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: VPN

Subtype: encrypt

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: encrypt

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: VPN

packet-tracer .
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-

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 14

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 15

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 17

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 18

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 19

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 20

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 21

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1099,

Phase: 22
Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW
Config:
Additional Information:

found next-hop 214.1.1.9 using egress ifc

Phase: 23

Type: ACCESS-LIST
Subtype:

Result: ALLOW

packet dispatched to next module
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Config:
Implicit Rule
Additional Information:
Phase: 24
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Phase: 25
Type: FLOW-CREATION
Subtype:
Result: ALLOW
Config:
Additional Information:
New flow created with id 1100, packet dispatched to next module
Phase: 26
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside?2
Phase: 27
Type: ADJACENCY-LOOKUP
Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW
Config:
Additional Information:
found adjacency entry for next-hop 214.1.1.9 on interface outside
adjacency Active
mac address 4403.a74a.9%9a32 hits 99 reference 2
Result:
input-interface: outside
input-status: up
input-line-status: up
output-interface: outside?2
output-status: up
output-line-status: up
Action: allow

D NI DK iRl B/ WA R D E PN €T ER L P B L e Mnk [ E/R D EPN IOV E1 R

packet-tracer .

cluster2-asa5585a (config) # packet-tracer input outside icmp 211.1.1.10 8 0 213.1.1.10

transmit
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access list
Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
MAC Access list
Phase: 3
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface

—
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Result: ALLOW
Config:
Additional Information:

found next-hop 214.1.1.9 using egress ifc

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:

Input interface: 'outside'

Flow type: NO FLOW

I (0) am becoming owner
Phase: 5

Type: ACCESS-LIST
Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global
access-list ALLOW extended permit ip any any

Additional Information:
Phase: 6

Type: NAT

Subtype: per-session
Result: ALLOW

Config:

Additional Information:
Phase: 7

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type:

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: INSPECT

Subtype: np-inspect
Result: ALLOW

Config:

Additional Information:
Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW
Config:
Additional Information:

pa-pn |
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Phase: 13

Type:

Subtype:

Result: ALLOW
Config:

Additional Information:
Phase: 14

Type: FLOW-CREATION
Subtype:

Result: ALLOW
Config:

Additional Information:

packet-tracer .

New flow created with id 6449, packet dispatched to next module

Phase: 15

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global

access-list ALLOW extended permit ip any any
Additional Information:

Phase: 16

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 17

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 18

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside?2
Phase: 19

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

found adjacency entry for next-hop 214.1.1.9 on interface
adjacency Active

mac address 4403.a74a.9%9a32 hits 15 reference 1
Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: outside?2

output-status: up

output-line-status: up

Action: allow

cluster2-asa5585a (confiqg) #

LA R /s B AR A% 42 11 T3l 3R ) ICMP 3048 .«

cluster2-asa5585a(config) # cluster exec show capture test |

outside

i icmp

a(LOCAL) :*************************************************************

14: 02:18:16.717736 802.1Q vlan#212 PO 211.1.1.10 > 213.1.1.10: icmp: echo request
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cluster2-asa5585a (confiqg) #

Kol IR ER G I SAT R A I IR s GRS R P AU IR LR B BOEAT iR 1 Tk R R DL die £
T HAIR:

o DAL LS 2 (A AR AIEE IPSec fEiE .
o AN A IA] I TPSec BEIE WA ZIMN R, I HA A B0 G fi 2 & 5 57
* IPSec WhiI5e %, BEIE ).

o BRI RSN G, TEAREE R B K% B e sk S B s e iR Y
KA (ACL. VPN i JE%s) .

ARANEE IPSec PEiH:

cluster2-asa5585a(config)# sh crypto ipsec sa
There are no ipsec sas
cluster2-asa5585a (confiqg) #

B& T8 Bl i AL RE T4 -

cluster2-asa5585a(config) # packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21
bypass-checks

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2

Phase: 4

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

Config:

Additional Information:
Input interface: 'outside'
Flow type: NO FLOW

I (0) got initial, attempting ownership.
Phase: 5

Type: CLUSTER-EVENT
Subtype:

Result: ALLOW

-
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Config:
Additional Information:
Input interface: 'outside'

Flow type: NO FLOW

I (0) am becoming owner
Phase: 6

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group ALLOW global
access-list ALLOW extended permit ip any any

Additional Information:
Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:
Phase: 8

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 9

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic
policy-map global policy
class inspection default

inspect ftp

service-policy global policy global

Additional Information:
Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 11

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default
match default-inspection-traffic

policy-map global policy
class inspection default

inspect ftp

service-policy global policy global

Additional Information:
Phase: 12

Type: VPN

Subtype: ipsec-tunnel-flow
Result: ALLOW

Config:

Additional Information:
Phase: 13

Type: VPN

Subtype: encrypt

| —



. packet-tracer

7]

Result: DROP

Config:

Additional Information:
Result:

input-interface: outside
input-status: up
input-line-status: up
output-interface: outside?2
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule
cluster2-asa5585a (confiqg) #

T8 IPSec Pzid i H.FEE )8 3 )5

cluster2-asa5585a#

Il ra-pn

cluster2-asa5585a (config)# sh crypto ipsec sa
interface: outside2

Crypto map tag: crypto-map-peer4, seq num: 1, local addr: 214.1.1.10
access-list toPeer4 extended permit ip host 211.1.1.1 host 213.1.1.2
local ident (addr/mask/prot/port): (211.1.1.1/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (213.1.1.2/255.255.255.255/0/0)
current peer: 214.1.1.9
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0
#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0
#send errors: 0, #recv errors: 0
local crypto endpt.: 214.1.1.10/500, remote crypto endpt.: 214.1.1.9/500
path mtu 1500, ipsec overhead 74 (44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df
ICMP error validation: disabled, TFC packets: disabled
current outbound spi: A642726D
current inbound spi : CF1E8F90

inbound esp sas:
spi: OxCF1E8F90 (3474886544)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 2, crypto-map: crypto-map-peeré
sa timing: remaining key lifetime (kB/sec): (4285440/28744)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: OxA642726D (2789372525)
SA State: active
transform: esp-aes-256 esp-sha-hmac no compression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 2, crypto-map: crypto-map-peeré
sa timing: remaining key lifetime (kB/sec): (4239360/28744)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
cluster2-asa5585a (confiqg) #

pa-pn |
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BEE RS, RVPEdiEtaEL, JF i T T bypass-checks i85, Rt okl 224k .

cluster2-asab585a# packet-tracer input outside tcp 211.1.1.1 5050 213.1.1.2 21 bypass-checks

Phase: 1
Type: ROUTE-LOOKUP
Subtype: Resolve Egress Interface
Result: ALLOW
Config:
Additional Information:
found next-hop 214.1.1.9 using egress ifc outside2
Phase: 2
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) got initial, attempting ownership.
Phase: 3
Type: CLUSTER-EVENT
Subtype:
Result: ALLOW
Config:
Additional Information:
Input interface: 'outside'
Flow type: NO FLOW
I (0) am becoming owner
Phase: 4
Type: ACCESS-LIST
Subtype: log
Result: ALLOW
Config:
access—-group ALLOW global
access-list ALLOW extended permit ip any any
Additional Information:
Phase: 5
Type: NAT
Subtype: per-session
Result: ALLOW
Config:
Additional Information:
Phase: 6
Type: IP-OPTIONS
Subtype:
Result: ALLOW
Config:
Additional Information:
Phase: 7
Type: INSPECT
Subtype: inspect-ftp
Result: ALLOW
Config:
class-map inspection default
match default-inspection-traffic
policy-map global policy
class inspection default
inspect ftp
service-policy global policy global
Additional Information:
Phase: 8
Type: VPN

| —
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-

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 9

Type: INSPECT

Subtype: inspect-ftp

Result: ALLOW

Config:

class-map inspection default

match default-inspection-traffic

policy-map global policy
class inspection default
inspect ftp

service-policy global policy global

Additional Information:

Phase: 10

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: VPN

Subtype: encrypt

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: VPN

Subtype: encrypt

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Phase: 15

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 16

Type: VPN

Subtype: ipsec-tunnel-flow

Result: ALLOW

Config:

Additional Information:

Phase: 17

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

pa-pn |
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Phase: 18

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:
Phase: 19

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 20

Type: VPN

Subtype: encrypt
Result: ALLOW

Config:

Additional Information:
Phase: 21

Type: FLOW-CREATION
Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1099, packet dispatched to next module
Phase: 22

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside?2
Phase: 23

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Phase: 24

Type: ACCESS-LIST

Subtype:

Result: ALLOW

Config:

Implicit Rule

Additional Information:

Phase: 25

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 1100, packet dispatched to next module
Phase: 26

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 214.1.1.9 using egress ifc outside2
Phase: 27

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

packet-tracer .
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Config:

Additional Information:

found adjacency entry for next-hop 214.1.1.9 on interface outside
adjacency Active

mac address 4403.a74a.9%9a32 hits 99 reference 2
Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: outside?2

output-status: up

output-line-status: up

Action: allow

PAUR sl RIS HAT T — Bk ARP 4% H 9 FLE AL TCP Hidli .

ciscoasa# packet-tracer input inside tcp 192.168.100.100 12345 192.168.102.102 80 detailed

Phase: 1

Type: ROUTE-LOOKUP

Subtype: No ECMP load balancing

Result: ALLOW

Config:

Additional Information:

Destination is locally connected. No ECMP load balancing.

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group TEST global

access-list TEST advanced trust ip any any

Additional Information:

Forward Flow based lookup yields rule:

in 1id=0x2ae2aB8aabe90, priority=12, domain=permit, trust

hits=17, user_data=0x2ae29%aabcl00, cs_id=0x0, use_real addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=34, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=any, output ifc=any

Phase: 4

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a8488800, priority=0, domain=inspect-ip-options, deny=true
hits=22, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

Il ra-pn
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src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside(vrfid:0), output ifc=any

Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=36, user_data=0x0, cs_id=0x0, reverse, use real addr, flags=0x0,

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options,

hits=10, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 7

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 21, packet dispatched to next module
Module information for forward flow

snp_fp inspect ip options

snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 8

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 9

packet-tracer .

protocol=6
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Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC

Result: ALLOW
Config:
Additional Information:

found adjacency entry for next-hop 192.168.102.102 on interface

Adjacency :Active

mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: inside(vrfid:0)
input-status: up
input-line-status: up
output-interface: outside (vrfid:0)
output-status: up
output-line-status: up

Action: allow

outside

pa-pn |

PUR 7R B BRI T /DA 200 T — Bk ARP 4% H i 25 58 1) TCP Bdla L. Wi, EF
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<Displays same phases as in the previous example till Phase 8>

Result:

input-interface: inside(vrfid:0)
input-status: up
input-line-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Drop-reason: (no-v4-adjacency) No valid V4 adjacency. Check ARP table

(show arp)

for nexthop., Drop-location: frame snp fp adj process cb:200 flow (NA)/NA

LUR 7R Bl 7 48] NAT Ay i (1) R — B4 e b 10 e (L BR s -

ciscoasa# sh run route

route inside 0.0.0.0 0.0.0.0 192.168.100.100 1
route outside 0.0.0.0 0.0.0.0 192.168.102.102 10

ciscoasa# sh nat detail
Manual NAT Policies (Section 1)

has entry

1 (outside) to (dmz) source static src real src mapped destination static dest real

dest mapped

translate hits = 3, untranslate hits
Source - Origin: 9.9.9.0/24, Translated:
Destination - Origin: 192.168.104.0/24,

10.10.10.0/24

Translated: 192.168.104.0/24

ciscoasa# packet-tracer input dmz tcp 192.168.104.104 12345 10.10.10.10 80 detailed

Phase: 1

Type: UN-NAT
Subtype: static
Result: ALLOW
Config:

nat (outside,dmz) source static src real src mapped destination static dest real dest mapped

Additional Information:

NAT divert to egress interface outside (vrfid:0)
Untranslate 10.10.10.10/80 to 9.9.9.10/80

Phase: 2
Type: ACCESS-LIST
Subtype: log

W ra-pn
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Result: ALLOW

Config:

access—-group TEST global

access-list TEST advanced trust ip any any

Additional Information:

Forward Flow based lookup yields rule:

in 1id=0x2ae2aB8aabe90, priority=12, domain=permit, trust

hits=20, user_ data=0x2ae29%aabcl00, cs_id=0x0, use real addr, flags=0x0, protocol=0
src ip/1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (outside,dmz) source static src_real src_mapped destination static dest real dest mapped
Additional Information:

Static translate 192.168.104.104/12345 to 192.168.104.104/12345
Forward Flow based lookup yields rule:

in 1id=0x2ae2aB8aad4ff0, priority=6, domain=nat, deny=false

hits=4, user data=0x2ae2a8a9d690, cs 1d=0x0, flags=0x0, protocol=0
src ip/1d=192.168.104.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ifc=dmz (vrfid:0), output ifc=outside(vrfid:0)

Phase: 4

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=40, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 5

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a89delb0, priority=0, domain=inspect-ip-options, deny=true
hits=4, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ ifc=dmz (vrfid:0), output ifc=any

Phase: 6

Type: NAT

Subtype: rpf-check

Result: ALLOW

Config:

nat (outside,dmz) source static src_real src _mapped destination static dest real dest mapped
Additional Information:

Forward Flow based lookup yields rule:

out i1d=0x2ae2a8aa53d0, priority=6, domain=nat-reverse, deny=false

hits=5, user data=0x2ae2a8a9d580, cs_ 1d=0x0, use real addr, flags=0x0, protocol=0
src ip/1d=192.168.104.0, mask=255.255.255.0, port=0, tag=any

| —
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dst ip/id=9.9.9.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ ifc=dmz (vrfid:0), output ifc=outside(vrfid:0)

Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=42, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 8

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options, deny=true
hits=13, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 9

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 24, packet dispatched to next module
Module information for forward flow

snp_fp inspect ip options

snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.100.100 using egress ifc inside(vrfid:0)

Phase: 11

Type: SUBOPTIMAL-LOOKUP
Subtype: suboptimal next-hop

-
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Result: ALLOW

Config:

Additional Information:

Input route lookup returned ifc inside is not same as existing ifc
Doing adjacency lookup lookup on existing ifc outside

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 13

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

packet-tracer .

outside

found adjacency entry for Next-hop 192.168.102.102 on interface outside

Adjacency :Active
mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: dmz (vrfid:0)
input-status: up
input-line-status: up
output-interface: outside (vrfid:0)
output-status: up
output-line-status: up

Action: allow

The following example depicts packet tracer for sub-optimal routing with NAT, where, the

packet is dropped due to non-reachable nexthop.
ciscoasa# sh run route
route inside 0.0.0.0 0.0.0.0 192.168.100.100 1

ciscoasa# sh nat detail
Manual NAT Policies (Section 1)

1 (outside) to (dmz) source static src_real src _mapped destination static dest real

dest mapped

translate hits = 3, untranslate hits = 3

Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24

Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

<Displays same phases as in the previous example till Phase 11>
Result:

input-interface: dmz (vrfid:0)

input-status: up

input-line-status: up

output-interface: outside (vrfid:0)

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame
snp_fp adjacency internal:5890 flow (NA)/NA

R SR, REROREN R AR B N 9.22(1) THG, IXUefE BRI R H
P BRI AR EEL S ERI O R AR BT AL R A BN R, DU 2 G 4144

ESEPSY IR

Phase: 2

—
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Type: OBJECT_ GROUP_SEARCH

Subtype:

Result: ALLOW

Elapsed time:
Config:

47005 ns

Additional Information:

Source object-group match count:
Source NSG match count:
Destination NSG match count:
Classify table lookup count:
Total lookup count:

Duplicate key pair count:
Classify table match count:

w o W s oo N

Related Commands &L

L RA

capture

MPAIR AL, SRR

show capture

FEARSR E IR Sl AR IC &

show
packet-tracer

RIEAE PCAP SUF I AT 1A B ER ER 4 (K ERER G2 vh X A i

-

pa-pn |
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pager

pager .

FEBLEAE Telnet 2305 HHIL “ ---More--- 7 $&7R 5 Z i U L R 7s FIBRIATHL  TH/E 4 Rl AT
fiiH] pager T4

pager [ lines]lines

Syntax Description

Command Default

Command Modes

[linesllines ¥ & 76 B “ T % 7 PR BT U _EAUATE. BRIMIE R 24 1T: 0 Ko LTI BR
fille VUEE 0 31 2147483647 17, lines K/ 1E N, I H TG AT BB A% 8+,
i 2 IR Th BE AR & AH R ) o

ERIE N 24 17
RIS AR 2 B
R Bh A SRS REER
picy: iERA A~ g
(L3 EX:
2 JRRCE < S ° SCHF ° SCHF ° SCHF

Command History

EmERE

CR_Examples

RRA &%

70(1) v 4 CNRAAL EXEC R 4 S 0k 2RI B Ar 4. terminalpager i & #5375 I 4 45
B EXEC B 4.

U4 S K Telnet 25 TR RIERIA T IPLRBRBE R, WUR AN SO T2 10K B8, 1 ] terminalpager
ﬁ/‘%o

U R Telnet #ENEEE ERSC, MRYER D) B Al BRSO, SHRPHLZ K 1 B K PR BE YR 1) pager
Sif, B R SOR a A R AR R E . BT AR E, AR E
terminalpager @4, WAT LI AT B R SO N % pager i 4. B TORRETI SN E RS B R
SCRCE 21, 1% pager fir 21K BT v E N T 24 1T Telnet 4314

PR 7K Stz (14T 2O 50 20:

ciscoasa(config)# pager 20

Related Commands

we AR
clear configure terminal Vi I 2 N T AR

—
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. pager

we 15t #A

By

show running-config terminal | {5} 77524 {7 & i i & .

terminal RURGH &N B B/REE Telnet 235 .

terminal pager WELE “-—-more-— " IR ZHITE Telnet 231 B - AT b ar A
SRR E .

terminal width 14 Ry e B A B o ks R

-
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page style .

page style

H5E ] WebVPN H JiE: 31 2 4 1 45 B 7R B WebVPN TLTHT, 15 AE webvpn 2 fHIFC B2 8 1%
pagestyle fiT %o 22 HC & PR iy & I S BUE RSk, 5 b 21 nofE s

page style {H
[no] page style value

Syntax Description  \alle 25 ke (CSS) B8 (IR% 256 MF1E) -

Command Default BRI T A 2 Ay background-colour:white; font-family: Arial, Helv,sans-serif

Command Modes

SR N il S

RN By K Z2HER
g EA g £
B Rz
Webvpn HEX | * & — s — —
P

Command History

A &4

TM) BTtk

%,

pres . % styledb e 7 AL AT MR A RE R (CSS) L. RIS 3 ER A SCRY IS L. 47 %

CSS RN H 245 8., EE M T 4EMIE (W3C) Mt www.w3.org L[ CSS HiE. CSS 2.1 ML
B F A8 CSS SEMMEHES %, HAF www.w3.org/TR/CSS21/propidx.html 424,

LUR /X WebVPN Uil AT foe e LS o (OB ) (L8875
BT LME T IE 5 70 B RGB B HTML BREE B ) 40k (R 248 HTML R .

* RGB #4302 0,0,0, BEFIEE (L0605, Zr(0. Bt BB 0 3 255 -+t iy &5
B P 2% H 2 os B (1 JLAR B C AT 46 5 (R R BE )

* HTML #%3U2 #000000, /2B flag sCRN Ao 8L S — A8 M ey AR, 5 =MEs iy 4
Hor R sxt, IR AN AR

\)

ER BRI E T WebVPN UL, FATEUUEAEH ASDM, & AR E R A TR MR 6E, s AR
TS LIRE

—
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. page style
CR_Examples G, v o
DL 7= s o A 28 A large:

ciscoasa(config) # webvpn
ciscoasa (config-webvpn)# customization cisco
ciscoasa(config-webvpn-custom) # page style font-size:large

Related Commands

15 AR

logo | 5 1 WebVPN T [ b [ «

title| |5 & X WebVPN T [fi () b7 i

-
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parameters .

parameters

Syntax Description

Command Default

Command Modes

T NS B B LA A I SR AL 5 T S B, 135 A SRS WS TC BB (1] par ameter s i 4.
parameters

A AT AT S H O | 7

BATERAT Jy 8 A

SRR N gl S

OER B A ERE R RefES
P % A 24
1% R4
gwsmgRE | - R « o f « o f ClfE =

Command History

fEMiEm

CR_Examples

FRA &2
721 # Ttk
A

~ o

IR SRS HELL, 0T DU VR 22 B A DI R PR B A o 1A FH 55 3/4 2 S WL v 1) imspeect
4 (policy-map fiy4) Ji FATIN S [ZE N, &k nT LLE R 3 FH policy-maptypeinspect iy 41 2 (14
ISR ms e rp s SCRERME . Biltun, %@\ inspectdnsdns_policy_map fir4, JLH dns_policy map JE#:
TS S L P 44

R A LS W] BESCHF — N Z A parametersiin 4. SHCGEW AT BT 0. SHI BT A
JH (i 2 BT N o

18
fiir

N

LA 7081 58 75 A 7 BR DA AGE U SHEME I ) o BE B DNS $odli B ) die K R I

ciscoasa (config)# policy-map type inspect dns preset dns map
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) # message-length maximum 512

Related Commands

we 1% 88

class E SRS T bR VRIS 44 7K
class-maptypeinspect QR AT LAVCACR € TR 1R i
policy-map IS 3/4 RS WG .




. parameters

A
A<

15 PR

showr unning-configpolicy-map

SR P AT 2R A SRS AN L

-

pa-pn |
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participate .

participate

Lo e I REILB AT EAE, T AE VPN ST iC BN A H] participatedy 4. SEHGH B

FXPEREN S, U A& 1 no JE .

participate
no participate

Syntax Description

A AT AT 2RO 7

Command Default

ERIMTAZ, WA VPN S8 fi 4R .

Command Modes

TR IR Ay A A AR

wLRN B KR 2EER
i gz iEfA -4 g4
= R
VPN G800 | 2 — .- 2 — _
M .

Command History

RRA &2
7000 T i

%,

MR

CR_Examples

1A SEAE ] interface Fl nameif iy & LS4 11, 4R J5 14 ] vpnload-balancing#y 41k A VPN 41435

Wkt ST A 1% A G B SR RE TP ik clusterip, JTHECE R AUSERE TP Huhik i 5| (4%

AR B HHESNSY,
IP bbby DN BEE . I a s R o

i 2 SR BRI B A BT R . L2
S LR T W b A [R] AR R S 1 -

,,%\\C‘?;]j

AR A nER, &

4 isakmpenableinside, ILH1 insidefi e 712747 A HE L. W R
FE 7 35 P9 R 1 S ] isakmp, S A S L B AR RIS IR B R S o a0 S isakmp 7E L
clusterencryption 4 &8, BAERCE participate iy 2 BT 28], W participate 23 HI 0
BRI R, I EARH R %A IR

SA I G G i

LAUR 2 —A> VPN S i & e p1l7n i, 6P a3 2 A B REB I\ VPN S st fir A

1] participate fir % :

—
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. participate

ciscoasa(config)# interface GigabitEthernet 0/1
ciscoasa(config-if)# ip address 209.165.202.159 255.255.255.0
ciscoasa(config)# nameif test

ciscoasa(config)# interface GigabitEthernet 0/2
ciscoasa(config-if)# ip address 209.165.201.30 255.255.255.0
ciscoasa(config)# nameif foo

ciscoasa(config)# vpn load-balancing

ciscoasa (config-load-balancing)# interface lbpublic test
ciscoasa (config-load-balancing) # interface lbprivate foo
ciscoasa(config-load-balancing)# cluster ip address 209.165.202.224
ciscoasa (config-load-balancing) # participate

Related Commands | 44 1% BB

vpnload-balancing | ik X\ VPN 41 83 i .

-



| pa-pn

passive-interface (ipv6 router ospf)

FEHNHIAE B 10 LA OSPEvV3 BERE I T AT 5 10 LA IE R i 56 8T, 1 £E ipv6 router ospf it &
AN passive-interfacefir 2o ZE7EHE 1 EEAEATH] OSPFV3 MERE I BT A7 42 11 b 50587 5 FH i i B

B, WA A1) no B

passive-interface[interface_name]
no passive-interface[interface_name]

Syntax Description

Command Default

Command Modes

interface_name  (W[i%) 4 5i2 4T OSPFv3 MERR I L4 FR.

TEBRNAT A BH
RN AT N iy PR K

passive-interface (ipv6 router ospf) .

RN B AR Z2ER
B EA i#ER - £
fB= Rt
Ipv6 it 4% P — & — —
ospf it &

Command History

EmERE

CR_Examples

R 228
90(1) i T vt

%,

Uiy A AT 7E 4 1 b R B H

L7 A P B 1 o S 0 i Rl

ciscoasa(config) # ipv6é router ospf 10
ciscoasa(config-rtr)# passive-interface interface
ciscoasa (config-rtr)#

Related Commands

we kil

showr unning-configrouter | i 47 ¥ 10 Fh ST fir 4.

—
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. passive-interface (isis)

passive-interface (isis)

TR I 110 ISIS hello ot (M i S8, [RIINTPRE#% DO kB35 AE 4k Sh R e b, T AE
passive-interfacef 14 isis o BB Ml 1% o LEHPT R FA% H O 5ot G Mg o S0, A
HI 4 no .

passive-inter face [ default | inside| management | management2]
no passive-interface[default | inside| management | management2]

Syntax Description  default bl H: 1 L 03K o

inside % 11 GigabithEthernet0/0 [f] £ 75 o

management %1 Management0/0 )% 5 .

management2 3z 1 Management0/1 )% FK o

Command Default BRI S R A e 1 i S

Command Modes TR R IR A A A AR

N B A IEHR T ZEER
B iR —A4 4
15R Rix
A isisFUE | 2 — . 2 . TR _

Command History A 18

96(1) N T Lk

A

< o
EdzEET] My A e O F S i .
CR_Examples A 5 AR P B 11 - S 1 5

ciscoasa(config) # router isis
ciscoasa (config-router) # passive-interface inside

Related Commands | 44 1% A
advertisepassive-only M ASA LU & B 8

-
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passive-interface (isis) .

AA
A<

L RA

area-password

i B IS-IS [X 35 & 43 56 UE 2515 .

authenticationkey

A I A 1S-1S B BeAIF o

authenticationmode

¥ 2 1S-1S 41 4 Jmy A FH AITS-ISTR ST UE 7 3K

authenticationsend-only

A JRE E IS-IS SEf, AR RIS GIIASEEBD 11 1S-1S His AT
G BT

clearisis

15 B 1S-IS Hads 4544

default-information originate

£ TS-IS B¢ ph - 2E e ER A B £

distance

5E X ILE 1S-1S PhBUAC LI % o (105 B

domain-password

L 1S-1S S5 (3 96 U 357

fast-flood

¥ 1S-IS LSP Fii & 5224 (1),

hellopadding

K 1S-IS hello Bt & 4 564 MTU K/h.

hostnamedynamic

Ja H 1S-1S BhA TN L TR

ignore-lsp-errors

Jic B ASA ZWS I B )15 A N SRS RN DR 7 IS-ISLSP, i AN & b
LSP.

isisadjacency-filter

T8 1S-IS AR F R I 7.

isisadvertiseprefix

FE 1S-1S 10 i) LSP 3 15 A 3 15 BT i $2: M 45 1) 1S-1S A4 .

isisauthenticationkey

JA R 1 5 3 BRI

isisauthenticationmode

e AN 1T IS-IS L) TS-TS Hi A0 v A FH Fr) B 4 3 UEASE 026

it

isisauthenticationsend-only

P B BN D IS-IS s, A Ri%E QA 2B 7Y 1S-1S il
BHAT G BAIE

isiscircuit-type

Tt & T 1S-1S frARaeskm,

isiscsnp-interval

LB AE) 38 1 R0 A ITE CSNP Hdfe o i) TR B o

isishello-interval

8 5E 1S-1S KIL IS hello ik (1, 18] FRY IR R] G 2

isishello-multiplier

TR ASA EATEREIC R I Z i 4R a2 1L ¥ 1S-1S hello 2
B .

isishellopadding

F4 IS-IS hello FCE A RN T 5EEE MTU K/N,

isislsp-interval

Tie B A A4 11 22 1S-IS LSP A& 4 1] Y I (] ZE3R

pa-




. passive-interface (isis)

pa-pn |

we %88

isismetric Pict & 1S-1S =K {E .
isispassword Wi B 3 A E %1% . EXTEN
isispriority fic B 4% 1 B3R ASA ML .

isisprotocolshutdown

25 P ARANEE 1) IS-IS B

isisretransmit-interval

fic & 2 1 FAEAS 1S-IS LSP 58 A%: 4 2 8] i) i TR) 2

isisretransmit-throttle-interval

it B L AR IS-IS LSP H L2 (] (I A) 4 .

isistag 1P FF4N LSP I, #E 3 LI E (1) 1P Motk b e B bR .
istype M IS-IS % HHERE 40 lc % th 21

log-adjacency-changes

i ASA BERETE NLSP IS-IS ABF: & RARRES (A BB I AR Ak
H & .

Isp-fullsuppress

PB4 PDU T IR IR LE 6y 25 iAol o

Isp-gen-interval

SE ] IS-IS XF LSP A= B B o

Isp-refresh-interval

BEE LSPRHT A1 .

max-ar ea-addr esses

73 IS-IS X3 Ac & &M ) - sl ik

max-Isp-lifetime

B LSP E ASA Hds 126 1 435 SEAFAE 1 AN BRI HT (14 Fo <IN 1) o

maximum-paths

Jy 1S-IS it & £ B4 S L =,

metric 4 Ja 8 DT IS-1S 25 1 B A .
metric-style fic B IZAT IS-IS 1] ASA, A ILAz sl HAFESZ B K BEAE X S (TLV).
net 802 % i PR NET .

passive-interface

OB B B,

prc-interval

52l PRC 1) IS-IS PRl

protocolshutdown

A JR AR T IS-IS WS, A HL VAR AT 3 1 BT AT A 484, JFH45
k% LSP H s .

redistributeisis

H 1S-IS BRI 1 RAH /> HC 5 2 RENSS 2 A B/ He R 1
%o

routepriorityhigh

29 IS-IS IP A4 73 Bic st e 4

routerisis

JAFH IS-IS B .

-
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passive-interface (isis) .

AA
A<

L RA

set-attached-bit

FRE S 1 REER 2 Juitk thds N v B I AN AL A 2T A

set-over load-bit

PO E ASA DL KAt 85 A VS T, ANEAESL SPF TSR ST
Ak

showclns 7R CLNS $5 15 Bo

showisis R IS-IS 15 s

showrouteisis R I1S-1S /i,

spf-interval H 5 X IS-IS X} SPF 55 (1) fi 61l .

summary-address

29 IS-IS Gz 5 A Huhk

—
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. passive-interface (router eigrp)

passive-interface (router eigrp)

EM%%DLHGW%ﬁﬁﬁME%ﬂ%W,mEWSmemw%ﬂﬁwm%EﬁﬁTﬁ%ﬁ
e BEHUPR R O SR, A A 1) no JB .

passive-interface{default | if _name}
no passive-interface{default | if_name}

Syntax Description

Command Default

Command Modes

default  (FTIE) K Fr B2 DB A A

EEMAiiErAREZY PR I e e R T

if neme  (ufik) fh nameif @4

O DR I e, BT R LB RS S R T CROEAEGs B .
AR TR AT N A A R

wEER 5 KSR REFR
picg: iEHR - Z4
3 R
% H 4 eigrp AT & — . 5 _ .
B
Command History A &3

EMERE

CR_Examples

720 T edn A

8.0(2) ¥~ 1 % EIGRP % i ff1 S5 o

920(1) 411 7 %} EIGRP IPv6 % HH #1537 45

eI R HIsh s 1. X T EIGRP, IX B8 %4% 1L 3% o 53T 0 A S A AL

fes ] LAYE EIGRP it & 1] £ 4> passive-interface fir4 . % 7] LL# ] passive-interfacedefault iy4
e B2 0 _E25 T EIGRP # i, 4R )5 18 ] nopassive-inter face iy & 7F 45 & #2111 L5 ] EIGRP B 11

LUR 7R BB A1 Bl LB 0 ) EIGRP . 2 4 1 (1 A 1 2 AR M EIGRP 58T o

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# passive-interface outside

PLR 7R BI0KE Bk P 350452 1 2 A T 42 1 ¥ & A 8 8 EIGRP,
EIGRP 5.

U N D2 RS R

-
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passive-interface (router eigrp) .

ciscoasa(config)# router eigrp 100
ciscoasa(config-router)# network 10.0.0.0

ciscoasa (config-router)# passive-interface default
ciscoasa(config-router)# no passive-interface inside

Related Commands | 44 15t AR

showr unning-configrouter | 1 iz 47 i rh 1 th S0 fr &

o

| —
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. passive-interface (router rip)

passive-interface (router rip)

AR O i RIP % 0 WL, i 4F passive-interface % i #% RIP it & i % dr 4. 2
TERE O L EH A H RIP 2% i BT, 1548 Ay 216 no JE

passive-interface{default | if _name}
no passive-interface{default | if_name}

Syntax Description

default  (FTIE) K HTATHe OB E B EIBT

irame  Caygh) SRR sE B BB

Command Default

Command Modes

WRIBHIT RIP, R NiEs) RIP JH T #H .
R AR T B default JCBE Y, W2 BRIAh default , FEAERCLE 1 W7~ 4 passive-interface default.

ESETIE N g ib S

RN B N IEARTC ReFR
B iERA -4 E2d
3 R
gm%Rmm P — et © SCFF —

Command History

RRA &2

720 AT 4

90(L) M T 0 SRS R

(EEEEiT=

CR_Examples

FERE D R IR RIP. 2 0T RIP 6 ph ) S 7 A5 S e 3, (HAN S kit e 5007

PAR 700K A0 T BEE 8l RIP. 224t I HA b 1 22 A i ML RIP SR

ciscoasa(config) # router rip
ciscoasa(config-router)# network 10.0.0.0
ciscoasa (config-router)# passive-interface outside

Related Commands

AL
GRS

15 AR

clearconfigurerip MI&ATHC & R BRI AT RIP A%

routerrip

Jit F RIP 3% Fadb R 130\ RIP % 28 lC B4

-
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A
A<

ks

showr unning-configrip

BIRIZATRCE K RIP fir 4.

passive-interface (router rip) .

—
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. passwd
passwd
B H Telnet[F) 5 5 %0, 1 7Epasswd 4% JRilic BAL X M a4 BEEE %M, 15T kdy nod
.
passwdpassword [encrypted]
no passwd g
Syntax Description  enarypted  (n[if) f&E BN ML BN K EAFERCE B, BRI i 555 5

Command Default

PEh o SR p T i DAL B R 5T o 2 le”j A ASA HANKNIE S bh %
W, /\ﬁfiﬁﬂ)\ﬁ Eﬂ‘j‘%

TEE R A%
i, DT LA N 7 passwd A 2 2 i Rl SCHEE 7 1 i 2
F $IIX > 5% showr unning-configpasswd 7 .

password i i i A e % 80 M FERFINFRFH, XA KANG . BIEAEEE .

9.1(1): BRINZ )& “cisco”
9.1(2): TLERNAT Ay B .

Command Modes RN A i IR
RN B N IEARTC REER
B iERA -4 E2d
(3= EN2S
2R E . g * S © SCHF © SCHF —
Command History ERAS &4
7.0(1) T 4
8.3(1) KR T 54 password #r4>; X572 #F passwd .
8.4(2) SSH ERIAI " A AT 508 s T I A pixall asa] ) 44 A s 2% 15 1) SSH
ERZE] ASA.
9.0(2)+ BRINERD “cisco” TMIMIBR; A FEah i B g k%M. ffHnopasswdak
9.12) clear configur epasswdir & iJ Ml ER 20 BRINTEIL R ) o MHT 26 H 8 S B

EmERE

“cisco”

21548 ] telnet 4 a3 Telnet 1, #& 1] LU H] passwd i 4 3 B 3 5t . SN SR &G, &
4T H 2 EXEC #5850, 1518 1 aaaauthenticationtelnetconsole %744 Telnet Bt & 4 0 - CLI &
PrYAE, ASAEH 20,

-
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CR_Examples

S T WA AL E] ASASM ) Telnet 20 (2 Iy session®) .

DU 7R 01 5 15 2 A Pa$$wOrd::

ciscoasa(config) # passwd Pa$$wOrd

LAR 7Rt password BB M T3 — 4> ASA RN i

ciscoasa(config) # passwd jMorNbKO51l4fadBh encrypted

Related Commands

A
P

L RA

clear configur epasswd

MRS R

enable

HEAN A EXEC fi2t,

enablepassword

BEE A

showcurpriv

R TSR AL AR P BRG]

showr unning-configpasswd

DYk T e D

passwd .

—



pa-pn |
. password (crypto ca trustpoint)

password (crypto ca trustpoint)

SR AT MY [5) CAVEN )BTRS, 15 E crypto ca trustpoint it B A (N ] password fir 4>
LSBT A no 1B,

passwor d /-4 Hi
no passwor d“7- £

Syntax Description  sring i [ 44 BRI 2 NPT 8. S AN FRIARRE BT . TR LU S AT R A
BFETHE) , B2 80 MR, AR LS -AE s I e . BrEA T HaR
. B, “hello21” EHVEHD, H “21hello” Ak, HIEAX KNG Hlin,
B “Secret” 5% “secret” ANIA.

Command Default BRONGCE AR S B

Command Modes R R A N A A A R

LCd e B K AR REFR
B% 1% FA - E
= R

Crypto ca C R © H © Yk - YH¥ - YH¥

trustpoint fit &'
Command History A &%

7O T Mt

4.

(R iE B 4 SOV AE ST T T A6 2 F 4 AE 0 A 5. 4 ASA H4TE T INILE 5 A NVRAM

I, Fi € RO -
CA M H A% B0 L TR SR B0 AE i £ (KU 15 5K
AR R e, ARSI R GEAN 2 Pon B N B

CR_Examples PR 7533k N trustpoint Central ff) crypto CA trustpoint it B ARz, Jf HAE trustpoint Central H

VM KA ELE 1) CA VEH BT AT TS -

ciscoasa(config) # crypto ca trustpoint central
ciscoasa(ca-trustpoint) # password zzxxyy

-



| pa-pn

Related Commands

we 15t AA
cryptocatrustpoint | gt A trustpoint fitl B 5.

defaultenrollment

RAEMZEO8 i o TEERINE

password (crypto ca trustpoint) .

—



pa-pn |

. password encryption aes

password encryption aes

Syntax Description

Command Default

Command Modes

TG R R S N, AR A R E AR SR H passwor dencryptionaes it 4.
&, A A no& B

LEEEHT AN
password encryption aes

no password encryption aes

B WA AT S B o

B BRINAT N mlifE

SR N g ib SR

N BE A IER ZEER

B

—1

(L3 R

© SCFF —

4Ry L © SCFF

e
e

Command History

MR

CR_Examples

AR &4
83(1) ¥ hn T sy
A

3o

0520 LUAT 215 7> 46\ keyconfig-keypasswor d-encrypt 14 1 passwor dencryptionaestir 4 4 e fil &
TR . i\ writememory , DR INE SR LA B G AL E . I, A BhECE R A T REA R
AL FEZE AT, T RGEPAT 2 W A writememoryall fRA7 TG R ICE . WAREM G
i %A S AR RS s, BT A DA 1Y) nopasswor dencryptionaesii# # A #KE fr 5 ANAE, - I H A
BLERAAEAE, USSR IV FH R e I SR A 35 0 2 s e

P AR e i P s, B ysdl & . SSH sii@ik HTTPS ) ASDM.

75 /25 T W 4 4% v a1 writestandby B 0885 i in 4 25 5 30K 32 G & S B4 H 56
ANHAT S TR, B 32 F A& a8 FH B A A FH AR [RI R85 0, % FH e es b s () 2 it AN 25
ANF]; BRI ORI E R E AR . T E g/ EBh kbR, BT . writestandby
A 7] writestandbyfig s F 8 8/ E BT T E TP, BOAE RSB E < a0, S B
B OME M. N 1% {# 1 failover activegroupl Flifailover activegroup2 fiv 41 1= ASA _ERIFTH EF

AL TG PR writestandby, fiA, SRJEATHI a5 2 41 ER SCURR BRI

nofailover activegroup2Jt.

writef x4 (5 Rreloadfir2) KRR B3 T A RCE (R ILELR) .

DA R 7 ) v ] 2R B s B i i, 1 IR T R

-
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password encryption aes .

ciscoasa

(config) #

key config-key password-encryption

0ld key: bumblebee

New key: haverford

Confirm key: haverford

ciscoasa(config)# password encryption aes
ciscoasa(config) # write memory

Related Commands

we it AR

keyconfig-keypasswor d-encryption | 2 Fil T4 i 25 #1105 1.

write erase WU S 7E 35 R reload fiv & 2K, LK JLAHBR .

—



. password-history

pa-pn |

password-history

145 )5 H passwor d-policyreuse-interval iy 4 HH A TIECE R, 4 HILAE usernameattributes
A RCE . e LU B At AT 1) 2 A

passwor d-historyi##1 1,f51 2,#%1 3...

Syntax Description

Command Default

Command Modes

?ﬂLﬁﬂzﬁﬂ A%Eﬂﬁ%Pmmm(%?%@%%%W%%%Z)ﬁﬁﬁﬂﬂ@%%%%
” i,
TEERINAT Ay B -
R AR i 4
RN B K SR 2E2ER
B iZERA A g
(EF= E
gﬁ%ﬁﬁm <2 . SCHF . SH . SH —

Command History

EMmiERE

CR_Examples

RRA &%
98(1) FAIFINT M.

e AN T] i ECE, IF HANAE B passwor d-policyreuse-interval iy 4 4 4s i 7R 7E show #irth
W

DL AR A U, AR % BT R BT

ciscoasa(config) # username test password pwl
ciscoasa(config)# show running-config username test
username test password $sha512$5000$4tAPQTnL3WGlaadxrfGMjA==5wbilks6e0381KmlgOiwgnQ== pbkdf2
ciscoasa(config)# username test password pw2
ciscoasa(config)# show running-config username test
username test password $sha512$5000$d8ebNCK20TyzSiHjSh2T6w==5urDQ/+9sOPwi4IUftWFMcw== pbkdf2
username test attributes

password-history $sha512$500054tAPQTnL3WGlaadxrfGMjA==Swbilks6e0381KmlgOiwgnQ==
ciscoasa(config) # username test password pw3
ciscoasa(config)# show running-config username test
username test password $sha512$5000$08WLalgnLdp2Js401W+NdQ==5$4BedeHtPmOxdpfH6j+F4qQ== pbkdf2
username test attributes

password-history
$sha’512550005d8etNCK20TyzS1H) Sh2T6w=—=5urDQ/+9s0Pwi 4 TUEtWEMow—=, $sha512$5000$4tAPOTNL 3WG1aadsrfAVE A==Swioi 1ks6eo38 1Kml qOiwgnO=
ciscoasa(config) #

-
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password-history .

Related Commands

AA
A<

15 FA

aaaauthenticationlogin-history

{RAFAHE username B3¢ H .

passwor d-history

A4 LU user name i 17 JoVARe Bt a2 .

passwor d-policyreuse-interval

2% |- H A2 A T user names il

passwor d-policyuser name-check

#1143 FH 5 user name4 FRULJE (1) 256

showaaalogin-history

SIRAHL username B sk it

username

e A HH

—
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. password-management

password-management

T A S, T57E tunnel-group general-attributes Fict & A% 2\, T i Ff passwor d-management i 4> .
BRI A, WA Ay no ST BR OREE BN BN, WA a2 no JE A JFRE
passwor d-expire-in-days J< 8 7 .

passwor d-management [ passwor d-expire-in-daysk ]
nopasswor d-management
nopasswor d-managementpasswor d-expir e-in-days[ days]

Syntax Description

Command Default

Command Modes

N T8 TSR BT R E (04 180) . 4R E passwor d-expire-in-days
KBS, WFFEILSHL

password-expire-in-days  (n[i%) FoRBBHILS S EURE ASA 1E T I B W2 7 £ D RIFIRE
& AT RRR B S O . BLIETOUE LDAP 55434754 5 W]
B A T RS2 A5 R

BOAGE A LA B . W BAT 4 LDAP JIR%5#5 45 & passwor d-expire-in-days S8, ITE i
ER 20T, BOATFRES M R 14 Ko WERASHIMEThRE, ASA KAl FH 2505 5 4 500 B
W (PAP) 1 5 4 56 UE 757

ESENIE N gl S

Command History

EmERE

RSTEN Br B SR Z21ES
P %0 > E20
15 ES

bRl E | - 2 — R — —
PERLE
A 15
10 T e

%

ASA 37 F RADIUS #l LDAP WY M # . 5T LDAP, ‘©iXSZFF “password-expire-in-days” %
i,

ALK TPsec EAEY7 A A SSL VPN B 40 Fic & 25 il 55 1

MEIC B Y B A I, ASA SRR YT B SR NI A0 P 2 i A B W s . SR
ASA R BN ESCE S . A R A AT A R B, A R A A R

-




| pa-pn
password-management .

Uiy A5 T SZ R IE 0 AAA RS 284725 B, XF T LDAP %5 45 I RADIUS 45 85 A S 1 3%,
FRERE] NT 4.0 5L Active Directory IR 5545 . WIR HARAL & RADIUS 5t LDAP S50 1F, ASA ¥ Z00%
JH: (3] 7

\}

ER JLLUSORF MSCHAP 19 RADIUS 45 2% 24 i A S FF MSCHAPV2. i 475 % MSCHAPv2, HILiE 5
PN RIS -

i | LDAP 5532 £F MS-CHAPv2 [¥{Lfi] RADIUS FU &5 AT S IR, ASA JRAS 7.1 K iR AN I
W SCRF LU N R AR ) A A

* AnyConnect VPN % /7 3i; (ASA #A 8.0 A HE = fiA)

* IPsec VPN % /7 ¥iij

* Jo% /3 SSL VPN (ASA BAFIRA 8.0 S HihiiA ) WebVPN (ASA #AFRA 7.1 & 7.2.x)

* SSL VPN % /' ity 4=R%18 % /7 v
X4 RADIUS Bi & L3518 LOCAL & 435 FE ¥ RADIUS. fili i Active Directory/Kerberos Windows
DC ) RADIUS. 1 [ NT/4.0 5] RADIUS UL X2 {{i ] LDAP [¢] RADIUS.

X} Kerberos/Active Directory (Windows #15) 5 NT 4.0 3, i X L& BRI AA S FF 30
. RADIUS JlRgs# (lan, R ACS) nIRess ¥ St Ik if sk AR EE 7 XX R 7 — A S 50 1E
Hed54%. HZ, ASA {{'5 RADIUS Ji 55 I .

\)

AR 0T LDAP, ¥ LA LDAP RS54 LA B k. HEl, ASA {4 Microsoft Active
Directory 1 Sun LDAP JIlt 5% #% S L A7 % b i P 4K

AWl LDAP F8E SSL %4, 7E223 T LDAP & 1 2 /i, 404 8 F3ET SSL [ LDAP. 2Rk
LN, LDAP i fHm H 636,

THER, ST S AN SRS LI AT (R, M0 O AS A FE A BIURE I 3T 2 D RIS AL
A EIRE

i fg e password-expire-in-days B, IR E KA

g M HREOE N 0 28It ASA Al ] B s By 2030), AE 7 mT BAAE S
PR A

\}

PR Radius ARSI EA, A RIEES T MR

CR_Examples DL R R BT WebVPN BEEAL “testgroup” I 5550 1300 LA TF 467 25 FE ™ IS 51109
AN 90:

| —



. password-management

ciscoasa(config) # tunnel-group testgroup type webvpn
ciscoasa

ciscoasa (config-tunnel-general) #

PUR /- BRIAAE, B B 3 23 14 RIF U5 H P IPsec L RE V5 ] FEIE 4] “QAgroup”

HIRs 210390

ciscoasa(config)# tunnel-group QAgroup type ipsec-ra

ciscoasa(config)# tunnel-group QAgroup general-attributes

(
(
ciscoasa (config-tunnel-general) # password-management
ciscoasa (config-tunnel-general) #

(

(config) # tunnel-group testgroup general-attributes

ciscoasa(config-tunnel-general)# password-management password-expire-in-days 90
(

Related Commands

we 5LFA

clear configurepasswd W B S,

passwd BB KB

radius-with-expiry 75 RADIUS 543 BAiF S i PR 09T i (235D

showrunning-configpasswd | b fij Ji 2 i< B

tunnel-group general-attributes | fiit & fix 1 415 30 8 P4 .

-

pa-pn |
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password-parameter .

password-parameter

TR T A AL FH 3G LLIEAT SSO S I UE (¥ HTTP POST K S84 8K, 5 7E
passwor d-par ameter aaa-server-host FCE AR ANl i 4. XZfH] HTTP £ a1 SSO.

passwor d-par ameter 71 i3

)

AR ELEHIRCE HTTP [ SSO, i H & 5 G IAE A HTTP A2 4 () 4T LAESnIH.

N2

Syntax Description  sring HTTP POST 13k i (W 7 (B4 S E 4 A% . B0 KK Iy 128 77T

Command Default WEBIMESAT N .

Command Modes 2R RS w] i N i A AR

RN B A SRS BEER
B%EH 1% FA - E
A= R
Aaa-server-host . 2 — . 2 — —
P &

Command History A 1854

7AW BTtk

%,

ASA ] WebVPN %5 2548 F§ HTTP POST 5 =K [n] B3 B0 AIE Web AR 55 25 A8 5 508 % S A0 B E 1 3K o

EdiEitE]
Wi fir passwor d-par ameter 4415 & POST i 3K 420 75 HI T~ SSO &4 3 ik 1K I ) 2 A 240
S
ER OGS, PSRRI, B ER B POST i 3K h IAL 1445 St S0 iF Web I 4545 -
CR_Examples DL R 7Rl 75 aaa-server-host F B A5 A 15 3& 44 4 user_password [] password Z44:

ciscoasa(config) # aaa-server testgrpl host example.com
ciscoasa (config-aaa-server-host) # password-parameter user password

—



pa-pn |
. password-parameter

Related Commands | 4,4 15 Bf
action-uri i B T 58 S B O IR E TR FH 44 RS R T I 6% Ik 45 4% URI.

auth-cookie-name| 35 52 &4 i3F Cookie [HZ FK .

hidden-parameter | Gl ¢ F] T 15 5 43 56 11F 1 £6¢ i 55 25 A2 3 11T B 2 4

start-url 852 F 408 311 Cookie ¥ URL.

user-parameter | fi55¢ HTTP POST i KRS HI 44 Fk, L i A5 A2l ) 44 LAEAT SSO B 3 Bk

-
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password-policy authenticate enable

B 2 AV ESEL A P IKSS, TEAEA R E AR A
passwor d-policyauthenticateenablefiy 2. Z2KE ] Y. (1) % 1 S ms JB Pk 150 B JLERE, IS H ity 2

Syntax Description

Command Default

Command Modes

(") no &,

passwor d-policy authenticate enable

no passwor d-policy authenticate enable

VA A AT HEATT SR B 7
ERAEOL R, By e A .

AESEZNIE N Gasgiif W

password-policy authenticate enable .

BOWR | BiEER R21EE
Paeh 0 —4 54

o R4

AR ‘R — ‘R S |-

Command History

MR

CR_Examples

RRA &2

91Q) ¥ T ki

£

WA RAE,  username iy A VR B H O EUIIER B Rk . Ak,
clear configureusername fir 2 A SRV P NI ER B S RIIK

LAR 7B s e A P 7 BES B SO P K

ciscoasa(config) # password-policy authenticate enable

Related Commands

we iLRA

passwor d-policyminimum-changes | -

<

¢ BT I i 2 1) A 250 S 5 e /N 7 R

passwor d-policyminimumlength | 35 &

B dr MK

password-policy minimum-lowercase | ¥ & 25 1] DL 45 (1 f /NN E 558

—
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. password-policy lifetime

password-policy lifetime

B R e B S R R R R R R R, TR AR AR U A
passwor d-policylifetime iy 4o HEKE0F K% ) s Je8 Pk 1 A JLERIME, 310 FH A 21 no T2 2.

passwor d-policy lifetimefi
no passwor d-policy lifetimef&

Syntax Description  \ale i 2 i3 A0 3 AT 0 3 65535 K.

Command Default A ar EIAE R 0 K.

Command Modes 2R R A N A A A R

wEEN B A ISR, Z2FR
P& iERA -4 E20N
E= RE

el - R — - 2 SR |-
Command History A 185

9.12) IshnT sy

4.

prepespre T AT R 0 ST RO . O R 4 i SR R 5 ACH P i A 0 TR, gy

FEA ORI S 9k H B 12:00 28,

CR_Examples BT R A AR 10 K

ciscoasa(config) # password-policy lifetime 10

Related Commands &4 152 BR

passwor d-policyminimum-changes| i & ] 3 i} 2 [ 04 4 28 5 5/ 7 5

passwor d-policyminimumlength | 1 & 2 7 i) e /N K 2

password-policy minimum-lowercase | 1 & 25 5 0] DAL 45 (1 /N INE E 555 .

-pn
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password-policy minimum-changes .

password-policy minimum-changes

VBV A TR T % R 0 20 BT O e /DN AT, AR R B RN AT
passwor d-policyminimum-changes i 4. LR IV (10 2t S g6 g M 1 o0 SLBRIAE, i A0 b A 4
) no .

passwor d-policy minimum-changes{f
no passwor d-policy minimum-changesff

Syntax Description

Command Default

Command Modes

\elue i 5 7 1H 25 A RS A0S S A 8. A SEE T b 0 %1 64 A7

ST EER A 0.
MR TR AT iy AR

RN B K5 wEFR
B i#EA -4 E20N
(3 R
4 JR e < 2 — < 2 © SCEF —

Command History

R 1Z28

91Q@) #nT Lk
A

Lo

MR

CR_Examples

BRI T G R R D AN, JF HAOCH EA TR B 2 B i (A AL BN
A S T

PR 7= 48 5 B TH SR 2 ) de /N A5 B8 (6 74D

ciscoasa(config) # password-policy minimum-changes 6

Related Commands

we L RA
passwor d-policylifetime BEEH AR (LR AL, FEZR A SR 1)) .

passwor d-policyminimum-length | 4 & 25 11 i /N i

password-policy minimum-lowercase | 1 & 255 0] DAL S (1 /N INE 4555

—



pa-pn |
. password-policy minimum-length

password-policy minimum-length

TR E M MCE, TR R E RN H password-policyminimum-length #iy 4o ELE X R )
P SR R Tk e LB, WA Ay 21 no TE

passwor d-policy minimum-length{g
no passwor d-policy minimum-length{&

Syntax Description  alue f5 5 T ) fep NS . ARG 3 5 32 DAT.
Command Default EININ TS N TR
Command Modes TR BRI
wER A K IEHR ZelF®
F& iERR -4 4
1B R
2Rl E It — It o FF —
Command History A 18
91Q) WY iy
£
ERiEm I RN TAE T AR MR YE GBS NS KPR BeP AR |, W&o
BRI R, JFHA ST SR MR . UG LE R 8 /\??ﬁf
CR_Examples NE Ry o S
DLR 7514 25 A 1) e /N A7 B4R 2 R 8
ciscoasa(config) # password-policy minimum-length 8
Related Commands | 44 18R
passwor d-policylifetime BB BTSN, AR IRAL, (B % 2]

passwor d-policyminimum-changes | 4 7 [F % it il a5 3.2 [ £ VR I3/ £ 5 B0 74

password-policy minimum-lowercase | ¢ ‘& 25 0] DLAL 45 1) f /N INE E 458

-




| pa-pn

password-policy minimum-lowercase .

password-policy minimum-lowercase

B R A A BE AL R N NS AR AR ARG EAR T {48 H passwor d-policyminimum-lower case
Ao HRRERT V. (10 2 ) SR S e b FLBROAEL, WS A A 21 no JE 2.

passwor d-policy minimum-lower casefti
no passwor d-policy minimum-lower caseft

Syntax Description

Command Default

Command Modes

Ve Ji 5 BN R AT 0 8] 64 N

BOAKI AN INE FREEON 0, Rom AT BARE K .

AESENIE N el W

RN B KA zEFR
i g EfA - 4
A= R
&R ie B < 2 — s © SCHF —

Command History

MR

CR_Examples

RRA E28

91Q) #In T ey

%,

Uil 4 Y A T DL R e NN A . A RUE L O 0 2 64 4S54T

PAR 7 K i ol BAT i) B NN P AT ERE N 6+

ciscoasa(config) # password-policy minimum-lowercase 6

Related Commands

we AR
passwor d-policylifetime BEEEATROIME, DLW AL, AR S 23]

passwor d-policyminimum-changes | ¢ 1 7 1F 2.2 [ 4 4 3 B b 7750

password-policy minimum-length | 4 & 25 i) 5% /N

—



. password-policy minimum-numeric

password-policy minimum-numeric

BRI N A, AR A R B AR R A A passwor d-policyminimum-numeric

Ao BERES IV ) 5 L SR Jeg B LB, WA Bt A1) no B

passwor d-policy minimum-numeric{g
no passwor d-policy minimum-numericfg

Syntax Description

Command Default

Command Modes

\elue Ji75E B N AR ABETE A 0 B 64 A4

BN B NEC T HOR 0, FoR AT BN AL

AESENIE N el W

wER A K IEHR ZelF®
F& iERR - 4
15R R
4 R E It — < T © CFF —
Command History A 18
91Q) ¥hnT i
4,
EREm B & Y BT T ML 0 N BT R AT ALITERR o 0 3] 64 NAE
CR_Examples L B s B 4 4 0 BN A SO0 8
ciscoasa(config) # password-policy minimum-numeric 8
Related Commands | 44 5 AR
passwor d-policylifetime BCE AT ROV, DAR BN, AR 5 s 2.

passwor d-policyminimum-changes | i 7 F1 4 13 2 [ A 4 5 B Jit /57 40

password-policy minimum-length | % & 25 i) 5% /N

-
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password-policy minimum-special

B E I S W B N R AR, TR R E X N A passwor d-policyminimum-special
Ao HRRERT V. (10 2 ) SR S e b FLBROAEL, WS A A 21 no JE 2.

passwor d-policy minimum-special {&
no passwor d-policy minimum-special{&

Syntax Description

Command Default

Command Modes

Ve i R I e MR IR TR AT RETE R 0 21 64 A

BRI B NRFIR T AT EOR 0, s BAT BN PR

AESENIE N el W

password-policy minimum-special .

RN B KA zEFR
i g EfA - 4
A= R
&R ie B < 2 — s © SCHF —

Command History

MR

CR_Examples

RRA E28

91Q) #In T ey

%,

Ui 4 BEE R R] LS AR IR P AT I B DA . R R P A AR LU R 4

*\ “(” %D “)” R

AR 7 K A vl AT 1) B VR IR AT B R AE N 2+

ciscoasa(config) # password-policy minimum-special 2

!\ @\ #\ $\ %\ /\\ %\

Related Commands

we 15iAA

N

passwor d-policylifetime

-

SR AT ROVME, AR A, AR R R SRS 2.

passwor d-policyminimum-changes | #f 5 7 1F % 2.2 [ 4 4 8 B b 77 50

password-policy minimum-length | & & 20 ) 5% /N

—
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. password-policy minimum-uppercase

password-policy minimum-uppercase

E&EfﬂTaﬁm%$K%?ﬁﬁ,%féﬁ%ﬁﬁﬁ?ﬁ%mﬁmmmmmeMMMmaw%
Ao BRRERT VL IR 25 R SR S8 R 150 S LR, 38 b A 2 1) no JE K.

passwor d-policy minimum-upper casefi
no passwor d-policy minimum-upper caseff

Syntax Description

Command Default

Command Modes

Ve g SRR I e/ RS AR ATETERY 0 31 64 AT AF
BOAI BN KB FHEN 0, Fom AT BN AL
RIS AT iy AR
RN B KA zEFR
i g EfA - 4
B R
&R ie B < 2 — s © SCHF —

Command History

MR

CR_Examples

A 188K
91Q) #In T ey

%,

Uil 4 1 A T DL R /N RS P A 8. AR L 0 2 64 4S54T

PAR 7Kg i l A5 i) B N K P AT BRE N 4+

ciscoasa(config) # password-policy minimum-uppercase 4

Related Commands

A
A<

15t BR
BEE S ATROIME, IO AL, AR

BT I8 A 2 T 0 20 S ) e /N

ST,
.

passwor d-policylifetime

passwor d-policyminimum-changes | 15 &

password-policy minimum-length

TR B R DS

-
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password-policy reuse-interval .

password-policy reuse-interval

PR O AR P 42 AL R 05, 1S AE A R B T {3 FH passwor d-policyreuse-interval iy 4 .
BRI, 1546 tnofiy & 1 TE

passwor d-policy reuse-interval{f
no passwor d-policy reuse-interval [value]

Syntax Description  value % & ] flt s 4 i 7T 4 P (1 G T B OO KR, AT 2 317 22 1)

Command Default U A BN R

Command Modes 2R R A N A A A R

LASg EEa B K AR REER
B% 1% FA - ESdN
w= R
AR E 2 © SHF © SHF . SCHF —
Command History A &%
98(1) FMIFINT dhrir 4.
prepeegrop S35 AT DU 1 T A P 5 A 00 PR o 0 B A DE L B0 S i 1 B 0 4 DN 6 T A7

user namert KEMIL & password-history ;i A A& 2 Al e E 1

CR_Examples LA RS ST I B0 S

ciscoasa(config) # password-policy reuse-interval 5

Related Commands | 44 152 AR

aaaauthenticationlogin-history | {477 A Hh username & 3% )77 5.

passwor d-history G AT username% g . P ok id B ik a4 .

passwor d-policyreuse-interval | 1- 42 ffi il usernames .

passwor d-policyusername-check | 2% |- 15 H 5 username®Z FR UL L 1) 244,

showaaal ogin-history SRAHL username B s [ Hid k.




. password-policy reuse-interval

we 158 BA
username i B A P .

-

pa-pn |
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-

=
CREY

Syntax Description

Command Default

Command Modes

REEH P awE

wagmmrzes ]

BARIL S H P A VLR A, AR A R L B RS i F passwor d-policyuser name-check iy 4. 2

BRUEFRA, 3510 tnodr & 12

passwor d-policy username-check
no passwor d-policy username-check

b S B AL S HEOHE T
IJF] 54 Ej[‘p)\ AN

TR IR Ay A A AR

wER By KA REFR
B iERA -4 4
fB= R
4Ry < 2 & & © SCFF —

Command History

EMiERE

CR_Examples

AR &84
98(1) TAIGINT s,

AT LU A8 5 username i 2T 1 44 FRUCTEC (1 256

PLR 78] B 61135 85 5 ] 7 44 john_crichton VUL :

ciscoasa(config)# password-policy username-check

ciscoasa(config)# username john crichton password moya privilege 15
ciscoasa(config)# username aeryn sun password john crichton privilege 15

ERROR: Password must contain:

ERROR: a value that complies with the password policy

ERROR: Username addition failed.
ciscoasa(config) #

Related Commands

we 15 AR

aaaauthenticationlogin-history | {{:47 A #h username &35 .

passwor d-history

£ LU HJuser name® i, I P JoVARC B fr 4 .

passwor d-policyreuse-interval

2% i FHuser names i

passwor d-policyuser name-check

#1148 FH 55 user name44 FRUL I 1) 256

—



B zaswmrens

A
AF <

15 FA

showaaalogin-history

BBIRAHL username &Sk itk

username

e A Hh T

-

pa-pn |
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password-storage .

password-storage

Emtﬁﬁ)jf%F!ﬂﬁ%éfLﬁﬁ%TM]E’J & %tis, i 4E passwor d-stor ageenable ﬂifﬁ%?mﬂ%*&%iﬁi)ﬂ
PR BRI N A . BRIk, 518 A 1% passwor d-stor agedisable iy

ENIBAT BB R B A A R P, VAT IE nodir & MBI A4S AT LU 55— A 2H S 4k K s
LRI

passwor d-stor age{ enable| disable}
no passwor d-stor age

Syntax Description

Command Default

Command Modes

dissble 45 1] % 7
.

enable 3 {7
.

R AE AR TR
FRIERITHA fr 4 1B

wER B KSR wEFR
B EfA -4 4
(3 R
21 S i . et — HE — —
M P2 E o — s — —

Command History

(k1=

CR_Examples

A &4
700 I8hn T sy

4,

DR CRNAE T2 axt b I 2R 48 B A T3 A7 A -
ttty 5 A AR5 g 4 43 6 MR BORE 1 o P A A S AR BRAIE e K

DL 7548 {7 W e] 24 44 A FirstGroup (120 S0 Je 3 0 A2 4 -

ciscoasa(config)# group-policy FirstGroup attributes
ciscoasa (config-group-policy) # password-storage enable

—



. peer-group

peer-group

pa-pn |

ZIbRH VXLAN SRR I BE RS 1 ASA virtual S8 1755, 35 7E nve FC &R peer-group 4.

LU SEAL, A Bt dr no .

peer-groupnetwork object_name
no peer-groupnetwork_object_name

Syntax Description

Command Default

Command Modes

network_object_name ¥ i} object-group networ k #ir4- 5 IR 28 6 4 .

TEERNAT N

R JER AT iy R

wEHER B AIEAR z22E=R
i == EA -1 EN
B R4
Nve it & < © SCHF ° SCHF ° SCHF —
Command History A &%
9.17(1) AT ey
Lo

MR

CR_Examples

T 3t A FH i 4 0 2 0 2% 5 5 20 5K VR 5] VTEP X obj ect-group networ k%% TP Hidik,

VTEP 2 [H] [ 5 TP 9 28 371 VNT 2 8 R SR T4 e i I 26 . VTEP W 4% ml e & HeAth he 4%,

VTEP &R HF ] GEANLE R —F M .

VTEP ¥5#z 1 IP Huht N AE 3 k2 — S AE MG G4 1.

LA A8 P IERAE SCI T BLOK BT X 288 5 4 (R 7 1

ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object host
ciscoasa (network-object-group) # network-object host
ciscoasa (network-object-group) # network-object host
ciscoasa (network-object-group) # network-object host

LA 2 G5 5 A 1 2 0 53¢ FD 1) 48 5 G 2L ) s 1«

ciscoasa(config)# object network xyz

10.
10.
10.
10.

o O O O
o O Oy O
[C2NCRNE RNC)
=sw N

ciscoasa (config-network-object)# range 10.6.6.51 10.6.6.54
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ciscoasa(config)# object-group network cluster-peers
ciscoasa (network-object-group) # network-object object xyz

PLUR 7R T- IR UK 42 11 0/7 58 O SERFP il E R VTEP Y545 11, IE44 cluster-peers M 4%
W R BRI peer-group:

interface gigabitethernet 0/7
nve-only cluster

nameif ccl

ip address 10.6.6.51 255.255.255.0

no shutdown

nve 1

source-interface ccl
peer-group cluster-peers

interface vni 1

segment-id 1000

vtep-nve 1

peer-group .

Related Commands

we 15 BA
debugvxlan it VXLAN Jite.

encapsulationvxlan

¥ NVE S 6B b VXLAN 3%,

inspectvxlan SRS SRR vE VXLAN 3 3LkA% 2.
interfacevni B+ VXLAN F1i2 17 VNI 1,
nve i 7 X 285 JE FULAK 28 i S48

nve-only cluster

A€ NVE M T 2R AR e -

segment-id

$5 58 VNI #2001 VXLAN M ES ID.

showinterfacevni

Wk VNI ISHG IREMGTHEE, HAEED (R ORED FIRE,

PR 5 HSCER NVE 0.

shownve

EBRNVE#E OIS EL WSMgaHE R, & o (B0 FRIRE, &
PO 1P Hudlk, %k NVE FH/E VXLAN VTEP [ VNI, LA 51t NVE #2101

AHRBRII 5T 254K VTEP IP Hbiik.

source-interface | f552 VTEP YR 11,
vtep-nve ¥ VNI $: 115 VTEP Y5452 LA G EE
vxlanport ¥ H VXLAN UDP it . BRIANEWCR, VTEP Y54 D R 4 UDP i 1 4789

1 VXLAN i .

—



pa-pn |
. peer-id-validate

peer-id-validate

SR R A AETT BUE B UEX 45 T7 B S 4y, 15 (L peer-id-validatefi% & 4] ipsec-attributes £ T
%S BORBIBOAE, T tnof & X,

peer-id-validateoption
no peer-id-validate

Syntax Description A i) W N
I N
T e reqEI
o certWI AR
53y

* nocheck: A
e

Command Default L2 BN E N reg.

Command Modes TR R O\ Ay A R .

RN B A IEAR ZeF=
i g=s] iz -4 2N
1B R

i 4 ipsec J& * B — 3 — —

3
Command History A &%

T0(1) 7 T iy

%

E:EEt=] T8 mT LK b 1 S H T A IPsec tunnel-group 87,
CR_Examples BL R MBI 7E config-ipsec ML E B2 F 75348 4 4 209.165.200.225 1 TPsec LAN i) it 411 (1)

o EEAARAE A5 AR TR A UE XS £ 4

ciscoasa(config)# tunnel-group 209.165.200.225 type IPsec_L2L
ciscoasa(config) # tunnel-group 209.165.200.225 ipsec-attributes
ciscoasa (config-tunnel-ipsec) # peer-id-validate req

ciscoasa (config-tunnel-ipsec) #

-




| pa-pn
peer-id-validate .

Related Commands | 44 15 BA

clear-configuretunnel-group 5 55 A R R 4

showr unning-configtunnel-group | &7 T4 B 41 Bl 5 %36 20 10 % 18 2H 50

tunnel-group ipsec-attributes o B iZ A B E A ipsec J@ .

| —



. peer ip

peer ip

pa-pn |

BLT-EhE K VXLAN F%IE 25 (VTEP) IP Mk, 57E nve it BRI NI H] peeripfir 4.
Bgoo SRk, W5 Ay no B

L

peer ipip_address
no peer ip

Syntax Description

Command Default

Command Modes

ip_address ;& 4244k VTEP IP Hotil, 4345 IPv4 5% IPv6.

TEERNAT N B

MRS AT iy AR

[EASg EEa B K AR REER
B% 1% FA 0 ESdN
fw= R
Nve At o  HF  HF . SCHF —
Command History A 183

94D ¥NINT MHeir 4

920(1) iy A BUAE S HF
IPv6.

EdEtE] W AR R AR TP Hudik, WTCVEAT AR AR I . 75 2 S h A SRR, I L REE$2 T-3))
Bl & . HAEN VTEP 52 — a4k,
CR_Examples o T = s 5 st s [ \p b e g A .
PR 7R1% GigabitEthernet 1/1 2 AL Eh VTEP Y4z, Ff48e 055 1P Hikik 2y 10.1.1.2:
ciscoasa(config)# interface gigabitethernet 1/1
ciscoasa(config-if)# nameif outside
ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa(config-if)# nve 1
ciscoasa(cfg-nve)# source-interface outside
ciscoasa(cfg-nve)# peer ip 10.1.1.2
Related Commands | 44 54 BB
debugvxlan IR VXLAN i

default-mcast-group A5 VTEP ¥ FRIBCI I VNI £ DR E BRIA R4 -

-
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peer ip .

AA
A<

L RA

encapsulationvxlan

F5 NVE S E o VXLAN Ff3,

inspectvxlan SR TR S BRIE VXLAN 3Lk A% 5
inter facevni BT VXLAN ARt i VNI 210,
mcast-group 4 VNI 4 1% B A JR A bl

nve Fi8 7€ 19 2% R UL £ Sy S5

nve-only ¥ VXLAN ¥ 1145 2 W XR NVE.
peerip Fahte e n 4% VTEP IP Hudlk.
segment-id F/3E VNI £ 1) VXLAN ME ID.

showar pvtep-mapping

7R VNI 224711 55 e 2 9 B ek AP 11 TP Mk e f2 VTEP
IP Mhhikxek Y i MAC ik .

showinterfacevni

BoR VNI OS5 RESFGEHE R, HEED i
CRCED MPRE, PR HOCKM NVE #0.

showmac-addr ess-tablevtep-mapping

{2 VTEPIP Hubik 7 VNI 32 1 B W IREE 2 B KR (MAC
HhEER) .

shownve

7R NVE LS5 IREMgaHE R, Hamisn (%
M) RERAS, AZE O 1P ik, ¥ NVE HE VXLAN
VTEP ] VNI, LA 5tk NVE 32 LU G I 62644 VTEP 1P
Huht.

showvnivlan-mapping

S oRim IR R K VNI B ID 5 VLAN 2 H s ¥ 3: 1 2 )
(LR

sour ce-inter face

Y& VTEP 80,

vtep-nve ¥ VNI 05 VTEP Y58 DA Sk
vxlanport ' VXLANUDP 5 . BRIAIE LR, VTEP J5f 00 1T

UDP 3 171 4789 1] VXLAN i,

—



. perfmon

perfmon

B R PEREE R, W LE perfmonti Al EXEC #iat FE % 4.

perfmon {verbose|interval ¥} | quiet | settings} [ 4115 5]

Syntax Description

Command Default

Command Modes

verbose

1EASAH & L BostEgel

g

T

ol

F

Tl

o

intervalseconds 55 21 & _E LB I Bk s A (AR 2L

quiet SR RE I
settings S [A] B DA I 2 PRI
detail BN RIEREM RIS R .

seconds J& 120 7,

SR ZNIE N gl S

pa-pn |

R B KSR REES
-4z iEA g E20)
(3 R
R EXEC s o TH .« T - Y _

Command History

EmERE

A &4

7.0 EASA EASIN TR A A SR

72(1) BT Rk detail BRI SCER

perfimon iy & RVFIE IR ASA TP RE

i ] show perfmon iy 437 Rl 75455 B

» i perfmon verbose

A A 2 43k R — A B . ¥ perfmon interval seconds i 4 5 perfmon verbose iy & &1 1
RERR R E AP E R — A AE .

RGR R TERES

SYIN B

PERFMONZiI5E: |4 |°F

]
Xlate 33/s |20/s
U 11055 | 10/s

-
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CR_Examples

TCP Conns 50/s | 42/s
WebSns Req 4/s |2/s
TCP Fixup 20/s | 15/s
HTTP &5 5/s | 5/s
FTP 25 s | 4fs
AAA S RAIE 10/s | 5/s
AAA GIEH 9/s |5/s
AAAIK 3/s |3/s

UEAR B RERD 742 ) e e

=L
Ho

PEoR B SR AT 78 ASA $EHl & bAE 30 2R — IR PERE IR AL e g v Hodh -

ciscoasa(config) # perfmon interval 120
# perfmon quiet
ciscoasa(config) # perfmon settings

ciscoasa(config

perfmon .

HEH:. Websense 1K HuhbFeHe (Foh “46E7 ) Rl AAA S5 INEL

interval: 120 (seconds)
quiet
Related Commands | 44 5 RR

showperfmon | i

—



. periodic

periodic

pa-pn |

BN SR RS D RERI hRefr e B (B J8)) INFIR)SEE, 57 periodic I [ YE FRIRC EAL R A8 H]
B . WAL IRE, W] AT/ no T,

periodicdays-of-the-weektimeto [ days-of-the-week ] time
no periodicdays-of-the-weektimeto [ days-of-the-week] time

Syntax Description

Command Default

Command Modes

—RANE CATIED SRS HEE B IR (3G AR R T 4 R L. 58 — ki BlE
PN PRI MK AR R 4R H Y B L

WSHRERRHRZ HAG: B—. B, 2=, BHN. Byh. 2HN
HMURIIH o FEAt AT B 0B RS

s day - 222
* weekdays - £ — 2 A A

* Weekend - EH/SHENIH

R ISR IS — R TR HAR R, AT A4S s e AT

time DL HH:MM #4035 2 I8 Rl 001, 8:00 Kz 4 8:00, 20:00 F£ /i - 8:00.
to BRSO NTFARI R B 5 d a) 7 fYaE, 7 ERIN to KB,

R K periodic iy A AL, WHE timerange fir 4 & SO ASA 15 ) 37 Bl AE RO IR &
o

MR TR AT iy F AR

wEER B K iE#E zEFR
B i#EA -1 EN
B R
I i) ¥ Rl P o S © SCHF S —

Command History

EMiErm

RRAR 22K
700 Ttk

£

LEYCHUAE TN R (1) time-rangeACL, 151 H i &5 LR — J IR g I (8] o AR5 A0 H] i 2 )
access-listextendedtime-rangel] i 4 i 1] ACL.

-
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CR_Examples

periodic .

periodic iy & 7 N RV B AR k2 —o Rk 2 H absolute iy 4 $i5 i 46 1 1] B .
7E time-range >R B 4 G AR M SR A /) JEA xS s 4. B4 timerange i 4
fEVF£ A periodic 4 H -

WIERETR days-of-the-week {H- 5 JT4REAH ], WITT LLATHE €A1

% time-rangefiy & [A I8¢ T absolutefl! periodicfi, NI{X{E periodicit £ absolutestartiif i1 J&5 17
flifn4, I HAEIA S absoluteend i 1] JG ANk — BTl

IS 1] 0 L Zh BE MRS T ASA B R ZEIN Bl {HJ2, 1ZZhRE S NTP [A20 B & A R fe

D N E

MREFE: TP

NIEEY 2 EMT, EF 8:00 &Z T4 6:00 periodicweekdays8: 00t018:00

AN PR — FE A R BE R B4 8:00 & R 6:00 periodicdaily8:00t018:00

M EF 8:00 LI FL0 L 8:00 4543 #— ik | periodicmonday8: 00tofriday20:00

AR, WUR I E SR 0 periodicweekend00:00t023:59

BRI, A E 515 periodicweekend12:00t023:59

PLUR 7R i os aide] Se v AE BB — 2 B T B 4F 8:00 22 R4 6:00 V] ASA:

ciscoasa(config-time-range)# periodic weekdays 8:00 to 18:00
ciscoasa (config-time-range) #

PR 7~ Won ] SR vE2eds e H CR—. B MR T B4 10:30 £ R4 12:30 V5
7] ASA:

ciscoasa(config-time-range)# periodic Monday Tuesday Friday 10:30 to 12:30
ciscoasa(config-time-range) #

Related Commands

we 1LAA
absolute 52 SN T i [l A IS R 8 060 B 18] o

access-list extended | it . fo i/ BRAH 2 1P Uit HE I ASA FRISR

default 1k 53 #ir 4 absolutefll periodicotime-rangeft 7 it BRIN 1
time-range FEFINFA) 52 SO ASA 7 145546

—



pa-pn |

. periodic-authentication certificate

periodic-authentication certificate

B WIE A, 1141 periodic-authentication certificatefir 4. 22 M ERIA L] HE Mg 4K % &
A A2 1) no JE

periodic-authentication certificate<time in hours>none
no periodic-authentication certificate<time in hours>none

Syntax Description

NN PEE AT 1 F 168 /N2 [8] f) 1] B
)

none S5 E B 0 B

Command Default

Command Modes

SEWRIEP BB AL TEE RS

AESENIE N gl SR

RN By K REFR
& ER i#EA - £
B R4
g%%%ﬁ% s © SCEF © SCEF © SCEF —

Command History

(k1=

CR_Examples

A &2
94() I T iy

4,

BRINTILR, X FERAALSmS, 2% 4 periodic-authenticationcertificatenone . HiAth 21 Semg < M
BRI AR /R Z VS, B AR 5

100 (config-group-policy) # periodic-authentication ?
group-policy mode commands/options:

certificate Configure periodic certificate authentication
100 (config-group-policy)# periodic-authentication certificate ?
group-policy mode commands/options:

<1-168> Enter periodic authentication interval in hours

none Disable periodic authentication
100 (config-group-policy) # periodic-authentication certificate ?
group-policy mode commands/options:

<1-168> Enter periodic authentication interval in hours

none Disable periodic authentication
100 (config-group-policy)# help periodic-authentication

-
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permit-errors .

permit-errors

Syntax Description

Command Default

Command Modes

Eﬁﬁ%ﬂGWﬁﬁ@ﬁ SR RO Z 7 B A, 1570 SRS WL 2 2he & N AT
permit-errorsfir%. AR [ FIERINAT A, FLrb T A o RGO G B AT RSO B AR e A . A
ﬁﬁﬂ:tﬂlj L E’J no ﬂ:/it

permit-errors
no permit-errors

L & BOA AR S B O T
ERINTE UL, P TRl s A RN K B A e 25

TR IR Ay A A

woEt  [BronEs 2o 5 R
i 1% 18 — PN

1558 R4

BN £ - « Y f R

Command History

MR

CR_Examples

RRA &2
7000 T i

%,

£ GTP K S ms Wi Z 5P A ] permit-errors i, LARRVFIIE ASA ik vy SN I 1a] o 3 sliids
PR R AR B, TUAGE TR Sl . ARIGAE SR o SRRt 588 wT LL 257 i
il

PATR 79 S VR 5 Jo RO A0 st A 2 I s 0 gt

ciscoasa(config) # policy-map type inspect gtp gtp-policy
ciscoasa (config-pmap) # parameters
ciscoasa (config-pmap-p) # permit-errors

Related Commands

A
GRS

L RA

policy-maptypeinspectgtp | 5 . GTP #7r £i% 14

inspectgtp I T2 0 GTP Wb, DU R 2.

—



. permit-response

pa-pn |

permit-response

PR E GSN B PGW b, 157E SR I Wi S 5000 AN H permit-response iy 4. 1 H LAy 2 ) no
TEATTIIBR L= R

per mit-responseto-object-groupto_obj_group_idfrom-object-groupfrom obj_group _id
no per mit-responseto-obj ect-groupto_obj_group_idfrom-object-groupfrom obj_group_id

Syntax Description

Command Default

Command Modes

from-object-group¥iXf 4 AriH GSN/PGW Zuii (¥ I 265 G4 X Wb A& %) 541 (object-group i
411D %) o IR H] LL1A] to-object-group A i SR I HEC A Y. o

MIRRAS 9.5(1) TF4h, S G4 AT LIS IPve Mk, i AU S TPv4 Hidik .

to-object-group HFrAl % i SGSN/SGW L8t G4l . IX AR R %40 (object-group T .
441D X ek T] LR B from-object-group bR £ s B R i Y

MRRAS 9.5(1) FFahi, S G AInT LA IPve Mk, i AN 2 TPv4 Hitik .

ASA 2F3F GTP iR K48 ) GSN I PGW [f] GTP Wi,

AESEZNIE N gl ]S

RN B K IEAR R2HER
& ER i#EA - £
3 R
SR E R < 2 © S © S © S —

Command History

EMERE

MR &84
T04) VT k4. GTP AT S HF: IPv4 Hidil .

9.5(1) #4n 7 %} IPv6 itk (12 45 .

24 ASA $UUT GTP K, ASA BRIAS ZFK H GSN 2 PGW 1 GTP i3k A 45 %€ i GTP i o
7E GSN 2% PGW i b 4 FH] 5 2 ok 240 GPRS FRCRAY EYERE, &Rk X IE .

ZLAIHE GSN/PGW AC 1 LI S FR 3947, & QAN 482 GSN/PGW Z8uifi I 4 X % 41, 1A
from-object-group ZH ¥ %4 . [FIFE, & SGSN/SGW fil7dt—AN M 245 X 5 20 I+ 1 to-object-group
SHPIEFZAL. W GSN/PGW Wi 5 GTP 1K 4 &% 20 GSN/PGW J& T/l — /Mt %4l, JfH
SGSN/SGW A7 F fe ¥ Y. GSN/PGW [1] 4 3% GTP W W [FIXF 20, W) ASA Fe i .

W4 25k G2 T E AL el % i 5 AR IR EATT

-
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CR_Examples

permit-response .

PUR 7”0 Fe DN 192.168.32.0 4% E AR EALE] 1P Hbhikky 192.168.112.57 K EHLA GTP
Wi )3 ¢

ciscoasa (config) # object-group network gsnpool32
ciscoasa(config-network) # network-object 192.168.32.0 255.255.255.0
ciscoasa(config) # object-group network sgsnl

ciscoasa (config-network) # network-object host 192.168.112.57
ciscoasa (config-network) # exit

ciscoasa(config) # policy-map type inspect gtp gtp-policy
ciscoasa (config-pmap) # parameters

ciscoasa(config-pmap-p) # permit-response to-object-group sgsnl from-object-group gsnpool32

Related Commands

we 5 EA

policy-maptypeinspectgtp | 5 X GTP & 7 5 g & .
inspectgtp EH TR 2 GTP s, DU TN A .

showservice-policyinspectgtp | & /< GTP it & .

—



. pfs

pfs

pa-pn |

LA PFS, i1t pfsenable g A1 RC BN A %A & . 248 PFS, 15 {1 % pfsdisablefir &
LENISATRCE PN ER PES &b, A ity 419 nofEA.

pfs{enable| disable}
no pfs

Syntax Description

Command Default

Command Modes

dissble ]
PFS.

enable J
PFS.

PFS 2%

AESENIE T N el W

RN B KA zEFR
B EfA -1 4
(L3 Rt
A TC A < 2 — s — —

Command History

MR

CR_Examples

A &k
7000 7N T ey

%,

VPN % /i Al ASA _[[f) PFS & & AR UG HL

e 21K no JE AT Seifr A 4 s 4% 7K PES 1A
7 TPsec i o, PES A DRAEAS BT A0 85 B S AR AT SE AT O s B0 K

PL R 7] S s W] 2 44 4 FirstGroup R4 5 3 & PFS:

ciscoasa(config) # group-policy FirstGroup attributes

ciscoasa (config-group-policy)# pfs enable

-
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phone-proxy (23 F) .

phone-proxy (2 F F)

BERCE H AL, 14 phone-proxy4s R B AL N AEH 1% a4 .
TR e AR ACER S, A A I Ay no 2 B

phone-proxyPhone _proxy name
no phone-proxyPhone_proxy name

Syntax Description

Command Default

Command Modes

Phone_proxy_name $75¢ H i AL HE S5 1 44 B

TEERNAT N L
RIS AT iy AR
wEER B K5 wEF/R
B EA ™ £
B Rt
4R < 2 — < R — —

Command History

EmERE

CR_Examples

R 22K
80(4) fir& LA

94(1) v 4 T3
.

HBEAE ASA FFCE — A i AR SL il

WK HTTP ARHRSS SR ACE T NAT, W5 1P A EAH< i) HTTP fCBE RS- 28 14 R sl e gt 1P bk
NEAEPNERAT A TG e (N

PL R 75 S 7 a4 phone-proxy FH 4 Bt & H % A BR sz .

ciscoasa

(config) # phone-proxy asa_phone proxy

ciscoasa (config-phone-proxy) # tftp-server address 128.106.254.8 interface outside
ciscoasa

(config-phone-proxy) #

media-termination address 192.0.2.25 interface inside
ciscoasa

(config-phone-proxy) #

media-termination address 128.106.254.3 interface outside
ciscoasa (config-phone-proxy) # tls-proxy asa_tlsp

ciscoasa

—



pa-pn |
. phone-proxy (23 )

(config-phone-proxy) #
ctl-file asactl

ciscoasa
(config-phone-proxy) #
cluster-mode nonsecure
ciscoasa
(config-phone-proxy) #
timeout secure-phones 00:05:00
ciscoasa
(config-phone-proxy) #
disable service-settings

Related Commands | 44 5% Af

ctl-file(global) i B4 R AREE L E QA K CTL SO, sldg e Z N A R T IY CTL 3¢
k.

ctl-file(phone-proxy) | i Hi T+ H G AR S B %) CTL SCfF»

tls-proxy fid & TLS AQEE L]

-
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Syntax Description

Command Default

Command Modes

pim .

SEHPA I D L PIM, - T AERE LR E R A pim i 4. 245 PIM, 15 (8] Bt fiy no & 1172
o

pim
no pim

U iy A B AT S 3O
BIAMESHUT,  multicast-routing iy & 7L T2 1 L) H PIM.

ESETIE N g ib SR

RN B A AR ZEER
iz gz iERA - 4
= R
R & — e — —

Command History

RRA &2

7001 I T ki
A

~ o

MR

RIS UL, multicast-routing fir 22 2E BT A #% 11 B F PIM. X no #ir & 1 pim 18 S AR A7 A i &
L

\)

CR_Examples

ERE PAT ASCHF PIM. PIM BMSUAME AT S 1, 1 PAT A30& FH T8 H st 1 PR 18

LA fI{E ik % 1 _EAEH] PIM:

ciscoasa(config-if)# no pim

Related Commands

we 5 FA

multicagt-routing | 7 ASA I i J 2 3% % th

—



pa-pn |
. pim accept-register

pim accept-register

FAL'E ASA LATHIE PIM 1N &, 1SS AR EA T TH pim accept-register iy4. ZHI[R)
JE&, W Ay noAHIE .

Fl

pimaccept-register { listacl | route-mapBit 5 Z Fx }
no pim accept-register

Syntax Description  listacl & 5T 1) 91 AWK G iy & I SR A FE 9 J2 /L ACL.

route-mapnap-name §25¢ route-map 4 K. 755 HI RS HIML T AE YRR IHL ACL.

Command Default TCERIAT R BAH

Command Modes TR R A A A AR .

RN By KR Z22E=R
i == iERA ™ 4
fB= E
4Ry C A s s — —
Command History A 18
70(0) VRN T vk
4,
& S By 4 F T 1A ) RP VA o 4 SR B (0 ) RP 6T MH L, ASA o7 B2 I3 A
[EAIREPSE
CR_Examples N S LSl L sbe A ML 4 v bt e
PUR 750K PIM v S BRI Sk H 44 4 “no-ssm-range” HI5 W) 4138 F s SCHOYE FE Y
%\:
ciscoasa(config) # pim accept-register list no-ssm-range
Related Commands | 44 5 AR

multicast-routing | Z¢ ASA 5 FHZH 3% %% i

-
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pim bidir-neighbor-filter [

pim bidir-neighbor-filter

FEPEHIMBLE SZ KE bidir (48R 1] S5 DF &5, WE7EH O RS E AR pim bidir-neighbor-filter iy
Lo TMERILNE, WA A noR B,

pim bidir-neighbor-filteracl
no pim bidir-neighbor-filter acl

Syntax Description

Command Default

Command Modes

at 5 Ui SR L AR S . kUi I 51858 AT LA 2 bidir DF 281048 fE . et dr & sp s A

bt ACL; ANSCHFY € ACL.
T s 1 AN SEEF bidir
R A AT A BRI
N B AR ZeER

B E8 % AR A EAN
= R4

Pe 2 — <2 — —

Command History

EMiEr

CR_Examples

A 1854
T2A1) 50T sy

4,

XL PIM Fe VF AR 5 H 2 DR oD IR 1 R
ik 4%

A FRVF S € N2 5 DF pimbidir-neighbor-filter dE28 1 1 2, [FIISAT SRVFIT A 4% 2 2 56
BRI, TSI ISR A X 9 286 3800 X0 ) 19X 4% [ 2 e . S 5 bidli 1)1 HH 2 0T LA EATIAR 5 2 vh
£ DF, Bl A A5 9E bidir % iie%. AF bidir 8% d12s b4 %L A mT 97 15 bidir 207 16 PIM 314 &
A ) bidir 74 2 R BN bidir 4 =il H 2.

JF 1% pimbidir-neighbor-filter diy4 7, ACL feFf s t 845 4 404 HAT bidir DhEE
o WA VFRIAE S AN SR bidir, WIS K DF %5,
o WURPAR L0408 SRR bidir, WSS R A DF %8,
© WUR MR LB JE A SCHF bidir, ATRESS KL DF 424,

o TLEPE DF, A2 bidir XU 3 FH 40 b f i A 4l

o At

PUR 7~ S2 4 10.1.1.1 Bl PIM bidir 28 &

—



pa-pn |
[l vim bidir-neighbor-filter

ciscoasa (config)# access-list bidir test permit 10.1.1.1 255.255.255.55
ciscoasa (config)# access-list bidir_ test deny any
ciscoasa(config)# interface GigabitEthernet0/3

ciscoasa (config-if)# pim bidir-neighbor-filter bidir test

Related Commands &4 12 AP

multicastboundary | > &5 B i 1) 2 #E bk e L2 3% 7.
multicast-routing | 7F ASA & FH4H &% i .

-



| pa-pn

pim bsr-border

FEPH 1 ke O R ik B B 28 4 i A (BSR) TR, TEERE LIRC E BN A pim bsr-border iy 4

\}

pim bsr-border .

iR

Syntax Description

Command Default

Command Modes

X5 T PIM A (PIM-SM) 5 H T 5% 11, SR IR R I P 1 0, DA JRE S b5 m] 3l e 124 1
Vi ] (AR AR 2y B, JEHOR AR 2RI 2 1T PIM-SM (520 T
pim bsr-border
no pim bsr-border
St & B AT S H OB
A BRI AR
MR i AR
LN B KR REF=R
B i#ERR -4 E2d
(= R
FZORE < 2 — < T — —

Command History

FRA &
95Q@) ¥ T Lk

%,

MR

CR_Examples

MLEL L ERCE LA I, RS %A% UAOX SR A PIM AR 2 BSR W EL . A Bt iy &

B 5 A PIMBRAT LA 1, LU S AE PN R AC e BSR VL TW?“TI_JE’JBZZIFMC%QBSR

TR DA lrb e th s W] BE B 45 o)

(A1) FAT RS 25 o

)

NP A (RP), TS UM S0 e el ok e

AR AW EARRLS. EKE PIM 3 BSR L5t

LAUR 7= DR 12 LUBC B A PIML 8030 7«

ciscoasa(config)# interface gigabit 0/0
ciscoasa(config-if)# pim bsr-border
ciscoasa(config)# show runn interface gigabitEthernet 0/0

—



. pim bsr-border

interface GigabitEthernet0/0
nameif outsideA

security-level O

ip address 2.2.2.2 255.255.255.0
pim bsr-border

Related Commands | 44 15 BF

multicast-routing | 7£ ASA |83 FH Z04% 1% 1 .

pim bsr-candidate | 5 ASA [t & {5 % BSR

-

pa-pn |



| pa-pn

pim bsr-candidate .

pim bsr-candidate

T A B A HAE N 5 SRR R 8% (BSR) HRIE, 1 AE4 A BT 5 H pim bsr-candidate
o ﬁ%ﬁ%%ﬁ%%ﬁﬁ#h?%ﬁﬁmﬁﬂ%,m@ﬁ%vamWﬂ

pim bsr-candidateinterface-name [ hash-mask-length [ priority] ]
nopim bsr-candidate

Syntax Description

interface-name | )\ H:JR4: BSR ik b5 h 2% b4 D 4Bk bbb ZE BSR 1 b ki% .

B | (i) 7B PIMV2 WA BB 1, BHAMNEHET “5” BRBIEKE (&
i3 % 3200) o BT HAGARTRIRR 705 A5 I AL N AR [H] 12 A 0 (RP).
Bltn, WSk A 24, NZHHE DA R 24 AEER . SR KEE i — RP A
TZA4 4.
BRANEH ALK E A 0,
priority (A% fi#i% BSR (C-BSR) HIMLEZk . Yol &M 0 B 255, DLCiEFEA et

P C-BSRe WERALSCHALANR], ) TP M hEH I % th #5552 BSR.
BN 0.

Command Default

Command Modes

PURESVIE
S B WA OO K FERIA R0 b IR FN BRI 0, (56400 0.

TR RER A A A R .

RN B A SRS ZE2ER
B% A 1A 0 EN
ER L = — = — -
Command History A 185
95Q) I T Mty
4.
oo B A S E ASA 5| SRUTIM B ROE BN PIM ABJE, SLrR i O (ML fF o BSR Hitht. 45

AR 2R BSR Ml 58 MSERT S SRR CORAFE R —$ 11 40 *%ﬁﬂﬂﬁﬁi@lﬁi&ﬁftbﬁ
AR SR i AR ] S e b, A AT A A A S SR R . I, B EFEIT
FEFFH R o

—



pa-pn |
. pim bsr-candidate

Ut ASA K5 ZKZE/E ) BSR, HEMEIK B 55— Mkik BSR 51 S RAHE, £W A CRAE =L
Jodh (B, WROUCHARTE, UEAT R I 1P k) .

CR_Examples BLF 7RG ASA FCH 9 H5HE 11 1915 1 266 1% (C-BSR), HIBUKE 30, 156400

10:

ciscoasa (config)# pim bsr-candidate inside 30 10
ciscoasa(config)# sh runn pim
pim bsr-candidate inside 30 10

Related Commands &4 158 BA

multicagt-routing | 7 ASA I Ji3 H 2 3% % i .

pim bsr-border |} ASA 0 & 41l % BSR

-
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pim dr-priority .

pim dr-priority

TE ASA LRCE M TR € B s b 4 AR Ao 9, IAER LB AR A A pimdr-priority iy
Lo BRAIBOAE S, AT no AT,

pim dr-priorityZ 5
no pim dr-priority

Syntax Description

Command Default

Command Modes

e A1 0 5] 4294967294 2 TR IE T AERC SR E M R, T TR E A Rt .
Y& 7€ 0 vIBij 1k ASA BN ¥5 7€ 1 1 28

BOAE N 1.

MRS AT iy AR

wEER B K i ZEF/R
B E/A ™ E2dN
B R
OB E 7 — < R — —

Command History

EMiEm

CR_Examples

N
T0(1) 3 T iy

%,

B E B BRI B 58 5o PIM 485 6 85 . WIR 2 & B4 B MR e @ % th 28 Lo
g, AT I 1P Mk e 4K Bl DR Wi #4576 Hello 74 8 R 7% DR-Priority 3£, 1%
WA SR 5 P dme s (R 5% T IO HR P B R A . WSR2 & W a5 ACAE L Hello 95 B P A0 25 3B 10T,
DU LA 5 ey TP b f 152 8808 1 48 52 865 Fh 28

DA 7K 42 ) DR LS RE R 5

ciscoasa(config-if)# pim dr-priority 5

Related Commands

A
ap <

L RA

multicast-routing | 7 ASA I FH 413514 (1 .

—



pa-pn |
. pim hello-interval

pim hello-interval

WAL E PIM PR IYSH S A, 15 7E4: CRCE AR H pimhello-interval iy 4. 224 hello-interval
WS R ERAE, AL 2 1) noJE K.

pim hello-interval ¥
no pim hello-interval [ ]

Syntax Description  sxonds ASA 76k 3% hello W & 2 WA AP EL. EITEHET 1 3 3600 5. BRIAME N 30 7.

Command Default (IR ERIA K 3070

Command Modes TR IR A A A AR

HOWR | BiEER R21EE
paef 7 —4 54

55 e

BT ‘R — ‘R — —

Command History A &%
70() BN T i

%,

CR_Examples PATR 761145 PIML R4 W) BEG V2 A 1 43

ciscoasa(config-if)# pim hello-interval 60

Related Commands | 4,4 15 BF

multicast-routing | 7£ ASA |3 FH ZH4% 1% 1 .

-




| pa-pn
pim join-prune-interval .

pim join-prune-interval

WAL E PIM IR R B, ISR DAL E A N A pimjoin-prune-interval #iv4>. S04 H] B Pk
OB, WA a2 nofEatl.

pimjoin-prune-intervalf»
no pimjoin-prune-interval [ seconds]

Syntax Description  ssoonds ASA 75 RN/ T 8 2 BTAEA5 IAb 2. A 20 TE I 4 10 45 600 5. BRI K 60 B

Command Default FIAEE N 60 F0

Command Modes 2R R A N A A A R

RS TE R [P S L2 R
B 50 —4 £4
% R4
BLIRCE i — - — -

Command History A &%

700 Ttk
A

Lo

CR_Examples DA R PIME A/ I B 2 40

ciscoasa(config-if)# pim join-prune-interval 120

Related Commands &5 15t BA

multicast-routing | 7£ ASA |3 FH ZH 4% 1% £ .

| —



pa-pn |
. pim neighbor-filter

pim neighbor-filter

BRI LS A0 i 4 A v PUIDN PIM, 15 A6 F% O B 4 5 pimneighbor-filter iv4. ZEhl Rt
VE, HEH A no S rTE .

pim neighbor-filteracl
no pim neighbor-filteracl

Syntax Description  at 355 iy i 51 % 4 kol 5 . LA & AU I ARUE ACL: ASSEHFJE ACL.

Command Default ToBANT N BAE

Command Modes IR R ]\ A A AR

R By KR REHR
B i#EA -4 24
fH& R
P2 AC - 2 — < 2 — —
Command History A &%
7200 T skt
4.
ey Befr 45 LT AT BAS 15 PIM AR R4 th 38 . WURBEE R A fr &, AT B
AR T4 % th A PIM, b &4 2 SR ERCE o WORZE I ALR Gy, 02 AIC & HH M 5k ot iy
4.
CR_Examples LR 7RG S VF TP HlE 10.1.1.1 (986 1 3% 5o 82 1 GigabitEthernet 0/2 1 () PIM 45 )i :
ciscoasa (config)# access-list pim filter permit 10.1.1.1 255.255.255.55
ciscoasa (config)# access-list pim filter deny any
ciscoasa(config)# interface gigabitEthernet0/2
ciscoasa(config-if)# pim neighbor-filter pim filter
Related Commands | 44 54 AR

multicast-routing | 7 ASA I J53 FHA13%& % .

-



| pa-pn

pim old-register-checksum .

pim old-register-checksum

Syntax Description

Command Default

Command Modes

PR IH RIS 50 A AR AT AL (RP) L SEBR ) 2%, 1 7E 4 JRc B R H pim
old-register-checksum #r4-. 2242 454 PIM RFC Wik 25428, it 8 Ik #r 2 no TE 2.

pim old-register-checksum
no pim old-register-checksum

By A B AT S5 el el 7
ASA T[54 4 PIM RFC SRl 2 fE 28,

ESETIE N g ib SR

wER Bh K IEHR ZelF=
hizdas iE AR -4 4
2 e = — * T — -
Command History A 8%
T0(1) T ki
4,
g ASA BOPFHERE PIMUR L DAL F ok 4 A7 AL By IRV, 1A At BT IOS Jy
- B AP PIM B 2R A1) 58 48 PIM W B IE MY S . pimold-register-checksum iy 442 i,
L Cisco 10S HAF AL A7 AT o
CR_Examples

PUR 7K ASA BC b 4 IR A6 A o5

ciscoasa(config)# pim old-register-checksum

Related Commands

AL
GRS

AR
multicast-routing | 7£ ASA |8 I Z04% 1% 1 .

—



. pim rp-address

pa-pn |

pim rp-address

BELE PIM ACYC A5 (RP) Mkl %76 4 Rilid B A0 R 6] pimrp-address fir 4
B, BPEE QR 45 o% AR 2 2L mT F M 2 B 4545 1 nolif[a).

o NI TR

pim rp-addressip_address[acl ]
no pim rp-addressip_address

[bidir ]

Syntax Description

acl (Tii) FE X RP R 5 WR L 22 8% 21 — B A b v i) SR I 2 Bk el 5 . 1B 20 B
b4 I il =L ACL.
bidir Cal3%) Fente e M AIE A B AER R N I2AT. WRESE Ay & I AT P ek I, s

JE ALK AE PIM R B M igdT.

ip_address K1y Jly PIM RP [ th #5140 TP bl 10— B DU 53 22501 EHIZE R 1K) 4% TP Ml

Command Default

ARAECE PIM RP Hiuhik,

Command Modes

TR R A A IR

Command History

ot | Broms 22158
g 7 2 54
%% A%
ARIE R B R — —
M M
700) ¥ T e
4.

EmERE

/Ait PIM Fidt 455 (PIM-SM) X bidir 5k P (1 T i B 7 48 75 22 T i A 9T J8 40 i) PIM RP Hbtik.
L & AL & Ho bk .

%g

AR ASA ASFFHB) RP; B pimrp-addressH] T4 fi7 & RP Hidik.

] ARG E 4 RP Ry 2 AN AR S
TRV FIZR, WHZALH) RP R ] T4

Vi FR R g AT H PUE T PIM RP BRI G oK
AN TP ZHE2E ] (224.0.0.0/4).

-



| pa-pn

\)

pim rp-address .

CR_Examples

xR

JEET2Br Y bidir BLE 1T, ASA ZHZAE PIM hello W4 & FP il 2 bidir Thfg .

DU 7R 06 e 41 4% 4014 PIM RP #ihiki% 54 10.0.0.1:

ciscoasa(config)# pim rp-address 10.0.0.1

Related Commands

we L RA
pimacoept-register | fit & {7ERP, ILIEPIMIT I & .

—



. pim spt-threshold infinity

pa-pn |

pim spt-threshold infinity

B g e — %%E%%ﬁﬁu%%@%%%mﬂMﬁﬁﬁ%@%ﬁW@N)Wﬁ,%Eéﬁ%ﬁ
R A pim spt-threshold infinity 4. ZEVKSZERME, 1548 H b dy no& g

pim spt-threshold infinity [group-listacl ]
no pim spt-threshold

Syntax Description

Command Default

Command Modes

Command History

(EEEiT=

CR_Examples

group-listad  (mJik) FEaREe VT R AR BREIIELL . acl ZHL TR EAME ACL; A7 ACL.
BRONIEOUT 3505 — 1k PIM % Hh 2% D7) 460 2] d5 R AR Y50 o
R R A\ A A AR .
wEEN B A IEARE T Z2Fx
gz iERR -4 E2d
1Fe= EX4
AR E = — = — —
MR &2
T01) 50T sty
23
WAL group-list JCBE,  Wthar 43 FH TP A3 4L 3k 41

PAR 79 S 2t ek PIML it £ 28 00 284 FH 3L W0 110 A2 D) 40 1 B R A2 A -

ciscoasa(config)# pim spt-threshold infinity

Related Commands

A
P

L RA

multicagt-routing

fEASA I8 FHZH &% .

-
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ping

ping .

SEMR S E 0 2 TP A R3S, USHE pinghe B EXEC #T E ] i% 74 . 55 TCP ping A LL,
HWIIEET ICMP [ ping I SECA TR AN SHNw S, KAWL, A
REMIES B

ping [if_name] host [repeatcount] [timeoutseconds] [datapattern] [sizebytes[validate]
ping tcp [if_name] host port [repeatcount] [timeoutseconds] [sourcehost port]
ping

)

ERE source Ml port WINAN S tep IEIMAL A data. size 1 validate AN HI T~ top &5

Syntax Description

datapattern (Wi, AXPR ICMP. O F/7E T N8I 1 16 A7 5B, JElh 0 2 FFFF.
ERIAEH Oxabed.

host 53¢ Z ping (0 EHLI TPv4 HihEsk#4FR . XFF ICMP ping, 7 LAfE 2 TPv6 Hitik (TCP
ping ASCRFIZME) .
=R, A RRAT LA DNS 4488 f# ] name iy & 73 BC K44 Bk . DNS 2 BRI 5
KEFFHHR 128, A1 name fiv & B L1 44 FRICRK 74750 630 20L& DNS it
% 4 LAl H DNS #4K.

if_name (AT3E) 455 HT ping YK TP Huhib (K482 O FR s E SIZ 140 1 10482 0 2 3 A T 2
0 4% £ 110 B R A HROR AR 2 1)
port (PR TCP. ) AMEIELE ping [ FEHLFEE TCP i 145 (1-65535).

repeat il 4 (AT 45E A ping i RKE BRINEN 5.
sizebytes A3z, PR ICMP. ) fiE Hdladhok b (BLFA AL o BRIMEN 100,

sourcehostport ([ ik, VPR TCP. ) fi&@ MILE % ping HIFEAS TP bk RIS 11 CRF-FBEHLIR 1,
R =00 o JEHHEAS S5m0 o A 1 % el 7 =0

Command Default

tep CAfe) PRAEE T TCP 1R (BRI A ICMP) . TCP ping &i% SYN ¥l 1, fn %
HAr AL T SYN-ACK H#n 0, WHAK ping B4 T ). EILv] LARIN BT R % 2
AN TCP ping 145

timeoutseconds  (AJi%) &R AR IR . BRIME N 2 B

validate (A, VPR ICMP. ) & [l HdkE .

TCERIAT K BAH

Command Modes

ESEZNIE N el DS

—



II ping

pa-pn |

RN By K Z2HER
B ER EA - £
fB= B4
F#AL EXEC T © FF © FF © FF © FF
Command History ERAS &M%
7.0(1) AN T L.
7.2(1) NN 6 DNS PRI SCHF o
8.4(1) INT top I,
9.18(2) WAL A A rh R 1, S IP Mk 5 4 e 1942 11 TP Hi ik DTG, {H

MR

S o R DR 0 B i b o P o A HOR A E

% pingfiT & VPR E ASA JETF HATIEEHE M 2% L2 A BT
AFHIE T ICMP (15 8 ping I, 1A ORI AT 25 1 H X SE A0 1) iemp ) Cln s AEAE ] ICMP
B, W FeVEHTA ICMP i) o AR A S EHUELE ICMP XM 4L ping #:4E, 2047 L
TRAEZ
o QTR N 1) ICMP accessHlist fir 45 i, 20 Ty ENIEAE ping U5 BRI, 1844
access-listacl_grpper miticmpanyany 74, #RJ5¥F access-list i 24 & 2 2 | access-group iy
AW
« fif ] inspecticmp iy AL E ICMP &5 1%, 4, K inspecticmp iy A8 I E1 4 J& IRk 45 S 1)
classdefault_inspection 2§, ¥ a1k ASA X P8 =LA L R [ 8 i SR HEA T [FTY

i TCP ping I, #AZIAALR U v S WS SO VARS8 48 2 ot 1 1) TCP & .

it S IEIE K SCVF ASA Wi N T 252 i A2 pingti He - ping iy H 7 7580 T A .
WA ping i Ja EHURMIN, K LT Fros (SR B -

ciscoasa(config)# ping 10.1.1.1

Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

ASA S I HH 5 K% i ping B 40, I ELAC He 4 b B DL IC R 6 ey N Ao [ 21045 7Lt
H1#&. i TCP ping 752 ¥ TP Ml A2 s mKdla t i th oy s B, BUAERE T ahdi e st ik ke UL
B 1 TP Mk, AN iZdi 1 At pinge  HH I VT B i 20 4R E

18 J11% showinter facedr & i f& ASA CLER B L I IEAE MR MR . $75E if_name [RI3LhE T ping 1)
Pstoht, BRARRE T HARE AL (R TCP ping) .

-



| pa-pn

CR_Examples

ping II

T ] LU N AN ZHUH) ping KRIWATHJE ping. RV PR EIMASEL, i S AR IR R T
RIRFAL

PLR 7451 35 7 ] o o HoAth TP bk ) ASA J& 745 m) L

ciscoasa# ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

PAR 7R B8 DNS 448k FR E 3241

ciscoasa# ping www.example.com
Sending 5, 100-byte ICMP Echos to www.example.com, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms

PLUR AP R ping HI7 -

ciscoasa# ping

TCP [n]:

Interface: outside

Target IP address: 171.69.38.1

Repeat count: [5]

Datagram size: [100]

Timeout in seconds: [2]

Extended commands [n]:

Sweep range of sizes [n]:

Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
The following are examples of the ping tcp command:

ciscoasa# ping

TCP [n]: yes

Interface: dmz

Target IP address: 10.0.0.1

Target IP port: 21

Specify source? [n]: y

Source IP address: 192.168.2.7

Source IP port: [0] 465

Repeat count: [5]
Timeout in seconds: [2] 5

Type escape sequence to abort.

Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 192.168.2.7 starting port 465, timeout is 5 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
ciscoasa# ping tcp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.

Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
ciscoasa# ping tcp 10.0.0.1 21 source 192.168.1.1 2002 repeat 10
Type escape sequence to abort.

Sending 10 TCP SYN requests to 10.0.0.1 port 21

—



pa-pn |

II ping

from 192.168.1.1 starting port 2002, timeout is 2 seconds:
rrrrrrrrn

Success rate is 100 percent (10/10), round-trip min/avg/max = 1/2/2 ms
ciscoasa(config)# ping tcp www.example.com 80

Type escape sequence to abort.

No source specified. Pinging from identity interface.

Sending 5 TCP SYN requests to 74.125.19.103 port 80

from 171.63.230.107, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 3/4/4 ms
ciscoasa# ping tcp 192.168.1.7 23 source 192.168.2.7 24966

Type escape sequence to abort.

Source port 24966 in use! Using port 24967 instead.

Sending 5 TCP SYN requests to 192.168.1.7 port 23

from 192.168.2.7 starting port 24967, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Related Commands | 44 154 AR
icmp SHAEHE I 28 11 1R ICMP Yt L B 7 Tl KLU

showinterface| /x4 ¢ VLAN Bt & (1115 & .

-
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