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Name Y Address Y Auth Port Y Acct Port h g
ISE 192.0.2.30 1812 1813
ISE2 192.0.2.31 1812 1813

1 10 » 1 = 2 of 2 items
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Servers Server Groups

Name Y Semver Server 2 Server 3

ISE_RADIUS_1 ISE ISE2 NA
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CLI :

aaa new-model

!

radius server ISE

address ipv4 192.0.2.30 auth-port 1812 acct-port 1813
key keystring

!

radius server ISE2

address ipv4 192.0.2.31 auth-port 1812 acct-port 1813
key keystring

!

aaa server radius dynamic-author

client 192.0.2.30 server-key keystring

client 192.0.2.31 server-key keystring

!

aaa group server radius ISE_RADIUS_1

server name ISE

server name ISE2

deadtime 5
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CLI :

wireless profile flex Flex

ip http client proxy 0.0.0.0 O
Tocal-auth radius-server-group ISE_RADIUS_1
vlan-name client

vlan-id 76

vlan-name VLAN1414

vlan-id 1414

vlan-name VLAN1432

vlan-id 1432

vlan-name management-interface
vlan-id 39

pmk propagate

|

wireless tag site Flex-site
ap-profile default-ap-profile
no local-site

flex-profile Flex

|

ap h.h.h (AP Radio MAC address)
policy-tag default-policy-tag
site-tag Flex-site

rf-tag default-rf-tag
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1 10 w
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Add Policy Tag

Mame™* flex-policy-tag

Description Enter Description

| TR 30 HiEEWLAN-POLICY Maps FHY+Add. ZEWLANBELE X £ , N TR kR 2 it
EMWLAN, fEPolicy Profile £ , NTHRIEEPEF AN RBEE B X . Fiicheck (RE
) =48, AF ¥ EHApply to Device:

LA Protin T Polcy Pross T

#

RLAN-POLICY Maps : 0

) Cancr

& T LAFE B R B BISKBEARAC
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v All Access Points

Misconfigured APS
F Tag Country Coda : LSC Falback : URWE :
Total APs : 2 - o
AMultiphe APs can be configured at once from
Power Derate ¢ Operation ! Configuration : Country Code : LSC Fallback §  URWE H
Capable Status Status Misconfigured Misconfigured Misconfigured Policy Tag i Sile Tag i |RF Tag i Location
N
Yes Registerad Healthy Mo No “' Flezse-prolicy - 2w Flax-sita Szt -rf-tag default location
ol 54 il

aaa authentication dotlx FlexAAA group ISE_RADIUS_1
|

wlan FlexAAA 4 FlexAAA

radio policy dotll 24ghz

radio policy dotll 5ghz

security ft

security wpa akm ft dotlx

security dotlx authentication-Tist FlexAAA
no shutdown

|

wireless profile policy FlexAAA
aaa-override

no central authentication

no central dhcp

no central switching

vlan VLAN1432

no shutdown

|

wireless tag policy flex-policy-tag
wlan FTlexAAA policy FlexAAA

|

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag

site-tag Flex-site

rf-tag default-rf-tag
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Network Devices

+ 4
O Name

) 9800-WLC

O CW91641-ROW-LAB
O] AP28021-E-LAB

L) Import

IP/Mask

192.0.2.20/32

192.0.2.40/32

192.0.2.41/32

Export
Profile Name
&% Cisco (i)
&% Cisco (D)

4+ Cisco ::'i::

WMRAPIEELMIPSEE N |, &R LAE AR IaE
) EXHERH, FISEF , KRR ELAFENBNIAPEE—IMERE, BFEIE  BIERE

||

Location

All Locations

All Locations

All Locations

Type

All Device Types

All Device Types

All Device Types
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Network Access Users

-~ Add o) Change Status L Import T Export E; Delete

Status Username -~ Description First ... Last... Email Ad... User Identity Groups
O Enabled g adminuser ALL_ACCOUNTS (default)
() Enabled ¢ helpdeskus... ALL_ACCOUNTS (default)
) Enabled ¢ test ALL_ACCOUNTS (default)

$E6.SMIIFEH>KBTESLE R, fTAuthorization > Authorization Profilesi& T+ L |, %%

+Add,

Sonditions Hasuks

Standard Authorization Profiles
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NEKRMEER R, f£Conditionsd| L , FNINORF NI FH 75 hN17 EENetwork Access , TEAttribute Device
IP AddressH & Equals:

Edior

Sabect attribute for condition

] -] ] by o 5

Dictionany Atiribute

7 N9800 WLCHIAPHY P31t :

Editor

EETA , BiUse,

188 .1E Allowed Protocols & | % #EDefault Network Access. &g , B & Save:

o

= Cisco ISE Policy - Paolicy Sets Q @ L@ @
Policy Sets Reset Reset Policyset Hitcounts
Status  Policy Set Name Daescription Conditions

Alowed Protocels | Server Sequence Hits  Actions  View

B Network Access-Device IP Address EQUALS 192,0,2.20

(] Mew Policy Set 1 oR Q@ Metwork Access Device IP Addvess EQUALS 192.0.2.40 Default Metwork Access  (Z J a {{';-} >

2 Metwork Access Device IP Addiess EQUALS 192.0.2.4%

-] Default Default policy set Default Network Access (Z 1] 1@ >



HPRI.FEViewSlF | BHEAFS :

Allowed Protocols [ Server Sequence Hits Actions View

Default Metwork Access & - Q -{ﬁ} >

F10.®RFF Authentication Policy , SIZF MRS : —MNATWLANER , 5 —MAT802.1XE
=

Policy Sets— New Policy Set 1 Reset Reset Policyset Hitcounts m
Status  Policy Set Name Description Conditlons Allowed Protocols | Server Sequence  Hits
Q

=) MNetwork Access Device P Address EQUALS 192.0.2.20
(-] MNew Paliey Set1 1 OR B Wetwork Access-Device [P Address EQUALS 192.0.2.40 Default Network Access X o

Metwoik Access Device IP Address EQUALS 192.0.2.41

s Authentication Policy (5)

Dslatus Rule Mame Conditions Use Hite Actions

o
Q
Internal Users 4] |
(-] Authentication Rule 2 B2 Ragius Called-Station-1D ENDS_WITH Flentns 0 {:}
# QOptions
[ Internal Endpoints & |
Wired_802.1X
o Authentication Rule 1 R ] o éf_;}
[ Wireless_802.1X > Options

SNFWLANEF |, (8 F#RadiusFJE 1t Called-Station-ID 8 ZE Condition, %&FEEnds With 38 A
WLANZ F§ :



Editor

= Ends With - FlexAAA

Select attribute for condition

Dictionary Attribute D Info

EEATA , BUse, T ULEKEE , EUsedl E | i£#FInternal Users,

FIR11.33F802.1XEK" , FAISE LA ARIWired_802.1XF Wireless_802.1XE €l Condition, &
AR LT R |, REEFEFA

EATA , BhUse, X TUERE , F£Usedll £ , i&#FInternal Endpoints.

HPR12.[6 T R3) ElAuthorization Policy F 8|2 Kk, NEEBE—NEH , HOIES S ORILKRE
L AWLANE FR el 2R MRS 4.

EProfiles¥l £, M3 8 iR R E X PermitAccessVian1432:

EATA , £1Save,



{55 A A< 1 B 49 36 E it B PSK WLAN
SEB1 BARBEEEL S LA BFlexConnectiE R — F PR B BEAP,

$£2%: 6l WLAN.

&R B Configuration > Tags & Profiles > WLANSs , i%£#+Add,

EGeneralfric £ , NEEXH AN, SSIDBIBZ—NEH , HEARES :

1 Fescio Policy (7
R
|||||||
waic [l @
I WAL T .l At
rrrrrr L]
Wi-F1 Gl Compaitiisy Petl .
ot Compatibling

=3 SMBILL>E2RETF | ERWPA+WPA2, REREEREEA. BHRIIFLAEEPSKH
FT+PSK , I ZEFTEMNPSKE N MPSKER  HBAFZEFZFKEANTALZR

WA Parameiers Fast Transit 1

SAPAD Ercrypition

Auith Key Mgmi [AKM)
Protected Management Frame

- — e —

Auth Key Mgmt [AKM})




# FHUpdate & Apply to Device,
&) LLE BB Z2 Y WLAN:

Configuration~ » Tags & Profiles~ » WLANs

Salected WLANs : 0

Status Y Name T ID T SsiD T  2.4/5 GHz Security T

[+) FlexPSK * 1 FlexPSK [WPAZIIPSKIFT + PSKIIAESLIFT Enabled]

HIRA Q1B KBS ELE Mo

SEMERE > FENEE XM > KK,

EE+AdD |, FEGenerali T+ ENRBEEXHHE , BARS , HERAEFXHR, EH5LK
UEM £ DHCP:

i
Ganeral
l'- =t [ ] WILAN Switching Polcy
I [
|-|- THAILED -I B
; | ]
f FMATLET . [ . L
|

HURE. SHE R RBIETF |, EFEVLAN:



Adid Policy Profie

F Y

Aroeys Polaciy

WLAN AL

WLAN Local Profiing LI, Filory

# FHUpdate & Apply to Device,

ERESIRFEIRBEENH

Configuration= > Tags & Profiles - > Policy

Selected Rows : D

Admin T Associated Policy -
Status Tags =

(] FlexPSkK

T  Policy Profile Name

HIR6. T LB FT R SREEARIC | A AR I A RIEFRIC,

E M F Configuration > Tags & Profiles > TagsUA 4w B I A REEIRIC, EBRERBHIRIC,

FEWLAN-POLICY Maps Fik$F+Add, EWLANE B X4 L£ , M THE B FikER <z it/
WLAN, FEPolicy Profile £ , N TR FikF 2 R0l BNV EMBE B X 4. #iicheck (RRE ) RH

, SRia % Apply to Device:



17 pciee Aoy w0 Devce

WMREAPLE S ERIEANC , MEFMITHRAE,

WRAR , FHEAPHRIC LD EREEIRIC, SMEI'BE > TL > BEAR BEAPUE R REEIRE
, REREEMHMATRE,

APLURTTIERE | R/E LR TR REEAR I EREEE,

HAPEF AR |, BA LA EAccess Points3lR |, TIAAPA FFlext#ExX , HECEFEBRN D E
¥Rig,

CLI :

wlan FTexPSK 5 FlexPSK

radio policy dotll 24ghz

radio policy dotll 5ghz
security ft

security wpa psk set-key ascii O Passwordl23
no security wpa akm dotlx
security wpa akm ft psk
security wpa akm psk

no shutdown

1

wireless profile policy FlexPSK
no central authentication

no central dhcp

no central switching

vian VLAN1432

no shutdown

1

wireless tag policy flex-policy-tag
wlan FlexAAA policy FlexAAA
wlan FT1exPSK policy FlexPSK

1

ap h.h.h (AP Radio MAC address)
policy-tag flex-policy-tag
site-tag Flex-site

rf-tag default-rf-tag



56 UF

%t F802.1x WLAN:

& Wi-Fi (@)

,-:-... FlexAAA
Secured

Enter your user name and password

'JF.-?“ name

Password

Cancel

& Wi-Fi [ @)

= FlexAAA
Secured

Continue connecting?

If you expect to find FlexAAA in this location,
go ahead and connect. Otherwise, it may be a
different network with the same name.

Show certificate details

Connect Cancel




Clients Client -3

Wiy General
Clients F t Ex L

Client Properties

Selected 0 out of 1 Clients

Client MAC
Address IPvd Address : IPvE Address

hh.h 192.0.2.10
1

-

1#cshow wireless client mac-address h.h.h

MmaC address : h.hh o
universally Administered Address

MaC Type

DUID:
Addr -192.0.2.10
Addres

o

Connected For : 134 seconds
Protocol : E02.1lac

Channel : 48

Client IIF-ID : Oxa0000001
Association Id : 33

p Capabl

nnect Data : Local
FlexConnect Dhc atus : Local
FlexConnect Aauthentication : Local
client Statistics:

HH HH-HH HH-HH

FISEL



= Cisco ISE

Operations « RADIUS

Ak Evidaation Mode 35 Duy:

Live Logs Live Sessions Click hera to do visibility setup [
Misconfigured Supplicants Miscanfigured Network Devices RADIUS Drops Client Stopped Responding
Rafrnsh Shaw
Mevar w  Latest 20 reco..
£ oeset Bepent Geunts (T Expont To
Time Status Dutails Repaat .. Mdentity EndpaintID  Endpai..  Authentication Palicy Autharization Policy Authorization Pr.. 1P Address  Network Device
o i Bdentity Endpaing ID Endpoint | Asuthentication Policy Autherization Policy Authorization Profiles P Addre: s  Nebwork Device
Jun 18, 2026 08:18:32.... ® & 2 et QE-BE:AC. Unkngwn  New Policy Set 1 »» Authentication fule 2 Hew Policy Se1 1 »» Authorization Rebe 1 PermiAccessviagdir
Jun 18, 2026 081821 ] o taat D&:RE:-AL: Unionram New Policy Set 1 >> Authentication Rule 2 Hew Policy Set 1 3> Authorization Rebe 1 PermtdccessWiani4dl CWEIEL-ROW-LAR
IP Address Network Device Device Port Identity Group Posture... Server
IP Addre: Network Device Device Port Identity Group Posture Sta Server
Radio:1Wilan:1 : ISE1
CW91641-ROW-LAB Radio: 1Wian:1 User Identity Groups:ALL_ACCOUNTS (default),Unknown . ISE1

Time Status Details
X R
Jun 18, 2026 08:18:32.... ()] o
Jun 18, 2026 08:18:21.... a
Cisco ISE
Ovarview
Evem 520D Authentication succeaded
Llgarmamia T@sn
Endipninit Id HHHH:HHHH:HH:HH &
Endipoint Profile LAnknicwvm

Auhenticaton Policy
Aamhorization Policy

Authorization Resull

R Policy 5ot 1 »> Authentication Rule
Naw Policy 56t 1 == Mnhorization Ruke 1

PermitAccess\Wlan 1432

2



Authentication kaniny

Store Internal Users

idantity Groug Liser dantity Groups-AlL_ACCOUNTS (datault), Unkncwm
FAuthendicabion Mathod dotlx

Authenticabion Protocol PEAP (EAP-MSCHAPYE)
Sarvica Type Framed

MNetwork Device CWO VGl -ROW-LAB
Davice Type All Dewice Types
Locaton Al Locations

MAS [Pvd Address 192.0.2.40

MAS Por Id Radio: 1Wiam: 1

MAS Port Type Wireiss - |EEE B02,11
Authorization Profila ParmitAccossianid iz
Rogponsa Tima Bd milegaconds

*FPSK WLAN:

¢ Wi @

ﬁ FlexPSK
Secured

Enter the network security key

MNext Cancel

. 360 View General QOS Statistics ATF Statistics Mobility History Call Statistics
Clients Sleaping Clients Excluded Clients —

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

-
- User Defined (Private) Network Diop Disabkid
Unicast
Selected 0 out of 1 Chents Encrypted Traffic Analytics No
VLAN Override after Webauth No
Chont MAC H VLAN VLANT432
e Lo I D Multicast VLAN 0
hhh 4 1920210 < VRF Name NiA
5 0 v Central NAT DISABLED
11v DMS Capabie No
QoS Map Capable No
FlexConnect Data Switching Local
FlexConnect DHCP Status Local
FlexConnect Authentication Local
Number of inks dropped due o downsizing 0

Last idhke time update Newver



CLI :

C9800-1#show wireless client mac-address h.bh

Client MAC Address : h.hh

Client MAC Type : Universally Administered Address
Client DUID: WA

client IPvd Aaddress @ 192.0.2.10

Cent IPFvh Addresses .

Client Username: N/SA

4P MaC address :

AP Name: CwIlB4I-ROW-LAEZ

AP slot @ 1

Client State : Associated

Policy Protile : Fl SK

Flex Profile : Flex

wWireless LAy Id: 5

WLAN Profile Mame: FlexPsk

wWireless LAN Network Name (SSID): FlexPsSK

d For : 116 seconds
Protocal : B02.1lac
Channel : 48
Client IIF-ID : Oxal000001
Association Id : 33

FlexConnect Authentication : Local
Client Statistics:

AP CLI L :

CWS 1641 -R0W-LARFshow dotll clients

Toral dotll €lients
L

15_wgb_wired 15_8ld_st

N

B HERR

FEHAEFIBMACH B L B AAPER MIRARER,
EAPEEHAUTAR :

debug flexconnect event

debug flexconnect pmk

debug flexconnect dot11r

debug dot11 client management information
debug dot11 client management critical
debug dot11 client management errors
debug dot11 client management events

X$F802.1x WLAN:

APREXKII B HRIEMN A -



APRLIE802.1 PIRASHL M A b 2 A B
APRL R BR R B P iRt 1T & AL,

APAL R AR

L S e T s T s Y s Y s N s Y s N s I s B |

[%06/19/2026

[%06/19/2026
[%06/19/2026
[%06/19/2026

[%06/19/2026

*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026
*06/19/2026

06:49:00.1836]
06:49:00.1890]
06:49:00.1908]
06:49:00.19091]
06:49:00.1931]

06:
06:
06:
06:
06:
06:
06:
06:
06:
06:
06:

49:
49:
49:
49:
49:
49:
49:
49:
49:
49:
49:

20.
.3601]
20.
20.
20.
20.
20.
20.
20.
20.
20.

20

3601]

3612]
3625]
3627]
3627]
3627]
3701]
4313]
4317]
4318]

CLSM[HH:HH:HH:HH:HH:HH]: client

wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:HH:HH]: client
Sending ADD MOBILE to client SM
CLSM[HH:HH:HH:HH:HH:HH]: client

moved from UNASSOC to AUTH

11r enabled for client HH:HH:HH:HH:HH:HH
moved from AUTH to ASSOC

for local auth client mac HH:HH:HH:HH:HH:HH
moved from ASSOC to 8021X

Flexconnect

, NAVLANEE , FFEFEFRBEFWD (R ) RS

received WCP_EVENT_CLIENT_AUTHORIZE (non) roaming case clearing roam flags

CLSM[HH:HH:HH:HH

:HH:

wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:

HH:

wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH
CLSM[HH:HH:HH:HH
chatter:
CLSM[HH
CLSM[HH
CLSM[HH

HER S HRIFMWRAREAE :

RARERIEFZLFEHWLCIH A,
WLC1R BIFlexConnect>< Bk,

2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19
2026/06/19

WLCH: SR B #E X FIAP,

2026/06/19 06:49:20.937447786
2026/06/19 06:49:20.937451734
2026/06/19 06:49:20.937452534
2026/06/19 06:49:20.937455590

06:
06:
06:
06:
06:
06:

49:
49:
49:
49:
49:
49:

20.
20.
20.
20.
20.
20.

934325580
936543415
936579730
936600851
936654791
936769433

:HH:
:HH:

pmk_tracker ::
:HH:HH:HH:HH:HH] : Authorize succeeded to radio intf aprlv0
:HH:HH:HH:HH:HH]: Local auth on radio 1 Vap 0 IP 192.0.2.10 updatere
:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD

{wncd_x_R0-1}{1}:
{wncd_x_R0-1}{1}:
{wncd_x_R0-1}{1}:
{wncd_x_R0-1}{1}:
{wncd_x_R0-1}{1}:
{wncd_x_R0-1}{1}:

{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:
{wncd_x_RO-1}{1}:

HH]: WCP_EVENT_CLIENT_AUTHORIZE : PTumbing key info to
Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
HH]: client moved from 8021X to IPLEARN_PENDING
Flexconnect Sending HREAP_APAUTH_CLIENT_ADD

HH]: Retrieved key for FT+FT_DOT1X algono: 8, vlanld: 1
HH]: Local auth (Add) on radio 1 Vap O reported to WLC
PMKTracker: add dotllr entry for client HH:HH:HH:HH

WLCIRIE & i & 19 M 3R B,

[cTient-orch-sm] [18318]: (note): MAC: hhhh.hhhh.hhhh H
[dotlx] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040000
[auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040
[auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040
[ewlc-infra-evq] [18318]: (note): Authentication Succes
[auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040

[svm] [18318]: (info):
[aaa-attr-inf] [18318]:
[aaa-attr-inf] [18318]:
[aaa-attr-inf] [18318]:

[hhhh.hhhh.hhhh] Applied User
(info): Applied User Profile:
(info): Applied User Profile:
(info): Applied User Profile:

Pr

+



2026/06/19 06:49:20.937456177 {wncd_x_R0-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User
2026/06/19 06:49:20.937458436 {wncd_x_R0-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User
2026/06/19 06:49:20.937462127 {wncd_x_R0-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User
2026/06/19 06:49:20.937462755 {wncd_x_R0-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User
2026/06/19 06:49:20.937463426 {wncd_x_R0-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User
2026/06/19 06:49:20.937464035 {wncd_x_R0-1}{1}: [aaa-attr-inf] [18318]: (info): Applied User

R,

Profile:
Profile:
Profile:
Profile:
Profile:
Profile:

2026/06/19 06:49:20.937594042 {wncd_x_RO-1}{1}: [auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040
2026/06/19 06:49:20.937597878 {wncd_x_R0O-1}{1}: [auth-mgr] [18318]: (info): [hhhh.hhhh.hhhh:capwap_9040

BEFP WS,

2026/06/19 06:49:20.939394217 {wncd_x_RO-1}{1}:[dot11] [18318]: ( 3£ ) : MAC
‘hhhh.hhh.hhh% P i SR B & B 238 — ssid:FlexAAA , slot_id:1 bssid
ifid:0x0,radio_ifid:0x90400008,wlan_ifid:0xf0400004

WLCIET A< #: DHCP/ARPZRELIP,
2026/06/19 06:49:21.001000218 {wncd_x_R0-1}{1}:[client-iplearn] [18318]: ( 5 ) : MAC
:hhhh.hhh.hhhh & FiRIPE S R, F3% : IPYEITIP:192.0.2.10

EFRmETEEE,

2026/06/19 06:49:21.002363496 {wncd_x_R0-1}{1}:[errmsg] [18318]: ( E &

) %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE:R0/1:wncd:f£ AMACH % & iy
ssid(FlexAAA)MMA AP &% B ( Mid ) : hhhh.hhhh.hhhh on channel(48)

2026/06/19 06:49:21.002795009 {wncd_x_RO-1}{1}:[22.F i THE4RAS] [18318]: (5% ) : MAC
:hhhh.hhh.hhhh & P imiR A4 # : S_CO_IP_LEARN_IN_PROGRESS -> S_CO_RUN

MU FR

AP-WLCEEEXRNERIRERBNITH,

APEMAWLC, EFImAIINITE02.IXEHREIE , APFHEFIHRERAFWD (X ) RS,

f£ISE RADIUSERT BHER | BINBIFEFIRSE,

[*07/06/2026 20:26:05.8590] chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH

[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Authorize succeeded to radio intf aprOvo0

[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: Local auth on radio 0 Vap 0 IP 192.0.2.10 updatere

[*07/06/2026 20:26:05.9330] CLSM[HH:HH:HH:HH:HH:HH]: client moved from IPLEARN_PENDING to FWD



CW9164I-ROW-LAB2#show dotll clients

Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH O 1 1 FlexAAA -40 M7 No No

APTCEER

L B s T s Y s A sy I s B s I |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

20:
20:
20:
20:
20:
20:
20:
20:

28:
28:
28:
28:
28:
29:
29:
29:

47.
.0860]
53.
56.
.1000]
02.
02.

50

59

02

0840]

0870]
0990]

1010]
1020]

.2170]

B PR RE TEERS

Re-Tx Count=1,
Re-Tx Count=2,
Re-Tx Count=3,
Re-Tx Count=4,
Re-Tx Count=5,

CW91641-ROW-LAB2#show dot11 clients

Dot11%& P im S 2 : 1
E P iwMACHE#EID WLAN ID AID WLAN# #FRSSI Maxrate is_wgb_wired is_mld_sta

HH:HH:HH:HH:HH 0 1 1 FlexAAA -40 M7T& &

Max
Max
Max
Max
Max
Max retransmission
Flexconnect Switching to
CAPWAP State:

Re-Tx
Re-Tx
Re-Tx
Re-Tx
Re-Tx
count

SWLC , EREEFERHITE , ARRIMIEN, UEFEFIRERBRGERE,

Value=5, SendSeqgNum=33, NumofPendingMsgs=4
Value=5, SendSegNum=34, NumofPendingMsgs=5
Value=5, SendSegNum=35, NumofPendingMsgs=6
Value=5, SendSegNum=35, NumofPendingMsgs=6
Value=5, SendSegNum=35, NumofPendingMsgs=6
exceeded, going back to DISCOVER mode.
Standalone Mode!

DTLS Teardown

HEFPIREMITER TEEESE —NAPH | HTLEZERADIUSHRS RS , EAPEEF ALK, BF iR
EBUH R MAPH I B,

Lt I e T s TN s T sy Y s N s Y s TN s Y s T s sy B |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

34:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:
36:

44.
15.
15.
15.
15.
15.
15.
15.
15.
15.
15.
25.
25.

7240]
2670]
2670]
2680]
2680]
2680]
2770]
2780]
2780]
2780]
2880]
0830]
0830]

CLSM[HH:HH:HH:HH:HH:HH] :
hostapd:aprOv0: CTRL-EVENT-EAP-RETRANSMIT hh:hh:hh:hh:hh:hh
hostapd:aprovo0: CTRL EVENT-EAP-TIMEOUT-FAILURE hh:hh:hh:hh:hh:hh

wcp/flex_roam_st ::
wcp/flex_roam_st ::

CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:
CLSM[HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:
HH:

HH:
HH:
HH:
HH:
HH:
HH:
HH:
HH:

AP & Fin 1% KA E B HRADIUSIRS 8.

HH

HH:
HH:

HH

HH:
HH:

HH

HH:

Session timeout

Flexconnect hapdev: Received UNAUTHORIZE for hh:hh:hh:h
Flexconnect hapdev: recv'd UNAUTH with DISCONNECT REQUE

:HH] :
HH] :
HH] :
:HH] :
HH] :
HH] :
:HH] :
HH] :

Client delete initiated with timeout of 10 seconds
Remove success from ClientIPTable on aproOv0

Not sending DELETE to cont, reason CLIENT_DEL_EAP_
Deauthorize succeeded to radio intf aproOvo0

client moved from FWD to DELETE_PENDING

Send Deauth with reason 2 force 1 - Radio 0 Vap O

Delete timeout

Delete client reassoc 0 succeeded to radio intf ap



APEFTEESIWLC, APTIMREIEZEER , FFAR LT iR

EPRSEREAPERRSEENZMISET

APFIZE 1

FRE,

Ll g

Uiy S 7T

E iﬁ1§/§\5WLC|ﬁl io

R B,

AHEWLCLEERE |, FEIAPMWLC Z B A ERX AR |, B/ inAR R TR M

CW9164I-ROW-LAB2#show dotll clients

Total dotll clients:

Upon roaming

L e S e I e B s Y s Y s B s T s N sy Y s N s Y s Y s Y sy I s N s Y s N s Y s Y s Y sy T s N s I s N s Y s TN s Y Y s N s Y s N s Y s Y s Y Y s By |

CW9164I-ROW-LAB2#show

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

back, the client undergoes local authentication.

20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:
20:

48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:
48:

49

49

49

49

49

49

49

49

49

49

49

49

49

49

49

.2830]
49.
.2850]
.2850]
49.
49.

2840]

2920]
2930]

.2940]
49.
49.

2940]
2940]

.2940]
49.
49.

2940]
2940]

.2940]
49.
49.

2950]
2950]

.2950]
49.
49.

2960]
2960]

.2960]
49.
.2960]
.2970]
49.
49.

2960]

2970]
29801]

.6360]
49.
49.

6360]
6370]

.6370]
49.
49.

6370]
6370]

.6370]
49.
49.

6380]
6380]

.6380]
49.
49.

6390]
69001]

.6910]

dotll

The AP processes the association and move

CLSM[HH:HH:HH:HH:HH:HH]: US Auth(b0) seq 2653 IF 23 slot O vap 0 Ten 30 sta
CLSM[HH:HH:HH:HH:HH:HH]: DS Auth len 30 slot 0 vap 0
CLSM[HH:HH:HH:HH:HH:HH]: Driver send mgmt frame success Radio 0 Vap 0
CLSM[HH:HH:HH:HH:HH:HH]: client moved from UNASSOC to AUTH
CLSM[HH:HH:HH:HH:HH:HH]: US Reassoc Req(20) seq 2654 IF 23 slot 0 vap 0 Ten
CLSM[HH:HH:HH:HH:HH:HH]: AUTH TYPE RSNIE DOT1X

CLSM[HH:HH:HH:HH:HH:HH]: Populate client capability: cap_from_click=true, m
Flexconnect Tocal_auth 1 Tocal_assoc 1 frame subtype 32

CLSM[HH:HH:HH:HH:HH:HH]:
CLSM[HH:HH:HH:HH:HH:HH]:
Adding RM Capable IE - Len =

radio id: 0, vap id: 0, max clients for this wlan:
radio state: 1, client state: 1, max_client_per_ra
5, RRM[0] = 73, RRM[1] =

DS [re]Assoc 1 req_len=201 resp_len=146 11lr_len=0 cckm 0 gos_flag 1 status !

CLSM[HH:HH:HH:HH:HH:HH]:
CLSM[HH:HH:HH:HH:HH:HH]:
CLSM[HH:HH:HH:HH:HH:HH]:
Sending ADD MOBILE to client SM

wcp/flex_roam_st ::
wcp/f]ex_roam_st HH

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

CLSM[HH:HH:HH:HH:
wcp/flex_roam_st

HH

HH:

HH
HH
HH:

DS Reassoc Resp(30) IF 0 slot O vap O state AUTH,
Driver send mgmt frame success Radio 0 Vap 0
client moved from AUTH to ASSOC

for local auth client mac HH:HH:HH:HH:HH:HH

Flexconnect Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
Flexconnect encode_and_send_add_mobile_to_dottll_client
:HH]: ADD_MOBILE AID 1

HH]: Driver Add Client success AID 1 Radio 0 Vap 0 Enc
:HH]: Added to ClientIPTable on aprOv0

:HH]: client moved from ASSOC to 8021X

HH] Added to WCP client table AID 1 Radio 0 Vap 0 Enc -

Flexconnect hapdev: client WCP_EVENT_CLIENT_ASSOC/REASSI

received WCP_ EVENT CLIENT_AUTHORIZE (non) roaming case clearing roam flags
wcp/flex_roam_st ::
wcp/f]ex_roam_st HH
wcp/flex_roam_st ::
wcp/flex_roam_st ::
wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

HH

HH

wcp/flex_roam_st ::

CLSM[HH:HH:HH:HH:
CLSM[HH:HH:HH:HH:

clients

HH:

HH

:HH] :
HH:
HH:
:HH] :

:HH] :

Flexconnect (AUTHORIZE) received PTK thru wcp_event
Flexconnect HH:HH:HH:HH:HH:HH client ACL , Qos Profile:
Flexconnect AAA Override Vlan with WLAN mapping: 1432 f
Flexconnect Sending ADD_MOBILE_PAYLOAD (v4-client-acl-n
Flexconnect encode_and_send_add_mobile_to_dottll_client
ADD_MOBILE AID 1

check vlan override vlan 1432

Client ADD Encrypt Key success AID 1 Radio O Enc 4
client moved from 8021X to IPLEARN_PENDING
Flexconnect Sending HREAP_APAUTH_CLIENT_ADD

HH]: Authorize succeeded to radio intf aprov0

client moved from IPLEARN_PENDING to FWD

HH] :
HH] :



Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH 0 1 1 FlexAAA -39 M7 No No

*07/06/2026 20:59:57.7690] Discovery Response from 192.0.2.20
21:
21:

L T s T s TN s Y s Y s N sy Y TN s Y s T s N s Y s Y s B ey B |

*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026
*07/06/2026

21

21:
21:

21

21:
21:

21

21:
21:

21

21:
21:

21

21:

00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:
00:
:00:
00:

08.
08.
09.
09.
09.
09.
12.
12.

12

12

0080]
4820]
3740]
3780]
4040]
5020]
5510]
6480]

.6490]
12.
12.

6520]
6520]

.6520]
14.
14.
14.
14.

8270]
8270]
82801]
82801]

CAPWAP State: DTLS Setup

CAPWAP State: Join

Sending Join request to 192.0.2.20 through port 5253, packet size 1376

Join Response from 192.0.2.20, packet size 1397

CAPWAP State: Image Data

CAPWAP State: Configure

CAPWAP State: Run

AP has joined controller (C9800-1

Flexconnect Switching to Connected Mode!

CLSM[HH:HH:HH:HH:HH:HH] : AP_REAP_CLIENT_INFO_PAYLOAD CTlient MAC HH:HH:HH:HH
AssocTimeAtAP 1783371169 clientBitmap=0x13

CLSM[00:00:00:00:00:00]: Numbers of Local Switching clients to report : 1
chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
chatter: bssid BB:BB:BB:BB:BB:BB, Tife_time 1783371774, created_at 17833716
chatter: pmk_tracker :: PMKTracker: add dotllr entry for client HH:HH:HH:HH
chatter: bssid BB:BB:BB:BB:BB:BB, Tife_time 1783371774, created_at 17833716

CW9164I-ROW-LAB2# show dotll clients

Total dotll clients:
Client MAC STot ID WLAN ID AID WLAN Name RSSI Maxrate is_wgb_wired is_mld_sta
HH:HH:HH:HH:HH:HH O 1 1 FlexAAA -40 M7 No No
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-8/config-guide/b_wl_17_8_cg/m_vewlc_flex_connect.html
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-8/release-notes/rn-17-8-9800.html
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