T #&Catalyst 9800 WLC EEYCAPWAP
Keepalive 7 ¥ H i 1T FE HERR

CAPWAPE $f1£ %
EHitrigEsE
B
RABRRHEZFRFS (RHLH])
IEms
CAPWAP#Z #l BIHUF (UDP% 005246
CAPWAP? FIEZWUF ((UDPIR 05247

AP ETHEER SRl - EF 49 2 I BE S (UDP 5246)

RN HCAPWAPIZ #keepalive, data keepaliveFlretransmissions ,
58

CAPWAP#Z it B R#HZ A S M Cisco Catalyst 9800 F & LMLk BEMEFIZ 2 B BFEER, ©F
AR B EMBIEEE , URE XL keepalive fretransmission il &l SRR & 2

AT HBCAPWAP# Hlkeepalive, data keepaliveFlretransmissions , ‘@ExBXAVITETES, BEELT
N R B PEHEBRIE R

AU EE , M EHLE

CAPWAPEMUDPEE LIZ1T , #NMEEEE B AL



BE |BiAiwAUDP)[EMENLE

Control|5246 [B] B7 & 3R /18] Bz M) B

BiE  |5247 BIEEERE

CAPWAP#Z #lKeepalive ( BIFE /0B )
E]:p)
CAPWAP#Z Hlkeepalive A FHIAEA R EZEHIEE LMAREF,

HEWEEEE  CRIFAPHERFIZR Z RN RHERDRL T EHRSBEBARE, EFATEE
BREEHNITFHRHE, R , ©FHBIZUDPIRO5246#9 CAPWAPE &I 38 £ #Y 7E ERHL &,

# % iEKeepalive
BEARREI B R keepaliveNiZ & o

MER | APE[E12 485 KX CAPWAP Echo Request, AJG , 2 %I85/F A M AYEcho Responseit
TR, LEiENEIAEFISREWENER , AEEFGEEERN N A O LHEEIE,

R SiESRICE |, FAPREBIHIAE E 1B XX Mkeepalive I B RN & o

BITHREE , RN ERAESKkeepaliveE BT REFIRRINEANH. HR , APRERLEEF
EER ALEME | 42535 i AR BIE AL

EFEEBEETIETIRS , MAEEER AT E R
X 2 CAPWAP#2 #lkeepalive R B IR RN A HEHZ —o

—NERLNRIRRAPEOM RIE—REIMNER , MEERRIEEE O —#., BXEFL , XHFEE
Bz fER o

f#lkeepaliveE T2 HEEIFEFNRES. XERBAPREZRFEERRENFEBERBAZRES X
FEIRITEIRER, MRAPHIZEFIZR 2B S ERREMIRFRE , WEFRIELIMNENBIHEZ,

APEZHIZR 2 RN MA MR HBEHMERILR T RHEEREIIN. Fit , EFCAPWAPZH



FEB L EBkeepaliveit B185,

teRRHIREN RO 2

- BRI

s TELBERREEEH

- BWLANMEXRHIZFIHE

o BFURME<EHEHS

- ZIHEEIRSRLSHEE

- EEREIRPRGHEMCAPWAPEHIZIES

Rt |, RYZHEEL T BRORSE , F2FIIRIAENIER,

fi&] & R4l

#& 7] LA Flshow capwap client timerfs S/ EAP LI CAPWAP[E M it B &5

<{froot>

Training-AP#

show capwap client timer

CAPWAP TIMERS Running Current / Max (seconds)
PATHMTU_TIMER : 23 / 30

MSG_CLIENT_STAT : 124 / 180
DATA_CHANNEL_KEEP_ALIVE_TIMER : 24 / 30

ECHO | NTERVAL_TI MER : 23 / 30

PERI CDI C_ECHO TI MER : 233 / 300

PRIMARY_DISCOVERY_TIMER : 50 / 120
CAPWAP_WDG_UPDATE_TIMER : 4 / 5
FLASH_WRITE_INTERVAL_TIMER : 21 / 60

iHEt 2R

EHRFEZNBRB TR N EZNERE,



TE fg‘* 3k

& 7 R 30 B |AP& I3 37 B B R 2 SRS B F I E RSB E
BHSREdeadit |, EEHRHATERAZE | BHBERBEERRHAROER T A
e ” W Bt

L FlKeepalive X MAEt & &K £ AER

MREZHEERGEHANVAEES LTFVEN |, EFRKEALFRRFXEER.

LeEt , EHBESRAPUNERFEE L FBABR , FTEQEMT. XEYSEXAEHIEREL
K I BRAPHYE B 2 6 2 T IRES o

RIE , APATLRBEHREZSELERTRIMERMARGRZHEREILEE,

HEEHERRE X

EHEHREREDR , THltkeepalivelTHEXREE,

ROERBESHFERERERRZ

MBHIEBHIRAKETI0MW ER—IXEcho Requests , NI TEHBIETHE, TAEIAREKREGZEH
ZHHMCAPWAPRFIREE R , A FAEEMIEFS,

AN EFEREEYZERER

EURBEE LIS —EREI , BATCIHEES MR, XETRZFHIAR.

RO BEIRGHREED)

X APYTIT #E 4T HBEBERREY |, S IFIRE SA T R

- EFIRESMABEYBK BAPHEAICAPWAPEZEIRE ?

- REEEREREBMEY KM A Deadlti12R ?

« REFERFER IR EH ML EE ?

- BEEEX. BRETRH, NATRIZERZHFEEFEE ST UUDP 52468 ?



EFNEETRREEHOFHEL. EENRERZFEEBEEANNAEBK  EHFLE
AP AL,

CAPWAPE R R IFIE#

BRY

CAPWAP#4IE EHINEFEEBEE I , B L EIAHRFEESECEEEN. ATEGIRENKE
RRTATRESINT LW , CAPWAPTEUDP# 05247 5 F # BB R 1k 32,

B iEkeepalive I ERET :

« WIFAPAR R LABIABAREE L2 HI=R
« S APHIBIERREIRAS
o FEBOAL IR B B HE BR AR Y B

R 3% 3 LA % 122 1 2% a0 4R W) R

AP &% ¥ Ekeepalive , 2 HI8F A FEKeepalive Responselil fi

AR A AINZR R A NZE |, E4AEBRTRE RS AREEENS,

W Rkeepalive B3 , NIRFIZZEH EREAAPHEEFERENA TR, NRBESTESEUN
APLELE , REFTERIEER , NFfkeepaliveEFH , BIRBBBZLTHEIA N XK.

22 I B8 AN AT 3 EL AT IE

X keepaliveBIE B 28l , BHBLHTELRRIE , IARBIESRE T EBIAP,

RFRARE

- keepalive@ & B MHICAPWAPE R
« apEL&L EHMACHIEFTE
- BIESIUEAPLIEIE

T A ERRIPH U FIRUDPE OiRAI&iE, MR LK , ©2EEREIFEHAAPTLMACH:
Hk,



X3 FNATHPATEHMNAPIEEEE , HHPHREEETUNTE TESEEN FEHRUDPIRK O EX,
EXMERT , 2ER A EI NEFAPHSRBIEEETA.

NMRBFEBUFETEZIPROASKIKNKIETENAP , NIELFRIERE UL EBNE
BRET

RiERRENER

— B %X keepalive , Z#HIBRSBIFAPH HpI 2RSS EFTLE,

« MREBEIBIESIE , Mkeepalive RERIFTESN 4,
- MRXRE—NEUEIEkeepalive , NIFHBZTUFERE THRREFAPHHFEBEEEEHT
REIERREE L,

BE-ARFERRBIEE , AN AP TEHFERRRERERE , 2FEAPKL TNATHPAT/EEH
Bito

EHFEQXEZTELEIUE , MKAkeepaliveBFETER/ERNRSRKE , AATREEDRE.

BEETNH

BB FEkeepaliveMERATRR THINGEBREENEITRL. CESRFIFIEHZR LHAPHNEBEXE
LR A8

XEWRE , EEFSEL  BEEEEIMHAFWAPLFENBEEITRR. Hit , BEMBEEHN
HRMAXHN , EENATTIRNE®N,

APIREERIFEEIT AT 2]

APEFIBFERIFEREBR |, HIREM IS LME BXABIERE.,

I H AMINE

HIERFEZER30 B

EfttmEiR 3®. 6. 128 , RER15¥

WIEEWER 180 B




EEERBRT , APE30H &KiE— R EFEkeepalive,

WRAPKRKEINGR , EFEARREXER, WRHEFL180% , MAPLFHBIERE XA,

CAPWAP E 3 4% &

B RN - AT SRR @ TAE

CAPWAP#Z#H S FEABERMIMAER | AIECEBIUDPETT. H TRMHAEY , RXFERNRE
EATEFERBER | ERRBFAHEAL,

XBRE BRI

- WTFEFIB[IAPHER (NEEEH ) , BHRSLEBERL,
« XTFAPE|#EHIZZIHER |, HlanDiscovery, Join, Configuration Status, BR{&HE%E S MEcho
Requests, APA 2 E#1& il o

XR—NEENHEHRKL NRERFESHRPBEIAPIZFRNENZH , BEEREAPR
RERACHER , ERERERITHNEA, XEEZPRREFEN  EREEEEZHE @
ARER%E.

BRI R EREmITH
rEGlSRLE  ENEARTARRTRERSTLE,
St l |, 2 HI2R

1. B2 FEEBIANER

2. FHETFTHMAPL RS F

3. KIEER

4. F4F0Th Y1 R

5. BN EBAR , MRASIFRRFEMBIBR , BT RIANEHRERT

BNMAPLELBIMRERIEE, RHFEREECHE ONMARLEFTRBEENITER,
EHISRAMARER B EMiL M

BREAIUTR SR |, 2 RBAREHANBERFEAMEHUTREZ — :



1. BRI EY e RGP R EL

MRELKEIXZEROWAL , BMEZEEFRINFEE , BHRET2EREWIZER.

2. Retry limit exceeded

MREFEREFREEI ATFRY , EFRFEANBEH FILZAPLENERTE.

LBt , AP2IELELE,

3. ARET%IA

BFERT2ERMINSE4PIUNEFTERAT MBS BREKNIPEDLFRFIETER
[fE , REFREBRKIE.

RANBRT , LEELBRHIW,

4. EfifemiER

MRFRDLATHLERS, EZBLNBEBK , BAREIEHRS , NRHER2ECAPWAPEES]
FE8 L E#MRIAFRFBEER T IER.

BRI | BLRBTEEEAP

X T EABLBIEAPHEENFREE  BERAEANERAE,

EXMERT , ERERMRRER LR =M.

MRRUNEHITHOR , SERERFB[HZSTUAERIGR , AR EEFT KM,

XMBOINERZPAUAEFEE , REAXEHRHARESEESERIERELNER,

APIREFTERT1TA

APt EF £ 5 B S HWCAPWAPEXR , BEFEANEXEEHR[TE,

HERRERABEENEERBERN , APERAERER, XBEREBRZHANMEEEEHBE M,



EARINRER , APERITEIKANR :

- 6®

« 12
. 24 %
. 48 %
. 96 B

AT HERTAPKXERCAPWAPIER |, #ln :

- R

« A

« BCIEMKHIRHR
« INEEFIES
« ERIER

XEERSHBENAPIIAE B — &85 MIZHIZRIRE.

RS HIR P IZHTIELX

EHREHRIES  ENEREXAFEER - MRANLR,

EffRRERN A BERIR
HARRHNEREH , KAOE3W EHlRmEE

fEERRER Mo BN EMERE , 6%, 128, 24%, 48¥. 96| EREHEENAPIRERL

XRBEB—IREETEXNIALE  LAHREERAMIES E MAXFRIBEHE.

EEHATRSREMTAER

MREFEARETIERITHABL , MirmLB2RF , BElNRERETRE.

25 25

MREBHBERAEERNE , EQPILEEREBEHLILEAPLE, XS HCAPWAPEHINKES
K.



AP

MRAPRAREBENERZE , EQRFREHBHANMNTHENTH , BEETREDiscoveryft
BAZHAZTEEHMA

Bip & HEHH M AR IAE

ENEETHHAPMAREXHHNFADPERREREF,

we BRIAE|ThEE
capwapE&it#|[5 RAREFEEEHRE

capwapE % [Elf@

3®

EXERLER

KA A B TN A AP S 2 CAPWAPHESIE R  AESEBEAXHER,
SHiTEIESE
L 5.2 T ARS8 E ECAPWAPIH Y 2.
- ik YE |[FaEimt
S Contro P BRAPEIOD WA ERCAPWAPI A , T 43X
A/r\l—:_'\ @mlﬁs}zo

BEHLB AR | e BEERE N EO RO REERE, MERKEHE
et NH Control BHER | = e i oz magmn 20,

5 ]22 1) B 2 B T LT
BB AR 3D Controllf 4152 2 fﬁfﬁ;ﬂ REF AR ACHARN
, ol o[BI R R CAPWAPE R B A B i M, EER
MBS (REA  (Contolenit|E T L L PR ORE
APIZEIETE(E 6. 12. 24. |Control| T4k Z|APFE RIS EREFH1LZH H S WCAPWAPIER,




it [BNE |[FE AL

B3R 48, 96% AR

e, )

AERIER 30 BE | EERBRT  APEI0DRE R EEkeopalve.

WIRRIFER 3. 6, 12,

TEEMRBBERIGERBNER , WAPEAEERER , £

ERAEE |15, 158 [PE 3 s [ mH15H.

HEEERT | " wip | JORIE [MRAPE LI BB R B I 4 B dRkeepalive 32t
18] F8 ~ AS |, M&FEAKIEREEA,

HIER

REEEH#

BERENERARBIEE , BkeepaliveMretransmission& B # iR

HH Keepalive BEER

TEBNRIENSAREMAT I E | RKE @R B EFR

BE (BN ERENMEE BERHEE

fkeR | REIFESEE BERMREBBIRE

BRER 7 S| & FadE EFERHITH

HEE Y BEHQXFELEBHFE  |BECAPWAPRRERE XK
HEEER(AUFERALFESXHA AR AT UL L SE | REAPAILLEFR B MA

RABRERHEFAFE (R )




NFHRFETAPHRE , WEAPH HEHERXLEBHNFZ/E,
Bk EE
Tz

» debug wireless mac <ap-radio-mac>
+ show logging profile wireless filter mac <ap-radio-mac> to-file bootflash:<file>

2 #|keepalive/ B
BX .

« RLER[E RIER

o F9EE RIVE R

« AFHER<N>HFERKRIZH B RE R
- DEbITEIRREERE S , HEEN<ms>
- SIFALBIT A SRALR

o« OBk Y 2R FH

BX .

- BUE|IZFEkeepalive

- BEUBESE

« REVEIEDTLS

- EFCAPWAPEIERRE SR B

o TEAEBIEkeepalive, B : CAPWAPSERA F2THEBIRS
« keepalivesHE T , TocapwapiR

- RITFHEHELM , TWTP MAC

« TiEL Ekeepalive , T EICAPWAPAE

« BR¥E&INS O 2 AR H im0 B2 T BURRIE - <port>

« WEITREAP <mac>HI BB RIFE#E

s TEEHMEREVNAWTPLERPWHEEBTHER  <ip>
« TEEHCAPWAPHIEREE S B

HHEFHEAERLE

Bx



« M<src>El<dst>#Z W keep aliveZiIE

« B % <enc/plain>IE R 5E W8 B

- EEMPERRIFEEBESD : <ip>, RALE

« FEMPEARRSGERZEBES : <ip>, , TEREBFEDTLSIRS
o TEREBFEREMR

- AEHERERIFEREEELAK

it

B&

- EFRRITEERER

- [EEEHRHseqnum <N> , ER B4 FBAFIH B i RIKEack
- [EEEFEHEE : <msg-name> retransmit attempt:<M>

- seq num% B : <N>EBRFIH <S>, FEHEH

« CAPWAPSiEL L , RREFHZMIIHIRE : <msg> ...

« APEFFEIHICAPWAPLS B R FEE,

STEMRTT

B&R .

o IETELIEAP CAPWAPEE,

+ XMCAPWAP DTLS& &,

- capwap-dtls2 Hil &% <

« capwap-dtisEE & & %

- <S>SHRIKREIN&RE—MEFHEES.

o <SSHRIREINSR —MEERFEERIES.

« APBICAPWAP DTLS2iEEXxH , JRE : <reason>

T~

THAR

AP 30 IE

AP debugdn % A A T 5 #APHIWLC 2 [B) Y CAPWAPE &I F #i#E keepalive BIE .

#debug capwap client event



XL BERTRT — M EKIIBICAPWAPEEF51.

£13:11:44 APE UDP#% 05246 ()WLC & ECAPWAPEI RER, ERE—EIRA , APEES
UDPiix 0524745 i CAPWAPHIERIFEERES. BEWIAWLCE K0 RX - MER.

BB R R EENCAPWAPEEEH :

13:11:44.0917 — BAEHE M E R,
13:11:44.0918 — BIERISEZE LA,
13:11:44.0926 - AWLCHZ UK FiiEKeepalive,
13:11:44.0940 - A\WLCHEEUR 9 [E] 571 K7,

X L n B BB IACAPWAPE S @ E MBEE &SR HE1T |, FRIER A ZBEARit,

L T s T T s N sy Y e N s Y s TN s Y s T s N s Y s Y s Yy Y |

*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
11:
12:
12:
12:

14.

44

44

44

44

14

0817]

.0917]
44.
44.
.0918]
44.
44.

0917]
0918]

0918]
0926]

.0927]
44.
44.

0927]
0927]

.0927]
44.
44.

0940]
0004]

.0004]
14.
14.

0005]
0005]

[RX]JKEEPALIVE: RoundTripTime=0.001 sec

Echo Request: Send count 22

[TX]Echo Request: Sent to 10.105.60.132

[TXIKEEPALIVE: Send to 10.105.60.132-5247

[TX]JKEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0
capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
chatter: [RXJKEEPALIVE: Count 164

Sending KEEPALIVE to WTP SM

Capwap data keep-alive Msg.

[RXTJKEEPALIVE: Session ID 3221108139, Next scheduled for TX in 30 sec
[RX]JKEEPALIVE: RoundTripTime=0.001 sec

[RX]JEcho Response from 10.105.60.132

[RX]JEcho Response from 10.105.60.132 RttCount 1

[TXIKEEPALIVE: Send to 10.105.60.132-5247

[TX]JKEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0
capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13

CAPWAP#I51EQIIF ( UDP#% 5246 )

HESHRO M

iR BHIREIAAPIE13:11:4418 3 UDPix 0 5246 4 B{CAPWAPE N iE K,

WLCH IR BES , LB TER , HUMERMENNENEA, BTCAPWAPEHIEEREA
DTLSHI# i TRIFH , EIMRERE IR E RN NZEN R AHE,



N ip.addr == 192.168.100.123 && capwap

Mo, AL

Destination 1D Pr Differen Ik Ci Total Length

185.68.132 192.168.180.123

2026-87-19 1

931935 18. Application Data

9348 2026-87-19 13: .037930 18.105.6@.132 192.168.180.123 DTLSv. - Bxcd - 108 Application Data
9755 20826-87-19 13: 174978 18.B4.63.223 255.255,255.255 CAPWA. . - Bxcé. — 426,348 CAPWAP-Control — Discovery Request[Malformed Packet]
ATEE AAME AT 1A 13.79.EA 17aATE A B4 £3 aa3 aEE aEe ape aee Farn P ame 2am FABLLA Fanbonl  Rdessses Basons S N

R B E 2 RWIE

RIRAEHE IR T #5 IA B B A CAPWAPE FI R 2 2 I MWLCE BT 3 R BIAP,

]

N ip.addr == 192.168.100.123 &8 capwap

Protacel
UILIV-

AL ld Infe
npm.\ca'{ 10n wata

Destination

ID Pr Differen ldi Cil Total Length
1840 100 106, LLS = UXCE - 1404

Sourcl:
40004/ /0 10, 10300

—0r—19 L3311

11:

-87-19 13: Annlicat on
=87-19 13:11:46. 685965 18. 105 60. 132 182. 158 180 123 - Bxcd . 1o Application Data
-87-19 13:11:46.605994 10.105.60.132 192.168.100.123 - Bxcl o L] Application Data

CAPWAPHIE R IFE I IE ( UDPH% 05247 )

APEZ UDP% 05247 EHIE I CAPWAPEIBRIFEEHIE S , LK IECAPWAPHIEBRE M IZ 1T IR
Mo

£13:11:44 APEIWLC K IE 7 ‘B RIFER BIET, WLCHKIHZWR THIES , H BN
keepalive N 37 & H 18 5 .

— /— == /= ALy
e B Zh SR B IACAPWAPEE I8 B R IFIZ 1T H BEAPFIWLCZ R X A BEZE/TER

1 capwap keep_alive 5
ne Source Destination Protoceol | ID Pr Differen Id C: Total Leangth AL ld Info

CUTT AT dds AUt TERTHS  AThe AVG. AUV LED AV AT U a2 A MW ALY - w AT TMOAE AEENTALAYE G EEE CELRE L

126-87-19 13:10:44.915937 10.105.60.132 192.168.1@0.123 CAPWA.. Bxcd . 86 CAPWAP-Data Keep-Alive[Malformed Packet]

126-87-19 13:10:44.915937 10.105.60.132 192.168.100.123 CAPWA. . Bxc® 86 CAPWAP-Data Keep-Alive[Malformed Packet]

126-07-19 12:11:14.925946 192.168.100.123 16.105.60.132 CAPWA. o Bxc@ o 86 CAPWAP-Data Keep-Alive[Malformed Packet]

126-07-19 13:11:14.925946 192.168.100.123 10, 185.60.132 CAPWA.. oxco - 86 CAPWAP-Data Keep-Alive[Malformed Packet]

126-87-19 13:11:14.926938 10.105.60.132 192.168.100.123 CAPWA. fxcd - 86 CAPWAP-Data Keep-Alive(Malformed Packet]

126-87-19 13:11:14.926938 10.105.60.132 192.168.100.123 CAPWA. .  Bxc® 86 CAPWAP-Data Keep-Alive[Malformed Packet]

126-07-19 13:11:44.936948 192.168.100.123 16.185.60.132 CAPWA. o Bxc@ o 86 CAPWAP-Data Keep-Alive[Malformed Packet]

126-87-19 13:11:44.936948 152.168.100.123 19.185.60.132 CAPWA.. oxce - 86 CAPWAP-Data Keep-Alive[Halformed Packet]

126=87-19 13:11:44.936948 10.105.60.132 192.168.100.123 CAPWA. xcd - 86 CAPWAP-Data Keep-Alive(Malformed Packet]

126-87-19 13:11:44.936948 10.105.60.132 192.168.100.123 CAPWA. .  BxcO - 86 CAPWAP-Data Keep-Alive[Malformed Packet]

e MM AR AM_4M.44 A4mALA ARM 4sn 4AR 4nn 1a aar ra amn i Aon e FLMLIA RS Woos ANE._fU_tE__ a4 mo_l_id

R B E S RIE

THRHBIE SR — S RIECAPWAP Data Keepalive iR 2 2 BEAPHWLC 2 [8] 5% Th # & 3%
B,

2R BB BIE 2R IA

B RFEZEBIE T EEWLC,
WLC4A R 7 Tl i keepalive R,
o RRYVFIMRF & EAP,



- BEABRERREBESEKR,

I capwap.keep_alive

Tirme: Source
2026-87-19 13:11:16.593732 192.168.100.123
2026-87-19 13:11:16.593752 192.168.100.123
2026-87-19 13:11:16.5%4302 10.105.68.132
20826-87-19 13:11:16.594321 10.105.608.132
2826-87-19 13:11:46.684354 192.168.1080.123
2026-87-19 13:11:46.604372 192.168.100.123
2826-87-19 13:11:46.604802 10.105.608.132
2026-87-19 13:11:46,604822 10.105.60.132

AP LT IRl L EFAVIZHIBIE S

Destination
18,185.60.132
10.1085.60.132
102.168.108.123
192. 168,108,123
10.105.60.132
18.105.60.132
192, 168,108,123
192,168.100.123

Protocol
CAPWA...

CAPWA_.
CAPWA_.

I Pr Differen idi Ce

CAPWA. -

CAPWA..
CAPWA..

CAPWA. -
CAPWA. -

Bxcd
Bxcl
Bxcd
Bxecd
Bxcd
Bxcld
Bxc®
Bxcd

Total Length

86
86
86
86
86
86
86
86

A id

(UDP 5246)

Info

CAPWAP-Data Keep-Alive[Malformed Packet]
CAPWAP-Data Keep-Alive[Malformed Packet]
CAPWAP-Data Keep-Alive[Malformed Packet]
CAPWAP-Data Keep-Alive[Halformed Packet]
CAPWAP-Data Keep-Alive[Halformed Packet]
CAPWAP-Data Keep-Alive[Malformed Packet]
CAPWAP-Data Keep-Alive[Malformed Packet]
CAPWAP-Data Keep-Alive [Halformed Packet]

I 2t 58 TR 24 CAPWAPH2 &l O (UDP 5246) AP E{T8ERE Xl L EFHFTAPRIIT R

A

B R 2 CAPWAPR I IR B T £ 2 AAPR IR IFAP, WLCHIM TR , REWLCE HK Ih4b 3 10

RIiE Ko

EXFERT :

AP E1THERE SR AL UL E

Mo

AP 7 4

D) A

BRSREEREAP,
{EE T HRARENERITY , FEMBHCAPWAPRE

APK£E B WLC KX CAPWAPE M &R,
WLC R IhZW ML B A E M iE R,
WLCAE BX A B2 A9 =] 571 R o

HTAPMKRKEIE @A , Fitte &%

#£12:11:55.4568,APi&id UDP# 0 5246 @ WLC &5 CAPWAPE R i 3K

[ 37 R &% 1T K0

BEEEIRGRETE , RKBIENEN, Fit , APRIFIRIACAPWAPITET B8R KB E#T{L M.

ENERMRERUTHRAR

At (&l Event

12:12:00.2587 | E # & 5 it 2= 1




At (8] Event

12:12:03.2599| E ¥ & fi 1t = 2

12:12:06.2610|EF1& 5 it k=3

12:12:09.2624|E & it =4

12:12:12.2637| BB MITE= 5

HEERXEMEMAME , APFRATELRICAPWAPEZHI&1E,

£12:12:15.2647 £ |, EERLRIE -

EEIHRAEFNEHITH , IREZFDISCOVERER,

Zfa , APMENE B3 CAPWAPRSHA B S F N RIT R,

*07/17/2026 12:11:54.2577] [RXJKEEPALIVE: Session ID 4068929293, Next scheduled for TX in 30 sec
*07/17/2026 12:11:54.2577] [RXJKEEPALIVE: RoundTripTime=0.001 sec

*07/17/2026 12:11:55.4568] Echo Request: Send count 0O

*07/17/2026 12:11:55.4568] [TX]Echo Request: Sent 1 Lost 269

*07/17/2026 12:12:00.2587] Re-Tx Count=1l, Max Re-Tx Value=5, SendSeqNum=63, NumofPendingMsgs=3
*07/17/2026 12:12:03.2599] Re-Tx Count=2, Max Re-Tx Value=5, SendSeqNum=63, NumofPendingMsgs=3
*07/17/2026 12:12:06.2610] Re-Tx Count=3, Max Re-Tx Value=5, SendSeqNum=63, NumofPendingMsgs=3
*07/17/2026 12:12:09.2624] Re-Tx Count=4, Max Re-Tx Value=5, SendSeqNum=63, NumofPendingMsgs=3
*07/17/2026 12:12:12.2637] Re-Tx Count=5, Max Re-Tx Value=5, SendSeqNum=63, NumofPendingMsgs=3
*07/17/2026 12:12:15.2647] Max retransmission count exceeded, going back to DISCOVER mode.
*07/17/2026 12:12:15.2647] Failed to reach capwap down with retransmission 3 times

L T s TN s T s T s N sy N TN s N s I s B |

WLC RAIR EREA AR H 25 R IB B{E 4L 2 8] &2

1£12:11:58.731835712, WLC A I 12U T AP K% RICAPWAPE B 153K . 1X Lt B A RAWLCEIhALE
THERAERTHMNERN, FEE , £12:12:19.802183814, WLCMAPY ZIDTLS Close Notify.
APHTFFiERE , RN TN RKE R AXIENERN M, Fit , WLCAIE TDTLSAFEHiE% 7T APH
SEREX,

<ttroot>

2026/07/17 12:12:19.802274790 {wncd_x_R0O-1}{2}: [ewlc-dtls-sess] [16522]: (info):



Renot e Host: 192.168. 100. 120[ 5256] MAC:. 889c. ad26. ea00 dtls session cl osed

2026/07/17 12:12:19.802279648

2026/07/17 12:12:19.802321202
2026/07/17 12:12:19.802376588

AP di sconnect initiated. Nane

<tfroot>

VK- W.CHshow wi rel ess stats ap

AP12
AP12
AP12
AP12
Monitoring = > Wireless~ » AP Statistics
General Join Statistics AFC Statistics
& ClearAll
Total APs : 4

AP Name T AP Model YW Status
CWa1641
P6B4D.925
AP6B48.9259.08D0 Lo (4]
Training-AP C9105AX|-D (4]
AP12 C9130AX|-D Q
APSCEB.814F.04E0 CW9178I (]

1 100

WLC EPCHIA :

{wncd_x_R0-1}{2}:
2026/07/17 12:12:19.802317470 {wncd_x_R0O-1}{2}:
{wncd_x_R0-1}{2}:
{wncd_x_R0-1}{2}:

history | i

889c.ad26.eal0

AP12, Ethernet nmac :

AP12

Joined

e44e. 2d2c. 3d0c, Reason:

[ewlc-infra-capwap-dgram] [16522]: (debug): dgram hand]l
[ewlc-capwapmsg-sess] [16522]:
[capwapac-smgr-srvr] [16522]: (debug): Mac: 889c.ad26.e
[ap-join-info-db] [16522]: (note): MAC: 889c.ad26.eal0

(debug): Encrypted DTLS

DTLS cl ose alert from peer,

07/17/26 12:24:18 NA

889c.ad26.ea00 Disjoined 07/17/26 12:12:19 NA

889c.ad26.eal0

Joined

07/17/26 12:09:25 NA

889c. ad26. ea00 Disjoined 07/17/26 12:08:33 NA

URWE

Y IPAddress YT

10.105.60.227

10.105.60.91

192.168.100.86

192.168.100.87

Base Radio
MAC

10a8.29cf.e540

God6.e32d.f640

889¢c.ad26.2200

ecfd.0cc?. 1600

Y

£
#

e

~

Ethernet MAC T

6849,9259.08d0 ~

Ged6.e336.2138 ~

edde 2d2e 3d0c F

# BcB8.8141.04e0 F

- EHHEMNERT , CAPWAPE &R R I EEWLC,
« WLC4A R T iZ#ICAPWAPE 7 I 5L,
- BFCAPWAP#EHIREZDTLSIMZRY , H ke & 7~ 79 Application Data.

Last Reboot Reason
(Reported by AP)

No reboot reason

No reboot reason

No reboot reason

No reboot reason

Hitt , EPCHINIRBIZR R I8 T WKL, XHBR T WLCHEN R B #Y KR

Y Last Disconnect
Reason

Heart beat timer expiry

AP Auth Failure

Heart beat timer expiry

Max Retransmission to
AP

Heart be

[

T

]



487408 2026-87-17 12:11:58.7308949 192.168.188.129 18.185.68.132 DTLSV=- = Bxcd 93 Application Data

48741 2026-87-17 12:11:58,730949 192,168.108.120 1@.185.60.132 CAPWA_. Bxcd . 52 CAPWAP-Control - Echo Request

48742 2026-87-17 12:11:58.731956 19.105.68.132 192.168. 100. 128 DTLSv- Gxcd . 1] Application Data

48743 2026-87-17 12:11:58.731956 18.185.608.132 192. 168. 188, 128 DTLSv= = e . 188 Application Data

N | _ws.colinfo == "CAPWAP-Control - Echo Request”
Packet details B Regular Expression B eche Fi

Optiens: Case sensitive Backwards Multiple cccurrences

MNo. Time Source Destination Protocel |10 Pr/ Differen Id C: Total Length Auld Info
11212 2826-87-17 12:8@:47.679957 192.168.160.128 18.1085.6@8.132 CAPWA. Bxcl 52 CAPWAP-Control - Echo Request
22007 2026-07-17 12:02:55.731956 192.168.109.120 16,185, 60.132 CAPWA.. xc® - 52 CAPWAP-Control - Echo Request

B 2026-87-17 12:11:58.738949 192.168.100. 128 18.105.68.132 = CAPWAP-Control - Echo Request

49801 2026-97-17 12:12:01,732948 192,168.180,120 10.105.60.132 CAPWA Bxcl 52 CAPWAP-Control - Echo Request
49292 2026-97-17 12:12:04,733955 192.168.1080,120 10.105.68,132 CAPWA.. Bxcl o 52 CAPWAP-Control - Echo Request
49485 2026-07-17 12:12:87.734947 192.168.1088.128 18.1085.68.132 CAPWA- Bxch = 52 CAPWAP-Control - Echo Request
49695 2026-87-17 12:12:19.735954 192.168.188.128 16.1085.68.132 CAPWA Bxch - 52 CAPWAP=Control = Echo Request
49972 2026-97-17 12:12:13.736961 192.168.1089.120 10.105.6@.132 CAPWA.. Bxc@ . 52 CAPWAP-Control - Echo Request

AP E1TEERE S E RN BIR SMIRBEH T RLIER.

HIRREA -

o ERALELSHIBWBIWLC K% Y 10253 B B2 08 7
« W& R7E RN Application Data , X 2FE S DTLSIBZMAHAIM
o NgRIRE R EFIAP,

XHmEERETRA

APM R U ZICAPWAPE B M 57
APYREE B #74% i [ R iE Ko
EFARITHSERLAES TRENRE,
APE#H B3N T CAPWAPRASHL,

Bl S IRE B 1R IR AR IR I CAPWAPZ 5 8 H BT Y R

N ipaddr == 192.168.100.120 && capwap ]
» Time Source Destination Protocol |10 Pr/ Differen Idi Cz| Total Length Aulid Info ; B
5895 2026-87-17 12:11:50.B65681 19.197.34,153 255.255.255.255% CAPWA., . . OX0. - 37e, 292 CAPWAP-Control - Discovery Request[Malformed Packet]
5899 2026-07-17 12:11:50.B65752 14.197.34.153 255.255.255.255 CAPWA. = = BxcB. - 378,292 CAPWAP-Control = Discovery Request[Malformed Packet]
6568 2026-87-17 12:11:58.119587 192.168.108.120 10.185.6@.132 DTLSv... Bxcd - 1469 Application Data
6569 2026-87-17 12:11:58.119553 192.168.190.120 10.105.60,132 DTLSV... oxcl . 1469 Application Data
6572 2026-07-17 12:11:58.120206 14.105.60.132 192.168.180.128 DTLSv. = xch - 1469 Application Data
6663 2026-87-17 12:11:58.401498 10.84.63.223 255.255.255.255 CAPWA.  _ . BxcB. _ 426,348 CAPWAP-Control — Discovery Reguest[Malformed Packet]

AP L 1THERE X # ¥l £ EF A CAPWAPEHE IR O (UDP 5247)

4 CAPWAP#Z #1130 (UDP 5246){R 3% E % E 1781 , AP L {THEEE 33 Ml - EHCAPWAPE I %
(UDP 5247)f% , i S0 IEAPRI 4T A

S — NMNZEFE , APEE B I E T UDPE 0524633 CAPWAPE R 3H BSR4k & BEWLCIR i
CAPWAP#HiE#, BER , HTCAPWAPHIERBFEEREILTEZRTRIE , APRLALEM
CAPWAPHIERBRA ML , HB3ICAPWAPEH B3,



APEX B EHIACAPWAPE HIEEBEEZMNN B RREZFEEET,

ERFRFEE |, BXTUDPH 0524645 B CAPWAPE R iE R KL MWLCIEW B M E RERL , M
MEIAT B A =S FHBEE.,

B2

BREAREERBE , REAPEZ 7T ERH . AUELTHEH EMEREREHNIER

BfEZ |[Event

14:30: 151 BERIFEEZ AR

14:30:19|F i1

14:30:25|E1:2

14:30:37|F %3

14:30:49|F 14

14:31:01|F 5

14:31:13| EFE#HAT

REAHNER

. 1£14:30:15,APEUDP# 0524746 % T CAPWAPHUIB R EHEEMIES, AT RKEIX M

8 RCAPWAP [E] R B7 72 1t FA R SR 242, (EAPRINEME AN BEBRFERRIESHW AN, £5
HRHARTE , APHRE 7 RNZNBERISEZBAF 3 TCAPWAPERHT RS . EALY
14:31:164k , AP 1L T AW CAPWAPSE IR E E R T,

AP12#[*07/19/2026 14:30:15.9995] [TX]IKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026
*07/19/2026

(e S e Y s T s T s Y s Y sy T s N s Y s Y s B s B s |

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:
30:

15.

15

19

19

25

37

9995]

.9996]
.0002]
19.

0002]

.0003]
25.
25.

0023]
0024]

.0024]
37.
37.

0066]
0066]

.0067]
49.
49.

0109]
0109]

[TXIKEEPALIVE: Schedule for Retransmit in 3 sec sec_drop_count=0

capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.

[TXIKEEPALIVE: Send to 10.105.60.132-5247
[TXIKEEPALIVE: Schedule for Retransmit in 6 sec sec_drop_count=0

capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.

[TXIKEEPALIVE: Send to 10.105.60.132-5247
[TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0

capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.

[TXIKEEPALIVE: Send to 10.105.60.132-5247
[TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0

capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.

[TXIKEEPALIVE: Send to 10.105.60.132-5247
[TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0

105.60.13

105.60.13

105.60.13

105.60.13



*07/19/2026 14:30:49.0109] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
*07/19/2026 14:31:01.0151] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:31:01.0151] [TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:31:01.0152] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
*07/19/2026 14:31:13.0195] [TXIKEEPALIVE: Send to 10.105.60.132-5247

*07/19/2026 14:31:13.0195] [TXIKEEPALIVE: Schedule for Retransmit in 12 sec sec_drop_count=0
*07/19/2026 14:31:13.0196] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13
*07/19/2026 14:31:16.0207] Warning, unencrypted data keepalive failed

*07/19/2026 14:31:16.0207] Going to restart CAPWAP (reason : data keepalive not received)...

L e T e Y s T ey I s B s I s Y s By |

X FCAPWAPHIEEIE , RERE FEHIBRHERBITHNBERISEERES. KL , EAPE
BABIERIFERERNE , WLCIER TDTLSKEFEL L MAPHITT S, FERAIRER M 1 7 51# 1A
EHIZRRIFET , ERAPRBERIFEEBEN M B 3T EE.

RAREREAPELARMAC:

<tfroot>

2026/07/19 14:31:16.842212773 {fman_rp_R0-0}{2}: [source] [20448]: (debug): ipc(mqgipc/wncd_2/wncd-fmrp)
2026/07/19 14:31:16.842250177 {wncd_x_R0-2}{2}: [errmsg] [16638]: (note): %CAPWAPAC_SMGR_TRACE_MESSAGE-
2026/07/19 14:31:16.842251233 {wncd_x_R0-2}{2}: [capwapac-smgr-sess-fsm] [16638]: (note): Mac: 889c.ad2

Last Data Keep Alive Packet received 90 seconds ago.

2026/07/19 14:31:16.843318439 {wncmgrd_R0-0}{2}: [Toadbalance-algo] [16262]: (note): Algo counter decre
2026/07/19 14:31:16.843318599 {wncd_x_R0-2}{2}: [wsa-core] [16638]: (debug): WSA AP EVT Create Populate
2026/07/19 14:31:16.843320409 {wncd_x_R0-2}{2}: [wsa-core] [16638]: (debug): WSA AP EVT Create Populate

DI SJON - AP Mac: 889c. ad26. ea00 , new ap di sconnect reason 'DTLS close alert from peer' (26)

Tok BEMACHIRABRER :

<#root>

2026/07/19 14:31:16.737070835 {wncd_x_R0-2}{2}: [capwapac-smgr-sess] [16638]: (debug): Mac: 889c.ad26.e
2026/07/19 14:31:16.737072831 {wncd_x_R0-2}{2}: [capwapac-smgr-srvr] [16638]: (debug): Mac: 889c.ad26.e
2026/07/19 14:31:16.737076419 {wncd_x_R0-2}{2}: [msc-fsm] [16638]: (debug): @msc_event {"entity":"/capw
2026/07/19 14:31:16.737078137 {wncd_x_R0-2}{2}: [msc-fsm] [16638]: (debug): @msc_event {"entity":"/capw
2026/07/19 14:31:16.841870791 {wncd_x_R0-23}{2}: [ap-join-info-db] [16638]: (note): MAC: 889c.ad26.eal0

AP di sconnect initiated. Nanme : AP12, Ethernet nac : e44e.2d2c. 3d0c, Reason: DTLS close alert from peer

2026/07/19 14:31:16.841890831 {wncd_x_R0-2}{2}: [capwapac-smgr-srvr] [16638]: (debug): MAC: 889c.ad26.e

FEWLC L WEMEPCIR U2 HIZRin TR AL E . #HIRIINCAPWAPE I ZE S E RN s H 7 4k



LRI |, Bwic E R B B HEkeepalive IR EZ. WMEBESAPAIKBE—3 , H HXBPData

Keepalive L B2 HBERFEIRESHER T IHRK,

N ip.addr == 192.168.100.123 && capwap
» Time Saurce Destination Frotocol 1D Pr Differen Idi Ci| Total Length A ld Info

11827 20826-87-19 14:38:13.475973 10.185.68.132 192.168.100.123 DTLSw- - Bxed - 85 Application Data

11828 2826-87-19 14:39:13.476965 192, 168.10808.123 18.185.60.132 DTLSw.. -~ dxed . 117 Application Data

11829 2026-87-19 14:30:13.476965 192.168.100.123 19.105.60.132 CAPWA_ [.23< I 76 CAPWAP-Contral — WTP Event Request

11830 2826-87-19 14:38:13.476965 10.105.60.132 192.168.100.123 DTLSv.. Bxcld . 65 Application Data

11831 2826-87-19 14:39:13.476965 10.185.68.132 192.168.108.123 OTLSv.. - dxcd . &5 Application Data

11928 2826-87-19 14:39:16.714959 192.168.1080.123 18.105.60.132 OTLSv. - Bxcd . 1468 Application Data

11929 2826-87-19 14:39:16.714959 192.168.1080.123 18.105.60.132 CAPWA- Bxcd . 1428 CAPWAP-Control - WIP Event Request[Malformed Packet]
11938 2826-87-19 14:39:16.715951 10.185.68.132 192.168.1008.123 DTLSw- Bl 1449 Application Data

11931 2026-87-19 14:30:16.715951 18.105.60.132 192.168.100.123 DTLSve o Bxcd . 1469 Application Data

11998 2826-87-19 14:39:18.824992 192.168.180.123 18.105.60.132 DTLSv= = Bxcl o 437 Application Data

11991 2826-87-19 14:39:18.0249092 192.168.180.123 18.1085.60.132 CAPWA_ dxcd 396 CAPWAP-Control = WTP Event Request

11992 2826-87-19 14:38:18.025964 10.105.68.132 192.168.100.123 DTLSw_ Bxcd - 65 Application Data

11993 2026-87-19 14:39:18.025984 10.185.60.132 192.168.100.123 DTLSw. .~  @xcd . 85 Application Data

11994 2026-07-19 14:39:18.028999 192.168.100.123 108.105.60.132 DTLSv- -  @xcd - 437 Application Data

11995 2026-87-19 14:39:18.028999 192.168.100.123 168.105.60.132 CAPWA_ fxcd - 396 CAPWAP-Control - WTP Event Request

11996 2826-87-19 14:38:18.928999 10.185.68.132 192.168.100.123 DTLSv- dxchd . 65 Application Data

11997 2826-87-19 14:38:18.028990 10.185.68.132 192.168.108.123 DTLSv.. - axed . &5 Application Data

12034 2826-87-19 14:39:18.236987 10.132.179.233 255.255.255.255 CAPWA. . .. Bxcl. - 378,300 CAPWAP-Control - Discovery Request [Malformed Packet]
12836 2026-07-19 14:308:18.236987 10.132.179.233 255.255.255.255 CAPWA. = w Oxclum o 378,300 CAPWAP-Control - Discovery Reguest [Halformed Packet]

R

AP E1TEERE A L RN BIR SHIRE R

N | capwap keep_alive

lo. Time Source Destination Protecel 1D Pr Differen Idi Ci Total Length A id Info
20uT fULUSBI=LY L0 400 LG 12D Lua LudaUn. 3L Lnrme wALE = o LAFMAF=UE L8 REEH=A LLVE LME L1 U1 IS FaLREL |
3383 2026-87-19 18.105.6@8.132 192.168. 109,123 CAPWA. - Bxch . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
3384 20926-87-19 14: 18.185.608.132 192.168.109.1323 CAPWA. . fxcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
5336 2026-87-19 14: 192.168.100.123 10.105.60.132 CAPWA.. el . B CAPWAP-Data Keep-Alive[Malformed Packet)
5337 2026-07-19 14:29:18.342586 192.168.100.123 18.185.60.132 CAPWA. fxcd . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
5348 2026-87-19 14:29:18.3430837 19.105.68.132 192.168.199.123 CAPWA. - fxch . B6 CAPWAP-Data Keep-Alive[Malformed Packet]
5341 2026-87-19 14:29:18.343892 10.105.60.132 192.168.109,123 CAPWA. - Bxcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
B573 2026-87-19 14:29:48.353254 192.168,190.123 10.105.60.132 CAPWA.. axcd . B6 CAPWAP-Data Keep-Alive[Malformed Packet)
8574 2826-07-19 14:29:48.353322 192.168.100.123 18.185.60.132 CAPWA.. fxed . BG CAPWAP-Data Keep-Alive[Malformed Packet)
B577 2026-87=-19 14:29:48.353993 198.105.68.132 192.168.109.123 CAPWA. - fxch . 86 CAPWAP-Data Keep-Alive[Malformed Packet]
B578 2026-87-19 14:29:48.354018 18.105.68.132 102.168.1089.123 CAPWA. - fxch B6 CAPWAP-Data Keep-Alive[Malformed Packet]
18376 2026-@7-19 14: 192.168.108. 123 10.105.609.132 axcd - &6 CAPWAP-Data Keep-Alive[Malformed Packet]
18534 2026-07-19 Bxch CAPWAP-Data Keep-Alive[Malformed Packet]

192.168.100.123

10.105.60.132

CAPWAP-Data
CAPWAP=Data

Keep=Alive [Malformed

Pac! ket]

SARATMI LFEHRREE , BHREESREREIwc

x|

E

H

CAPWAPZIE R IFiE

12141 2826-87-19 14: 1.374346 192.168.100.123 108.1085.60.132 CAPWA_ Bxch . -1 CAPWAP-Data Keep-Alive[Malformed Packet]
12959 2026-87-19 14: 3.378437 192.168.100,123 10.185.608,132 CAPWA- Bxcd . BB CAPWAP-Data Keep-Alive[Malformed Packet]
13628 2026-87-19 14: 5.382538 192.168.190.123 10.105.60.132 CAPWA. fxch . 86 CAPWAP-Data Keep-Alive[Malformed Packet]
15834 2826-87=-19 14:31:43.832731 192.168.100.123 108.1085.60.132 CAPWA fxch . BG CAPWAP=-Data Keep=Alive[Malformed Packet]
16474 2026-87-19 14:31:46.008877 192.168.100.123 108.1085.60.132 CAPWA fxch B6 CAPWAP-Data Keep-Alive[Malformed Packet]
16886 2026-07-19 14:31:52.003518 192.168.100,123 10.105.60.132 CAPWA. Bxch . BB CAPWAP-Data Keep-Alive[Malformed Packet]
17889 2826-87-19 14: 192.168.100.123 19.1085.60.132 CAPWA Bxch . BB CAPWAP-Data Keep-Alive[Malformed Packet]

192168 180 123 18 185 68 132 LAPRA Axch BB LAPMAP=Data Ki Aliveldaliccoed ga“‘:]

EEEH

It IhBE R £ Cisco Bug ID CSCvs66015T 5| AR

eI REXY T HEBRIX 47

=SWEIFEEH

1. BEBRAPHTFF ¥ BE : FE 2 AcapwapBIERIFERET , BAITAE R H FcapwapiZ SR IFERE
MAPR B MEMITERE , HEEAPRFEZMTNBREERE,

2. B % capwap data-keepaliveE N R 5 A MM T iE R , B Ecapwap data keepaliveE
FHERRA,

. BYEEHE HMERKEEN D INHRENBPRRI[AP, MRBEREOTAREDH
R, AREP—NAPEE N RIRB[E | NI B IR AR S E R L A capwap i #E s O i@
WANEEREZ M EIWLC, WRIXEEM , BSEESWANEERE H BN 5 XA,


https://tools.cisco.com/bugsearch/bug/CSCvs66015
https://tools.cisco.com/bugsearch/bug/CSCvs66015

4. MBRERIRB[EX TZAAPW capwapBRIERIGERE , AEIXFRE—MACLUEHEXRBZ
B {KAPH capwapBiEE , NAPRIFERE | B NcapwapiZRHliEE , RAEETLUMAPR %
OWEOTA , MA 2 ABESHRSBWANGERIHE,

M9800 WLCHE X COS-APEIERIFERZBA/ZR, RIAMBERT , EWLCHAPH G ARIBERGE
=,

WLCH T :

1) R A FR/F B “Unencrypted Data Keep Alive” #IR7S

show ap config general

2)EFAPE B R/ R BIR R ER

ap name AP-NAME keepalive
ap name AP-NAME no keepalive

MAPHE Bl R COS-APRIBRIFEEZB A/ZEM. MIABERT , APRRNBBEARIFEZELTERARS

o

TERBEARDTD

1){E i = & “Unencrypted Data Keep Alive” & RIRZS

show capwap client config

2)EAPH G A/ BERIEERE

capwap ap unencrypted_data_keepalive enable
capwap ap unencrypted_data_keepalive disable

5l 4n:



EZ AP 5 LB KeepaliveR & :

AP12#capwap ap unencrypted_data_keepalive disable

<ffroot>

AP12#show capwap client configuration

AdminState

Name

Location

Primary controller name
Primary controller IP
Secondary controller name
Secondary controller IP
Tertiary controller name
ssh status

ApMode

ApSubMode
Link-Encryption

Unencrypted Data Keep Alive

OfficeExtend AP
Discovery Timer

T EALER

: ADMIN_ENABLED(1)
: AP12

: default location
¢ VK-WLC

: 10.105.60.132

: 9800-demo

: 10.106.39.156

: Enabled

: Local

: Not Configured
: Disabled

Di sabl ed

: Disabled
: 10

Hapifidth , BATATUAFIAPHwIcZ IR AR EHFERIFEEHFEISM , BINRBIEZRKIE

BRI

AP12#debug capwap client keepalive

AP12#[*07/19/2026 15:24:33.4087] Echo Request: Send count 0
[TX]JEcho Request: Sent to 10.105.

*07/19/2026 15:24:33.4087]
*07/19/2026 15:24:33.4112]
*07/19/2026 15:24:34.0006]
*07/19/2026 15:25:34.0032]
*07/19/2026 15:25:34.0032]
*07/19/2026 15:25:34.0056]
*07/19/2026 15:25:34.0006]
*07/19/2026 15:27:34.0327]
*07/19/2026 15:27:34.0327]
*07/19/2026 15:27:34.0347]
*07/19/2026 15:27:34.0004]

L S e T e B s Y s Y s B sy Y s Y s B s Y |

[RX]JEcho Response from 10.105.
[RX]JEcho Response from 10.105.
Echo Request: Send count 1

[TX]JEcho Request: Sent 2 Lost
[RX]JEcho Response from 10.105.
[RX]JEcho Response from 10.105.
Echo Request: Send count 2

[TX]JEcho Request: Sent 3 Lost
[RX]JEcho Response from 10.105.
[RX]JEcho Response from 10.105.

60.
60.

2
60.
60.

2
60.
60.

60.132
132
132 RttCount 1

132
132 RttCount 2

132
132 RttCount 1



[*07/19/2026 15:28:34.0025] Echo Request: Send count 3

[*07/19/2026 15:28:34.0025] [TXJEcho Request: Sent 4 Lost 2

[*07/19/2026 15:28:34.0050] [RX]Echo Response from 10.105.60.132

[*07/19/2026 15:28:34.0022] [RX]JEcho Response from 10.105.60.132 RttCount 2

AP12#[*07/19/2026 15:29:43.5772] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.
[*07/19/2026 15:30:04.0140] Echo Request: Send count 4

[*07/19/2026 15:30:04.0140] [TXJEcho Request: Sent 5 Lost 2

[*07/19/2026 15:30:04.0164] [RX]Echo Response from 10.105.60.132

[*07/19/2026 15:30:04.0011] [RX]Echo Response from 10.105.60.132 RttCount 1

[*07/19/2026 15:30:27.7695] capwap_ap_upstream_send ip: 192.168.100.123, port: 5272 => ip: 10.105.60.13

BN fE i iEkeepalive BIE D EF , BEHTERNEZER 7 HIEkeepaliveE , BKA1AT U FEIAPTEWICE
RERTE , MTAEL2Z SlkeepaliveIFEBEHFN I,

Monitoring = > Wireless -~ » AP Statistics

General Join Statistics AFC Statistics URWE
Misconfigured APs License Non-Compliance @

o
TonlAPa 1 Tag: Country Code : LSC Fallback : URWE : Non Compliant APs : _;_,] "

Multiple APs can be configured at once from Bulk AP P ] feature

WLC
Admin i Association Operation
AP Name AP Model Status Up Time Uptime IP Address AP Radio MAC Ethemet MAC Status
AP12 4 €0 CH130AXI-D ® Odays3hes 58 OdaysOhrs 12 19216810092 ga0. 1266000 + edde.2d2c.3d0c F Registered
mins 7 secs mins 25 secs 3
1 100 » O



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



