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B ) %3188 , ANEel]I Tz REHIPER.
WLC GUI

SMEEE>E2E> VLAN > 55+ Add > VLAN ID "Custom VLAN ID" > Name "Custom Name" >
State ACTIVATED > ARP Broadcast ENABLED , f1EFf R,

VLAN B &

WLC CLI

WLC#

WLC#config t
WLC(config)#vlan [VLAN ID]
WLC(config-vlan)#name [WORD]
WLC(config-vlan)#exit

WLC(config)#vlan configuration [VLAN ID]
WLC(config-vlan-config)#arp broadcast
WLC(config-vlan-config)#end

WLC#
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Add Policy Profils

WLC#

WLC#config t

WLC(config)#wireless profile policy [WORD]
WLC(config-wireless-policy)#shutdown
WLC(config-wireless-policy)#passive-client
WLC(config-wireless-policy)#no ip mac-binding
WLC(config-wireless-policy)#central switching



WLC(config-wireless-policy)#central dchp
WLC(config-wireless-policy)#central authentication
WLC(config-wireless-policy)#vlan [WORD | VLAN ID]
WLC(config-wireless-policy)#no shutdown
WLC(config-wireless-policy)#end

WLC#
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Add WLAN

WLANFE B

SMElZ £ >Layer2 > PSK "&3%&4E" > PSK Format ASCIl > PSK Type Unencrypted > Pre-Shared
Key* "Custom Key" > Click Update & Apply to Device , B1BFT o
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WLC CLI

WLC#

WLC#config t

WLC(config)#wlan [WORD] [WLAN Identifier]
WLC(config-wlan)#shutdown

WLC(config-wlan)#security wpa akm psk
WLC(config-wlan)#no security wpa akm dotlx
WLC(config-wlan)#security wpa psk set-key ascii [WORD]



WLC(config-wlan)#no shutdown
WLC(config-wlan)#end
WLC#
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WLC CLI

WLC#

WLC#config t

WLC(config)#wireless tag policy [WORD]
WLC(config-policy-tag)#wlan [WORD] policy [WORD]
WLC(config-policy-tag)#end

WLC#
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ERBNEE>ME>ERET  %#EBridged Adapter > Name:“Select Laptop Physical WiFi Adapter” >
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ew Help
admin@timpadilLubunku: ~ >

bdmin@timpadilLubuntu:~5 ifconfig
np@s3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet [192.168.166.111 netmask 255.255.255.0 broadcast 192.168.1
H6.255
ineté feB0::a00:27ff:febd:cb3c prefixlen 64 scopeid 0x20<link>
ether 08:00:27:bd:cb:3c| txqueuelen 1000 (Ethernet)
RX packets 7880 bytes 573918 (573.9 KB)
RX errors @ dropped @ overruns O frame @
TX packets 398 bytes 32329 (32.3 KB)
TX errors @ dropped @ overruns @ carrier @ collisions ©

o: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 166 bytes 15376 (15.3 KB)
RX errors © dropped @ overruns @ frame @
TX packets 166 bytes 15376 (15.3 KB)
TX errors @ dropped O overruns © carrier @ collisions ©

PAEEVME 8 51T R E P AT ping AR IE M X B ALE M.

admin@timpadilLubuntu: ~
File Actions Edit WView Help
admin@timpadilLubuntu: ~

admin@timpadilLubuntu:~$ [ping 192.168.166.1

.168.166.1 (192.168.166.1) 56(84) bytes of data.

from 192.168.166.1: icmp_seq=1 ttl=64 time=175 ms
from 192.168.166.1: icmp seg=2 ttl=64 time=3.32 ms
from 192.168.166.1: icmp_seq=3 ttl=64 time=28.6 ms
from 192.168.166.1: icmp_seq=4 ttl=64 time=29.8 ms
from 192.168.166.1: icmp_seq=5 ttl=64 time=67.7 ms
from 192.168.166.1: icmp_seq=6 ttl=64 time=21.3 ms
from 192.168.166.1: icmp_seq=7 ttl=64 time=17.3 ms
from 192.168.166.1: icmp_seq=8 ttl=64 time=4.52
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S EHost VM laptop CLI ( EHIVMEZARBMMCLI ) , ARG 1Tifconfig/allis Fo
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%% Command Prompt

Description - altek RTLB851BE WiFi 6 802.1lax PCIe Adapter #5
Physical Address. . . . . . . . . -UB-A1-52-A6~5F

DHCP Enabled.

Autoconfiguration Enabled . . . .

lireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix

Description

Physical Address

DHCP Enabled.

Autoconfiguration En

Link-local IPv6 Addr e e e F:86F:b9cc:b8Ua%l(Preferred)
IPvil Ad : 3 66.108(Preferred)

Subnet

: 6U.102.
171.76.16
NetBIOS over Tcpip : Enabled

Ethernet adapter Bluetooth Network Connection:

Media State . . . . : Media disconnected

Connection-specific

Description : Bluetooth Device (Personal Area Network)
Physical Ad UB-A1-52-A6-60

DHCP Enabled.

Autoconfiguration Enabled . . . .

WLCHIA

WLC CLI

WLC#

WLC#show wireless profile policy detailed [WORD]
WLC#show wireless tag policy detailed [WORD]
WLC#show wlan name [WORD]

WLC#show vlan

WLC#show platform software arp broadcast

WLC#
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IP#b3E192.168.166.108 FIMACH#E it dc4b.a152.a65(C D B4 T HIVME IR A B X, FixE , Bl
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S EIMonitoring > Wireless > Clients , Z1E TR, ZEEREHVME B BT IPFIMACHE 3 7E
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stleili:  Cisco Catalyst 9800-CL Wireless Controller wecorareet 4 B A B O W @ 2 Q =r = S

(] Client MAC Address Y IPv4 Address T
O | deab.al152.265f A 192.168.166.108 I .
L
1 10

T & Adcress APMame T SoiDO T 530 0T WLAND T CletType T S T FProtocol T Uswhome T DeiceType T FMoe T SECapable T

WLCE FimisiE

WLCHE 23R
AR BIER 79800 WLC EH IR B HRELE.

S BB EHERR> BUIE SR> 2 T +R >R B "RIB B E L Z " > Filter* "any" > Buffer Size*
"100" > Available "Select Interface" > Click Apply to Device , 1B PR

WLCHE SHRREE

WLC CLI

WLC#

WLC#monitor capture [WORD] interface [Interface] [Interface Number] both
WLC#monitor capture [WORD] buffer size 100

WLC#monitor capture [WORD] match any



WLC#monitor capture [WORD] start

WLC#monitor capture [WORD] stop
WLC#monitor capture [WORD] export flash:[Name.pcap]
WLC#no monitor capture [WORD]
WLC# copy flash:<Name.pcap> tftp://<IP ADD>/<Name.pcap>

WLC#

Wireshark$#E 2 3k

FEWireshark BB IR , MEEIVMAYIPH#1E192.168.166.111/E R ICMPE RV R 4k, LA
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« BT RAP MACH: it

o REtTEEMu R EHVME I A B fRMACHE 1t
- BHut RMAXMACHEHE
o SRt 2 EHVMEIZ AR B RMACHE 3t

B R AT R B B B 2 WiresharkZRIE/S 5K B BULICMPE R 2P 35 1P #h 3k (192.168.166.1) # 7R~ 4l

a
dm:® iX Hagan
A Jicmp ] 3
M. Time Dstination Address Protocsl  Soruce Port  Dest Port (Resol Length MACSRC MACDST + o BOL11 T Rate Metwork
. T oW 5288 5347 76 Stroniiewss_311 861~ Wware_Biseice Hcho (ping) request 193, 168, 16461
. 59 pgSI36) I 247 248 160 \Stare B4%eice Bjstrpaensh 53iat Echo fpjng) reply g, 193,168 166.91)
Nt 1o Sa4 ST 1 Wigtronkiowet 5308 Vaire_Bd:%e:ice Echa (ping) requedt Idedubl 193, 168,144,
5 NOS 161 10w 5347 5248 165 Whare BiSeice Wistroshessh 521a6 Echo (ping) reply  ddedoedd. 192. 168. 166,
6 D0I5/162 1o LTS 192, 168,166,
o Mat/se == Time Source Address D:Etlhatloﬂ Address ey 183, 360,148
il St 68 2025/162 21:35:25.702951  192.168.166.111 192,168.166.1 bl NI
338 DR/ 1o ddedreni. 192,168, 364,
127 M2S/162 e ] ddeddd 192. 168, 166,
118 28/162 1c — — - = . I 192, 168, 164,
148 NO5/162 1% 5248 5347 1% WistronMewed 511a61- Vware BdiSeice Echo (ping) request ddsduid. 192.168. 166,
150 PIS/162 e saa7 5248 168 Ve B4Seice Wistroaerh_SE:wbe Echo (ping) reply  dd-Sebd 192,168,166,
181 381162 152,368,146, 1 1cee 5348 5347 1% stronbiewes $3iaki Wiare BiSeice Kcho (ping) request ddededd. 102, 1681 184,
193 PIS/162 190,268, 166, 111 109 247 S8 W4 Vare BhiSeice i troaerh_52:a6 Echo (ping) reply  ddediedd 192. 162 166,
04 208162 e 5248 5247 176 Wstronbiewes 32ia8i. W Echo (ping) request ddededd. 193,168, 364,
07 MI5162 o 347 348 pres Vhare_B415e1ce Echo (ping) reply  ddedwbl. 192. 168, 166,
T P2S/162 e 5348 5347 176 esteonliee S3:06:_ Eehe (piAg) requiit  dwdebld 102,168 166,
112 NIN/162 10 5247 5248 165 Vhare BiSerce fcho (ping) reply  ddedoedd. 192. 1681 166,
245 PIS/162 e S48 s247 176 Wlstronbiewrs_S2:aSi. Viware_B4:Seice Echo (ping) request  dd-gedd 192,168,166,
248 F28/162 1t 5347 5348 168 bl 53 abe Echo (ping) reply  ddededd. 182, 364,144,
261 FO5/162 109 5248 s147 174 Vihaare_B4:Serce Echo (ping) request  ddededd 192,168,166,
263 med e 5247 5148 168 trosheeh_51:e6. Echo (ping) reply  dd=dwid. 192168, 164
F T o S368 347 17 re_BH1Sence Echo (ping) request ddededi.. 192. 168, 166,
376 P2S/162 192868, 166, 111 1w s247 538 168 [TTEe ey LA Echs (piag) riply  Sd-mpd 192, 168166,
196 NIN/162 197,268, 1661 1o 548 5M47 176 Wistronbewss 32ia6:. Vhare Bd:Seice fcho (ping) request ddededd. 192. 164 164,
97 MIS/163 F1:151140.095588 192. 168166, 111 0 an FEees e o IV L Eoha fnias) sealy A 192, 168, 166,
» frame &8z 176 Bytes on wire (1408 bits), 176 bytes captured (1588 bits) Receiver address: Cisco_6a:11:80 (f@:d8:05:6a:11:80) BE 4T 19 ce 08 2 85 DO 45 B0 ) E
» Ethermet 11, Src: Clsco_ce1id Sicersgifl), Dst: Clsco Mezerff (Mulesd:) ITransmitter address: WistronNeweb _52:a6:5f (dc:idb:al:S2:a6:5f) ;; - 77 el cb ok bh TE cb o8 o weex
» Internet Protocel Version 4, Src: 48,176,229, Dat: 392.168.364.60 5 s . . . EE L R
+ User Datagras Pratocol, Sec Port: S48, Dit Ports 5247 Destination address: VMware_84:5e:ce (8@:58:56:84:5e:ce) “; 3 "
) Comtral and Provisisning of Wireless Aceess Poists = Data Source address: WistronNeweb 52:a6:5f (dc:4b:al:52:a6:5f) g H
~ TEEE $0%.13 G55 Batay FLagsi vavanT Crr—— Py ———————— “ K,
Type/Sebtype: QoS Duta (@xbals) 08 00 58 15 00 02 00 82 B

Frame Control Pield: GudlEE|Suasped)

11180 (fe:dB:05:6at
crlleent_$3:08:5F |
#0840 « Frageent musbe
= Sequence euste

[MaAR Flagss .
ot Contrel: Bxdiid

> Loghcal-Link Control

5 Intermet Protocol Version 4, Srer 192.1

) Intermet Comtral Message Pretocsl

de:
-

£9. 166,111, Dst: 192.163.166.1
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