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Cisco Common Execution Environment(CEE)=& Cisco Subscriber Microservices
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Kubernetes Namespace Architecture Moduar | Scalbi

Cisco CMDP - Example: Kubernetes (System), CEE and SMF Application
% Kubernetes Cluster (Cisco CNDP)

Mamespaces, key components and their roles

Namespace: kube-system Namespace: cee-hgb-cee
Kubernetes System Components CEE Platform Components
(Observability, Monitoring and Operations)

Namespace: smf-hgbsmf01
SMF CNF Application Components
(5G Core - Session Management)

(O

‘Compaonent Category Key Componants (Examgiles) Purpass [= Category Key Comp: Purpose Category Kiey Components (Exsmples) Purpose
N caloonode, cilio-ube-controlers,  Pod networking and Rbarting & alertmanager, alert-logger, Alprting, notification % Cache cache-pod Caching for SMF application
x Natworking [ — nuttwerk pelicy (Calics) .‘. MNotifications alert-router and event management cd-ndex GO0 data and
- cci-eg-session, oo session, L session
Prometheus, node-xpores, = co ccl-shot-session management
E NS coredns Cluster DS resolution dill Mocitoring & Metrcs  biackbax-exporter, 12:;:?::‘“ b
kube-state-metrics ] L3 oo ’ ol i aaics :: control and
: Application d jon handing
eted, bube-apiserver, R E ; fiuentd, Puent-werker, Log collection - :
Q ControlPlane  kube-contiober-manager, e Logging flogot-proxy, logs-retriever  and processing < atartane gipc-ep. gipp-ep, fiep. User plans and interface
lube-scheduler = Dashboards and udp-prosy processing
D Visualiration grafana, grafana-dashboard : Distrintie key-valu
bl = Database eted
- e Certificate managamant L shone for SMF
. c gmt and rentwal s Datsbase postgres, pgpocl Perssitent storage
L oe CEE platform S Event®&Messaging  eventmgr, kafka ::' o
8B  Node Services nakd-adapt = Noge kg and system thanos, pv-manager, Long-tenm metrics storage Lt !lmg 9 -
] i b level services g Storage P-provisioner, path-provisionsr  and volume management = ement oam-pod. georeplication, 0-?:3:& Wlm!
ations nodemg, t-agert an managemen
§ Monoring g Userand chstesocrty | Opecations & o ceter, procLctcooumentation,  PRAThrT Sperations Do : S i
il user-password-monitor aniorg Management show-tac-manager, estant-fabslet and maintenance l-“ Monitoring g::'-_’:;':::‘m"- Monitiing and dachbonrds
Hardware / Infra bime-kg-exporter, cimc-alerts-  Infrastructune and o
. Additional system Monitoring exporter, node-problem-detector  hardware monitoring O Security f ACEess  rachus-en, rest-ep, dns-proxy m;m R
E Iuke-stats, core-retrisver, Additional platform
eee Others p-brappes, senvicn components SBrVices ses  Others edr-monitor, protocol components  Additional SMF services
. fubems c:‘c":m r‘ane (in lwhe-sys&em mm} | Provides core Kub cluster 0 and N Services.
Ll PASETVET, e -cor b

. Worker Nodes (Application workloads)

icati loads mespaces with ck ion,
Run pods from all namespaces: kube-system, cee-hgb-cee, smi-hgbsmf(1 | Hasts: appiication work il T

Key Points ¢ Legend m Benefits

« ANl naMespaces run in the same Kubermates chuster (Cisce CHDP). = Logical isolation of workloads by namespace.

» Each namespace provides specific functionality with clear separation. 9 Namespace: kube-system « Better resource management and operational visibilty.

* kube-system hosts core Kubemetes cluster services. G Namespace: cee-hab-cee * Improved security and access control

. wﬂf—:ﬁmﬂf;qmsm";‘lﬂ?"w-l_mﬁ{‘w'"ﬂ- logging and platform operations i = Easier monitoring and troubleshooting.

+ smi sts application components. G Ma e + Supparts multi-application deployments (Kubernetes, CEE, SMF),
mespace; smi-habsmf01 ports multi-application deployments (Kubemetes, g X

= Component list based on fve cluster output (kubect get pods) - names may vary per chster, -

Flexible and reusable architecture across different clusters.
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bulk-stats

Stores and maintains historical alerts that are received from the Alert
manager. These alerts are avaiable to user through the CEE ops-center,

Provides routing support for the alert manager to pass alerts to its
receivers.

Process alerts from Prometheus and route them to its receivers through
alert-router, It also provides a list of active alerts in CEE ops-center

and Grafana.

Enables Promethews blackbox probing of endpoints aver HTTP, TCP,
and ICMP,

Provides summarny of statistics that are collected by Prometheus service
and create periodic snapshats of statistics on each nade in the form
of G5V files.

CEE Product decumentation page provides an ovenview of CEE functions.
Scrapes and exports CIMC alerts to be viewable in Grafana,

Assists in retrieving the core dumps.

Contains the documentation (metrics and usage).

Collects the logs from jowmalD or systemd and forwards to the external
applications like Splunk or another remote fluent instance.

Assists in collating Grafana metrics on the dashbaard.

Collects the logs from remote fluent instances and forward these logs
to external collectors Bke Splunk,

Provides visualization tool and host-level dashboards to examine metrics
and alerts.

Supports the internal file server for Grafana dashboards.

Assists in generating metrics about the state of Kubernetes objects:
node status, node capacity (CPU and memaory), and 50 on.
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Provides support to visualize the logs that are provided by the locally
installed fluentBit pods.

Assists in retrieving Kemel, Kubelet, and Container level logs through
output to the JournalD driver,

Support pods logs forwarding to extemal server through Fleent-bit.
Create tunnels to enable Prometheus to scrape KPIs from the node-exporters
on KVM nodes.

Exports the node metrics to Prometheus and to be viewable on the Grafana
dashboard in Hast detads and summary dashboards.

Supperts user management, authentication, configuration, and show
commands for CEE features, which run on pods inside the cluster.
Prowisions the local storage volume along with py-provisioner.

Manage the Postg i for connection, replication, load balance,
and 50 on. Pgpool is a middleware that works between PostgreSOL servers
anda PostgreSCL database.

Supports SQL database with redundancy to store alerts and Gratana dashboands.

Enables monitaring and alerting for the Kubemetes cluster, both local and remote.
It scrapes slerts, metrics, kubemetes rescurces exported by pods and nodes
information.

Contains the default alerting rules and recording rules for Promatheus.

Synchronizes the Prometheus scrape configuration.

Monitors the state of nodes and manages persistent volurme and associated pods.
Enabies the application pods to aul ily peovision the pars
Moriters the pod ready status and resets the kubelet f the state is nat-ready
even though pod is ready.

Supports the Tac-Debug feature to collect coredurngp, logs. metrics, statistics,
and ops-center configuration. It also mantaing and provides HTTPS actess
to files storage in the intemal Apache server.

Manages and enforces IMCﬁsoo Smar! hwsaglealuneperagrwnml
The CEE ops-center pe

WOMes,

jon facility.

Runs the Thanas appication to support the Prometheus query, data storage,
and remote cluster monitoring.
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Objective

@

Deploy CEE via SMI Cluster Manager for centralized lifecycle management. =

Prerequisites
+ SMI Cluster Manager deployed and accessible via Ingress URL
+ Required credentials, software package or repesitory details available

I\D Access SMI Cluster Manager -.;3:) Link Cluster (Ops Center) @ Set Initial Boot Parameters _5) Synchronize & Verify

Use SMI Cluster Manager CLI
via the provided
F— St

% cli login <ingress-url>

% cli configure terminal

Key CLI Configuration Examples
Define CNF package

software cnf <name>
package-url <url>
credential <name>
sha256 <hash>

Configure repositary (online)

repository <namex
url <registry-url>
credential <namex
verify-image true

‘ Offline Installation
=4 . Provide software package URL
» Configure credentials

-> + Provide SHAZ56 hash

OR

Online Installation

= Configure repository details
s Provide credentials

= Enable image verification

Set initial boot parameters
initial-boot-parameters
use-volume-claims true
auto-deploy true
single-node true

Link CEE to cluster

cluster <name>
application-name <cee-app>
instance-name <cee-instance>
MAMESPACE <NARESPACE?
registry-secret <secret-namer
ingress <ingress-host»

-

e Configure cluster and parameters.

cluster <names

o Trigger depleymm

£ clusters cname» actions sync ran

o Moniter statiis
3§ clusters <name> actions sync status

o Check lngs

% clusters <name> actions sync logs

initial-boot-parameters
application-name
instance-name
MAMeSpace
registry-secret

network (Metconf/55H)
ingress

ind CEE to the desired cluster Gonfigure inital boot b
69 by defining application and paramegters for deployment. progress.
instance names. Deploy
P = r § clusters <name» actions sync run
g ploy Key F
* Registry secrets = use-velume-claims Check Status
= Namespace = auto-deploy $ clusters <names actions syne status
+  Network (Metconf/S5H) * single-node
+ Ingress = and other required settings View Logs
$ clusters <names sctions sync logs
Deployment CLI Flow (Example) Key Configuration Parameters
Login to SMI Cluster Manager Parameter Purpase
$ cli login <ingress-url> Defines the Cloud Native software package
Canfigure CNF J repositary Sl e (URL, credentials, SHAZS6].
o software enf ... or repository ... repositary Specifies the CNF source for image retreval

[online mode).

Controls volume claims, deployment automation
and node deployment mode.

Name of the CEE application in Ops Center.
Instance name for the CEE deployment.
Kubemetes namespace for CEE.

Secret for pulling images from registry,
Netwaork configuration for cluster access,
Ingress configuration for accessing CEE

@ Note: Commands and parameters may vary based on the software release. Use the latest documentation for exact syntax and supported options,

SMI Cluster Manager CEEZ M E 25 224

ZREN

« BEAZRETLUEN X4 URLA 256 (SHA-256) % & B S E &R 5| At 54 2.
- EHEBENCEE/SMFEBEMBNEHTIZE /O SHIHER<E,

E X CEER#I R

F£SMI Cluster ManagerBtEH , IR 5] At CEEX B R HSHA-2561 %,

software cnf cee
url file:///data/software/images/cee-2026.01.1.08.tar
sha256 <CEE-SHA256-HASH>

exit

EARENRA 2P EHESHA-256/H. TP GUFREEN , HATRRIERAREM.
BESBENZEF O

REERNBFESSMFEERLO, AibFME, EBR[QMHTBREMRK, BREBENRATHE
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clusters <cluster-name>
ops-centers smf <smf-ops-center-name>

app-name-override cn
repository-local smf-2026.04.m0.1i50
sync-default-repository true
netconf-ip <NETCONF-IP>
netconf-port 2029
ssh-ip <SSH-IP>
ssh-port 2028
initial-boot-parameters use-volume-claims true
initial-boot-parameters auto-deploy false
initial-boot-parameters single-node false

exit

exit
e TOIEREFHE XL

ops-centers smf <smf-ops-center-name>| & &£ 5SMFiZE /0L B R B,
T FE A it EE BB R A7 E MR,
sync-default-repository true ERIZHEEATENRINFEE,
netconf-port 2029 IEENETCONFERERIRO,
ssh-port 2028 EERENF(SSHEEERERKO,
use-volume-claims true A ERAHNBATERERNEFHA,
Bz & Bfalse ERABHE , UMERSHRIEREENZEH,
B 7 Kfalse EERALTEWIERNNIHE,

AR BNEHEERARREETN R, EEMEHDERRANREENLIREZD

, ERINXEE,
BEZIIE A=t

ERHENMZEFOEREEERERZTEFHEISRE.

clusters <cluster-name> actions sync run

RERDRSH AR,

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync logs
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+-- Togging syslog --> RFC 5424 / UDP 5140 --> Splunk syslog input
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o

ing HTTP Event Collector (HEC)

Cisco SMI CEE | Splunk Cisco SMI CEE Splunk
(Cloud Execution Environment) Splunk > (Cloud Exacution Environmant] Splllrlk >
lt-n'rwums Sysleg (UDP)
Splunk HEC) HTTP Event: Collsctor (HECH RFC 5424 Sphunk Syslog Input
| CEE Co | - a Hinceives JSON everds from CEE CEE Components s Riscsbotes $yslog vents froen CEE
.., flusent-proxy) TCP 8088 via HTTR/HTTPS. 3., Fhsemt-prosy) UDP 5140 on LIDP port 5140
E Everts s colacted o CEE | [JSON Events) Splunk Index E Inddex
S i Stoeos and idoxss the ents Fuete s indems kg e
Collector (HEC)in JSONfarmat. | e e
atien (CEE CLI) e Verifieation & Troubleshooting
Ferveand CEE everts 1o Splunk pgging spllrk <SP 1P Packet Capture (on fluert-proxy node) Loggging syslog heat <SPLENG ¥ Packet Capture (on flvent-praxy nods)
mm%Egmclm e - = » Capture the HTTRTHTTRS tralf: on e rode @ ;Wﬁwg v i T S + Capture the sysiog (UDP/S1A0) trafe an the
HEC). Logrging spluin token <HEC_TONER- vﬂ“h'\-ﬂwwwﬂ!w legggng Syaleg syslog_Format ricSals niosche where: thes fluent-peouy pod is deployed

g, NODE_MAME>). loggiag sysion sysiog mcrie Jeetd [e.g.. <NODE_NAME>)

Iagging sphunk cisable-1ks ta
logging splunk dhsable-ta-veriication e

Uses standard sysiog fon
o Enables rear real-tme R e o e

sude topdump -al Ay port SRR - oW sy tephamp -l avy port SHB oW W

ingestion with structured e U ey iy N — con_syslog, peae
Loggleg syslog syslog-procid-bey PI0 -
it ﬁ Ky Parameters (Example) = & :m‘m”ﬂmaﬂmm logitng worker: fluahinteraal 60
» Used for CEE generated Host <EPLUNE P l Analyze in Wireshark events i sysleq format iy Parameters (Example) Analyze in Wirashark
events based on configured II = Cpon the POAP in Wieeshark: f <SHLUNE_1P ll * Open the PCAP in Wieeshark.
sz (843, Systirm, audit, Port L] = Filtar by http or » Used for infrastructu, -w| s1e0 » Filtir by udp poet == 5140,
prenhars i o HEE TOKEN + hitp, Fequest.sethod == POST™, aparatioral and dagnastic logs Made * Verify RFC 5424 syslog massages and
loge, perio metrics) : o o Inspoct the JSOM payloas. ‘qensted by CEE Companents Format rfcsaze field Prappings hostname, appame,
an conguration. Disabsle TLS “on corfguration). Mas Sire 1300000 bytes P, prOcad. #2)
depending tn'm e enceyption] o Nete e - Homname key _mosTHaME Mote » Sy is st cvir LOP o suthisticatin
* Previcies centralized Disabie TLS Munmn(wmmﬂ B Sy mu-o?u‘y :-E:-.s:im'rlcn o mﬂ achatility to port 540
L pa el . IRENTE . e
chiserabilty and fastor Velestn | ercaton siped  Fox prodiucion, erati TLS and carsFicane PR T from o hastieg Pt proy
: g Flash harval 85 seconds + Valiate fiskd mapgings in Spluk for
cormect parning and

Secure, scalable and near real-time event ingestion from Cisco SMI CEE to Splunk using HEC. Standard syslog (RFC 5424) forwarding from Cisco SMI CEE to Splunk for operational visibility and monitoring.

CEE Splunk 58 IMHECH R4 B £ K R E K

Splunk HTTPSE#H KRR KR

Splunk HECESHTTPE4EXRHFEAHECE A RIISHE., CEENEHEREELTE
%, MARANERBERE T XHER,

B HHECHR

Ne. Time Seurce Destination Length Protocol Info

-+ 109 25.007708 CEE Splunk 2487 HTTP POST /services/collector/event HTTP/1.1

«— 125 25.008062 Splunk CEE 346 HTTP/JSON HTTP/1.1 200 OK , JSON (application/json)
162 25.812389 CEE Splunk 60828 HTTP POST /services/collector/event HTTP/1.1
173 25.812698 Splunk CEE 346 HTTP/ISON HTTP/1.1 200 OK , JSON (application/json)

®
32 34 31 35 &d

Frame 189: Packet, 2487 bytes on wire (19896 bits), 2487 bytes captured (19896 bits) B8a 55 73 65 72 2d 41 67 65 : 2415-- User-Age
Linux cooked capture v2 3a 20 46 6c 75 65 e 74 2d 42 69 74 @d 8a nt: Flue nt-Bit--
Internet Protocol Version 4, Src: CEE (18,32,8,22), Dst: Splunk (18.32.66.250) DEEESR FEERESREE ‘:‘{::ﬁ’;; SEIEEE
Transmission Control Protocel, Src Port: 2821, Dst Port: B@BB, Seq: 199, Ack: 1, Len: 2415 38 2d 34 62 34 34 2d 62 62 36 36 2d 64 31 db8-4b44 -bb6E-d1
[4 Reassembled TCP Segments (2613 bytes): #102(198), #100(2415), #110(2415), #111(2415)] 31 38 63 64 31 39 66 37 Od @2 43 6f 6e 6e  BalBcdld 7--Conn
Hypertext Transfer Protocol 74 69 61 Ge 3a 28 &b 65 65 78 2d 61 6c 6O ection: keep-ali
POST sservicesscollectorsevent HITP/1.1\r\n ©d Ba Bd Ba 7b 22 74 69 6d 65 22 3a 31 37 ve- --{" time":17
Host: 10.32.66.250: BOBEArn 33 34 30 31 37 37 2& 38 35 36 30 34 31 2¢  BE340177 .856041,
- st N 76 65 6e 74 22 3a 7b 22 5f 42 4f 4f 54 5f “event™: {"_BOOT_
Content-Length: 2d15\r\n 22 33 22 32 62 64 39 35 32 38 61 31 64 39 ID":"2bd 9528Baldd
64 30 61 61 32 61 63 38 64 66 63 36 30 36 H4d@asZa cHATCERE
AUthorization: SPLUNK [ 3@ 32 64 22 2c 22 5T 4d 41 43 48 49 de 45  acd2d"," _MACHINE
" ni Keto-alive rum 44 27 3a 22 30 65 65 66 64 33 62 33 64 36 _ID":"Be efd3bide
::\necrm mep-aliveiry 34 37 36 33 62 64 37 62 61 39 3B 35 63 61 dbd763bd Tbal85ca
. 37 37 66 36 22 2¢ 22 57 48 4f 53 54 4e 41 ba?TIE",
IBesponse in frame: 125) 22 3a 22 68 71 62 2d 77 6f 72 6b 65 72 3@ ME":"hgb
[Full request URT: hitp://18.32.66.258: 8088/ services//collector/event]) 65 30 34 75 31 34 22 Zc 2?2 51 52 55 4e 54 F=eBduld
File Data: 2415 bytes 45 5f 53 43 4f 50 45 22 32 22 73 7973 74
Data (2415 bytes) 22 2c 22 51 55 49 44 22 3a 22 30 22 2c 22
q 49 44 22 3a 22 30 22 2c 22 5T 54 52 41 4de
bata I-.i. Th2274696d65223a31373838333430313737 2383536393431 2¢ 22657665607 4223aTh 2257424747 54574 4t 52 54 22 3a 22 6a 6f 75 72 Ge 61 Gc 22
[Length: 2415] 5@ 52 49 4f 52 49 54 59 22 3a 22 33 22 2c

CEEZITCPi# 08088 L#YSplunk HTTPE#4 U884 K 284
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R#RX % RPHIE S CEE Splunkii REVIXEIRE, HRLRLEFRTH , HETRHENEFEE

BES  RRPIENZEATLSHNIERRIE, X&EENMHECEIEEMSE ERES. X TE~
, ERE X CEEMRAE & B ATLSHIE B IEH RIPHECH HRIE S HE,

Togging splunk
<CEE-specific HEC endpoint and authentication parameters>
disable-tls true
disable-tls-verification true

HERAEREF , CEE B E/EHERBET AKX FluentdE R B4 R EIHECE /Y3,

CEE Tog or event source

%
CEE forwarding service / fluent-proxy

I
+-- HTTP(S) HEC over TCP 8088 --> Splunk HEC endpoint

Y
Splunk 1ingestion tier

Y
Splunk 1indexing tier

FHIRHECHR & H X Bt 1T FEHERR

Lfluent-proxy & HECTRER , Z£CEE®R #4288 iR Bllfluent-proxy pod & HEKubernetes T R

o

kubectl get pods -n <cee-namespace> -o wide | grep fluent-proxy

EEBHECAREM KubernetesT R £ |, #IRHECH: O W EIEE,

tcpdump -ni any port 8088 -vv -w splunk_hec.pcap



NTFEATLSHERE , BEEHR2ERMEAEYNENRFHAESE , EBEFTL2ERHTTPAR. W
RERATTLS, MALEHRPEISESHARTNE BRIER R,

A

B EAHRNBSTNESBRMNENNEILE. REKENERERNZZIER
BRI IR

EEUDP 5140 R4t B &K

B = SplunkE BB R EARFC 542418 X MUDPir 05140 R RS HEIE T, REEERELFE
BREY, HACHB RN ITERRRIHE R,

Togging syslog host <SPLUNK-IP>

logging syslog port 5140

Togging syslog mode udp

logging syslog syslog_format rfc5424

Togging syslog syslog_maxsize 1000000

Togging syslog syslog-hostname-key _HOSTNAME
Togging syslog syslog-message-key MESSAGE

Togging syslog syslog-appname-key SYSLOG_IDENTIFIER
Togging syslog syslog-procid-key _PID

Togging worker flush-interval 60

RFC 5424 YRR 5¢

CEERTFER REAEFRIAR
EHNBCO) |EERNRSBREZHFIREREN,
R 44 BEBAFHERIEX,
RGBSR RERE BENARFREFFIRA.
_PID EHRHERRA,
UDP1& i F ¥ 47 233k

UDPRTEZEMI , BT RMHEEMERBEIA , BT REER AR, WEHRLAEEBRESEX.
BB, RALRMEMMTU), 7K. BEERHATHAEMBASIERRITH,

EEERSEHEREMNEORKubernetesTT m L |, B1T :

tcpdump -ni any udp port 5140 -vv -w splunk_syslog.pcap



Rfluent-proxy ¥ R REAERE , WHREZAANTIREINBEIHRS]. ERERESZ
EIESEoR =y gz TN

EE : RFC 5424 WM FrIkE‘EHN RS A S EER R, BAHARMFEHUDP 5140, &EF
TLSHRZHEZRBRES —NMEN , eEERBANELEFNBWRAEE.

o= BB B8 ip.dst 1= 1412 @ -+
o, Tirme. [ Owstration  Length  Protocel

an vee Spiuna, 833 ayniog 3 BED—RYELIEEIDLZ L. 3 IEEAE MU IR LUUULS SIOIIPIULNY SNPES = = VUFEFTIOLG-UN-UL EFILTL0.U00 LENCUILAG] 1EULS AN USSP IANT.gY SOAAT RELEAVEU WIS, RO
an cee Splunk 833 Syslog 1 2020-09-02T05:01:10. 5770822 hob-workerdZ—eiduld 055f1550b200 20587 - - \UPEFFMI6-09-02 #9:01:10.006 [INFO]I78] felix/int_datsplane.ge 2041: Peceived wproto.HostMe.
az CEE Splunk 721 Syslog 1 2026-09-R2THI:01219.576377Z hob-workerdz-cO4uld I5biF3S0b20e 20987 = = \UFEFFII26-09-02 1689 [INFO][T8] felix/int_dataplane.go 2041 Received sproto.HostMe
4% 0.00049% CEE Splunk 21 Sysleg 1 TOI6-09-2ITRH: 01210, 5T697TT hob-workerdZ-glduld DILTKISOLI00 JOPET - - WuFEFFIO2G-09-02 8,689 [INFO]ITE] felix/int_dateplane.ge 2041: Received =prote.HostMe.
44 0.000508 CEE Splunk 721 Syslog 1 J026-09-82THS:101310. 5765772 hob-workerdZ-edduld 05613550b20e 20387 - - \uPEFFNIZ6-09-02 [IRFO][78] felix/int_dataplane.ge 2041: Received wproto.HostHe_
46 CEE Splunic T Sysleg 1 JO2E-00-83TH9:01:10 5773862 hyb-workerdl-ebduld 0557TH50bI0e J09ET = = \UFEFFIAIE-00-02 [INFO]ITH] felix/int_dataplame.ge 2041: Received wprote. HostMe_
a7 cee Splunk 97 Sysleg 1 2026-09-82THI: 01319, 5773082 hob-workerdZ-ciduld 955135500200 20587 - - \PEFFDIZG-09-02 [INFA]I7H] felicfint_datoplane.ge 2041 Received =proto.HostMe.
42 0.00061@ CEE Splunk 917 Syslog 1 2026-09-82T89:01:19.577388Z hgb-workerdZ-ed4uld 95b13350b20e 20987 - - SUFEFF2O26-09-02 [1wFo] 78] felixfint_dataplane.ge 2841: Received sproto.HostMe_
58 0.880633 CEE Splunk 276 Syileg £ 1 PO26-B0-22TeH:01:20. 5003142 hgb-workerd2-¢04uld DOI5EIe3a164 JNBET - - NUFEFFIIE/00/02 nedeagr-0 [ERROR) [GrClisnt.ga: 298] [infra.gr_client.carel GR
51 0.000634 CEE Splunk 276 Syslog 1 2026-09-82TH9:01:20. 5803142 hob-workerdZ-edduld 091500elaled 10587 - - \UFEFFIIZ6 09,02 nodesgr-0 [ERROR] [GrClient.gozz98] [infra.gr_client.core] GR
52 0.080636 CEE Splunk 276 Sysleg 1 2026-09-82THI:91:20. 5803142 hob-workerdZ-ciduld 93562c3aled J0FET - - \UFEFFIRZE/09/02 nodemgr—8 [ERROR] [Grlient.go:z#8] [infra.gr_client.core] GR -
54 0.900658 CEE Splunk 721 Sysleg 1 T026-09-82709:01: 21, 5770862 hqb-workerdZ—e0duld 05513550b20e 20507 — - \uFEFFIOE-09-02 [IRFOIIT] felix/int_datoplane.ge 2041: Received sprote. HostHe
55 0.000639 CEE Splunk 721 Syslog 1 2026-09-82TH9:101121. 5778862 hob-workerdZ-edduld 95013550020e 10587 = - \UFEFFII6-09-02 [INFO] (78] felixfint_dataplame.ge 20411 Received sproto.HostMe_
56 0.0B066R CEE Splunk 721 Syslog 1 PO26-09-R3THD: 01221, 5770862 hob-workerdZ-cliuld 955TXISObZ0 T9PET = - \UFEFFNID6-09-02 [INFOIITA] felix/int_dataplame.go 2041: Received wproto.HostMe_
38 0.000708 CEE Splunk 853 Syslog 1 2026-09-02TH9: 013 24, 57 7230LE hob-workerdZ-ciduld 95003950020 29987 - - \WFEFF2OZE-09-02 [inFol (78] felin/int_datoplane.ge 2041 Received »proto.HostMe.
53 0000709 CEE Splunk 853 Syslog 1 BO2E-00-B23TH9:01224 5773317 hyb-workerdl-ebduld 05513950020e 109ET - - \UFEFFIAIE-00-02 [INFO] (78] felix/int_dataplane.ge 2041 Received sprots. HostHe_
60 0.000710 CEE Splunk 8353 Syslog 1 2036-09-22TRF: 01214, 57 7201 hob-workerdZ-elduld 9501K500100 10587 - - WuFEFFDD6-09-03 [INFOTITA] felix/int_dataplone.go i041: Received »proto.HostMe..
52 0.000733 CEE Splunk 276 Syslog 1 2026-09-82TH9:01225, 5772672 hob-workerdZ-ciduld 093500c3aled 20587 - - \WFEFF2IZE/09/02 nodengr—8 [ERROR] [GrClient.gosz#8] [infra.gr_client.core] GR -
£F 0.800734 CEE Splunk 276 Sysleg 1 BO2E-80-83THD: 01235, 5TTETE hgb-workerdl-cbduld 003580ednled J0FET - - \uFEFFIAZE/0D/02 nedesgr—t [ERRSR] [GrClient.go:2hB] [infra.gr_elient.core] GR _
64 0.000735 CEE Splunk 276 Syslog 1 2020-09-82TH9:01:25. 5772672 hob-workerdZ—edduld 090500edaled 20587 - - \uFEFFNIZ6/09/02 nodesgr—0 [ERROR] [GrClient.go: 298] [infra.gr_client.core] GR —
66 0.0BBESY CEE Splunk 214 Syslog 1 2026-09-B2THI:01225,578890Z hob-workerdZ-cO4uld T317c5027374 28987 = = \UFEFFDI26-09-02 INFO root: no pv found for with label nodeshqb-workerdZ-cbéuld
&7 0.000852 CEE Splunk 214 Sysleg 1 TOI6-09-22TRH: 01225, 5700907 hob-workerdZ-olduld FIITCILITITE JGET - - WuFEFFIOIE-09-03 o INFO roat: ne gv found for with label nodeshgb-workerdd-edsuld
€2 0.000833 CEE Splunk 214 Syslog © 1 26-89-82T83:81125. 5789387 hob-workerdZ—e0duld 1317c5027378 20587 - - \uFEFFIO26-09-02 83181125, 294 INFO root: no pv found for with label nodeshgb-workerd2-edduld
T8 0080873 CEE Splunk 853 Sysleg 1 JO2E-00-82THD:01:28. 5771861 hgb-workerdl-cbduld 055FTHSObI0e J09ET = = \UFEFFIIE-00-02 #9:81:28.000 [INFO]ITH] felix/int_dataplase.ge 2041: Received wprots. HostMe_
71 0.000874 CEE Splunk 833 Syslog 1 2020-09-82THI: 01320, 5770062 hob-workerdZ-ciduld 936133506200 20587 - - \PLFFIZG-09-02 [IRFO1I78] felixfint_datoplanc.ge 2041: Received =prote.HostMe-
72 0.000874 CEE Splunk 853 Syslog 1 2026-09-82T89:01:28.577186Z hgb-workerdZ-ed4uld 95b13350020e 20387 - - \UFEFFIO26-09-82 [1wFo] 78] felixfint_dataplane.ge 2841: Received sproto.HostMe_
74 0.00080% CEE Splunk 268 Syileg 1 FOIE-D0-22TRV: 01:20. 57000 hob-workertl-elduld DSBIISOL20E J0OET - - \uFEFFIIG-00-02 [INN]ITB] f(llu!u—a-‘y 95 100: Sussariiing 33 datsplase Feco-
75 CEE Splunk 68 Syslog o 1 hab-worker82-e84uld 95 i Sumearising 33 dataplane reco-

Facket, 176 bytes en wire (2208 bits), 276 bytes captured (1288 bits) 0
Linux cooked capture vi
Internet Protocel Yersion 4, Sroi CEE un.:z.a.zzr, lm. Splunk (18,32.66. 250 =
Usér Datagram Pratecal, Sre Parn: 4TA28, Dst Port o
I-) Syslog message: USER, INFO: 1 2026-99-02T09:01;: Ju.m:az hab-workerdz-e0duld #3ISIZelaled 200K 0
cone oo BBBR 1... = Facility: USER - random user-level messages 11 -
+ rmes o110 = Level: INFO - inforsational (8]
1

B
S14E1 10 TE-89-82
T89:01:3 9.560148
I hob-we rkerdi-e
ﬂv'll U9 ¥inzeday

Version
Tisestasp: Sep 2, 2006 14:31:30.588140000 IST 2
Hostnase; hgb-workerdl-cdduld 1
App Mame: #33582edaled 0

zus,rw 02 0s:01
130,339 modengr-
0 [EnAge | [GrCld
ent.geid 381 [inf
Fi.gr_el dent.cor

TEEHESSEEHE‘JIEEEZ!

Procass 10: D9RT i S L ST

oo connect ed, cann
Message 10: - 74 20 6d Gf G 63 74 Gf 72 20 72 65 78 6c €9 Ot mandt or repli
Structured Data: 6174 69 6f Ge 20 66 61 69 6c 75 72 6% 20 66  cation f ailure f
BOM: Bxefbbbf i 87 g3

Messager JO36/89/82 89181130.339 nodesgr-8 [ERROR] [GrClient.gorzas] [infra.gr_client.core] &8 Pog

£ FHUDPI% 0 5140FIRFC 5424 F EXf¥CEER %t H & ¥ & FSplunk

ZiR. SNMPHICIMCH M 244

CEE®1R £ FiPrometheuslAlertmanager, Prometheusi#{& BRI B RMN . Alertmanagerff &
REMR B EEWER | HEBRRBHFRETNNEARZE. CEEBRICKF[RUNLBERIZRE
UEBESCEEEE R LB ITRER,



E Key Points

Kubemetes / » Alerts are configured in CEE ops center
Applications A m using PromQL based rules.
SME 9 Prom{L SMMP Traps ‘_I-i » Prometheus collects metrics, Alertmanager
Metrics Alert Rules: - Alerts CEE Ops Center vzc) evaluates the rules and generates alerts.
—_— + 1 +
Pmme&m!s ? Aler ag Disphays axtive alerts, —  External NMS « Active alerts can be viewed and managed
Other CRPSIVIFS Collects metrics Evaluates alert rules provides management (.. Zabbix, HP NMM, in CEE 0ps center.
from cluster and and generates alerts and visualization SolarWinds, etc,)
applications (Grafana integrated) * SNMP trapper pod sends the generated
Cluster & Nodes . ! : alerts to an external NMS wsing SNMP v2¢.
| Dashboards & Analysis i
Alert Rules Configuration (Example) SNMP Trapper Configuration
Configured in CEE Ops Center (PramQL) Configured in CEE (CLI) Configuration Details
( Rule Groupc Disoennect_neasons ) [hgbs/hqb-cee] cee# show running-config snep-trapper SNMP Trapper E
Evaluation Interval: 300 seconds (5 minutes) snmp-trapper enable true Version SHMPv2C
snep-trapper vZc-target 10.32.66.25@ Target IP 10.32 66.250
Rule Name PromiQL Expression (Simplified) Duration  Severity  Alarm T) port 162
Li community $8$DvVxZozlMifpMNbgKhttoAwtisuimrUlgrstsatensc= Port 162
surn by (namespace,gr_nstance _id) exit Community (Encrypted)
GTPC_pat [ratefsmi_disconnect_stats[reason=~ et
- ‘disc_gtpc_peer_pathfalldisc_eutra_gtpc 15m major Ber Nanrgn
follurn _peer_pathiaidisc, wian gipc_peer peshtalifSml) SNMP Trapper Pod
> 10 Running in cee-hgb-cee namespace
sum by {namespace,gr_instance id) $ kubectl get pods -n cee-hab-cee -0 wide | grep snmp
UPF_path_  (rae{smi_duconnect_stats{reason=- 18m majer Processing snmp-trapper-68dEdSbdcS-tz94t  1/1  Running @ 28d  192.168.104.133  hob-master®3-ed4uld
fadure ‘disc_upf_init_path_falurejdise_pdurel_upf, Errce Alarm
init_path_failure{[Smil) >= 10 Pod Name Status Pod IP Node Namespace
F— g istance.id) snmp-trapper-68d6dsbdcs-1294t Runining 192.168.104.133 hab-master03-e04u10 cee-hgb-cee
(rate{smf_disconnect_statsfreasona~
mm_exchange_ ‘disc_pdusetup_rm_exchg_failure] = Processing e
failure dise_eutra_pensetup_resource mgr_exchy b Ermor Alarm ‘ frdmecgéegls (Example)
falledldisc_wian_pdnsetup_resource_magr_ 1w in Ps Center
euchy faledfSmi) >= 10 [hab/hab-cee] ceed show alerts active summary
RAME uIo SEVERITY $Tl.ll'l$ AT SOURCE SUMMARY
Prom0L i used to define alert conditions based on metrics collected by Promtheus. SoCNSHSI S
o When the condition is met, an alert is generated and displayed in CEE ops center, and Bond_Interface_state_ Pr—— major e hob-masterdl- 684006  rerdctld of hobmasterdl-edudé in coerhgb-ces has bren down. .
also sent via SNMP trap [lf’mlﬂigul‘em Bond_Interface_state_ FSl3essdféls major  08-25T11:50:11 hob-werkerdl:sd4ul2  enos of hobeworieril-eldul? in con-hgb-coe has been down for ...,
i watchdog barkfadsdMs  minor 08-25T10:42:34 Systes This is an alert meant te ensure that theentine alerting pl...

CEE Prometheus#lAlertmanagerZ R 4t & MISNMPZEH3

CIMCEIREER IR fit *H?%E’JEE&} RS R, cimc-alerts-exporteri EECIMCEIRE R H LN FFZIE
B, MEEGrafana®h g T B EM TR,

[hab/hgb-cee] ceed# show running-config cime

® CEE monitors the hardware health and cime cluster hgb )
reachability of UCS/CIMC servers in the T e
CNDP cluster. server <MASTER-1-IP>
name hgb-masterl-smf # Configure all UCS/CIMC servers
® CIMC alerts help detect hardware faults, exit in the cluster.
H server <MASTER-2-IP>
power/thermal issues, and server name hob-master2-smf ® Use the default CIMC username
g exit ‘admin) and the configured d
unreachability. server <MASTER-3-IP> Eenu:;tZJ Bl s
4 Pl 11 A name hgb-master3-smf &
[ ] These alerts p‘rowde early |nd|t;at|on of exit @ Provide the CIMC management IP
infrastructure issues that may impact server <WORKER-1-Ir> address and a descriptive name
- o - : name hgb-workerl-smf
node functionality and application pods exit fovieactisegeo
£ <WORKER-2-1P>
running on the cluster. sf.?.;r hab-worker2-smf
exit
exit

Alert Workflow Alert Examples and Response

Alert Name
m_ a 9 — Indicates a UCS server hardware fault (e.g. power, thermal,
m —_— SHEVe fan, memory, PSU, etc.).

SCSTEmAC Sorvens CEE CEE Alerts / server-not-reachable-alert Indicates that the CIMC of the server is unreachable,
1Hardtl::rce health EIMC Mosrisg : t aCen
and reachability) (cime-lerts-exporter) c;r;cacxg:ra& Ns::;";g:m] ke Recommended Response

€  Veldste the alert in CEE Ops Center (show alerts / Grafana).
Check the affected server's CIMC directly for detailed hardware status.

Metric Meaning
e o cimc_server_not_reachable_alert = 1 = CIMC is unreachable Imvestigate the impact on the node and running workloads.
& cime_server_not_reachable_alert = @ or metric cleared - CIMC is reachable / recovered

Take corrective action (e.g. hardware replacement, RMA) if required.

Reference: Cisco SMI CEE documentation — UICS Server Status Alerts

CEE CIMCE#R & Her B2 2 I EARE K



SNMPEHR—NEENEEED ; ETRESSplunk HECR RS AER R Bk, MINFIEHEIER
BRETE.

HXEEE B EMIB)ZZE IECISCO-CNEE-MIB.myFCISCO-SMI.my,

HESITEHIE

CEE bulk-statsfr %5 8| 2 i&id Prometheus MEM St it E EMNEHES 2 RBE(CSV)IRR, XLERES
11'1‘9{“\3 ﬁﬁTTE}_\_Fﬁ H/L:\-LE%I)"JO

Architecture / Flow Configuration (CEE CLI)

Bulk Stats collects key metrics from b/hal- ca show running-config bulk-stat
key o [hob/hab-cee] ceed nE £ stats
Prometheus at regular intervals using - f “": ost
predefined PromQL queries. Queries fatconbgured bulk-stats enable true
m:wg-na intenval)
e T " " v il Stored on CNDP bulk-stats user splunk
“:“’ “3;‘;9" ""S'&ﬁ;ﬁ written ‘0‘;‘35 tles Prometheus —————p BulkStats —— Master Nodes bulk-stats external-ip 10.32.8.19
and stored on tl master nodes (Metrics) (Collects metrics fdata/bulk) bulk-stats external-port 2222
(local storage). * and generates Files retained a5 per
Matrics collected from SV files) prun interval bulk-stats interval-minutes 5
® These files can be pulled by an external system CEE and Kubernetes ; bulk-stats prune-interval-days 2
(e.g. Splunk) for long-term storage, reporting bulk-stats vnf-name habsafal
and analysis. Puiled by External System bulk-stats global-default-value @
® Supports trend analysis, capacity planning (e.g. Splunk) using SFTP bulk-stats global-default-namespace [ smf-hgbsmfdl ]
and offline reporting. For long-term storsge and analysis
Example Metric Sample Bulk Stats File (CSV) File Retrieval (SFTP)
Bulk Stats Query (from CEE CLI) File: bulk_stats_YYYYMMDD_HHMMSS.csv {excerpt) Bulk stat files can be pulled from any CNDP master node.
bulk-stats query 55 _FOU_Est_Failures n7_policy create response timeout timestamp wnf, nAMHSPICE matric, walug
expression "sum{saf_service_stats{procedure_types'pdu_sess_create’, e o izen m - o m — sftp =P <PORT> <USER-BHASTER_IP>:/data/bulk
statwss ' fadlures’ reason="nT_palicy create_response_tisecut”, zab;::. '::::m hubs.]l;ﬁ. yn‘-hqby-]'o: %_m_:‘-_:;‘uﬁ_mmr_mm_r R :25‘
rat_types"NR"H} by (nasespace]” all!s SN e LEME™S Sycoom Jsemame sphunk
exit 0260915075000  hobsmidl  smi-hgbumil 56 Session Release Falures
= 2006-09-15075000  hobesi0l  smd-hgbesi0l  GTPC_Path Faikere 1 Fassword bdehae! 4
Explanation 0260915005500 habend] | smihabumi0] | 50.PORLEst Fkres, 7_pofcy_crosterespunse timecat O Port s
Metric mm 55 PW.F:LFqures_n? pelicy_create_response_timeout 0260915075500  hgbemid]  smi-hoteef]  5G_PDUEst Sucoess 13m0 Mostor v S
Seurce Metric sl _service _stats 020915075500 hobemil  smi-hgbamiil 56 Session_Rolease_Fallunes 5 —
Filters »  procedune_type = pdu_sess_create 0260315075500  hobsmidl  smi-hgbsmfl  GTAC_Path Failue [ Directory fdatafbulk
o status = failures ™ e
» reason = n7_policy_create_response_timeout o » Use the configured usemame, passwond, port
) ®  rat_type = NR (5G) = Each row represents the metric value at the configured interval, o Z‘i";’;‘;m’m the configured intervel
Aggregation Sum of failures per namespace o ® The file contains multiple metrics for the configured namespaci(s). (.. every 5 minutes).
Collection interval  As configured (e.9. every 5 minutes) # Files are retained as per the prune-interval-days setting (e.g. 2 days).

« Please verify the pull from the Splunk side.

Key Points

» Bulk Stats uses predefined PromQL queries to collect metrics from Prometheus.
» C5V files are generated at configurable intervals and stored on CHDP master nodes.

#» Files can be pulled by external systems (e.g. Splunk) using SFTP.

* Supports leng-term reporting, trend analysis and capacity planning.

= Retention is controlled by the prune-interval-days.

» Global default namespace can be configured, with the option to define namespace-specific queries.

CEE#tE ST BIEIRSE B IEPrometheusiEir I 2 EBICSVRER

Bulk-statistics#i i XiFF itk &, BHE MM THRIELE, NEERBFCSV/ISITHER B
RS ASplunkit |, F FFEBEHESplunkEREEEF,

OpenTelemetry R4t W <

BH B Cisco SMIIRA X i35 F A EEM OpenTelemetry N EE8EM %, MXEIIOpenTelemetry
Protocol(OTLP) M\ R A MGEN |, H XM IERN B K B A i I E TR

S



J£Z : Cisco SMI Cluster Manager Operations X#4¥E 7 5hx42026.03.18
OpenTelemetryM X &K, ERROIFERAWISELBRRBIEMS , HEARTHERAIE
BEE WM REIEZINEPRIRE,

REMRES

OpenTelemetry-enabled applications
|
| OTLP
v
CEE OpenTelemetry System Gateway
|
+--> Local metrics backend
+--> Local Togging backend
+--> Remote exporters
|
+--> OTLP / OTLPHTTP
+--> Splunk HEC
+--> Other supported destinations

MxEEB=

J& FlOpenTelemetry Collector® 5% %2 A #3545 M H £ 5.

otel-collector gateway enabled
otel-collector gateway system local-backends metrics-enabled true
otel-collector gateway system Tocal-backends logs-enabled true

SEZFBNMRSREN , BERLSZEAIIP,

otel-collector gateway system external-ip <external-ip-address>

ARG HEBREE TIAREIRE,

otel-collector gateway system proxy http-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy https-proxy http://<proxy-host>:<proxy-port>
otel-collector gateway system proxy no-proxy 127.0.0.1,.svc,.cluster.local



it S5 IR TR H F A B REMXMARFEN A ZIRERR. HABIPREMAERETURTH
IHMEEER,

eSS e

S Higs B9 BARR®E
otlp =, EEEN XA F#ESZOTLP over gRPCHI F o
otiphttp |B& , EERENKIEFESZHTTP OTLPHY FiR.
splunkhec|H & f B E &K IEZEISplunk HEC ¥,
HidE |B&E FHEBAXEFHNTRARE,
R &, EEXEZERBIEMBELER,

OpenTelemetryEBE B W, LEBEMFHEN, BRSEUEREN ; AERLBHERREE
; S SR H A S EIEBERERA M Fik,

BE X 7 EITH : otipfE AREIRKAMCEIRE , MotiphttpHMsplunkhec FF HB/RNEB S
, HREEHRALNTT T XEE.

i LE B OpenShift OpenTelemetry

Cisco CEE#OpenShiftE B #EHI 22 #HE = : openTelemetry Collector a] LA T4 & =X B A F AT MW
BHFiRzE. SINEENZRERNTRE,

B= CEE OpenTelemetry &£ M < OpenShift OpenTelemetryt&E =,
NN OpenTelemetry-enabled CEEM M A TEf | #FOpenTelemetryyOpenShift T#E1
1= MR N "

34 34
i OTLP OTLP
KERAGIEEEENREMX OpenTelemetry Collectorf & 5% 3545l
RES= [EBR. 4E, S ElR, 48, S
fEin TR | R ER M FNIERES HES S HEBER) EImERK
?Ep'“”k"i‘% SCRLHCEER BT Msplunkhec S H38  [Splunk HECS H 88 ( RER )

XMLERERMEN . XANMNEEHREMIUMEE AR XK OpenTelemetry, OpenShiftid & £ A
OpenTelemetry Operator/CollectorgBE#E 3 , MCisco SMIRGIMX 2 F A EEM,

R A i1 H OpenShifts 2 3213 & RULEE 28 MKubernetes TE 1 £ [ Splunk over HEC#: % 1E B EI N
. CHIANRETWESRNER K mMARATRHICEERENZRIENER.

RERE
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K &ESMI Cluster ManagerBZRAEMABRE , ABIACSHEMHHCEETERE,

clusters <cluster-name> actions sync status
clusters <cluster-name> actions sync logs

D HRIEHECHM RS A&

FINHECER ZNEH KA CEBEMNTCP 80884 , 5 ASplunkiREIIXLEH, 2 HIFIARLH
B EERFUDP 514012 F KA B BV TITREF,

ERMNE D FRRESHERSE  ARBESNEIREEE B KRER LTINS HAXE,
1 AW EE AR SS

WiIAER., BiREE. CIMCERMMESZ T HERBRESRBHN EZEMARITHAXET. W
BB T OpenTelemetry , i&f# A X1FHSMI Cluster Managerig #ES IR0 IFZULES, EEMS HEE
ETHRR

FHRIT RN

PR TRHA4E
SMIEHEER EHRPTH , HEBEMENCEERS.
EE B AF AR REDREN N E/ EIEH S,
Splunk HEC |E#4HREFATCPi% 08088 Ll BHHECHTIEF,
REBE RFC 5424 M B4 218 B E HYUDPR O 5140 T2 5o
BIRAMCIMC |Alertmanagerflfx S HBE RERENEIRES.
HESITHE REBVRENSITTHRIEEREHCSVIRE,
OpenTeletry |ZEBETMNXNZXIGHRAFR , OTLPESRELEEN Fin/S HEEE.

REFAE

Pk T—I K&
R EMAPCEERS. |K&ECluster ManagerBSF IR, AE., 41 E MOps CenterS o
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HDHECE A, %%JE&POd/'ﬂ KUFTCP 80885 &. HECE R, S KMIEFMTLSE
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Pk T—1MRE
RSB R CIMCELE. 1‘&EPronletheus/AlertmanagerE%EEI\ alert-routerFlcimc-alerts-
exporterfg &,
BRAOMESTTHIE, BN ESRITTBIERSIEAE. PrometheusBIE T M MCSVIREBAE K.

R4 OpenTelemetry S i | RIEX B Z3RMRAR, MXEE, BKENSHBRESUREEK R BEH
0 Thae %,
&£t

CEER—/ & FKubernetest 7 BT AT MM MIRE | SELESMFR A, Kubernetestn & Z8 8 2
BENYABE. CEERFZFMBAIEMNERISETRNE, EFCEEF | 58, iR, BERICFMt
ERTBEREEMUIENETIIRS.
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