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E*xAﬁﬁE:F}KUgH E?RITLX-FFT%'T’E . kubectl get secrets --all-namespaces | grep 'kubernetes.io/tls' | awk ‘{print
$2, $1}' | xargs -n2 sh -c 'echo container $0 namespace $1 kubectl -n $1 get secret $0 -0 jsonpath="{.data.tls\.crt}" | base64
-d | openssl x509 -noout -enddate; echo --------------=-=-----

cloud-user@k8-rcdn-primary-1:~$ kubectl get secrets --all-namespaces | grep 'kubernetes.io/tls’
| awk '{print $2, $1}' | xar

gs -n2 sh -c 'echo container $0 namespace $1;kubectl -n $1 get secret $0 -o
jsonpath="{.data.tls\.crt}" | base64 -d | open

ssl x509 -noout -enddate; echo - - - - - - ———————————————— !

container cert-cli-cee-k8-rcdn-ops-center-ingress namespace cee-k8-rcdn
notAfter=May 1 16:54:39 2023 GMT

container cert-docs-cee-k8-rcdn-product-documentation-ingress namespace cee-k8-rcdn
notAfter=May 1 16:56:04 2023 GMT

container cert-grafana-ingress namespace cee-k8-rcdn

notAfter=May 1 16:56:06 2023 GMT

container cert-restconf-cee-k8-rcdn-ops-center-ingress namespace cee-k8-rcdn
notAfter=May 1 16:54:40 2023 GMT

container cert-show-tac-cee-k8-rcdn-ops-center-ingress namespace cee-k8-rcdn
notAfter=May 1 16:54:40 2023 GMT

container cert-show-tac-cee-k8-rcdn-smi-show-tac-ingress namespace cee-k8-rcdn
notAfter=May 1 16:56:07 2023 GMT

container cert-cli-smf-rcdn-ops-center-ingress namespace smf-rcdn

notAfter=May 1 16:54:56 2023 GMT



container cert-restconf-smf-rcdn-ops-center-ingress namespace smf-rcdn
notAfter=May 1 16:54:57 2023 GMT

container cert-show-tac-smf-rcdn-ops-center-ingress namespace smf-rcdn
notAfter=May 1 16:54:57 2023 GMT

container cert-cli-smf-rcdnl-ops-center-ingress namespace smf-rcdnl
notAfter=May 1 16:55:07 2023 GMT

container cert-restconf-smf-rcdnl-ops-center-ingress namespace smf-rcdnl
notAfter=May 1 16:55:08 2023 GMT

container cert-show-tac-smf-rcdnl-ops-center-ingress namespace smf-rcdnl
notAfter=May 1 16:55:08 2023 GMT

container cert-cli-smf-rcdn2-ops-center-ingress namespace smf-rcdn2
notAfter=May 3 18:11:26 2023 GMT

container cert-restconf-smf-rcdn2-ops-center-ingress namespace smf-rcdn2
notAfter=May 3 18:11:28 2023 GMT

container cert-show-tac-smf-rcdn2-ops-center-ingress namespace smf-rcdn2
notAfter=May 3 18:11:27 2023 GMT

container cert-cli-smf-rcdn3-ops-center-ingress namespace smf-rcdn3
notAfter=May 3 18:11:41 2023 GMT

container cert-restconf-smf-rcdn3-ops-center-ingress namespace smf-rcdn3
notAfter=May 3 18:11:43 2023 GMT

container cert-show-tac-smf-rcdn3-ops-center-ingress namespace smf-rcdn3
notAfter=May 3 18:11:42 2023 GMT
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ubuntu@labnode-cnat-cnat-core-primaryl:~$ cd /data/kubernetes/pki
ubuntu@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki$ sudo su
root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki# sudo cat
/data/kubernetes/pki/apiserver.crt | openssl x509 -enddate -noout
notAfter=Feb 17 08:22:04 2022 GMT

2 ESSLPRLERAE M.

ubuntu@labnode-cnat-cnat-core-primaryl:~$ echo | openssl s_client -showcerts -servername
gnupg.org -connect localhost:6443 2>/dev/null | openssl x509 -inform pem -noout -text
Certificate:

Data:

Version: 3 (0x2)

Serial Number: 44335566778899%aabba (0xabcdef0123456789)

Signature Algorithm: sha256WithRSAEncryption

Issuer: CN = kubernetes

Validity

Not Before: Mar 17 11:59:23 2020 GMT

Not After : Mar 19 10:37:35 2021 GMT
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root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki# docker ps -f "name=k8s_kube-
apiserver"

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

£988867819ed c2c9a0406787 "kube-apiserver --ad.." 12 months ago Up 12 months k8s_kube-
apiserver_kube-apiserver-labnode-cnat-cnat-core-primaryl_kube-
system_00112233445566778899%aabbccddeeff 0
root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki#
root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki# docker ps -f "name=k8s_kube-
controller"

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

929a8flef716 6edbffad6d70 "kube-controller-man.." 3 days ago Up 3 days k8s_kube-controller-
manager_kube-controller-manager-labnode-cnat-cnat-core-primaryl_kube-
system_112233445566778899%aabbccddeeff00_2
root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki# docker ps -f "name=k8s_kube-
scheduler"

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

32783a2c3a7l1 ebaclae204a2 "kube-scheduler --au.." 12 months ago Up 12 months k8s_kube-
scheduler_kube-scheduler-labnode-cnat-cnat-core-primaryl_kube-
system_2233445566778899%aabbccddeeff0011_1
root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki#

4 TEFE ZANERFIFET 2 EE#HIE shkube-apiserverflkube-schedulerfdocker& 25,

docker ps -f "name=k8s_kube-apiserver" -q | xargs docker restart
docker ps -f "name=k8s_kube-scheduler" -q | xargs docker restart

5.%81\apiserver.crtE R IEFHY 45 3R H HA,

root@labnode-cnat-cnat-core-primaryl:/data/kubernetes/pki# sudo cat
/data/kubernetes/pki/apiserver.crt | openssl x509 -enddate -noout
notAfter=Feb 17 08:22:04 2022 GMT
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echo | openssl s_client -showcerts -servername gnupg.org -connect localhost:6443 2>/dev/null |
openssl x509 -inform pem -noout -text
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https://www.cisco.com/c/zh_cn/support/wireless/ultra-cloud-core-subscriber-microservices-infrastructure/products-installation-and-configuration-guides-list.html
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