E#E =%/ 056G SMF & ; LitiE E A DNNUPF
B =%

A"Hj/\
HJe =

==

JL16=
FRRTT
NEFXEITH
SMF Base DNN >jE #\DNNfZ ATk
) 155, A iz ILDNN
[ Ryl

SEEBH

SMFELE — $EHDNN

Z £ BY AT 2 X i
S BR2 8 SUE HADNNFL S T4 H Bk 4
[ d=toand

B E E W IR

i
=

RSB 1ECisco SMFFUPF M 4%t & Bl & BE 2\ DNN/APNRY 5 1R .

1=
=]

{

0N

il
Tl

E3GPP 5GE M H | HIEMEEFH(DNN)RAG/LTEF EA LB RAPN)HNSGCERE . MIREL
PDULERNBIEMSE ., ERESEST , 2/ DNNSE—ATLEEEMSRNMEMSEIEE(NF) , 2
B —BIEEE(UDM), AMF, SMF, CHF, UPF, RADIUSHIPCF,



EEIDNNAFME IS EMEINEES M T ERIDNNE 4 |, Eat{E A EARDNNE H b/ 4% oh e 17
FPRE, IHTURRITEX D, EREMERBEIRANBRS,E , MEETLMYEEMIZESE
UDMA &SR A FiT A EdE.

ARMHERE T AT ENEARBERT R

« 1ECisco SMFRUPF L 8|22 EDNN
- EHIBEWELDNNEE ( fltn , EBNFIIR, B2RAPCFRE, MiBRRADIUS &35 )

XFHHERLN

- N

S iR K4

REH |[WANASMFERRNUAKIATR, EXENNATHED [BAHSMF 20 3E6](inst1,

SMF R _inst2)
MISMF  [BBASMF , TiigE#l, 1NSEBI (AXFR _inst1 )
XEFRKRERE

7k iR

NSO MoP B #h1L|EFAMoP B3t B IS B RINSO RESTful APIEREE &
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NF,
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Virtual DNN — Network Function Interaction Behavior

UDM CHF UPE
#”'ﬁed Data:: : g Al > User Plane Function
anagemen i ;
J Virtual DNN Virtual \
Base DNN - DNN :
I enterprise-iot.cc
SME wwaow | [ RADIUS /
B AAA
» (Session Management Function) Se rver
% Base DNN: | " -
p ~ ,," base-apn.operator.com ) Virtual
AMF _~DNN in Session o PCF
Access and r Request g Policy Control
Mobility Function Function
= Virtual DNN identity sent
= Base DNN identity sent
= = = = = DNN received from AMF

FEADNN — M EER BTN



SMF Base DNN >R #ADNN 24757

SMPRFEZDNN ( MAMFH#RUR ) #2470 E ADNNEY ST -

SMF Base DNN - Virtual DNN Resolution Flow

AMF

Base DNN = base-apn.operator.com

W

policy subscriber polsub
Match: SUPI + Charging Char + GRInstance

NF DNN Identity
UDM -» always Base DNN
(apn.operator.com)

CHF / UPF / RADIUS >
Virtual DNN (enterprise-

[ Operator Policy: oppol_enterprise ]
iot.cc) on virtual path

Match: CC=DE l Operator Policy: oppol_base }

[ Policy DNN: poldnn_enterprise ] L Policy DNN: poldnn_base _J

DNN Profile: dnnprof-enterprise-iot.cc DNN Profile: dnnprof-base-apn.operator.com
dnn = enterprise-iot.cc (VIRTUAL DNN) dnn = base-apn.operator.com (BASE DNN)
NF List: [ ¢hf, radius, upf ] NF List: [ chf, udm, upf ]
PCF: disabled

Shared RGR Tag: base-apn.operator.com_N
dnn rmgr (links profile to resources)
|

IPAM UPF Green = Virtual DNN Path
IP Pools tagged base-apn.operator.com_N, dnn-list [ base-apn.operator.com_N | Blue = Base DNN Path

VRF: vif_base-apn@B2B Black = Shared resources

SMF Base DNNZ|EE #A DNN AT 7R
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1. RIESMFEBLFELIRS., BEEM , URUPFREEEEBNEER/BE,
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3. BREWIESMFR SRS,
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AE  BREEEFREE,
SFRBEI
SiEERE SMFELE UPF pdp-type

1UPv4 LFEXRBIPVA  |pdpHHipvd
X IPv6 2EEBIPV6  |pdpEHipv6
IPvave ( R ) [2iEEEIPV4AVE|pdpZE Eipv4 ipve

SMFELE — #TEE#IDNN
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FEpolicy subscriber polsub® R INL LR Z B AR (EZSUPKEE. E SR/t XA RSEH] ) iS5
FEIDNNIZE B K,



config
policy subscriber polsub
precedence 1

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 1
instance-stop-range 1

operator-policy oppo1_<VDNN>_instl
exit

precedence 2

supi-start-range <SUPI-START>
supi-stop-range <SUPI-STOP>
cc-start-range <CC-VALUE>
cc-stop-range <CC-VALUE>

instance-start-range 2
instance-stop-range 2
operator-policy oppo1_<VDNN>_inst2
exit
exit

1= E B R B

NEBANKRBICIBRIZERGRES | 150 ELIDNNREEDNN,

config

policy operator oppol_<VDNN>_instl
policy dnn poldnn_<VDNN>_instl

exit

policy operator oppol_<VDNN>_inst2
policy dnn poldnn_<VDNN>_inst2
exit

KEEDNN

IeAb E LEEADNNE#R, & ARWEZARDNN ( 5k BAMF ) BR & 5 E ADNNEL & 3 44

config

policy dnn poldnn_<VDNN>_instl

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_instl
exit

policy dnn poldnn_<VDNN>_inst2

dnn <BASE-DNN-NAME> profile dnnprof-<VDNN>_inst2
exit



BLE SCAFDNN ( EEADNNIE X )

DNNE B S E X ELIDNNE#F, NFFIFR ( NFEWELIDNN ) . RMGRIRIE ( RERFHER ) M
Htt&iE\ESH,

config

profile dnn dnnprof-<VDNN>_instl

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-Tist [ chf radius upf ]
dnn rmgr <RMGR-TAG>_1

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

profile dnn dnnprof-<VDNN>_inst2

dns primary ipv4 <PRIMARY-DNS-IP>

dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>

dnn <VIRTUAL-DNN-NAME> network-function-Tist [ chf radius upf ]
dnn rmgr <RMGR-TAG>_2

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true
pcf-interaction false
userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false
eventmgmt-policy <EVENT-POLICY>
exit

apn <VIRTUAL-DNN-NAME>



gtpp group gtpp_group
active-charging rulebase rulebase-mobility
exit

F % 2 : NSO MoPEzI1L

B2 & X 4 :virtual_dnn_new_optionA.cfg

B&4E . Ivar/opt/ncs/mops

( XHABESZHWCLIAR )

NSOME ( R#bEH — HNUER )

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [

{
"file-name": "virtual_dnn_new_optionA.cfg",
"order": 1,
"target-devices-Tlist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
3
1,
"operation-type": "dry-run"

BE . g %&E A operation-type:dry-run' , AIFEERE, KiffF , i5E XN ‘operation-

type:commit' SA R o
SMFE R R E

ESMF LR RETHY R A DNNELE S5 -

show system status
show running-status info | nomore



show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
show running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

B : RERAN100% , EBGPZHCDL PodE#E 3.

UPFELE — #EHADNN

R R £ E SIDNNER AR SS AP B UPF LN NEE #ADNN APNEL &

SGERAFIPV4:

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type 1ipv4
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

GERAFIPVG:

config
context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ipv6 access-group <IPV6-ACL-NAME> in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

X FIPV4VE ( Rtk )

config



context <UPF-CONTEXT>
apn <VIRTUAL-DNN-NAME>
pdp-type ipv4 ipv6
selection-mode subscribed sent-by-ms chosen-by-sgsn
gtpp group <GTPP-GROUP>
ip access-group <IPV4-ACL-NAME> in
ip source-violation ignore
ip context-name <UPF-CONTEXT>
ipv6 access-group <IPV6-ACL-NAME> 1in
active-charging rulebase <RULEBASE-NAME>
exit
exit
end

NSO MoP B 3 1t.(UPF):

Bt & 344 virtual_dnn_upf_new.cfg

#&4E . Ivar/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_upf_new.cfg",
"order": 1,
"target-devices-1ist": [
{ "target-device-name": "<UPF-NODE-SITE-A-1>" 1},
{ "target-device-name": "<UPF-NODE-SITE-A-2>" 1},
{ "target-device-name": "<UPF-NODE-SITE-A-3>" 1},
{ "target-device-name": "<UPF-NODE-SITE-A-4>" 1},
{ "target-device-name": "<UPF-NODE-SITE-B-1>" },
{ "target-device-name": "<UPF-NODE-SITE-B-2>" 1},
{ "target-device-name": "<UPF-NODE-SITE-B-3>" },
{ "target-device-name": "<UPF-NODE-SITE-B-4>" }
]
}
1,
"operation-type": "dry-run"
}
}
UPFRRZERIE

show configuration context <UPF-CONTEXT> apn <VIRTUAL-DNN-NAME>
show system status
show session summary



RIFUPFELE

EFBUPFERYEERE K REFEENEEHEIEREFTE. EEIMUPFLERIT

show boot

show dir /flash

show dir /sftp

cp /flash/<PRODUCTION-CONFIG>.cfg /sftp/<PRODUCTION-CONFIG>_Backup-<DATE>.cfg
save configuration /flash/<PRODUCTION-CONFIG>.cfg -noconfirm

FRIRTREEB2ER 7 . BRI BRI HIDNN

LSMFLERFEELIDNNESFTESHEEE ( flan , EXNFHIKR. ZH/BSHAPCFRE,
RADIUSIRE ) Bt , &6 LLEBS

SRIE -

Tt

1. RUESMF R B TELRE, EFMRSUARREREREN100%.
2. EIEELIDNNE B X BRI PRLEFT2E ; REXFFZEM).

3. RIERGRE — NI EFULR A M,

4. R RE UGB B H BB X ERMERAL ( TEARBA ) -

5. WUE R LIRS HMKPI,

SR FEDLE /Y EE ADNNEL & S AL AL

B ENAREE XA EEELIDNNER Y HHWPDURE, IERETZEN,

FE1. SMF EME#CLI

TEFRA BFRSMF LT

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
mode offline

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
mode offline

exit

show config diff | nomore

commit



J7£2. NSO MoP B 3h1t

B & 3244 :virtual_dnn_offline.cfg

B&4E . Ivar/opt/ncs/mops

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{

"file-name": "virtual_dnn_offline.cfg",

"order": 1,

"target-devices-1ist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }

]
}
] b
"operation-type": "dry-run"
3
3
BE . §5%MEA operation-type:dry-run' AELE, A E KN “operation-type:commit” =+ 8
MA,
SBRERIF :

show system status
show running-status info | nomore

RERSYARIEFN100%. BGPHCDL PodFLEFEZ , LN A IER I,

HBR2 S BUE ADNNEL B 3244 H B 4l

71 MNFFIR BB ERUDMHA ZEAPCFRR E

B B BADNN{X X% E|CHF, UPFHMRADIUS, UDMEAEZADNN, 2ZAPCF,



E1ECLI:

config

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-1ist [ chf upf radius ]
pcf-interaction false

exit

profile dnn <VIRTUAL-DNN-PROFILE-INST2>
no mode offline
dnn <VIRTUAL-DNN-NAME>
network-function-1ist [ chf upf radius ]
pcf-interaction false

exit

show config diff | nomore

commit

NSO MoP B 311t :

B & 344 virtual_dnn_modify_no_udm_no_pcf.cfg

POST: http://<NSO-SERVER>:8080/restconf/operations/mop-mop:action/mop-automation

{
"mop-automation": {
"mop-file-name": [
{
"file-name": "virtual_dnn_modify_no_udm_no_pcf.cfg",
"order": 1,
"target-devices-Tlist": [
{ "target-device-name": "<SMF-NODE-SITE-A>" },
{ "target-device-name": "<SMF-NODE-SITE-B>" }
1
}
1,
"operation-type": "dry-run"
3
}
NSRS EE -

profile dnn <VIRTUAL-DNN-PROFILE-INST1>
dns primary ipv4 <PRIMARY-DNS-IP>
dns secondary ipv4 <SECONDARY-DNS-IP>
network-element-profiles chf <CHF-PROFILE>
network-element-profiles amf <AMF-PROFILE>
network-element-profiles udm <UDM-PROFILE>
network-element-profiles scp <SCP-PROFILE>



dnn <VIRTUAL-DNN-NAME>

network-function-Tist [ chf upf radius ]

dnn rmgr <BASE-DNN-RMGR-INST1>

timeout up-idle <UP-IDLE-TIMEOUT> cp-idle <CP-IDLE-TIMEOUT>
charging-profile <CHARGING-PROFILE>

wps-profile <WPS-PROFILE>

ssc-mode 1 allowed [ 2 ]

session type <SESSION-TYPE>

upf apn <VIRTUAL-DNN-NAME>

gos-profile <QOS-PROFILE>

authentication secondary radius group <RADIUS-GROUP>
authentication algorithm pap 1

always-on false

dcnr true

pcf-interaction false

userplane-inactivity-timer <INACTIVITY-TIMER>
only-nr-capable-ue false

eventmgmt-policy <EVENT-POLICY>

exit

&KL

show
show
show
show

Bk . REREZN100% , SZEBGPHCDL PodEFTE3 , XA U

system status

running-status info | nomore

running-config profile dnn <VIRTUAL-DNN-PROFILE-INST1>
running-config profile dnn <VIRTUAL-DNN-PROFILE-INST2>

A 5 JR 50 UE A s

{56 P S 22 85 A P 0 1t P ALY B0 SAE

FESMF CLIE S sy EiRsz A F -

monitor subscriber supi imsi-<TEST-IMSI>

RERPETARITR -

F



RER

TG R

PDUSEE I ER

DNN =MAMF# U #y<Base-DNN-NAME>

UDM3Z B (Nudm_SDM)

KIZFUDMAYDNN =EZADNN ( Eiddnn rmgr )

CHF 2 B (Nchf_ConvergedCharging)

KIZEICHFHIDNN = <VIRTUAL-DNN-NAME>

UPF ( PFCPATEEI )

APN = <VIRTUAL-DNS-NAME>

RADIUS Access-Request ( 1R EF A )

Called-Station-Id = <VIRTUAL-DNS-NAME>

PCF3 B (Npcf_SMPolicyControl) ( 2R ZH )

DNN = <VIRTUAL-DNN-NAME>

PCFXE ( MIREZA )

BRERHZ B pchiE R

PDUSEEM R SEEKIIEM
|P 3 11t 53 P MIEH 5 BB RIP

BERBERAPRERA (RBFR) -

--- PDU Session Establishment Request ---
DNN: <VIRTUAL-DNN-NAME>
S-NSSAI: SST=1, SD=<SD-VALUE>
PDU Session Type: <SESSION-TYPE>

--- Nudm_SDM (Subscription Data) ---

DNN: <BASE-DNN-NAME> <-- Base DNN used for UDM Tookup

--- Nchf_ConvergedCharging_Create ---

DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to CHF

--- PFCP Session Establishment Request (to UPF) ---
APN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to UPF

--- RADIUS Access-Request (if applicable) ---

Called-Station-Id: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to RADIUS

--- Npcf_SMPolicyControl_Create (if applicable) ---
DNN: <VIRTUAL-DNN-NAME> <-- Virtual DNN sent to PCF

--- PDU Session Establishment Accept ---
PDU Address: <ALLOCATED-IP>




DNN: <VIRTUAL-DNN-NAME>

WUFUPF LM &1F :

show subscribers imsi <TEST-IMSI>

show subscribers user-plane-only full callid <callid>

1t
B

N

5 A

et
Hlm

>t

s

~lE

<VIRTUAL-DNS-NAME>

FE A DNNARIRFF

enterprise-iot.cc

<VIRTUAL-DNN-PROFILE-INST1>

DNNELEX B FR , K611

dnprof-enterprise-
iot.cc_inst1

<VIRTUAL-DNN-PROFILE-INST2>

DNNECEX B FR , K512

dnprof-enterprise-
iot.cc_inst2

<BASE-DNN-RMGR-INST1>

HADNNH RREEESS |, 241
1

base-apn.operator_1

<BASE-DNN-RMGR-INST2>

EMDNNH R EERR |, K6l
2

base-apn.operator_2

<SMF-NODE-SITE-A> v SABISMFTT R B R SMFh A
<SMF-NODE-SITE-B> ¥ RBHISMFTT [LB SMF-SITE-B
<UPF-NODE-SITE-A-1>Z|<UPF-

yE 5 AR B =1 =
NODE-SITE-A-4> ME/\\\AEIJUPF-D A UPF1A:|:UPF1D
<UPF-NODE-SITE-B-1>%|<UPF-

vt B =)
ODE.SITEB.45 3 SBHIUPF TS UPF1AZUPF1D
<PRIMARY-DNS-IP> DNNAYEDNS IP 10.X.X.X




e
bl

=
=

RlE

<SECONDARY-DNS-IP> DNNHI 5 BIDNS IP 10.X.X.X
<CHF-PROFILE> CHFRMETREBEXHEFM  |nfprf-chf2
<AMF-PROFILE> AMFRIEZTTRBEN B |nforf-amf1
<UDM-PROFILE> UDMMEZ TEBENX 4B |nfprf-udm1
<SCP-PROFILE> SCPHMEZTEBRENHEM  |nfprf-scp1
<CHARGING-FILE> Tt R EE B chgprof-b2b
<QOS-PROFILE> QoSHLE X H& i 5qi-to-dscp-mapping-table

<RADIUS-GROUP>

RADIUS AAALA E TR

aaa_group_iot

<UP-IDLE-TIMEOUT> AP TEZERBR (B) 3600

<CP-IDLE-TIMEOUT> PHIFEZERER (B) 7320
. . . . J\

<INACTIVITY-TIMER> Userplane inactivity timer ( ¥ 3600

)

<EVENT-POLICY> EHEEEREH em_duplicateip
<WPS-PROFILE> L&A ERRSEE G FHBWPS
<NSO-SERVER> NSO/ EHNE/IP nso-server.mgmt
<UPF-CONTEXT> DNNHYUPF E X & F B2B
<GTPP-GROUP> AT £ CDRIIGTPPA gtpp_group




e
bl

=
=

RlE

<RULEBASE-NAME> SEFIT RN E N EB M
<IPV4-ACL-NAME> IPv4if (R 42 #) 5] = & #R ue_acl_B2B
<IPV6-ACL-NAME> IPv6 17 B $2 H 5 &R B Fh ipv6_acl_B2B

<2FXE> PDULiEIPEH IPV4 / IPV6 / IPV4V6
<TEST-IMSI> Wi A P IMSI#E 1738 10000 XXXXXXXXX
BEEIEE

b A NF % 3% PCFRXE |RADIUSH % | pcf-interactionik &

A |[chfudm upfradius |EB A ( BIAN) |BHA KRECE ( FRIA)

B |[ chf upf radius ] ®H B A pcf-interaction false

C |[chfudmupfpcf] |BH =gt KREE ( BRIA)

D |[chfupf] ZH 2R pcf-interaction false
BRFREE

= F ki e Z EHINFHIZR PCFi&i&

1 |BIBRUDM +ZAPCF

[ chf upf radius ]

pcf-interaction false

2 |MBRUDM , fREPCF

[ chf upf radius pcf ]

BA(BA)

3 |[IXEMPCF

[ chf udm upf radius ]

pcf-interaction false




B

Z FEHINF 3R

PCFiRE

fiBRRADIUS

[ chf udm upf pcf ]

BA(BRA)
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