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master-1:~$ kubectl get pods -n smf-smf -o
NAME
cd1-ep-session-c1-d0-7889db4d87-5mTn5
cd1-ep-session-c1l-d0-7889db4d87-8q7hg
cdl-ep-session-cl-d0-7889db4d87-fj2nf
cd1-ep-session-cl-d0-7889db4d87-z6c2z
cd1-ep-session-c1l-d0-7889db4d87-z7c89
cdl-index-session-cl-ml-0
cdl-index-session-cl-ml-1
cdl-index-session-cl-m2-0
cdl-index-session-cl-m2-1
cdl-index-session-cl-m3-0
cdl-index-session-cl-m3-1
cdl-index-session-cl-m4-0
cdl-index-session-cl-m4-1
cdl-sTot-session-cl-ml1-0
cdl-sTot-session-cl-ml-1
cdl-sTot-session-cl-m2-0
cdl-sTot-session-cl-m2-1
cdl-sTot-session-cl-m3-0
cdl-sTot-session-cl-m3-1
cdl-sTot-session-cl-m4-0
cdl-sTot-session-cl-m4-1
cdl-sTot-session-cl-m5-0
cdl-sTot-session-cl-m5-1
cdl-sTot-session-cl-m6-0
cdl-sTot-session-cl-m6-1
cdl-sTot-session-cl-m7-0
cdl-sTot-session-cl-m7-1
cdl-sTot-session-cl-m8-0

wide
READY
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
1/1
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STATUS

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
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80d
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192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

168.
168.
168.
168..
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168..
168.
168..
168.
168.
168..
168.
168.
168.
168..
168.



cdl-sTot-session-cl-m8-1

etcd-smf-smf-etcd-cluster-0
etcd-smf-smf-etcd-cluster-1
etcd-smf-smf-etcd-cluster-2

georeplication-
georeplication-

pod-0
pod-1
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mirror-maker-0
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CDL Architecture with primary components

Map: 1 Map: 2 Map:

—,—.F Replicas: 2 Replicas: 2 Replicas: 2

== =

Map: 1 Map: 2 Map: n
Replicas: 2 Replicas: 2 Replicas: 2

x: Indexing maps /shards

n: Slot maps /shards

For HA purpose, each map should have 2 replicas minimum
Data distributed in multiple maps. Data in each map is different.
Each replica in a map has identical data for redundancy.
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smf# show running-config cdl

cd1 system-id 1 /// unique across the site, system-id 1 is the primary site ID for
cd1 node-type db-data /// node Tlabel to configure the node affinity
cd1 enable-geo-replication true /// CDL GR Deployment with 2 RACKS
cd]l remote-site 2
db-endpoint host x.x.x.x /// Remote site cdl-ep configuration on site-1
db-endpoint port 8882
kafka-server x.x.x.x 10061 /// Remote site kafka configuration on site-1
exit
kafka-server x.x.x.x 10061
exit
exit
cd1l label-config session /// Configures the Tist of Tabel for CDL pods

endpoint key smi.cisco.com/node-type-3
endpoint value session

slot map 1

key  smi.cisco.com/node-type-3

value session
exit
slot map 2



key  smi.cisco.com/node-type-3
value session
exit

slot map 3

key  smi.cisco.com/node-type-3
value session
exit

slot map 4

key  smi.cisco.com/node-type-3
value session
exit

slot map 5

key  smi.cisco.com/node-type-3
value session
exit

slot map 6

key  smi.cisco.com/node-type-3
value session
exit

slot map 7

key  smi.cisco.com/node-type-3
value session
exit

slot map 8

key  smi.cisco.com/node-type-3
value session
exit

index map 1

key  smi.cisco.com/node-type-3
value session
exit

index map 2

key  smi.cisco.com/node-type-3
value session
exit

index map 3

key  smi.cisco.com/node-type-3
value session
exit

index map 4

key smi.cisco.com/node-type-3
value session

exit
exit
cdl datastore session /// unique with in the site
Tabel-config session

geo-remote-site [ 2 ]

s1lice-names [ SMF1 SMF2 ]

endpoint cpu-request 2000

endpoint go-max-procs 16

endpoint replica 5 /// number of cdl-ep pods
endpoint external-ip X.X.X.X

endpoint external-port 8882

index cpu-request 2000

index go-max-procs 8

index replica 2 /// number of replicas per mop for cdl-index, can not be changed a
NOTE: If you need to change number of index replica, set the system mode to shutdown from respective op
index map 4 /// number of mops for cdl-index

index write-factor 1 /// number of copies to be written before a successful response

slot cpu-request 2000
slot go-max-procs 8
slot replica 2 /// number of replicas per mop for cdl-slot



slot map 8 /// number of mops for cdl-slot
slot write-factor 1
slot metrics report-idle-session-type true
features instance-aware-notification enable true /// This enables GR failover notification
features instance-aware-notification system-id 1
slice-names [ SMF1 ]
exit
features instance-aware-notification system-id 2
slice-names [ SMF2 ]
exit
exit
cd1l kafka replica 2
cd1l kafka label-config key smi.cisco.com/node-type-3
cd1 kafka Tlabel-config value session
cd1l kafka external-ip x.x.x.x 10061
exit
cd1l kafka external-ip x.x.x.x 10061
exit

5. 6 FEHERR

5.1 Pod{ [&
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kubectl describe pod cdl-ep-session-c1-d0-7889db4d87-5mIn5 -n smf-rcdn
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kubect1 Togs cdl-ep-session-cl-d0-7c79c87d65-xpm5v -n smf-rcdn
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52 COLUIANSERARKRPMKERF R
ECDLAE , BNAFEEE —NB Nunique-keysIFE , ATFHRRLESE,

1N R tb B show subscriber supiflcdl show sessions summary slice-name slice1 db-name session
filterfy <& $T EN % tH

o ZEsupiflipv4iE = "1#/#imsi-123969789012404:10.0.0.3"

 ddn + ip4ithiit= "1#/#lab:10.0.0.3"

o ZEsupiflipv6eiF it il= "1#/#imsi-123969789012404:2001:db0:0:2::"

* ddn + ipv6 address from session = "1#/#lab:2001:db0:0:2::"

« smiTeidiE EANAF A= "1#/#293601283"EXN UPF L BV iR Bt TEPEHERRRY , XIEER
A, BB ReFEEEHERSLFHEXNER.

* supi + ebi = "1#/#imsi-123969789012404:ebi-5"

* supi + ddn="1#/#imsi-123969789012404:lab"

[smf/data] smf# cdl show sessions summary slice-name slicel db-name session filter { condition match ke
Sun Mar 19 20:17:41.914 UTC+00:00

message params: {session-summary cli session {0 100 1#/#293601283 0 [{0 1#/#293601283}] [] 0 0 false 40
session {

primary-key 1#/#imsi-123969789012404:1
unique-keys [ "1#/#imsi-123969789012404:10.0.0.3" "1#/#1ab:10.0.0.3" "1#/#imsi-123969789012404:2001
non-unique-keys [ "1#/#roaming-status:visitor-Tbo" "1#/#ue-type:nr-capable" "1#/#supi:imsi-12396978



flags [ flag3:peerGtpuEpKey:10.10.10.150:20.0.0.1 session-state-flag:smf_active ]
map-id 2
instance-id 1
app-instance-id 1
version 1
create-time 2023-03-19 20:14:14.381940117 +0000 UTC
last-updated-time 2023-03-19 20:14:14.943366502 +0000 UTC
purge-on-eval false
next-eval-time 2023-03-26 20:14:14 +0000 UTC
session-types [ rat_type:NR wps:non_wps emergency_call:false pdu_type:ipv4v6 dnn:lab qos_5qi_l_rat_
data-size 2866
}
[smf/data] smf#

MRFMESSMFRITEN H 31T -

[smf/data] smf# show subscriber supi imsi-123969789012404 gr-instance 1 namespace smf

Sun Mar 19 20:25:47.816 UTC+00:00

subscriber-details

{

"subResponses": [
[

"roaming-status:visitor-1bo",
"ue-type:nr-capable",
"supi:imsi-123969789012404",
"gpsi:msisdn-22331010101010",
"pei:imei-123456789012381",
"psid:1",
"snssai:001000003",
"dnn:lab",
"emergency:false",
"rat:nr",
"access:3gpp access",
"connectivity:5g",
"udm-uecm:10.10.10.215",
"udm-sdm:10.10.10.215",
"auth-status:unauthenticated",
"pcfGroupId:PCF-dnn=1ab;",
"policy:2",
"pcf:10.10.10.216",
"upf:10.10.10.150",
"upfEpKey:10.10.10.150:10.10.10.202",
"ipv4-addr:pool11/10.0.0.3",
"ipv4-pool:pooll",
"ipv4-range:pool11/10.0.0.1",
"ipv4-startrange:pool11/10.0.0.1",
"ipv6-pfx:poo11/2001:db0:0:2::",
"ipv6-pool:pooll",
"ipv6-range:pool11/2001:db0::",
"ipv6-startrange:pool11/2001:db0::",
"id-index:1:0:32768",
"id-value:2/3",
"chfGroupId:CHF-dnn=1ab;",
"chf:10.10.10.218",
"amf:10.10.10.217",
"peerGtpuEpKey:10.10.10.150:20.0.0.1",
"namespace:smf",



"nf-service:smf"

K ESMF ERCDLIRZA :

cdl show status
cdl show sessions summary slice-name <slice name> | more

5.3 CDL Pod# /8 A
MR B
¥ Edescribe podfith ( BER/BRAMS/ER, B4 ).

kubectl describe pods -n <namespace> <failed pod name>

mEE

1. Pod& FEERBRERZBEEAHRZEZE Fedl/node-type EFIRI A B MIKEs T RN TFHRETF
FRZEEZ Fedl/node-typefE Kk8s T 3

kubectl get nodes -1 smi.cisco.com/node-type=<value of cdl/node-type, default value is 'session' 1

2. Pod&t F CrashLoopBackOff il FEIR 518 Eetcd podA 7. MRetcd pod KRiz1T , HEiEEetcdlAl
B,

kubectl describe pods -n <namespace> <etcd pod name>

3. Pod4k FImagePullBackifEIR S . RERB A A EheimFEEMREIMTR. RERETE
B THENKREMdInsIRS S,

5.4 Mirror MakerE R4 F ¥ R1LIRTS

B E#HRPod HFPod B &

kubectl describe pods -n <namespace> <failed pod name>
kubectl Togs -n <namespace> <failed pod name> [-c <container name>]
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chronyc tracking
chronyc sources -v
chronyc sourcestats -v
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R cdl-globaldr & Z=[E PR & HEFIEREARhIE R
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caireplication=rror 2 |). AETHHATES HIVK LR | B 25T L 28
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TF2 I A BB 2108
cdIKafkaRemoteReplicationDelay z tnRkaftkaZ iR SN EFEREES 58 , MBS 108
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cdlOverloaded — =&

WA

MRCDLERGRIEENETET DL (RINER
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cdiKafkaConnectionFailure
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WRCDLRASRIEENRET DL ( MIAMENR
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7.5 % WY [A] &

TR CDLZE 5| PodSkafkalfi FF iE 1283 59 4

7.1 cdIReplicationError

25k,

HERBEHNESHEEROHREARAE , ZHANEKIICR , 2R ECEEHINERZES

7.2 cdIRemoteConnectionFailure & GRPC_Connections_ Remote_Site

%1% B8 5& A F P B “cdIRemoteConnectionFailure” fM“GRPC_Connections_Remote_Site” 23R,



%t FcdIRemoteConnectionFailure 23R :

MCDLA i BER , BRIFEMCDOLA HPodZIIZR EHMIEEEEKX

2022/01/20 01:36:18.852 [ERROR] [RemoteEndointConnection.go:572] [datastore.ep.session] Connection to r

BN AR ZICDLA IwPod = HE R RSS 2R | BHUZEENIEL !

2022/01/20 01:37:08.730 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.732 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.742 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.742 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.752 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr
2022/01/20 01:37:08.754 [WARN] [checksum.go:836] [datastore.checksum.session] Could not get checksum fr

HTZERENESDHADIEEER , RERS

RWOTF :

alerts history detail cdlRemoteConnectionFailure f5237c750de6

severity critical

type "Processing Error Alarm"

startsAt 2025-01-21T01:41:26.857Z

endsAt 2025-01-21T02:10:46.857Z

source cdl-ep-session-cl-d0-6d86f55945-pxfx9

summary "CDL endpoint connections from pod cdl-ep-session-cl-d0-6d86f55945-pxfx9 and namespace smf-rcdn
Tabels [ "alertname: cdlRemoteConnectionFailure" "cluster: smf-data-rcdn_cee" "monitor: prometheus" '"na
annotations [ "summary: CDL endpoint connections from pod cdl-ep-session-cl-d0-6d86f55945-pxfx9 and nam

1£02:10:32:

2022/01/20 02:10:32.702 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.923 [WARN] [RemoteEndointConnection.go:563] [datastore.ep.session] Cdl status chang
2022/01/20 02:10:38.927 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.934 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote
2022/01/20 02:10:38.935 [WARN] [RemoteEndointConnection.go:437] [datastore.ep.session] Stream to remote

CDLZA2 Y SEYSMFRRFHERE !

cdl remote-site 2
db-endpoint host 10.10.10.141



db-endpoint port 8882
kafka-server 10.10.19.139 10061
exit

kafka-server 10.10.10.140 10061
exit

exit

Xt FEZ#RGRPC_Connections_Remote_Site:

B W R 1% B 455 A T“GRPC_Connections_Remote_Site” , AR Btk B E — 1 CDLL #%Pod,

alerts history detail GRPC_Connections_Remote_Site f083cb9d9b8d

severity critical
type "Communications Alarm"

startsAt 2025-01-21T01:37:35.160Z

endsAt 2025-01-21T02:11:35.160Z

source cdl-ep-session-cl-d0-6d86f55945-pxfx9
summary "GRPC connections to remote site are not equal to 4"

labels [ "alertname: GRPC_Connections_Remote_Site

MCDLAiRPod B |, S5 mEE AV EEBIELRT

cluster:

EIRFTH -

smf-data-rcdn_cee

non

monitor: prometheus

non

2022/01/20 01:36:18.852 [ERROR] [RemoteEndointConnection.go:572] [datastore.ep.session] Connection to r

YR EETITEE R, BIREUSER

2022/01/20 02:10:32.702 [WARN]
2022/01/20 02:10:38.923 [WARN]
2022/01/20 02:10:38.927 [WARN]
2022/01/20 02:10:38.934 [WARN]
2022/01/20 02:10:38.934 [WARN]
2022/01/20 02:10:38.935 [WARN]

8. 4G RLEY

CDLEZFEIRZREZ N SMFHEH

[RemoteEndointConnection.
[RemoteEndointConnection.
[RemoteEndointConnection.
[RemoteEndointConnection.
[RemoteEndointConnection.
[RemoteEndointConnection.

__%Bﬁ?o

go:
go:
:437]

go

go:
go:
go:

437]
5631]

437]
437]
437]
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