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Attributes:
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- MENAXAEEARPTHE(CEE)NIENHIIGE ( BIERE,. BF. BE, 2N, BHR) , 7
NABEEFARRINMERRRHA - XENEER,

- NAMNCEERBAEMBSBRT , A 5ERRZFMRMIERE,
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MUVMIEE AR DI IRN S EE B NAL(SMF) A MRS . SNSMFEHIERBH MHMLE AL,
YVMEBPod , Hla1GTPc, &EEE (L)), Radius, RestZ,

PN

MEREENTR (VM) |, BANEINE=HERARN T EYE O FEERBIINTPIRS 25
o BR , AREP ML LLEEIP,

ERAEAZONER TETpinglRE—REtHAE , ELRAXLXSFEBEIEX.
Sk BECEERVE R R :

[pod-name-cnat/global] cee# show alerts active summary
NAME UID SEVERITY STARTS AT SOURCE SUMMARY

VoNR_Ded_Bearer_Creat bel83f61dd65 major 01-18T16:32:17 System Success percentage of VoNR - PCF
Initiated Dedicated Bearer Creation procedure in NR turns less than t...

cl ock-is-not-in-synch 38a35e9a8bd8 mmj or 01-18T13: 11: 15 pod- name-cnat-cnat-co C ock not in synch
det ected on hostnane pod-nane-cnat-cnat-core-protocol-datal . Ensure NTP is configu..

cl ock-is-not-in-synch 4a7e138b8bae nmaj or 01-18T13: 07: 35 pod- name-cnat-cnat-co C ock not in synch

det ected on host nane pod-nane-cnat-cnat-core-protocol-ims2 . Ensure NTP is configur..



cl ock-is-not-in-synch 5b3e128f 0101 naj or 01-18T12: 05: 55 pod- name-cnat-cnat-co C ock not in synch
det ected on host nane pod-nane-cnat-cnat-core-protocol -data2 . Ensure NTP is configu..
container-memory-usag f588aa627792 critical 12-28T15:47:30 path-provisioner-v6zx Pod cee-

global/path-provisioner-v6zxj/k8s_path-provisioner_path-provisioner-v6zxj_cee-global_flale8fa-

container-memory-usag 55b2ea84466f critical 12-27T22:27:10 path-provisioner-vezx Pod cee-
global/path-provisioner-v6zxj/ uses high memory 82.69%.

N11_SM_Timeout_SR f6fb82cacl97 major 10-31T15:51:16 System This alert is fired when the increase
in timeout for N11 messages toward AMF crosses threshold

Radius_Server_RTT 94ac2cff43a3 warning 10-28T05:08:56 System RTT for Radius Server: 216.x.X.X,
Port: 1813 in namespace: smf-mvno is more than 5 ms.

Radius_Server_RTT d02b60b3a3a4 warning 10-28T05:05:56 System RTT for Radius Server: 52.X.X.X,
Port: 1813 1in namespace: smf-mvno is more than 5 ms.

Radius_Server_RTT 9afceel01013 warning 10-28T05:05:36 System RTT for Radius Server: 52.x.X.X,
Port: 1813 1in namespace: smf-mvno is more than 5 ms.

N11_SM_Timeout_SR 206c4bbccf21l major 10-20T13:26:16 System This alert is fired when the increase
in timeout for N11 messages toward AMF crosses threshold

N4_Total_Outbound_Int 4e0f3c1d6300 major 10-20T09:01:23 System This alert is fired when the
percentage of N4 outbound responses sent is lesser than threshold %.

N4_Total_Outbound_Int 3e2fed624704 major 10-20T08:21:23 System This alert is fired when the
percentage of N4 outbound responses sent is lesser than threshold %.

watchdog 97a7976a4103 minor 05-05T09:10:58 System This is an alert meant to ensure that the

entire alerting pipeline is functional. This alert is always...

Xz
HPEBERR
1. BFREZEMOVMHIIZITIL® S © iproute | grep -i default

EARGIF , BALUEIRRERNRUNEH (NZRE-MRIARH. )

<#root>
ubuntu@pod-name-cnat-cnat-core-protocol-ims2:~$
iproute | grep -i default

default via 172.16.x.x dev ens4 proto dhcp src 172.16.x.x metric 100
default via 172.16.x.x dev ens3 proto dhcp src 172.16.x.x metric 100

2. REUR(NTP) RS RS, BIERSERD , BNaFITERLS HiR.
s

root@od-name-cnat-cnat-core-protocol-datal:/home/ubuntu# systencttl status chronyd. service
chrony.service - chrony, an NTP client/serverlLoaded: loaded
(/1ib/systemd/system/chrony.service; enabled; vendor preset: enabled)

Active: active (running) since Fri 2021-01-08 07:19:19 UTC; 11 months 24 days ago



Docs: man:chronyd(8)
man:chronyc(1l)
man:chrony.conf(5)
Main PID: 4300 (chronyd)
Tasks: 1 (limit: 4915)
CGroup: /system.slice/chrony.service
L4300 /usr/sbin/chronyd
Dec 30 17:06: 28 pod- nane-cnat-cnat - cor e- protocol -datal chronyd[4300]: Sel ected source
5.196. x. X
Dec 31 06:37:11 pod-nane-cnat-cnat-core-protocol -datal chronyd[4300]: Can't synchronise: no
sel ectabl e sources
Dec 31 17:15:31 pod-name-cnat-cnat - core-protocol -datal chronyd[ 4300]: Sel ected source
5.196. x. X
Jan 01 06:29: 43 pod-nane-cnat -cnat - core- prot ocol -datal chronyd[ 4300]: Can't synchronise: no
sel ectabl e sources
Jan 01 16:50: 02 pod-nane-cnat - cnat - cor e- prot ocol -datal chronyd[ 4300]: Sel ected source
5.196. x. X
Jan 01 19: 25: 05 pod-nane-cnat -cnat-core-protocol -datal chronyd[4300]: Can't synchronise: no

sel ect abl e sources

3. & network-confighRFHIRS. ( B TIEEHRS. )

<#root>
ubuntu@pod-name-cnat-cnat-core-protocol-datal:~$
systenct!| status network-config

network-config.service - Job that configures for routes
Loaded: Toaded (/etc/systemd/system/network-config.service; enabled; vendor preset: enabled)
Active:

inactive (dead)

since Fri 2021-01-08 09:29:05 UTC; 1 years 0 months ago
Process: 1185 ExecStart=/etc/cisco/network-config.sh start (code=killed, signal=TERM)
Main PID: 1185 (code=killed, signal=TERM)

R GE
N orE . R TASHNARE R E LA,

1. EZE M = 48 network-/etc/systemd/system/network-config.serviceconfig AR 5 B 4% () LA
IIEATRAT -

root@pod-name-cnat-cnat-core-protocol-datal: /home/ubuntu# vim /etc/systemd/system/network-config.s



Restart=always
RestartSec=10s
StartLimitIntervalSec=300s
StartLimitBurst=30

2. BHMEEERS :

<#root>
root@ od-name-cnat-cnat-core-protocol-datal:/home/ubuntu#

systenctl start network-config

3. EXMTMEREEIE :

<#root>
root@pod-name-cnat-cnhat-core-protocol-datal: /home/ubuntu#

systenct!| daenon-rel oad

4. EFRFITEIARSS ¢

<#root>
root@pod-name-cnat-chat-core-protocol-datal: /home/ubuntu#

systenct| restart chronyd. service

;AN
ERBRITESRE , WEAUTHSUREABRTOMR -

for server in $(awk '/protocol/{print $1}' /etc/hosts); do ssh $server "hostname && timedatect]

status && chronyc sources -vn" ; done
~ 7 E : “System clock synchronized B3 “yes” &k /R A 8 2 f# R o

T

ubuntu@pod-name-cnat-cnat-core-masterl:~$ for server in $(awk '/protocol/{print $1}'

/etc/hosts); do ssh $server "hostname && timedatect] status && chronyc sources -vn" ; done



pod-name-cnat-cnat-core-protocol-datal

Local time:

Universal time:

Tue 2021-09-07 10:22:16 UTC
Tue 2021-09-07 10:22:16 UTC

RTC time: Tue 2021-09-07 10:22:17
Time zone: Etc/UTC (UTC, +0000)
System cl ock synchroni zed: yes
systemd-timesyncd.service active: no
RTC in local TZ: no
210 Number of sources =1
MS Name/IP address Stratum Poll Reach LastRx Last sample

A* svtsng0l.mgmt 1 6 170 282 -1100us[-1858us] +/- 47ms
pod-name-cnat-cnat-core-protocol-data2
Local time: Tue 2021-09-07 10:22:16 UTC
Universal time: Tue 2021-09-07 10:22:16 UTC
RTC time: Tue 2021-09-07 10:22:17
Time zone: Etc/UTC (UTC, +0000)
System cl ock synchroni zed: yes
systemd-timesyncd.service active: no
RTC in local TZ: no
210 Number of sources =1
MS Name/IP address Stratum Pol1l Reach LastRx Last sample
A* svtsnqOl.mgmt 1 6 74 206 -218us[-1550us] +/- 46ms
pod-name-cnat-cnat-core-protocol-imsl
Local time: Tue 2021-09-07 10:22:17 UTC
Universal time: Tue 2021-09-07 10:22:17 UTC
RTC time: Tue 2021-09-07 10:22:18
Time zone: Etc/UTC (UTC, +0000)
System cl ock synchroni zed: yes
systemd-timesyncd.service active: no
RTC in local TZ: no
210 Number of sources =1
MS Name/IP address Stratum Poll Reach LastRx Last sample
A* svtsnqOl.mgmt 1 6 77 24 +796us[+1044us] +/- 47ms

pod-name-cnat-cnat-core-protocol-ims2

Local time:

Universal time:

RTC time:

Time zone:

System cl ock synchroni zed:

systemd-timesyncd.service active:

Tue 2021-09-07 10:22:17 UTC
Tue 2021-09-07 10:22:17 UTC
Tue 2021-09-07 10:22:18
Etc/UTC (UTC, +0000)

yes

no



RTC in local TZ: no
210 Number of sources =1
MS Name/IP address Stratum Poll Reach LastRx Last sample

A* svtsnqOl.mgmt 1 6 17 98 +2176us[+2275us] +/- 47ms



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



