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Flush the subscriber from the node and also clear browsing history/database from testing user handset s

clear subscriber imsi <IMSI number> --------——-—————-—- to be executed in the node to clear the subscri

1. BENMREMPDNERNAF,,
2. iBFputtyFHFEHFARESSHEZEAF HE A IED,

<#root>



SPGW

Press + for times then it collects the logs verbosity 5 Togs then select next options

+++++

S,X,A,Y,56,26,33,34,19,37,35,88,89
Once option 75 1is pressed then select 3,4,8 then press esc

CUPS: :

on CP:

monitor subscriber imsi <IMSI> +++++

on UP:

monitor subscriber imsi <IMSI> +++++

3. FEAXEER AEHIEFputtyeiF , HBARSEFETEL L ( Ktab/ER/Lo#HEA—IR ,

2FER2KLE ),

<tfroot>

On SPGW

logging filter active
logging filter active
logging filter active
logging filter active
logging filter active
logging filter active
logging active

facility
facility
facility
facility
facility
facility

S, X,A,Y,56,26,33,34,19,37,35,88,89

S$,X,A,Y,56,26,33,34,19,37,35,88,89

sessmgr level debug
acsmgr level debug
npumgr-acl Tevel debug
firewall level debug
vpn level debug

vpnmgr level debug

———————————————— to enable the logging

no logging active -------————---——- to disable the Togging

On CP:

logging filter active
logging filter active
logging filter active
logging filter active
logging filter active

logging active -----—-——---------

facility
facility
facility
facility
facility

sessmgr level debug
sxdemux level debug
firewall level debug
vpn level debug
vpnmgr level debug

to enable the logging

no logging active -------————---——- to disable the Togging

On UP:

logging filter active
logging filter active
logging filter active
logging filter active
logging filter active

facility
facility
facility
facility
facility

sessmgr level debug
sxdemux level debug
npumgr-acl Tevel debug
firewall level debug
vpn level debug

LAfE



Togging filter active facility vpnmgr Tlevel debug

logging active -------—--------- to enable the logging
no logging active -------—--------—- to disable the logging
Note :: These logging has to be enabled for short time depending on the CPU utilization because it

increase the utilization so while enabling logging need to keep a watch on CPU

4. BEER , BARFEABRCRLENR

config
logging monitor msid <imsi>
end

5. Mt IniT A ARSS 2R LR M URL 32508 , XA ZIRMATIH & HIZFKE — A Wputty 21
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<tfroot>

ON SPGW SAEGW

show subscriber full imsi <>

show active-charging session full imsi <>
show subscriber pgw-only full imsi <>

show subscriber sgw-only full imsi <>

show subscribers data-rate summary imsi <>
show ims-authorization sessions full imsi <>
show subscribers debug-info msid <>

On CP node

Show subscriber full imsi <imsi>

Show active-charging session full imsi <imsi>

show subscribers pgw-only full imsi <>

show subscribers sgw-only full imsi <>

show session subsystem facility sessmgr instance <> verbose
show Togs

On UP node

show sub user-plane-only full callid <>

show sub user-plane-only callid <> urr full all

show sub user-plane-only callid <> far full all

show sub user-plane-only callid <> pdr full all

show subscribers user-plane-only callid <> far all

show subscribers user-plane-only callid <> far

show subs data-rate call <callid>

show subscribers user-plane-only flows

show user-plane-service statistics all

show user-plane-service statistic rulebase name <rulebase_name>



6. NIEs5D G , TEL TRAFT FF Y & 3% A T no logging active

7. EAAFH BRI RENER,

Config
no logging monitor msid <imsi>

8. P1T It & 5 LAZRERUA /= B9 W AL D 318 S e FE AL Y putty £ 15

Show subscriber full imsi <imsi>. -->to get thecal id
show logs callid <call_id>
show logs

0. MRFEEMUD , WAFLXERSERACTKHE (MRRE ) , FREBREBT.
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1. R EDNSHEMEEBRKIN, MRKID , NIDNSEE R,

18.60.150.135 GTP =DNS> Standard query response @x3adc AAAA tracking.india.miui.com CNAME tracking-india-miui-com-1-77

42.185.241.29 GTP <DNS= Standard query 8x3984 AAAA www.shcilestamp.com

42.105.241.29 GTP <DNS= Standard query @x3984 AAAA www.shcilestamp.com

42.185.241.29 GTP <DMNS> Standard query @x3984 AAAA www.shcilestamp.com

42,185.241.29 DNS Standard query @x3984 AAAA www.shcilestamp.com

42.185.241.29 DNS Standard query @x3984 AAAA www.shcilestamp.com

42,185.241.29 DNS Standard query 8x3984 AAAA www.shcilestamp.com

42.185.241.29 GTP <DNS> Standard query @x63bb A www.shcilestamp.com

42,185.241.29 GTP <DNS= Standard query 8x63bb A www.shcilestamp.com

42.105.241.29 GTP <DNS> Standard query @x63bb A www.shcilestamp.com

42.105.241.29 b Standard query @x63bb A www.shcilestamp.com

42.185.241.29 DNS Standard query @x63bb A www.shcilestamp.com

42.105.241.29 DNS Standard query @x63bb A www.shcilestamp.com

18.68.158.135 Standard response www.shcilestamp.com A 121.241.45.21

18.68.158.135 DNS Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21

10.60.150.135 DNS Standard query response @xB3bb A www.shcilestamp.com A 121.241.45,21

18.6@.158.135 GTP <DNS> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21

18.60.150,135 GTP <DNS= Standard query response @x63bb A www.shcilestamp.com A 121.241,45.21

18.60.15@.135 GTP =DNS> Standard query response @x63bb A www.shcilestamp.com A 121.241.45.21

18.60.158.135 DNS Standard query response @x3984 AAAA www.shcilestamp.com AAAA 64:ffOb::79f1:2d15

18.60.150.135 DNS Standard query response @x3984 AAAA www.shcilestamp.com AAAA 64:TfOb::79f1:2d15

18.60.158.135 DNS Standard query response 0x3984 AAAA www.shcilestamp.com AMAA 64:ffOb::79f1:2d15

18.60.158.135 GTP <DNS= Standard query response @x3984 AAAA www.shcilestamp.com AAAA 64:fFfOb::79f1:2d15

10.AA.15A_ 138 LTP b= Standard auery reconnee (ei0Ad AARA wuw. cheilectamn. rom ARBA Ad: FFGh:-T70F1-2d15
DNSHEAT BR B

2REAFRIGIHES , EREREEEFR

<tfroot>

SPGW CP:
Show subscriber full insi <insi nunber>

CUPS UP:



show user-plane-only full insi <>

input pkts: 455 output pkts: 474

input bytes: 75227 output bytes: 103267

input bytes dropped: 0 output bytes dropped: 0

input pkts dropped: 0 output pkts dropped: 0

input pkts dropped due to lorc : O output pkts dropped due to Torc : O
input bytes dropped due to lorc : 0

in packet dropped suspended state: O out packet dropped suspended state: 0
in bytes dropped suspended state: 0 out bytes dropped suspended state: 0O
in packet dropped sgw restoration state: O out packet dropped sgw restoration state: 0
in bytes dropped sgw restoration state: O out bytes dropped sgw restoration state: 0
pk rate from user(bps): 18547 pk rate to user(bps): 25330

ave rate from user(bps): 6182 ave rate to user(bps): 8443

sust rate from user(bps): 5687 sust rate to user(bps): 7768

pk rate from user(pps): 13 pk rate to user(pps): 14

ave rate from user(pps): 4 ave rate to user(pps): 4

sust rate from user(pps): 4 sust rate to user(pps): 4

Tink online/active percent: 92

ipv4 bad hdr: 0 ipv4 ttl exceeded: 0

ipv4 fragments sent: 0 ipv4 could not fragment: O

ipv4 input acl drop: 0 ipv4 output acl drop: O

ipv4 bad length trim: 0

ipv6 input acl drop: 0 1ipv6 output acl drop: O

ipv4 input css down drop: O ipv4 output css down drop: O

ipv4 input css down drop: O ipv4 output css down drop: O

ipv4d output xoff pkts drop: 0 ipv4 output xoff bytes drop: 0

ipv6 output xoff pkts drop: 0 ipv6 output xoff bytes drop: 0

ipv6 input ehrpd-access drop: 0 ipv6 output ehrpd-access drop: 0

input pkts dropped (0 mbr): 0 output pkts dropped (0 mbr): 0

ip source violations: 0 ipv4 output no-flow drop: O

ipv6 egress filtered: 0

ipv4 proxy-dns redirect: 0 ipv4 proxy-dns pass-thru: 0

ipv4 proxy-dns drop: 0

ipv4 proxy-dns redirect tcp connection: 0

ipv6 bad hdr: 0 ipv6 bad length trim: 0

ip source violations no acct: 0

ip source violations ignored: 0

dormancy total: O handoff total: O

ipv4 icmp packets dropped: 0

APN AMBR Input Pkts Drop: 0 APN AMBR Output Pkts Drop: O

APN AMBR Input Bytes Drop: O APN AMBR Output Bytes Drop: 0

APN AMBR UE Overload Input Pkts Drop: O APN AMBR UE Overload Output Pkts Drop: 0O
APN AMBR UE Overload Input Bytes Drop: O APN AMBR UE Overload Output Bytes Drop: O
Access-flows:0

Num Auxiliary A10s:0

3KBECIACSH B BIFETEFHshow active charging@ T , HRERBFEAMBEIEF | ARREREFHRERM L,

<{froot>

Show active-charging session full insi <insi num> or show sub user-plane-only full callid <>



Ruledef Name Pkts-Down Bytes-Down Pkts-Up Bytes-Up Hits Match-Bypassed

dns_free_covid 4 428 4 340 8 0
icmpve 0 0 5 1423 5 0
ip-pkts 479 103670 432 74488 764 429
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 REAPRASIHES  MABERTER T SLLAMRELUNBEISER,

Total Dropped Packets : 132329995
Total Dropped Packet Bytes: 14250717212

Total PP Dropped Packets: 0
Total PP Dropped Packet Bytes: 0

R7Gx Rule-Matching Failure Stats:
Total Dropped Packets : 871921
Total Dropped Packet Bytes : 86859232

P2P random drop stats:

Total Dropped Packets : 0
Total Dropped Packet Bytes: O

2. K& show subscriberfi LM BN HET DL, MRBBIEFNT1% , WRAERRARES | FEFEFARWE,

input pkts: 455 output pkts: 474

input bytes: 75227 output bytes: 103267

input bytes dropped: 0 output bytes dropped: 0
input pkts dropped: 0 output pkts dropped: O

JMRLIRIRXITIRAFHHFEEEANMTCHESER  XRITEREANFTRABNAFIIH,

ITC Packets Drop: 47235019
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5. EEZEERGCENBTES K DHEMTURN,

6. 1T TCP¥:fik/ Al F= 4R BR R B] DA TE B4R B4 = 7 19 1 BR R 17 /L
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