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BEIEEGCEN. NP RSH[ISZETHANEDRTECN. AFFIDFZBEIMNZEOEN
o

- AT AEBRHIX1HIN-1EZD

« X2EiINI-2#Z0 , hEFREHESESR

« X35INI-3#E0 , FEHFRHEASFURNE

Hep , XE&OM3GPPHREE X , MINIFETSIHRERE Lo
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T RAM21.18.17H K ZF121.25.8/F , X3MDConnDownFIX3MDConnUp ( —/NEF R K£I3000 ) FF
HHIER,

PRGN

Mon Jul 04 00:44:15 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down. Context 1d:8, Local 1P/port:10.10.10.1/41833 and |

Mon Jul 04 00:45:29 2022 Internal trap notification 1423 (X3MDConnUp) TCP connection is up. Context 1d:8, Local |P/port:10.10.10.1/56805 and Peer I

HRSHEYFEHFMAES.

Old SSD pre enabling heartbeat timer
10.10.10.6
Date Time X3MDConnDown|X3MDConnUP
4th June 15 HRS 577 578
4th June 16 HRS 1487 1490
4th June 17 HRS 417 1490

HEPRRBUIEREETR



'
Port-7111
212538

GGSNO02
10.10.10.5
21.18.X

event-delivery
Port-7112
content-delivery
Port-7028

content-
delivery
Pm'ml;-l( 10.10.10.11

Event-delivery
Port-7002

GGSNO3
10.10.10.4
21.18.X

I MOZ>r>E@0>»0r

PGW 21.18.X
PGW 21.18.X

B HEBR S IR

1. REEMELIKRSHFNRS , EFR2RKIVEAFM,

2. LI AR s EILIBR S5 25

3. RUILIBRS B2 PingHtraceroute [E & o

4. RMEEEER M ES,

5. YR HIRIE MLIRSS BB TCPdumphY , [ R A9 2 B3 IE B TCPdump R 3K

FEEITFETR/RHATLER , KB IARNITRH.

1. YBELIRS S LAETRN®ON |, BEIRBKATFE.

2. HBAES — MM RSB O |, BEEMKXGPRSEF T R(GGSN)A M EEIF —E
Ko

3. YIEHIREMBER ( HIAINPU-PANIRER, showdsSHARXAE ) i, BMAEFEIFIN ACKEKE
LIRSS 88 , REERBPGWHISYN , X253 & X3MDConnDown F1X3MDConnUp,

4. BIFPIREAR , 21.25.8MAIRBIFIN ACKH 4 K Z+#R X3MDConnDown # A jg
X3MDConnUp, RHIRAFREIBEAR 21.18.17 HZiE Mt £ix —IRBEEE.

5 BEGGSNHLIBRS S LB A 7 HRAEOBITEIEE(1Tm) KHUTER -
X3MDConnDown X3MDConnUp&#i4t FH24IR %A . 1RV EEM3000Z M FI100 A,

6. K#EF A , 3B X3MDConnDown FIX3MDConnUpE3k 2244,

ER ST
LESEERS | LI TUERESEILIRS S, SLIRSSNTCPERY A,

show lawful-intercept full imsi <>



Hlgn -

[Tictx]GGSN# show Tawful-intercept full msisdn XXXXXXXXX
Monday April 25 14:15:11 IST 2022

Username : -

ip-address : XXXXXXXX

msid/imsi : XXXXXXXXXXX

msisdn : XXXXXXXX

imei/mei 1 XXXXXXX

session : Session Present

service-type : pgw

pdhir : Disabled

Ti-context : lictx

intercept-id : 58707

intercept-key: -

Content-delivery: tcp-format

TCP connection info

State : ACTIVE

Dest. address: XX.XX.XX.XX Dest. Port: XXXX———>>
Num. Intercepted pkt for Active call: XXXX ————— >>
Event-delivery: tcp-format—->>

TCP connection info ———- >>

State : ACTIVE———>>

Dest. address: XX.XX.XX.XX Dest. Port: XXXX———>>
Num. Intercepted pkt for Active call: 13 ——— >>>
Provisioning method: Camp-on trigger

LI-index : 649

XEGSEELIEERBRNBESEETTEMS -

show Tawful-intercept statistics



show

show

show

show

2R T EIHR R B

Tlogging filter
Tlogging filter
Tlogging filter
Tlogging filter
logging filter

logging active

active facility

active facility
active facility
active facility
active facility

pdu-verbosity 5

Tawful-intercept buffering-stats sessmgr all
Tawful-intercept statistics
connection-proxy sockets all

Tawful-intercept error-stats

dhost level debug

1i level debug
connproxy level debug
ipsec level debug

ipsecdemux Tevel debug

Logging active

No logging active

EXE , REAFEFRE , ELFIEZIL.

show dhost socket (in 1i context)

JHARBERNHH AREHFEDLE(VPP)EFURERIE IR EH AFINFIA(ACK).

[Tictx]GGSN# debug shell

enter vppct (from deb shell, use cmd "vppctl™)
vpp#show hsi sessions

Hlgn -

[Tocal]g002-Taas-ssi-24# deb sh

Friday May 13 06:03:24 UTC 2022



Last Togin: Fri May 13 04:32:03 +0000 2022 on pts/2 from 10.78.41.163.
g002-Taas-ssi-24:ssi# vppctl

vpp# sho hsi sessions

[s1] dep 1 thread 10 fib-index 6 dst-src [3.2.1.1:9002]1-[3.1.1.1:42906]
[s2] dep 1 thread 9 fib-index 6 dst-src [3.2.1.1:9003]-[3.1.1.1:60058]
[s3] dep 1 thread 8 fib-index 6 dst-src [3.2.1.1:9004]-[3.1.1.1:51097]

[s4] dep 1 thread 6 fib-index 6 dst-src [3.2.1.1:9005]-[3.1.1.1:45619]

4.J5 Fdebug logsfa , Al S fEtest@n © T /8 AALME R #show output logs.

show clock

show dhost sockets

show connection-proxy sockets all
show clock

5. EShow X FFFAE R
6. ENPU-PANIRER , LRZIBE IR EEASLIRS I[N TCPERERK L.

EEH

#eonfigure

#no npumgr pan-trace

#npumgr pan-trace monitor none

#end

#show npumgr pan-trace configuration

#configure

#npumgr pan-trace acc monitor ipv4 id 1 protocol tcp sa X.X.X.X mask 255.255.255.255 da X.X.X.X mask 255.255.255.255
#npumgr pan-trace acc monitor ipv4 id 2 protocol tcp sa X.X.X.X mask 255.255.255.255 da X.X.X.X mask 255.255.255.255
#npumgr pan-trace limit 4096

#npumgr pan-trace

#end



(check if disabled/enabled, it should be enabled)

#show npumgr pan-trace configuration

WS A MELENPU paniRiz , AEEER T —AKEEFREEBZG S

#show npumgr pan-trace summary

(We can capture packets based on npu number which can be done during testing if possible)
#show npumgr pan-trace detail all

NPU R R R :

3538 6/0/2 Non 6/15fab 70 Jun 02 16:47:10.05443343 144 Eth() V1an(2014) IPv4(sa=XX XX X X.147, da=X X X X .XX.201) TCP(sp=7027, dp=46229,
Packet details:

Packet 3538:
SA [4B] = XX.XX.XX.147[0x0aa40693]
DA [4B] = XX.XX.XX.201[0x0aa91ec9]
sourceport  [2B] = 0x1b73 (7027), destport  [2B] = 0xb495 (46229)
segnum [4B] = 0xc9923207 (3381801479)
acknum [4B] = Oxbbd482ef (3151266543)

flags [6b] = 0x11 ACK FIN

Y S

FERALTHSEPGWHRIXX.XX.XX.147 ( LIBRS S ) F OB EBBIHEE 104

<{froot>

Tawful-intercept tcp application-heartbeat-messages

timeout mnutes 1

fRIZFIN ACKIEF LIRSS BRMISYNZ IF. HXMPIFRT , PGWARREX3ZEOMARMA , B 0Bk
HEPGWHRER 7104 , AELIRSERLEM , XRIFFEOBIXIEZL TETRE. Hit



, X3MDConnDownFIX3MDConnUpHI iR &R 4.

SSDFAABI /R Ry 04T

A B c 1] E F [ H ® L M N o P a R 5 T
GGSN GGSM
latest (151 jul) 550 post enabling heanbeat timer latest [2rd jul) 550 post enabling heartbeat timar
10.10.10.6{Live Ll server 10.10.10.2(Test Li server) 10.20.10.6{Live Ll server] 10.10.10.2{Test Li serv
Date Date Time __[X3MDConnD own | X3MDConnli7 | %3MDConnDown | X3MOConaUF. Date Time | X3MDConnDown | X3MDConnlF | X3MD ConnDown | X3MDConnl
2othjune | BHRS 1 17 1 14 30th June | 00 HRS 43 4 51 0L:Jul[ 13 HRS 1 0
20th Jure | 9 HRS 1 [] 1 8 30th Jume | 01 HRS 2 2 01-Jul| 14 HRS 3 B
20th lune | 10HRS 1 7 z & 3thlune | 2HAS [ [ 01-Jul| 15 HRS 1 1
20th Jure 11 MRS 17 23 14 4 30th June I HAS 4 4 O1-pul[16 HRS 1 1
29th Jurs: 12 HRS 4 4 30th Jumi 4 HAS. o o 01-ul[17 HRS 1 1
20th lune | 13 HRS 4 4 30thlume | S HAS 2 2 01-Jul| 1B HRS 4 ]
F0th lune | 18RS 4 3 3thlune | GHRS ] 7 01-Jul| 18 HRS o 0
20th June | 15HRS 22 21 30thJuee | THAS. 2 3 OL-Jul[20 HRS [ 0
20th June | 16 HRS 2 21 30thjume | BHAS 2 0 2 1 01-Jul|21 HRS 1 1
F0th lune | 17HBS 5 & 3th lume | S HAS 1 8 1 & 02 -Jul|01 HRS 3 4
28th June | 18085 [ [ 30th june | 10 HRS [ 1 o 1 a2-dul2 HRS o 0
20th Jure | 19 HRS 5 o [ 30thJjume | 11 HRS [ 1 o 1 0z-hul 3 HRS 1 1
Z0th lune | 20HAS o 5 o 5 30thjune | 12 HAS 0 [ o [ 02-Jul|4 HRS 0 2 2
28th Jurne 21 HRS o 2 o 2 30th June 13 HAS o -] o o 02-pul[5 HRS a 3 8
29th Jure | 22 HRS 5 16 & 16 30thJune | 14 HAS [ o o 0 0 1 1
29th lune | 23RS 0 16 [ 8 30th june | 15 HAS [ 1 [ 1 02-Jul|7 HRS 0 o 0
30th lune | 00 HAS 7 a4 4 51 30th june | 16 HAS 1 18 1 16 02:bul |8 HRS [ [ [
o BRI o 5 ] 5 02.ull3 HRS ] (]
GG5H 30th June | 18 HRS [ 2 o 2 02-3ul| 10 HRS [ 0
Iatest [28 June) 35D post enabling heartbeat timer 30th june | 19 HAS [ 1 [ 1 02-Jul| 11 HRS [ 0
10.10010.E{Live LI serv 10.10.10.2(Test U 5 30th June 20 HRS o 7 02:pul[12 MRS 1 1
Date Time | X3MDConnDown| X3MDConsuP| X3MDCornDown| X3MD ConnUP 30thJume | 21 HAS ¥ i 2
2Bth lune | 1a RS 452 [ 443 465 30th june | 23 HAS
28thjure | 15mRS | | 122 | 280 30th June | 23 HRS
11 juil 00 HRS 7 5
GGSH 151 jul 1 HAS 4 4
Iatest [26 June) $SD post enabling heartbeat timer Lst jul 2HAS o 0
10.10.10.E{Live Ll server) 10.10.10.2{Test Li seever] 15t ful 3HAS o 0
Date Time [XIMBConnDown|X3MDLonsUP | K3MD ConnD own| KIMD ConnllP Lot jul 4 HRS. 4 4
26th lune | 1aHRS 500 s02 457 497 1st jul SHAS 4 4
26th Jure | 15 HRS 746 | 748 51 | Y 1t ful & HRS B &
Old 550 pre erabling heantbeat timer —1
10.10.10.6
oate Time |X3MIDConnDown K3MDConeuP |
4th June |15 HRS 577 578
dthiune  [16HRS | 1487 1490]
athiune  [17HRS | a17] 1450

SNMPFaRHE RXY EERE S

Mon Jul 04 00:44:15 2022 Internal trap notification 1422 (X3MDConnDown) TCP connection is down. Context
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(X3MDConnUp) TCP connection
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(X3MDConnUp)
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RXR&RE—XUEINBEHARES |, IR, TERFRIKEM.

[Tocal]GGSN# show snmp trap statistics verbose | grep X3MDConn

Thursday July 21 12:36:38 IST 2022

X3MDConnDown 12018928 0 9689294 2022:07:05:11:36:23
X3MDConnUp 12030872 0 9691992 2022:07:05:17:17:31
[Tocal]GGSN# show snmp trap history verbose | grep x.x.x.X

Thursday July 21 12:36:57 IST 2022



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



