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AR B SR 5 BB P % (ePDG) S HIH IAYE 5 T 3 (ASR) BAE A 5 19 1
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AIRASRRIE R ER 1 B AL 09 E B IEHT.

REMEERKPIN AR EZePDCLEREZ AN EHMePDCLERER N E K. MRKY
ZHBRBBD |, MBANKPIER,

BEXmRE

5t FePDGINRE , BB Z 2 (IPsec) BRI B IPsecESHRE. Eit , X FEMePDGIER |, &
RS HEERF B , BRIT-EMRE,

1. REDPCHFIRA , ENTEIXLEF Fi& 1Tipsecmgr. DPCEMSFLL FIEsRA (B AERA) o

show card table

2. REFPELCFHRFRS , sessmgrfipseemgr UENBN WL EHESFEARERTURITARENREER , RBEXLHE
=B 4bsessmgrfipsecmgr TEEMBIPRES. filin , EikfwmE S |, BFRipsecmgr & Foverlk3 , MTFAAR,

[Tocal]labc# show task resources | grep -v good Thursday January 19 19:41:15 UTC 2023 task cputime memor
LUF 2 F4H5 iz THsessmgrsifil , HFLES HmAES -

[Tocal]lxyx# show task resources max | grep -i sess Monday February 17 21:52:38 UTC 2023 task cputime mel



3. MRIPecR B BEAEFR , EREMBRITER :

show crypto managers detail ~ ----------------- this command shows statistics per ipsec so we can check if any drops
show crypto statistics ikev2  ----------------- this command shows overall ikev2 statistics for EPDGs for different msg flows

AR MREFREEE , ANANSEFRINRIAEE , $5E FHYIPsec/sessmgr T E R AF LERE
RENSEIHERPER M E I PsecR BN EF



FrEAE

EFFHARERAE , FEIEUATILR :

o BRIFEBLK (ERBEHNFLITT 6B HMetE )

s METREAEMERIEMEEENR?

o FATePDGHHIASRHI AT

c EYNEFEZLNPDG , HfZz —HRAAPDGH — MEFEEPD P MY H &

UTRERENAE :

o ERBEFHZE, NEBRMREZE (WRTFBRERR ) , EREKEAT KA FEHAEE(SD).

« REATERENE (ATHRWR )  BERENBMEEE (WREABFBRE )

o MEMEEERDSNMP)EBERBREN1E (ATEHERAR) , BERBERENBMBBERES (NREEFBX
£)o

o HESKUBEEREN1E (ATHEWR )  BRRENBEMEEE (WREABFBRE )

o ERIFLIT IR Emonsub :

monitor subscriber with options S, X, A, Y, 19, 33, 34, 35, 26, 37, 40, 50, 88, 89. Collect traces at verbosity 5 for problematic and non-problematic number

o 3SSD, [HFE30-45904% , ERIELFER,



% : Disconnect-reason 519EF533f FePDGAFEIEL,

c BRELBRARBENERETKINEE.

show configuration

show configuration verbose



- BHBENEE:

logging filter active facility sessmgr Tevel <critical/error> logging filter active facility ipsec Teve

o NHEHRERANSSHEE

show epdg-service all counters
-> View ePDG service information and statistics

show epdg-service statistics
-> View ePDG service statistics

show epdg-service session all
-> View ePDG service session infornation

show egtpc statistics interface edpg-egress debug-info
-> View egtpc statistics for ePD egress

show session [ disconnect-reasons | duration | progress | setuptine | subsystem]
-> jew addi tional session statistics.

show crypto statistics ikev2
-> View | KEv2 statistics

show di aneter aaa-statistics all
->View Di aneter AAA server statistics.

show subscribers epdg-only [ [ all J | [ callid call_id]]
-> View a |list of ePDG subscribers currently accessing the system

show subscri bers epdg-service service_nane [ [ all ] | [ callid call_id]]
->View a |list of ePDG subscribers currently accessing the system per ePDG servi ce.

show crypt o nanagers summary ipsec-sa-stats
---Need to collect with sonme iterations to check ipsec associations stats



gL HERZWERRAE, BEREFKEMNE. mon-subFimon proF BER |, BHRAELPEODRE , HRLKR
CPU LW E,

ik i}

LU RePDGHIREZESTFER RN AN RO

Initial Attach Sessions Success Rate ==((totsetupsuccess / totsetupattempt )*100)

MStatistics and Counters Reference - Bulkstatistics Descriptions , ST AR AR P ERAMNITEHES , THEES YL,



epdg totsetup-attempt- Total number of epdg session setup attempts. Increments upon receiving IKE_AUTH

epdg totsetup-success Total number of epdg session setup success. Increments upon successful IPv4/IPv6/

MSSDH |, #&T] LLE Blshow crash listiii ) , IEERBEEEMFE/AENFHRRSEKPI dip.

MSSDH | #& ] LL#& Zshow license infoFlshow resourcelii i , AEFHF A[iE R B HH S FITHREREIAN,

Wik show resources *¥¥%¥%¥%%% Wednesday December 07 16:58:25 IST 2022 EPDG Service: In Use : 1118147 |

Mshow epdg-service statisticsin TV , TR ER B HRERR,

“* show epdg-service statistics ******* Session Disconnect reason: Remote disconnect: 580994781 A

MERBNREPAUKIELHER , HATUSERENREHTER , UBEREFEEAER.
A UMREREN— LR -

£ Case-1(diameter-no-subscription) F , B 2 AT RER AT LA K I , Diameter EAPIER B XX EIAAAIRS 85, B2 , WEIWMAIRBIFE
RRABHE, Fit , REHESHIEMX(SPGW) DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION. £ i F i 7 IR J SE A
B —#®E, diameter-no-subscription. X F&BITEMA LK , LITAREEN , RAFGRIE. BXFIEKAAA) RS EREH 2
L T IZITH.



AR RENHARSHAAAHSSEWAPNITA |, MR WEE , ZHr#tTHEBRNELN R,

1E RHI127 (Session-setup-timeout) , FE P AT RERR , KT SFEIHIEL , HE R RERE, Sesson-setup-timeout. # —HFHE LI
, ePDGIEE B SPGW A XEGTP_CREATE_SESSION REQUESTHEE. , BEE&EWEHBEMNEMIGR, TTMES | EELE=ME
SR e SR UL ENEAAT I L o

Solution : In such cases mostly need to check why SPGW is not sending any response towards EPDG because EPDG maintains this setup timer within whi

ERBI3F , EARERARBRAPN)NERBAZEFPCW , BHEELNRRREN
EGTP_CAUSE_USER_AUTHENTICATION_FAILED.



Solution : Here the issue can be either at HSS or EPDG itself need to check the authentication parameters being exchanged between EPDG/HSS/AAA

ERELAFIEER , KTHRFE BEUEHITEFAN S, RIFGPPIEREXLERRE , HRFEAELERBEELMNTIT
R . BER , EAREIETREEAZSNR , I —RIFEE,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



