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1. ACL
FEATWLCLEEMNHTTPREMNACL, EFEACL , B ¥ ZSecurity -> Access Control Lists ->
Add New Rule,
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
* AAA
General General
= RADIUS
Authentication Access List Name CMX_redirect
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
LoAP 1 Permit 0.0.0.0 / 1048.33.100 / TCP An HTTP Any  An 0 [~ ]
Local Net Users - 0.0.0.0 255.255,255.255 v i i
MAC Filtering
s 5 10.48.39.100 / 0.0.0.0 /
w Disabled Clients 2 Permit TCP HTTP Any An An 0
MM 255.255.255.255  0.0.0.0 ¥ Lk a

User Login Policies
AP Policies
Password Policies

2. WLAN
Hit , ENFRNERTERE , BHIFWLANZITRZ £ RKEEE XL,

B %, #B|WLANs ->Edit->Layer 2->Layer 2 Security , ARG FH 5K Fi%#ENone , EitkLayer 2

SecurityBE M. RAfE , ZER—"RL&" &+ , EXANEIR,

HEEIRZE THARER | ML

BWebRBEMNERE, EMFMHRIEACLE , EEZHEENIPv4 ACL , FHHAER HIIRMHSMS S
BRI AR WLAN, %71/3 FiOver-ride Global Config ( B £ REE ) &M , # AME S HRIE
KB MUFMAEXternal ( EEMEINBRSER ) , REEELIHAUEE[EICMXRS . URLAIME
CMX SMSEHBRIEITFMEE , #&3 Jhttp://<CMX-IP>/visitor/login.

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANSs > Edit 'cmx_sms' < Back
~ WLANs ; s

WIANS General | Security | QoS | Policy-Mapping | Advanced |
RRAduanced Layer2 | Layer3 | AAAServers |

Save Configuration Ping Logout Refresh

COMMANDS HELP FEEDBACK M Home

Apply |

Layer 2 Security 8 | None
MAC Filtering2

Fast Transition

Fast Transition Disable %




MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

enera Security Qo Policy-Mapping Advanced |

WLANs
Layer 2 Layer 3 | AAA Servers |
~ WLANs
WLANSs

Layer 3 Security Web Policy |
» Advanced =5
Captive Network Assistant Bypass None <)

Authentication
© Passthrough

Conditional Web Redirect

Splash Page Web Redirect

On MAC Filter failure@

Web policy done locally on Apwarning
Preauthentication ACL IPvd CMX_redirect [ 1IPv6 None [&) WebAuth FlexAcl None [

Qr Code Scanning Email Input

Sleeping Client Enable

Override Global Config22 Enable
Web Auth type External(Re-direct to external server) E

Redirect URL | http://10.48.39.100/visitor/login

B. Twilio

CMXA X AE B RSB MHTwilioSE K., EEBEETwilio LMWK/, E |, REEI, FEACCOUNT
SIDFAUTH TOKEN,

TwiliocEHCHWEEER , BYRERSNWIEHITIER. EECMXER 28T , AT LA Twilio RS
, X EREEFTWilioIRESCMXESEA 2T , ATLARMN STwiliol® B XK H &,

) twilio DOCS
v & & 7 &
o L
Lo Dashboard
Billing Two-Factor Authentication
Usage Add an extra layer of protection to your account, with a verification code sent via SMS or voice call.
—~
= Settings (&) DISABLED
General
Subaccounts

Manage Users

User Settings
Doer Profile =
API Credentials
Upgrade 2 A
LIVE Credentials " TEST Credentials
AC3132a0b65£9ac560318a0a576e3£3dbd ACb7ec526108£B0811b68c6b7R9693069d
Used to exercise the REST API Used to exercise the REST APl
' ssssesssssscsssssnssssans (rssssssssssssnsssssntsnens
Request a Secondary Token
Keept S0m: 8 e and se

Keep this somewhere safe and secure
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FENEHEREBRMNBICMX | ARMPrimeE At iR e S H HY RS,
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Connect Experlences

Login Page - & English - @

Hawve SMS Coda?
Please enter your number to get Wi-Fi SMS Code Input Placenokder
Enter SMS Code
Have sMs Code? (IERD

&
1 - Phone Number* Twilio Conbguration @ &

Account ID:  AC3132a0b65f9ac54031820a57 6e3f3dbd

Pleasa review and aceept our Tarms & Conditions Auth Tokan:
for access to Wi-Fi,

From e
Nurmber +a2
SUBMIT
Reset
Narme r Optional
Email # 7 Optonst
Gender # | Optionsl

— Error Messages

Error Modal Title .
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A WLCEE
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1. ACL

FMEMNEAHTTPSERN BMRRIUEF E—# , XAEWLCLEEAFHTTPSHRENACL, EfE
ACL , 1% ZESecurity -> Access Control Lists -> Add New Rule,

CMX IPAFATF £ ¥FWLCHICMXZ BIHTTPSHi&, ( EEAHIF , CMX IP3710.48.39.100 )

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
¥ AAA
General General
= RADIUS
Authentication Access List Name CMX_Auth
Accounting
Fallback Deny Counters 0
DNS
Downloaded AVP Destination
» TACACS+ Seq Action Source IP/Mask IP/Mask Protocol Source Port  Dest Port DSCP Direction Number of Hits
LDAP 10.48.39.100 / 0.0.0.0 {
1 Permit TCP HTTPS An An An 0
Local Net Users 255.255.255.255  0.0.0.0 ¥ Y Y a
MAC Filtering
X ) 0.0.0.0 / 10.48.39.100 /
« Disabled Clients 2 Permit TCP Any HTTPS An An 0
0.0.0.0 255.255.255.255 ’ ¥ e

User Login Policies
AP Policies
Password Policies

b Local EAP

WA EEEEHAH BFacebook URLHIDNS ACL, At , TR S — >iHE B &S RAPER 2 BIE
EMACL ( &FIFRACMX_Auth ) BB , HEBEHRBIRKERENERS K , RAEERRMN — 1
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security ACL > CMX_Auth > URL List
 AAA
General URL String Name Add
* RADIUS .
Authentication URL Name
Accounting
Fallback facebook.com -]
DNS m.facebook.com )
Downloaded AVP
» TACACS+ fbedn.net a

LDAP

Lrrsl Mat | lears

2. WLAN
RERMLER , MEIMEN , FEEWLAN LA TR ERE,

Mz I SMSSEMAT A AR |, B A EIWLAN >HRE — >FE2F — >F2ERE , ARETHY
RHPERET K RUBEAF2EZS, £R—Securityi£B+/H , EdkHLayer 3, fELayer 3

Security FRE &/ | kX% FEWeb Policy#Passthrough, EM &G IIEACLAF | EFRZRIBEEH
IPv4 ACL , 5 H 487E B A JUE S Facebook 2 4 & 13 3 IE B A RIWLAN, #4715 A Over-ride Global
Config ( BEH£REE ) &M , HENEEHRIEER KM NExternal ( EEBBIANIPRSES ) |
HEFHAUEEREICMXRS. HEE , WAURLAIE AL T #E X https://<CMX-
IP>/visitor/login,

Save Configuration  Ping Logout Refresh

ol ' L l I
CISCO MONITOR  WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit ‘cmxFW' <Back | Apply |
* WLANs > v - ? v .
WLANs General | Security | QoS | Policy-Mapping | Advanced |
» Advanced Layer 2 | Layer3 | AAA Servers |
Layer 2 Security & | None a3

MAC Filtering2 [ |

Fast Transition

Fast Transition | Disable #

nlllulllu Save Configuration Ping Logout Refresh

cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK A Home
WLANs WLANSs > Edit 'Facebook’ < Back Apply
* WLANs . . .

G 1 S i Policy-M Advanced
WA eneral I ecurity | Qos | cy-Mapping | an |

¢ Advanced Layer 2 I Layer 3 | AAA Servers |

Layer 3 Security 4 | Web Policy 4|
) Authentication

° Passthrough
| Conditional Web Redirect
) Splash Page Web Redirect

") On MAC Filter failurel@

Preauthentication ACL IPvd | CMX_Auth | IPv6 | Mone§| WebAuth FlexAcl | None %/
—| Email Input
Sleeping Client || Enable

Ower-ride Global Ccnﬁgﬂ Enable

Web Auth type | External(Re-direct to external server} |

URL  https://10. fvisitor/login
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= Activity Log
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- SEMTE
EECMXEOIBEMR , NHITE 2 SIESMSEM TR R, EZECONNECTEENGAGE-
>EE, JESAE TR ERERERKIERRENERTS

BidFacebookEUEEMERITF EAERKFIERE, EMNLKFFH , ERIZEENIFN , HESE
CONTENT->Common Elements->Social Auth , & J5i%#¥Facebook. ARG AMFacebookIkERHY
MABMMNAID (FH ) -
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1. ACL

ENBINERAHTTPSER SHRIESFE—#H# , XAEWLC LEE A FHTTPSTHREMNACL, ERE
ACL , {53 ZESecurity ( 2% ) — > Access Control Lists ( 7732 #I%)% ) — >Add New Rule (
DFETH ) .

CMX IPAFAFAYFWLCHICMXZ BINHTTPSHRE., ( EAHIH , CMXIPR10.48.71.122) ,

SR TBIRECMX CLILE R Hd5%“cmxctl node ssimode enable” , HCMX LB Asslo

alaln
cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

Security Access Control Lists > Edit
* AAA
3t General

Access List Name CMX_HTTPS
Deny Counters o

Seq Action Source IP/Mask Destination IP/Mask Protocol Source Port Dest Port DSCP Direction Number of Hits
1 Permit 10.48.71.122 / 255.255.255.255 0.0.0.0 /0.0.0.0 TCP HTTPS Any Any  Any o [~}
2 Permit 0.0.0.0 4/ 0.0.0.0 10.48.71.122 / 255.255.255.255 TCP Any HTTPS Any  Any o °

2. WLAN
RERMBLER , MEIMEN , FEEWLAN LA TR ERE,

M2 BIXTSMSFNAE AR M L& EMAT A BREE | B % , #HEIWLANs->Edit->Layer 2->Layer 2

Security , AFE TR FIFRFA1EENone , EitLayer 2 Security#Z ., 7E[E —Securityi £+

, Bt Layer 3, fELayer 3 Security FRIKEH | {KIRi%EFWeb PolicyfPassthrough, £ & 14
WIFACLA |, &R 2 BIELERIPv4 ACL ( APl BANCMX_HTTPS ) |, HIFH 48 E 248 R Ay
WLAN, @48 FiOver-ride Global Config ( BEH £ BEE ) %W , H BMNE SR IERE MM A
External ( EE@EINPRSES ) , AEEFFHANEEEEICMXERS. EEE , LB URLAIE
A LA T # X https://<CMX-IP>/visitor/login.



CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMEN

WLANSs WLANSs > Edit 'cmx_login’
+ WLANS p . )
AN General | Security | QoS | Policy-Mapping | Advanced |
} Advanced Layer 2 | Layer 3 | AAA Servers |
Layer 2 Security & | None c

MAC Filtering2 [

Fast Transition

Fast Transition | Disable 3|

Lobby Admin Configuration

Lobby Admin Access

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANs > Edit "cmx_login'
+ WLANS o P i . "
s General Security | QoS | Policy-Mapping | Advanced |
b Advanced | Layer2 | Layer3 | AAA Servers |
Layer 3 Security Wed Policy 5

-

Captive Network Assistant Bypass Mone &

Authentication
D Passthrough

Conditional Web Redirect

Splash Page Web Redirect

On MAC Filter fallured?

Web palicy dene lecally on APERming
Preauthentication ACL IPvd | CMX_HTTPS 5 IPvE | Mone & | Webauth Flessacl | None 3

Qr Code Sﬂl'll'lil'hﬂ Ermail Imput

Sleeping Client Enabla

Override Global Confige? Enatie
Web Auth type External{Fe=direct bo external server) &
Redirect URL  https:/f 10.48.7 1. 122 fvisitorflogin
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Login Page = @

Complete registration to onboard to wifl.
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Text Ement

Social dum
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Contset ua Soacer

ERITAFRAEERS LRIBEE BHRIE , HEWLC GUIF |, #FMONITOR->Clients H1£ %

RPEREFUIRAIMACH I

alvali
cisco MONITOR  WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP  FEEDBACK
Monitor Clients
Summary Current Filtar  Nore [Ehangs Fiter] [Cisar Fiter]
b Access Points
b Cisca CleanAir
b Statistics Cllent MAC Addr TP Address{Tpvd /Tpvs) AP Name WLAN Prafile WLAN 581D
o 64, aFa-3702t Facebosic WiFi_Facebook.
» coP
+ Rogues
Clients
Slesping Clients
Multicast
+ Applications
Local Profiling
Foot Notes

RLAN Clients connected to AP702w, will ot shaw Clicnt 1P details.

Saye Configuraion  Ping  Logout  Befresh

A Home
1-10l1

User Name Pratocal Stan Auth Port Siotld  Tunnel  Fastiam

waknown 802,110 Mssocated  Yes 1 1 e tia

KREFFIRBMACHLE , ERAFEF , BIAFF HRBEEERRSL TRUNKES ¢

cisco MONITOR ~ WLANs CONTROLLER — WIRELESS
Monitor Clients > Detail
— Max Number of Recards | 103 | Elear AVC Stats
b Access Points
General | AVC Statistics |
b Cisca CleanAir
b Statistics
i Client Properties
b Reoguss MAC Address 1a:
Clients 1Pvd fcidress 64
1Pv6 ndress fe80:
Sleeping Clients
Multicast
# Applications
Local Profiling
Client Type Roguiar
Client Tunnel Type  Unavaidsble
User Name
Port Number 1
Imertace intemet_sccess
VLAN 1B 129
Quacantios VLAN 1D ©
£ Version ot
E2€ Version E2tv1
Mabilty fiske Local
Motility Peer 1P A
Address s

Mobilty Move Count

[posey Manages stse_nun

Mansgement Frame
Protection

uaTime (S6c) 71

Current TaRzeset

SECURITY ~MANAGEMENT COMMANDS HELP  FEEDBACK

AP Properties

AP Address 78:
AP Name API-3702L

AP Type 802.11ac

AP radio sk 1 1

WLAN Profile Facebacic

WLAN SSID Faceback
Data Switching Contral
Authentication Central

Status Associated
Assosiation 1D 1

802.11 Authentication  Open System
Reason Code 1

Status Code [

CF Pollable. Nt Implemented

CF Poll Request Mot Implemented

Shart Preamble Hot Implemented
PRLCE Hot Implemnented
Channel Agility Mot Impiemenzed
Timeout 1800

WEP Statg WEP Disablo

Allowed (URL)IP address

‘Save Configuration.  Ping  Logout  Sefresh
A Home

< Back LinkTest  Remeve
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DETECT NALYTIC CONNECT o v
SUaECT, AnaLyTics  CORNEGT MANAGE SYSTEM

' Interval

Global = Ne - Last 7 Days

Global Dashboard

Today at a Glance - Feb 22, 2018

[ » ] .
... 1 Visitor Trend compared to: Data Usage:
. Total Visitors Yesterday Average: Upload ?
O=% Q17% 0 0

Repeat Visitors : 0

off. ®

New and Repeat Visitors R Network Usage

B Repeat Visitors
I New Visitors

EREAFEFEMAEE , BEALANRE LT+ K[ Visitor Search:

Visitor Search

Usa Search Filter Options
Search on

19 of 19 selected

EXPOTt Preview (Up to 100 results shawn, please expart CSV ta view a

First Last Last Last Operating Bytes Bytes Social Soclal
Mac Address State Login Login  Accept Logout Location/Sie Portal Auth Type Davice Qam 9 Received Sent Facebook Facebo
Time Time Time Time Name Gender|

Feb 22, Feb 22, Feb22, Feb22,
- 2018 2018 2018 2018 + > Windows Catarina
active 23750 3:38:22 3:38:22 3:38:22 Global RegistrationPage  CustomPortal REGISTRATION PC 10 o (1] Sika female

PM PM PM PM

Showing 1041

B HERR

NTREXTZEZARENR , AAEWLCHNIT—LEFR :

>debug client<MAC addr1> <MAC addr2> ( A —PNRZNEF iR MACHE1E )
>debug web-auth redirect enable mac <MAC addr> ( i Aweb-auth® F iz I MAC#1iF )
>debug web-auth webportal-server enable

>debug aaa all enable

B A FRATHESRR , MRFE , TAERARELERRESHIRKITHRE,
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