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SNMP &7 2

WLC GUI:

SMEIEE> SNMP > X>5E2 |, B R



WLANs CONTROLLER ~ WIRELESS  SECURITY MANAGEMENT COMMANDS — HELP

Managemeant SNMP w1 [ v2c Community

Community Name 1P Address{Ipva fIpee) TP Mask/Prefix Length  Acoess Mode  Status
IPSec Parameters

IP5ec

HTTP-HTTPS

SNMP 2/ B &

BWASNMPIF4ESR. :

TS Saye Configuration  Ping | Logout | Refresh

ol
Cisco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP oot{ReadwWrite) A Home

Management SNMP v1 / v2c Community > New
Sy Community Marme CMXcOmmunity

¥ SNMP
= IP Address(Ipwd/Ipvd) 192.168.166.70

IP Mask/Prefix Length 255,255.255.255
Access Made Fead/Write
Status Enable v

HTTP-HTTPS

SNMPZE2IREL B 1IFHER




EE  SNMPIFEERARTIRERNIER/E, SNMPIRASXKFTEERNE A,

WLC CLI:

(Cisco Controller) >config snmp community create CMXcOmmunity

(Cisco Controller) >config snmp community ipaddr 192.168.166.70 255.255.255.255 CMXcOmmunity
(Cisco Controller) >config snmp community accessmode rw CMXcOmmunity

(Cisco Controller) >config snmp community mode enable CMXcOmmunity

SNMP k74 3
WLC GUI:

S EIEE> SNMP > SNMP V3R F>#TE , 1B

Saye Configuration  Ping  Logowt  Refresh

vl
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS — HELP User:root(Readwrite) & Home
Management SNMP V3 Users [Capply ]| New... ]
Summary
T
, SNMPv3 Use
jeneal SNMP User Lockout Enable a
SHMP V3 Users!
o =3
Trap Receivers SNMP Usér Lockout Sttermgls 3
Trap Controls
Trap Logs SNMP User Lockout time 5 minutes
HTTP-HTTPS
IPSEC SNMP User password lifatime o days
SNMPEE3hREL &

W ASNMPIFHEER :

Saye Configuration  Ping  Logout  Befres

MONITOR ~ WLANs  C OLLER IRE! URITY MANAGEMENT COMMANDS — HELP E
Management SNMP V3 Users > New
Summary. User Profile Name bulkvthras
 SHHP Access Mode Read Write w
General
SHMP W3 Users Authentication Protocol | HMAC-SHA «
Trap R = sarnsasnsnnnasnn sabbrans bR RIIRE
Erau i.:m'-lrols Auth Password Confirm Auth Password
Trap Logs
Privacy Protocol -AES-
HTTP-HTTPS i LFBAEE L8 v
IPSEC serrsmsnsnanaen FETT T p—
Telner-55H Priv Password Conilirm Priv Password

SNMPSE3MREL E i 415 5



AE  SNMPHEERN BB ERNIR/E. SNMP & BRI AI A RSHASKMDS,
SNMPERFA I AT LALRAESHDES,

WLC CLI:

(Cisco Controller) >config snmp v3user create bulkvthree rw hmacsha aescfb128 makEsnmpwOrkbulk version3i

9800 WLC L HySSH1A Bl EL iE

EBECMXAATIHEWLCHAFEE,
WLC GUI:

SMEEESAREESHM , BRR.



CISCO

SLLLIY Qi__s;a Catalyst 9800-CL Wireless Controller

Ia'l'-.-:':'l"uil‘:fril":aiic:"! = » User Administration

|+ Add ]
Name
O root
O admin
1 10 +

WLCHAFEE

MARAFEAEER , A/ EHUpdate & Apply to Device:

3 Ussr Adeministrasion Edit Lizer Administration
&
Hora & w

1 Update & Appiy 1o Device

WLCAFEEERE

WLC CLI:

#conf t
(config)#username root privilege 15 password 0 RtpW2121!
(config)#end



EFRCMXA T U5 R A3 B B X WLCHIR BRI Al MECE R BB CLIZER , M TFAIR

#conf t
(config)#enable password O Rtpw2121!
(config)#end

AR BEELRMEBHNRERI,

ETXTHREBSRTHAWLCES

CSVX A E#ZEEExcelREH IR , EASHMEXER AR IEEAN++RAEM A RIERRHIER
FE, BAMMEP , WLCHENGEEREIEER++PTR , —BElE , XER/RRFHNCSVILH.

ERMBINARERPHESIRTWLCHRE | TR :



AireOS:
« WLC , WLC IP#s3it , WLCHRAS , SNMPhRZA , SNMPE &
SNMP R A8:

- SNMP AR 2
- WLC. WLC IP#tt, WLCHRA, SNMPHRA, #[X &%k
- SNMP g7 3
-~ WLC, WLC IP#e3t, WLCHRZ, SNMPHRZA, SNMPAFH. SNMPEARIEMHL,
SNMPE B IEZ ., SNMPRRFANEL, SNMPERFLAZEM

9800 WLC:
. Catalyst(IOS XE)WLC. WLC IP#z3it, WLCKRZ, SSHFEF &, SSHBB. BASE

BIEFEZBINELR , A A =/MWLCKZ4iEBHAIreOS SNMPhR A2, SNMPARRA<3F19800
WLCELE , LUREIRENFIEREEREE, XX FERANWLCEENT

AireOS:

« SNMP fR7x 2
- WLC, 192.168.166.33. 8.10.196.0, v2c, CMXcOmunity
« SNMP fR7 3
- WLC., 192.168.166.34, 8.10.196.0. v3. bulkvthree, hmacsha.
makEsnmpwOrkbulk, aescfb128, version3workinG



xE S'ZhE’JEfﬁg_nft*”“;'?—:hmacmdethacshao TN T XA RdesHaesctb128,
ﬁ‘t; BXoKNE,
9800 WLC:

. Catalyst(I0S XE)WLC , 192.168.166.65. 17.09.04, root. RtpW2121!, RtpW2121!

CMXAEEB BT CSVE B S — 5 7 FWLCH R 2AireOSE 29800 WLC, HIRE—5 SR
WLC , RICMX T #WLC2AireOS , {821 £ % — 5| & RCatalyst(IOS XE) , MIWLC CMX T ##WLCE

9800 WLC,
EEAR++EE

| Wireless LAN Controllers. bt E3

NL ,192.168.166.33,8.10.196.0,v2c, CMXcOn
WLC,192.168.166.34,8. . , bulkv e

Catalyst (IOS-XE) WLC,192.168.166.65,

snmpWwlrkbulk, asscfbli8, version3workinG
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MXHZEFRACSV
BRXMHFHNTREN.csv, IENHRLE Nt , BF BB IER , CMX#E,

e 3 v 7 » Desktop > CMXTZ v G
Organize = MNew folder
s il OneDvive - Perst MNamse Date maodified Type Sire

[l Desktop »
4 Downloads #
H Documents #
PN Pictures *

ﬂ Music *

File na Wireless LAN Controllers.csv

Save a% type: Al types (%)

» Hide Folders B Append extension Save
FxHE5FEHRCSV

XHRRBFACSVIH,

J > Desktop > CMXTZ

Wireless LAN
Controllers.csv

XHERSEFACSY

WMRXHTTT , FEREBHER.

Cancel



ﬂ AutoSave . L‘-H:: "‘,) L = [Wireless LﬁNComrolfers.cst@ e jo.

File Home Insert Page Layout Formulas Data Review View Automate Developer Help

r_I|:| A Cut Aptos Narrow i «A A == |E| B 22 Wrap Text General -

s LB Copy v _

Paste B I U~H~ & A = == = 3= | [E Merge & Center ~ $ -~ % 9 % -9 d

" ¥ Format Painter Fon

Clipboard M Font 5 Alignment ] Mumber M
R20 v I Sfx
A B c D E F G H

1 [WLC 192.168.166.33 8.10.196.0 vZc CMXcOmmunity
2 WLC 192.168.166.34 8.10.196.0 v3 bulkvthree hmacsha makEsnmpwOrkbulk aescfbl28 version3workinG
3 Catalyst {I0OS-XE)WLC 192.168.166.65 17.09.04 root RtpW2121! RtpW2121!

CSVM#HITHERWLCHEER
FCSVXHF ACMX

ERN NSRS EBIEICMX , EELZEXHEARIMUSFTP)REZ £ EFIHIL(SCP)E &M A
3£ MobaXtermz{WinSCPE 2 fF Al iR e BUE TSR BB 3 X . o4 LAN Controllers.csvX #
NFZETSFTPHRSEES , HITMCMXIBESFTPEIIRS ESHIERE | RERINT B 425 X4 -

<#root>
[cmxadmin@cmx1063 ~]1$

sftp tac@92. 168. 166. 91

tac@192.168.166.91's

passwor d:

Connected to 192.168.166.91.
sttp>

cd Desktop/ CWX TZ

sttp>
dir
Wireless LAN Controllers.csv

sttp>

get "Wreless LAN Controllers.csv"

Fetching /cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv to Wireless LAN Controllers.csv
/cygdrive/c/Users/tac/Desktop/CMX/Wireless LAN Controllers.csv 100% 224 2.3KB/s 00:00
sttp>

exit

[cmxadmin@cmx1063 ~]1$

I's -1h



total 28K
dr-xr-xr-x. 2 cmxadmin cmxadmin 4.0K Aug 29 2022 bin
-rw-r--r--. 1 cmxadmin cmxadmin 224 Jan 22 14:29 Wireless LAN Controllers.csv

[cmxadmin@cmx1063 ~]$

B NMRNHANEHRIEER  FHREAquotesfEASFTPIREUI A , IXHESFTP&F
BEEHN XA BEHRANENZRS,

=
<
/.

ECMXHF T4
BIUZICMXHISSHIEE , REETUTHS :
<ftroot>

[cmxadmin@cmx1063 ~1$

cmxctl config controllers inport



Please specify import type [PI/FILE] [FILE]:

FI LE

Please enter CSV file path:

/ home/ cnxadm n/ Wrel ess LAN Controll ers. csv

Controller Added 192.168.166.33
Controller Added 192.168.166.34
Controller Added 192.168.166.65
[cmxadmin@cmx1063 ~]$%

IR BRI L L/home/cmxadmin/FF k.

Ny
\
i

5 UE



MCMXEIIE
MCMX GUIFICLI , ATAR ZERMAIWLCLAFIAEAILEHHN A X T 1E,
CMX GUI:

EMEBISYSTEM , B FRFUBEBRWLC , WLCAAUEEE RIPHuE ( EFIR ) , FAEMEHE
RAFEMRE,

Contrallers
P Address Version Dytms Last: Hoartd Aation
CMX GUI
CMX CLI:
<#root>

[cmxadmin@cmx1063 ~]1$

cnxctl config controllers show

e e o et T Fmm———- fmmm +
| IP Address | Type | Version | SHA2 | Status |
e e o et T Fmm———- fmmm +
| 192.168.166.65 | Catalyst (IOS XE) WLC | 17.09.04 | Yes |
ACTI VE

I
e e o et T Fmm———- fmmm +
| 192.168.166.33 | Aire0S WLC | 8.10.196.0 | Yes |
ACTI VE

I
e e o et T Fmm———- fmmm +
| 192.168.166.34 | Aire0S WLC | 8.10.196.0 | Yes |
ACTI VE

I
e e o et T Fmm———- fmmm +

[cmxadmin@cmx1063 ~1$

MWLCEIE

MWLCH L& GUIFICLIR IE 5 CMXHYER,

AireOS GUI:



SMEEE>TRS> CMX |, WEFTR.

nllhllln

CIsco MONITOR  WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Monitor
CMX Server

Summary
CMX Server IP Services Sub-Services AP Monitor Service Configuration Group Subscriptions

. . RSSI Mobile Statien A
b Cisco CleanAir Tags

¥ Statistics 292-168-166:70 Info Mobile Station Mo

» Access Points

¢ CDP

Statistics Mobile Station ot

» Rogues
Clients
Sleeping Clients
Multicast

» Applications

Local Profiling

¥ | Cloud Services
CIM2

= Telemetry
Network Assurance
Webhook

AireOSK IECMXIE

AireOS WLC CLI:

<#root>
(Cisco Controller) >

show nmsp stat us

Number of Nmsp TLS Connections supported......... 5
Number of Nmsp HTTPS Connections supported....... 1
CMX Server Echo Resp Echo Req Tx Data Rx Data

192.168.166.70 847 847 861 17
(Cisco Controller) >

9800 WLC GUI:

SinE EE>FL%> NMSP > DNAZREE. , BT,

B ‘vl Cisco Catalyst 9800-CL Wireless Controller ~ Welcome oot | &% % A & he o Q & Focdback | S (@
17.04
IP\-' nitoring * > Wireless ™ » NMSPI
Cloud Services | DNA Spaces Information | Statistics Controller Settings
DMA Spaces T Tx Echo Y FxEcho YV TxData Y RuData T Unsupported T
Status T IP Transport T Response Request Frame Frame Ci jons YT Disc i T
@ 192.168.166.70 TLS 883 883 B 17 3 2 o
1 10 »

9800 WLC GUIFHICMXie&E

9800 WLC CLI:



<ffroot>
#

show nnmsp status

NMSP Status

DNA Spaces/CMX IP Address Active Tx Echo Resp Rx Echo Req Tx Data Rx Data Transport

192.168.166.70 Active 877 877 6 17 TLS

HUEHEER

B EMCMXFIWLCH T FEHERR , SNMPRINMSPE AR 9 X @ LF I , ETHE
SNMPHINMSPEt M\ B IR EHITHEHERR , A THRE | IR THRIHITHEHRBREXEE,

AireOS WLCHEEHER

A AR T AR ASNMPRIR :

(Cisco Controller) >debug snmp all enable

A BT 5 XS ANMSPIRR :

(Cisco Controller) >debug nmsp all enable

EZAEE T OTAR

(Cisco Controller) >debug disable-all

9800 WLCH FEHERR

AR T AR E ANMSPiER :

#set platform software trace nmspd chassis active RO all-modules verbose



WIESRIK , FACMX IPHuEE |, tITFAFR :

#config t

(config)#ip access-Tist extended NMSP

(config-ext-nacl)#permit ip host <CMX IP Address> any

(config-ext-nacl)#permit ip any host <CMX IP Address>

#monitor capture NMSP interface <Interface - port> both access-Tist NMSP buffer size 100
#monitor capture NMSP start

EWERHAMEREFBRS S , BIITATERE .

#request platform software trace archive last 1 days target bootflash:NMSPArchive
#monitor capture NMSP stop
#monitor capture NMSP export bootflash:NMSP.pcap

BEXRRRNBESHR , FHRITUATERE

#no monitor capture NMSP
#set platform software trace nmspd chassis active RO all-modules notice

CMX i B HE &
BT AN MECMXAE :

[cmxadmin@cmx1063 ~]$ cmxos techsupport dump
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AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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