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<tfroot>

WLC#

show tel enetry connection al

Telemetry connections

Index Peer Address Port VRF Source Address State State Description

0 CATC_IP 25103 O WLC_IP Active Connection up
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B Telemetry Status

Device Health: --
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eisco

Catalyst Center
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Resolved lssues grored |ssues

B, UK ERREE S — S HEREBURE,

Dovice 360
, WLC "WLC.podxl.cisco.com" has rebooted unexpectedly.
24 H

Open

Description

B Telermetry Status

Issues (1)

Suggested Actions (4)

Physical Neigh

FHXIWLC LR & BY R B WAV IRF

= Edit lssue Setlings
WLC Reboot History
T Export
Search Table
Time = Uptime Reason
711426 2:19pm Zd 1Bh 19m PowerOn
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evie Run All
Run



Device 360
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Event Viewer
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el Catalyst Center ance | f vents 7 ' A Saikat v

24 Hours 202 1

Most Impacted Buildings by Issue Priority: Globa

0 BGL Campus

] P 0 b2 4 B 7 Pz 0
Total Open: 8

() Search Table
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(P3)AP Reboot Crash

fCisca BGL Campus

1 Flaars

) Export

Most Impacted Buildings H

Issue Site Device Davice Type

L 14/Test-Floord LAB-9115 Ciseo 9115AX Unified A

AP "LAB-9115" has rebooted due 10 a

feare crash,

JAXI Unified A

FBGL 14/Test-Floord LAB-9130-1

Floora LAl

41302 Cisco st 9130AX Unified A

Total Open: 8
LAB-9138

AP "LAB-9136" has rebooted due to a ha are or software crash,
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! Issues and Events

Gl {Cisco BGL Campus "
AP "LAB-9115" has rebooted due to a hardware or software crash.
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LAR-E

Evice IF 10.127.197.180
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AP Disconnect - Heartbeat not heard from AP

Event:
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caregory Tyvo (TR

Event Name

Inf Radic Slot ; 1 (5.0GHz} | Power: 11 dBm -= B dBm | System Driven

Device Event
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Tx Power, Channel Information & Frame Stats : FLltREHE L |

&1 LLE B Tx power trends.
channel assignment history, AP radio operational state, Tx frame counts by type(data vs.
management) , LA &top SSID s by client/packet count,
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whals Catalyst Center

arding Packet Capture Full Packet Capture OTA Sniffer Capture Access Point

Access Point

AP Stats Capture Anomaly Capture

- o

Configure AP Enablement
O Specific - select specific APs and enable

Get Started

APZitHE BHFREI

s [ Intellige

alul Catalyst Center

Onboarding Packet Capture
Access Point
AP Stats Capture Anomaly Capture
© Specific - select specific APs and enable or disable

1 APs are individually configured out of an allowed total of 1000,

Enabled APs (1) Disabled APS (17) Mot-Ready APS (0)
AP_NAME *
Enable E
a Access Point Device Type 05 Version Owerall Health Scora = Cliam Coum Configutation Status
] AP_NAME C9130AXI-D 17.15.4,180
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Catalyst Center

Acoess Point

Access Point
AP Stats Caplure

O Gloval = select specific WLC3 and enably

WL podil chen com

2REAAPSIHE R EREHR

BRAPZITE EHIR/G |, Catalyst Center& N E EHIEFIWLC — EA FATIEN S EAPSFR
BEAP , EAEURTEREENMAPLIIBAZEREWLCEERE B,

Task Details /| Work ltem Details

Q Search by device name ® Device IP: 10.127.197.194 Site: Global/Cisco BGL Cam

WLC.podxl.cisco.com @ Configurations - Side by side view

[ View by Configuration Source - All ~v/ J

Configuration to be Deployed @ e

8 Line(s)

1 ap profile "default-ap-profile”

2 icap subscription client statistics enable

3 icap subscription ap statistics radio enable

4 icap subscription ap statistics wlan enable

5 icap subscription client statistics frequency
6 icap subscription ap statistics radio frequenc
7 icap subscription ap statistics wlan frequency
8 exit
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Intelligent Capture: WOW-2178a

oW 0,105 60,108

Spactium Anatysis

No Data

10.105,60.100 Sin: GlobaliC
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WOW-9800 -]

Deploy

ONew (Lot

Enable Spectrum on WOW-9178
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OTAIR #RESHIR
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Run OTA Capture

Select Access Points

This is the Ower the Air Sniffer, you can select up to 2 access points. These Access Points will i

promiscuously sniff the environment,

Global/Cisco BGL Campus/Cessena Park/BGL 14 Test-Floord ~ (@O

@

ofit = ol 4 f [ . Bl
Unable to display client locations on the map as the connection to CMX/Cisco Spaces has »
A not been configured, Configure To Display Clients.
Do not show this alert anymore
- ©
8 -
LAB-9115
it LAB=0130=1
4
= *
- LAR-9130-2
2
Il
2y
d#im -
| i
2|7 o O | L
| | ¥
I .l .
ol T
:ﬁ = - [':".;;._" i T E‘J\
| | ®

Radios: 0 (2.4 GHz),
1 (5 GHz), 2 (5 GHz)

IP Address.
10.127.197.184

Flaor: Test-Floord
R551: -36 dBm

Device 360

Radios: 0 (2.4 GHz),
1 (5 GHz), 2 (5 GHz)

IP Address:
10.127.197.182

Floor: Test-Floord
RSS1: -36 dBm

Device 360

e “
-
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Run OTA Capture

Select OTA Sniffer Band, Radio, Channel Width & Channel

LAB-9130-1

MAC Address: 88:9C:AD:TE:19:40

AP LAB-9130-1 supports capturing packets at the radio level.

Select Band

&

Select Radio

1 (Client Count: 0)

Select Channal Width
40

Select Channel

36

LAB-9130-2

MAC Address: 88:9C:AD:E7:9F:CO

AP LAB-9130-2 supports capturing packets at the radio level.

Select Band

5 & v
Select Radio

1 (Client Count: 0} V
Select Channel Width

40 e
Select Channal

40 b




i#%£#%Radio, Channel-Width, Channel AIR¥RRE
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Wark ltem Details

)] e ) ze 1P 10.127.197.194 Site: Global/Cisco BGL Campus/Ce... +— Back to workflow progress
I WLC.podxl.clsco.com -] Configurations - Side by s view &l E
View by Configuration Source - Intent Config - @ n
Cor ration to be Deployed @ . iguration © .
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B ROTARIRAY B B Tl 48

x

SUMMARY

~ Typa (3

ICAP ¢

Jul 2, 2026 1221 AM
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Start OTA

Mure for AP LAB-9115

w Ruwbow Status (1
Jul 2, 2028 12:05 AM
~ Last Updated (3 o 220250 200 M
Jul 2, 2026 12:06 AM
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WLC
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Multiphe AP can be configured af ance from
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Mo

Automatic
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Statug
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WA {Sniffer)
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-
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OTA Sniffer Capture
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Access Point

Anomaty Capture
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Access Point

255 Point
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Task Deta Work |
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Wireless AP Data Collection

Ressoning Activity

EEETUERAPRIEES

Wiraless AP Data Collection
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1l Task Workflow !!

Get Current Time

Jul 5, 2026 5:04:39 PM

Check if AP with IP address 10.127.197.180 has SSH credentials configured in Catalyst Center
Jul 5, 2026 5:04:40 PM

Get type of AP with IP address 10.127.197.180

Jul 5, 2026 5:04:40 PM

Check device controllability

Jul 5, 2026 5:04:41 PM

Determine if device is reachable

Jul 5, 2026 5:04:41 PM

Determine if the network features are supported on the given wireless platform

Jul 5, 2026 5:04:41 PM

Check if the device <device> 1is provisioned or assigned to a site.

Jul 5, 2026 5:04:42 PM

Start RA Trace

Jul 5, 2026 5:04:49 PM

Get Current Time

Jul 5, 2026 5:04:54 PM

Starting AP PCAP session <file-name> with filter 10.127.197.180 on interface TenGigabitEthernet0/0/7



Jul 5, 2026 5:04:55 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:04:57 PM

Start AP statistics collection on WLC with IP address 10.127.197.194 and wait for data collection for 3
Jul 5, 2026 5:04:58 PM

Start logging on COS AP with IP address 10.127.197.180 over SSH for feature set apDataCollection, saved
Jul 5, 2026 5:04:59 PM

Stop AP statistics collection on WLC with IP address 10.127.197.194 with data saved into file bootflash
Jul 5, 2026 5:10:00 PM

Stop data collection on COS AP with IP address 10.127.197.180 over SSH for feature set apDataCollection
Jul 5, 2026 5:10:01 PM

Start AP show-tech wireless collection on WLC with IP address 10.127.197.194 for AP name LAB-9115 and s
Jul 5, 2026 5:10:02 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:07 PM

Check if bootflash:<file-name>is present and its data collection is complete on WLC with IP address 10.
Jul 5, 2026 5:10:15 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:20 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:27 PM

Check if bootflash:<file-name>is present and its data collection is complete on WLC with IP address 10.
Jul 5, 2026 5:10:34 PM

Stop AP show-tech wireless collection on WLC with IP address 10.127.197.194 with data saved into file b
Jul 5, 2026 5:10:35 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:10:36 PM

Check if file bootflash:<file-name>has been uploaded successfully from WLC with IP address 10.127.197.1
Jul 5, 2026 5:10:41 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:10:41 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:10:41 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:10:43 PM

Stop RA Trace for AP: <MAC>

Jul 5, 2026 5:10:46 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:49 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:53 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:10:57 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:02 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:11:03 PM

Check if file bootflash:<file-name> Tog has been uploaded successfully from WLC with IP address 10.127.
Jul 5, 2026 5:11:08 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:11:08 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:11:08 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:11:10 PM

Stop RA Trace for AP: <MAC>

Jul 5, 2026 5:11:13 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:15 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:19 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10



Jul 5, 2026 5:11:22 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:27 PM

Check if bootflash:<file-name> 1is present and its data collection is complete on WLC with IP address 10
Jul 5, 2026 5:11:30 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:11:32 PM

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.
Jul 5, 2026 5:11:37 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:11:37 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:11:39 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127
Jul 5, 2026 5:11:41 PM

Stopping PCAP <file-name> session with <AP-MAC> filter on TenGigabitEthernet0/0/7 interface.

Jul 5, 2026 5:11:41 PM

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19
Jul 5, 2026 5:11:41 PM

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.
Jul 5, 2026 5:11:46 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.
Jul 5, 2026 5:11:53 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:11:56 PM
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Reasoner Inputs
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Catalyst Canter

Canciusions (1)

n  chontmac

™ chanbmac | Lo40354m3
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I'l Task Workflow !!
Get Current Time
Jul 5, 2026 5:53:11

PM

Check device controllability

Jul 5, 2026 5:53:11
Determine if device
Jul 5, 2026 5:53:11

PM
is reachable
PM

Determine if the network features are supported on the given wireless platform

Jul 5, 2026 5:53:11

PM

Check if the device <device> 1is provisioned or assigned to a site.

Jul 5, 2026 5:53:12
Debug wireless mac
Jul 5, 2026 5:53:18
Get Current Time

Jul 5, 2026 5:53:19

PM

PM

PM

Starting Client PCAP session <file-name> with filter <clien-mac> on interface TenGigabitEthernet0/0/7

Jul 5, 2026 5:53:20

PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127

Jul 5, 2026 5:53:21
Collect Show Client
Jul 5, 2026 5:53:22
Check if AP with IP
Jul 5, 2026 5:53:24
Get type of AP with
Jul 5, 2026 5:53:25

PM

Details for 300 seconds

PM

address 10.127.197.180 has
PM

IP address 10.127.197.180
PM

Start logging on COS AP with IP address 10.127

Jul 5, 2026 5:53:28

PM

End Show Client Details

Jul 5, 2026 5:58:35

PM

Stop data collection on COS AP with IP address

Jul 5, 2026 5:58:36

PM

Stop data collection on COS AP with IP address

Jul 5, 2026 5:58:38

PM

Check File Size: <file-name>

Jul 5, 2026 5:58:38

PM

SSH credentials configured in Catalyst Center

.197.180 over SSH for Client MAC <client-mac> feature set

10.127.197.180 over SSH for Client MAC <client-mac> feat

10.127.197.151 over SSH for Client MAC <client-mac> feat

Start to upload file <file-name> from WLC with IP address 10.127.197.194 to https://10.105.193.40/api/v

Jul 5, 2026 5:58:40

PM

Check if file <file-name> has been uploaded successfully from WLC with IP address 10.127.197.194 to htt

Jul 5, 2026 5:58:45

PM

File <file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.105.193.40

Jul 5, 2026 5:58:45

PM

Delete the file <file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:58:45

PM


https://10.105.193.40/api/v1/file/temporaryupload/a1ff47e6-89f1-4b7d-94c9-d7123800e5e8
https://10.105.193.40/api/v1/file/temporaryupload/a1ff47e6-89f1-4b7d-94c9-d7123800e5e
https://10.105.193.40/api/v1/file/temporaryupload/a1ff47e6-89f1-4b7d-94c9-d7123800e5e8

Get file store URL on Catalyst Center for
Jul 5, 2026 5:58:47 PM
No debug wireless mac
Jul 5, 2026 5:58:49 PM
Check if bootflash:<file-name> is present
Jul 5, 2026 5:58:52 PM
Check if bootflash:<file-name> is present
Jul 5, 2026 5:58:56 PM
Check if bootflash:<file-name> is present
Jul 5, 2026 5:58:59 PM
Check if bootflash:<file-name> is present
Jul 5, 2026 5:59:03 PM
Check if bootflash:<file-name> is present
Jul 5, 2026 5:59:07 PM

wireless data collection upload on WLC with IP address 10.127
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collection is complete on WLC with IP
collection is complete on WLC with IP
collection is complete on WLC with IP

collection is complete on WLC with IP
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address

address

address
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Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19

Jul 5, 2026 5:59:09 PM

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.

Jul 5, 2026 5:59:14 PM

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to https://10.

Jul 5, 2026 5:59:14 PM

Delete the file bootflash:<file-name> from WLC with IP address 10.127.197.194

Jul 5, 2026 5:59:14 PM

Get file store URL on Catalyst Center for wireless data collection upload on WLC with IP address 10.127

2026 7HA5H T45:59:16

Stopping PCAP <file-name> session with d037.4574.d919 filter on TenGigabitEthernet0/0/7 interface.

2026%7H5H T45:59:16

Check File Size:bootflash:<file-name>

2026%7H5H T45:59:16

Start to upload file bootflash:<file-name> from WLC with IP address 10.127.197.194 to https://10.105.19

2026%7HA5H T45:59:18

Check if file bootflash:<file-name> has been uploaded successfully from WLC with IP address 10.127.197.

20267 A5H T 45:59:23

File bootflash:<file-name> uploaded successfully from WLC with IP address 10.127.197.194 to

20265 7H5H T45:59:23

MIPHE 3179 10.127.197.194K9WLC H il BR 32 #bootflash:<file-name>

2026 7H5H T45:59:23


https://10.105.193.40/api/v1/file/temporaryupload/adcf1c89-8f47-4ac3-9a91-689aa59321c7
https://10.105.193.40/api/v1/file/temporaryupload/adcf1c89-8f47-4ac3-9a91-689aa59321c7
https://10.105.193.40/api/v1/file/temporaryupload/adcf1c89-8f47-4ac3-9a91-689aa59321c7
https://10.105.193.40/api/v1/file/temporaryupload/f5162b24-17e0-47e3-9112-355276925a7f
https://10.105.193.40/api/v1/file/temporaryupload/f5162b24-17e0-47e3-9112-355276925a7f
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https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/guide-c07-744044.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html#id_126987
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html#id_126987
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center-assurance/2-3-7/b_cisco_catalyst_assurance_2_3_7_ug/b_cisco_catalyst_assurance_2_3_6_ug_chapter_01110.html#id_126987
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/catalyst-center/2-3-7/user_guide/b_cisco_catalyst_center_user_guide_237/m_troubleshoot_network_device_using_network_reasoner.html#troubleshoot-ha-on-wireless-controllers-using-mre-workflow
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