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show wireless client mac <client-mac>
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show wireless client mac <client-mac>
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set platform software trace wncd chassis active r0 all verbose
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show logging process wncd internal last 304 £
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show logging process wncd start last 30 minutes filter mac <client-mac> to-file
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show ap summary
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terminal length O

debug map events

debug mesh adjacency child

debug mesh adjacency packet

debug mesh adjacency channel

debug mesh security

debug mesh forwarding packet

debug capwap client events

debug capwap client error



terminal monitor

EiELE

terminal length O

debug map events

debug mesh adjacency parent

debug mesh adjacency packet

debug mesh adjacency channel

debug mesh security

debug capwap client events

debug capwap client error

terminal monitor
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show mesh status
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show mesh history

show flash syslogs



more syslog <date>
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show mesh status
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show wireless mesh ap tree

show wireless mesh neighbor

show ap name <AP-NAME> mesh path

show ap name <AP-NAME> config general

show tech-support wireless
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show logging process wncd start last 2 days level verbose
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ping -t <Mx — ip>
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show ap dot11 5ghz summary

show ap dot11 24ghz summary



show ap name <AP> config dot11 5ghz

show ap name <AP> config dot11 24ghz
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clear arp-cache
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::.cisco::eem::event_register_timer watchdog time 900 maxrun 240
WRZEES A : cisco:eem::*

BREEF A : cisco:lib:*

#
WIBIRWE  FWLCH RIFRBRRIRAY

#XHF - “X days Xh:Xm:Xs”, “Xh:Xm:Xs”, “Xm:Xs”, “Xs”
#
proc time_to_seconds {time_str} {




set total 0

R {[regexp {([0-9]+)\s+days?\s+([0-9]+)\s+h:([0-9]+)\s+m:([0-9]+)\s+s} $time_str -> d h m s]} {
set total [expr {$d*86400 + $h*3600 + $m*60 + $s}]

} elseif {[regexp {([0-9]+)\s+h:([0-9]+)\s+m:([0-9]+)\s+s} $time_str -> h m s]} {

set total [expr {$h*3600 + $m*60 + $s}]

} elseif {[regexp {([0-9]+)\s+m:([0-9]+)\s+s} $time_str -> m s]} {

set total [expr {$m*60 + $s}]

} elseif {[regexp {([0-9]+)\s+s} $time_str -> s]} {

REEiTSs

}

iR [E] $total

}

#

LERBRHE  REAERERFEH (HZZ21)
#

proc get_log_count {} {

W R{[ X # £ £ /bootflash/auth_log_count.txt]} {
set fd [open /bootflash/auth_log_count.txt r]
set count [EER$fd]

X $fd

IR [E $count

} else {

IR[E0

}

}

proc set_log_count {count} {

set fd [open /bootflash/auth_log_count.txt w]
B A $fd $count

X H$fd

}
#
FEEMIMAITIREX
#
R {[catch {cli_open}4& &} {

1B Hi1

¥

RE B EEcli $result

set fd $cli(fd)

cli_exec $fd "enable"

cli_exec $fd "terminal length 0"
cli_exec $fd "terminal width 0"
HIREN Al B SR E T

set log_count [get_log_count]

set max_log_instances 2

HHHFTEL T &0 RIEPRSHE P ik

set summary [cli_exec $fd "show wireless client summary | Include Authenticating"]




RIEST[HF 2 $summary "\n"]

foreach line $lines {

#PT B MACHE ZUXXXX.XXXX. XXXX

&R {[regexp {([0-9a-fA-F]{4}\.[0-9a-fA-F]{4}\.[0-9a-fA-F]{4})} $line -> mac]} {
set detail [cli_exec $fd "show wireless client mac-address $mac detail"]

#1=2H“Connected For’ i 8] =2 £F &
&R {[regexp {Connected For[[:space:]]*:[[:space:]]*(.+)} $detail -> conn_time]} {
set seconds [time_to_seconds $conn_time]

HEBREBFE>1524 (9008 )
&R {$seconds > 900} {
action_syslog’H B "EEM: & F is$macTE $conn_time(>$seconds)y & 17 3¢ if < 1"

#NER T HRASKFIRFSKRERE

R {$log_count < $max_log_instances} {

action_syslog/H £"EEM:INEEWLC +& ik B & ( 3=l[expr {$log_count +
1})/$max_log_instances ) "

set log_file "/bootflash/auth_stuck_eem.log"

set fd_log [open $log_file a]

BNEFHmAERE

B AS$fd_log "\n===[B §p#& X[ R B | T P iwSmac | FESconn_time ==="
& A$fd_log "\n— Client Detail —"

B A$fd_log $detail

& A$fd_log "\n— Client Summary —"

ME$fd_log [cli_exec $fd "show wireless client summary | include $mac"]

# WLCSEEIWBE

ME$fd_log "\n— WLC WNCD H & (30m)—"

ME$fd_log [cli_exec $fd "show logging process wncd start last 30 minutes"]
B A $fd_log "\n— WLC Show Tech Wireless —"

MES$fd_log [cli_exec $fd "show tech wireless"]

X< F$fd_log

set log_count [expr {$log_count + 1}]

set_log_count $log_count

} else {

action_syslog’H 8 "EEM: Bix B & KX B &L Bl #($max_log_instances). 1EEBKIE B EW
}

HIRABUHI R BB w4 K
cli_exec $fd "wireless client mac-address $mac deauthenticate"
action_syslog’d & "EEM: EBUE & B RIEMN & F iw$mac”

=3

“IKo



— e e

cli_close $fd
IEHO

I B = E Thek
1155 ¥ A fE*: MBS T T 85 iR E N ERAY900% (1504 )
2 EREREFFHFEEIT1529 8 (900% ) Fftx
3AEREUWEWLC +BNEFIRNBEE , "REZ2PMEH 55, AEHE A EWE (HARE
SHE P i & 350 )
4 *WLCHESE™" 3 :
— BEFHFAEE/HE
- WNCD#EBE (305450 )
— £“show tech wireless”
5.8 AT e BEEMBIAIZ1T , @33 “/bootflash/auth_log_count.txt’ Bk &% B FH 3L 41

ERF ML

1. AN A FTWLC:
WLCHEL B 44 i
WLC(config)# event manager applet AuthStuckHandler
WLC(config-applet)# event timer watchdog time 900
WLC(config-applet)# action 1 clifz 5 “sh bootflash:auth_stuck_eem.tcl”
WLC(config-applet)# end

(HZEEBNTIMAEEEEEIWLC EEMEEH, )

2. EEEMEM :
WLC# show event manager policy registered

3. %%”&%Eﬁ H o .
WLC# copy bootflash:auth_stuck_eem.log ftp:
WLC# copy bootflash:auth_log_count.txt ftp:

AR HRUEFEANRE (MREE)
WLC# delete bootflash:auth_log_count.txt

218

ANHEES TEIRIENTACH EFEFRRFIFAZE , U RKZEIER Catalyst 9800 IR WiFi[a] &L
 BETRE. BERRERESHRIERES , BRELEER.



BOERRE , 0% RENMRMEFRMINBEAHRE S RHEE | M2 FENREFERER
e, FPRFAIMRE RS MR IT REFER.



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



