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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#:~:text=The%20following%20are%20the%20options%20available
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#:~:text=The%20following%20are%20the%20options%20available
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-local-web-authentication-configuration.html#:~:text=The%20following%20are%20the%20options%20available
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html#toc-hId-1306575214
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html#toc-hId-1306575214
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_multiple_authc_for_a_client.html?bookSearch=true#info-abt-multi-auth-for-a-client
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_multiple_authc_for_a_client.html?bookSearch=true#info-abt-multi-auth-for-a-client

9800 WLC

B HR#M 5 71U LWARE A AT
LWAR EHRFNP IR

- BEFWAERE : AWLANKEEZER , /5 DHCPHIDNSIRF K BIEREZER , H A
SREWLCHIEE,

« BAR EEIHR , EATBHEWLANA R TR RZRBELLERE, EHERAFPFERE
BRIEZH , CESRABREIE, BEZAUPEHHEAERKRATFDHCPHIDNSTHE.,

« WLC/BMRIEEE : EEAPHIEFmIZE. WLCHREEERURLHEHET B2 H 5K
(ACL) , EEESHMSHNEEREURRINCIBRNFRE, cEBEREHERAFPHWHTTPER
, FEEeMEE[@EIWeb 1P (BFXH ) , AR SAEZITFPPHTE MR, WLCHIR
RAPEIE , NIAFEHTEHRIE , AREA IR E LRI EIEE %R,

- BRRIIRSEE : EHBEFR , W.CAESORIERSEE. ERIEFEAFRKIL , HHEN
3R F eI 48 P 45 15 1) o

BB



TECLI L A it 5 1938 UF 3 1T A& #tb Web & 19 1 i1F

Z< 3t B R IR UE Y 75 3£ B 2R

9800WLC>enable

9800WLC#configure terminal

9800WLC(config)#aaa new-model

9800WLC(config)#aaa authentication Togin LWA_AUTHENTICATION local
9800WLC(config)#aaa authorization network default Tocal
9800WLC(config)#end

EE : EffLocal Login Method ListiEE T , FHAWLC L ZEELEaaa authorization
network default localo, HWLCERRX AP #H AMER , XRHEW,
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9800WLC>enable

9800WLC#configure terminal

9800WLC(config)#parameter-map type webauth global
9800WLC(config-params-parameter-map)#type webauth
9800WLC(config-params-parameter-map)#virtual-ip ipv4 192.0.2.1
9800WLC(config-params-parameter-map)#trustpoint

9800WLC(config-params-parameter-map)#webauth-http-enable

9800WLC(config-params-parameter-map)#end
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9800WLC>enable

9800WLC#configure terminal
9800WLC(config)#wlan LWA_LA 1 "LWA LA"


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/c9800-best-practices.html#VirtualIPaddress
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/technical-reference/c9800-best-practices.html#VirtualIPaddress

9800WLC(config-wlan)#no security wpa

9800WLC(config-wlan)#no security wpa wpa2

9800WLC(config-wlan)#no security wpa wpa2 ciphers aes

9800WLC(config-wlan)#no security wpa akm dotlx

9800WLC(config-wlan)#security web-auth

9800WLC(config-wlan)#security web-auth authentication-1ist LWA_AUTHENTICATION
9800WLC(config-wlan)#security web-auth parameter-map global
9800WLC(config-wlan)#no shutdown

9800WLC(config-wlan)#end

B8 KR BC & S AF

9800WLC>enable
9800WLC#configure terminal
9800WLC(config)#wireless profile policy

9800WLC(config-wireless-policy)#vian

9800WLC(config-wireless-policy)#no shutdown

9800WLC(config-wireless-policy)#end

BB RBEIRIC

9800WLC>enable
9800WLC#configure terminal
9800WLC(config)#wireless tag policy

9800WLC(config-policy-tag)#wlan LWA_LA poTlicy

9800WLC(config-policy-tag)# end
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9800WLC>enable
9800WLC#configure terminal
9800WLC(config)#ap

9800WLC(config-ap-tag)#policy-tag POLICY_TAG

9800WLC(config-ap-tag)#end

BB ERSR

9800WLC>enable

9800WLC#configure terminal

9800WLC(config)#user-name johndoe
9800WLC(config-user-name)#description Guest-User
9800WLC(config-user-name)#password 0 Ciscol23
9800WLC(config-user-name)#type network-user description

guest-user 1lifetime year 0 month 11 day 30 hour 23

9800WLC(config-user-name)#end
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Quick Setup: AAA Authentication

Method List Name* LWA-AUTHENTICATION

Type* | togin v ®

Group Type local v ®

Available Server Groups Assigned Server Groups

radius

Idap
tacacs+
AAA-group

| Apply to Device

# HApply to Devicefg , IABIEAAAT EFIE :
BREERGENAEIER , RN TEMUBRN AR BE TS EIRNER,

Configuration > Security > AAA > AAA Method List > Authorization > Add



Quick Setup: AAA Autharization

Method List Name*®

|
o
v | ®

Type*

Group Type

Authenticated

Awailable Server Groups Assigned Server Groups

radius

Idap
tacacs+
AAA-group

B FHApply to Devicefg , FIABIZEAAAT LS -

Configuration > Security® » A8

Servers | Groups

AMA Method List Add Advanced
—

Authantication
Add
Authorization
Namw T Twpe T Growp Type T Groupl T Groupl T Groupd T Groupd T
Accounting
(m] dufault e focsl NI MIA BA NIA
[ I T nawor: ocal | A NiA
1 AL

NrA NA

SHRGT

£ Configuration > Security > Web Auth®4R%E < BSH5T



Configuration = > Security~ > Web Auth Edit Web Auth Parameter ®

General Advanced
Parametar-map Name sobal Virtual IPvd Address 192.0.2.1
Selected Rows: 0 C= -
Paramater Map Name Maximum HTTP connections 100 Trustpoint TP-self-signed-.. =
O gloval
Init-State Timeout(secs) 120 Virtual |Pvd Hostname
4 4 |1 » M 0 -
Type webauth v Virtual IPvG Addrass
Captive Bypass Portal a Web Auth intercept ]
HTTPs
Disable Success Window D
Enable HTTP server for @]
Web Auth
Disable Lagout Window D
Dizable HTTP secure D
Disatie Cisco Logo D senver for Web Auth
Sleaping Client Status D Banner Configuration
Slaeping Cliant Timaout 720
{minutes) Banner Title

Banner Type ® Neone J Banner Text
Read From File

EREFEANWeb B BRIEXER, EEIPAMWLCEWeb 1P LERHNEES. EXMBERT , &H
BXRIEH , HATRSSBENEZETENLEME : :ERR_CERT_AUTHORITY_INVALID £ #!
WREFH , AAXRAEZIEH(LSC), H BETRHEBRN LARFIHNCAZ R, EEHLEAR
, BEERAE=AZRIEPH. BXRFHMAEELR , FSHIECatalyst 9800 WLC L4 L T EH CSRIUEF

, EH—NISRIE TR B 7£ Cisco 9800 WLC kI WebAuthF1WebAdmin_E £ M Truspoint B 2 £

Tl | BTk BHEMIEFHERIRE,



https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId-1855920324
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId-1855920324
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId-1855920324
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId-1855920324
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213917-generate-csr-for-third-party-certificate.html#toc-hId-1855920324
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU
https://youtu.be/BbVi9OYaBjU

Edit Web Auth Parameter X

General Advanced
Parameter-map Name ‘ global Virtual IPv4 Address 192.0.2.1 ‘
Maximum HTTP connections ‘ 100 Trustpoint TP-self-signed-... |
Init-State Timeout(secs) [ 120 Virtual IPv4 Hostname ‘
Type l webauth v Virtual IPvé Address KKK ‘
Captive Bypass Portal O Web Auth intercept O
HTTPs
Disable Success Window 0
Enable HTTP server for
Web Auth
Disable Logout Window ()
Disable HTTP secure O
Disable Cisco Logo O server for Web Auth
Sleeping Client Status 0 Banner Configuration
Sleeping Client Timeout 720
{minutes) Banner Title

Banner Type @ None O Banner Text
O Read From File
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Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Profile Name* LWA_LA Radio Policy (&)
SSID* LWA LA
'_ 6 GHz
WLAN ID* 1 Status (i) Slot 2/3
© WPA3 Enabled
Status 2 Dot11ax Enabled
Broadcast SSID 5 GHz
Status Bsloto
Slot 1
Dsiot 2
2.4 GHz

802.11b/g 802.11bfg  «
Policy ‘ ’

£ Securityi®Ii+ £ | Xt FLayer2 , #%&#ENone,



Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

A To review the necessary considerations for ensuring WLAN compatibility with Wi-Fi 7 security click here.

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @ None

MAC Filtering O
OWE Transition Mode D

Lobby Admin Access O

Fast Transition
Status Adaptive Ena...
Over the DS D
Reassociation Timeout * [ 20 l

f£Securityit T+ £ , 3 FLayer3 , £ #HWeb Policy4E , M T I3 & FAuthentication ListHr %2 L
BB BN S HRGT,

Edit WLAN x

& Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

I
<< Hide

Web Policy
On MAC Filter Failure O

Web Auth Parameter Map | global - | B _
: g Splash Web Redirect

Authentication List | LWA_AUTHENTL. v |8

Preauthentication ACL
For Local Login Method List to work, please make sure

the configuration 'aaa authorization network default local’ )
exists on the device IPv4 | None -

IPvé | None v




B2 KRG EC B S
EoZEHZEIIWLANE B XA RIEE B XM |, BSMEEE>PRICHE B XX >R,

Edit Policy Profile x

A Disabling a Policy or configuring it in "Enabled’ state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* LWA_CentralSW ‘ WLAN Switching Policy
Description Enter Description Central Switching
Status Central Authentication
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging O

0O

SGACL Enforcement

=]

Default SGT - 2-6551

f£Access Policiesit T+ L , i£#ZClients/SupplicantZ F iz M & SRIPEIVLAN,



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
P ' O - :
HTTP TLV Caching Pva ACL . |
DHCP TLV Caching O : -
IPv6 ACL v
WLAN Local Profiling
URL Filters ®
Global State of Device Enabled ()
Classification )
) ) Pre Auth | v | (7]
Local Subscriber Policy Name | 1 v| @ _
Post Auth v | &
VLAN
VLAN/VLAN Group | 2622 v ®
Multicast VLAN ‘ Enter Multicast VLAN
B RBEHR IS

EABBEERES , RINGIERT B HLWAR B ESRBEIRIC,

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Name* LWA

Description LWA_LA

Vv WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile Y
O WwA_LA LWA_CentralSW
1 [ 10 « | 1-1of 1items
RERWLANF 5% B Bc B S

Ef¥Policy Profile IWLANH ) R #1 SR BE 5 4% | 5 SMEIConfiguration > Tags & Profiles >



WLANSs , #%E#ZRWLAN Profile , #Af§ R diAdd to Policy Tags.

Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

O Policy Tag Y Policy Profile Y
0O wwa LWA_CentralSW
1 10 « | 1 -1o0f 1items
HNAPH BLRBEFRIC

EFASAENRRBIZEXAPH TIRIE , i5S M EIConfiguration > Wireless > Access Points , %
BAP |, E£Generalit T+ £ , 5N 2APEEAKIFRIC,



Edit AP x

General

General

AP Name*

Location®

Base Radio MAC

Ethernet MAC

Admin Status

AP Mode

Operation Status

Fabric Status
LED Settings

LED State

Brightness Level

Flash Settings

Flash State

Time Statistics

Up Time

Controller Association

Latency

BIBBERAF A

Interfaces

High Awailability

9117
default location

ccl
c00

enasLep ()

Local v

Registered

Disabled

enasieo [

B cisaelen

I | I

@ Apply

8 days 15 hrs 26 mins
48 secs

1 sec

Inventory

Geolocation Advanced

Tags

Policy
Site
RF

Write Tag Config to AP

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Next Retry Time

Boot Version

105 Version

Mini 105 Version

IP Config

CAPWAP Preferred Mode

DHCP IPv4 Address

Static IP (IPv4/IPvE)

Support Bundle

LWA, v B
default-site-tag v B

default-rf-tag v

Bo

17.12.5.41
MNfA

NIA

NfA
1.1.2.4
17.12.5.41

0.0.0.0

IPv4

172.16.60.40

O

| Update & Apply to Device

MREHESHRF LR TwebauthRE | NFZHEAFE , BOBY  FSMIRE>Z2>1

ERF.

RPRNRAREFREIN1F, ERSER T AETEEH i,



Configuration - » Security = » Guest User Edit Gue

General Lifetime:

Selected Rows: 0 Enter User Name™ johndoe Years* 1
O userName Password* Enter Password ¥ Months* [1}
D johndoe
« « 0 » » 10 v |n F— O Generate password Days ]

Confirm Password c Hours* o
Description” Guest-Usar Mins* 0
AN Aribute list * B
Mo. of Simultaneous User o
Logins* -
Enter 0 for urlimited users
Start Time 15:21:19 UTC Aug 26 2025
Expiry Time 15:21:19 UTC Aug 21 2026
Remaining Time 0 years 11 months 29 days 23

hours 34 mins 24 secs

56 UF

EYGUI
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5
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w % A B O 0O Q  Foodback |

Clipnts Shpaping Chont

[+

Sefected 0 out of | Clants

[n] Charst MAC Addruss T 1P Addeem T e Addees AP Narra Y S0 Y S50 ¥ WLAND T CltTive i T Prowesl ¥ User Nama T Dwdca Type T Role Y 6 Cacable |
0O teramigsso? A 1TLIBTABY TecB0r -0t 4 fe 28507 oir 0 a1 WLAN 11828} ftnden A [ ho
1 W s

o]




Manitoring * > Wirsless = > Cliants Client x

360 View General Qos ATF Statistics Muobility History
Cligms: Excluded Glients —
- Client Properties AP Pro Security Information  Chent Statistics EoGRE
o ——
= MAC Ariress 1507
Clent MAC Type Locally Adminsstared Agdress
SHaecic o' o1 Clasks Client DUID NA
O ClontMAC Address Y PuaAddress Y Py Address APMame Y Sield Y ss0 ¥ | PV Address 172.16.74.83
m 07 4 172167483 tef0sci2:abit fa 1 BB 07 St o LwALA Fiuhiden 1850;Futz: Abiu | Gy
Usier Name johrdoe
! 1 - [Poticy Protie Lwa_Gantraisw |
Flox Profle [
Wirless LAN id 1
VILAN Profiis Name LWA_LA
Piraiiss LAK Netwark Name (SSID) LA LA
BSSID Oedn). 1897 acel
Untimnefsec) 151 SECOnEs
Il state mout NIA
Sasgion Timeout 2BB00 sec (Remaining tme: 28678 sac)
Session Waming Time Timer not rurning
Clent Active State Actiee
Power Save mode oM
Gument TxRateSet 1.0
Supported Rates 6.0,9.0.11.8,12.0,18.0,24.0,26.0,48.0,54.0
QoS Awerage Dala Rate Upsiream 0 {kbps)
oty Realiime Average Data Rate Upstream @ {kbps)
065 Burst Data Rate Upstrean 0 {kbps)
QoS Realtime Burst Data Rate Upstream @ {kbps)
(oS Average Data Rate Downstream @ {kbps)
Q6S Realifg Averagps Data Rate 0 {kbps)
Drwrestreann
oS Burst Daia Rate Downstream @ {kbps)
(oS Realiime Burst Data Rate Downstream @ {kbps)
Jein Time Of Clent 09/10/2025 21:26:11 UTG
[Poticy Manager State Run |
Last Policy Manager State Warbiauth Perding
Transition Disable Bitmap 0200
Usar Dafinad (Private] Network Disabled
Lser Defined (Private) Netwoark Drop Disabied
Uiicast

w DK

BECLI

9800WLC>enable

9800WLC#show wireless client summary

Number of Clients: 1

MAC Address AP Name Type ID State Protocol Method Role

9ef2.4b16.a507 XXxXx-9117 WLAN 1 Run 11ax(2.4) Web Auth Local
9800WLC#show wireless client mac-address

detail

Client MAC Address : 9ef2.4b16.a507

Client MAC Type : Locally Administered Address

Client DUID: NA

Client IPv4 Address : 172.16.74.83

Client IPv6 Addresses : fe80::9cf2:4bff:fel6:a507

Client Username : johndoe



AP MAC Address : 0cd0.f897.accO

AP Name: xxxxx-9117

AP slot : O

Client State : Associated

Policy Profile : LWA_CentralSw

Flex Profile : N/A

Wireless LAN Id: 1

WLAN Profile Name: LWA_LA

Wireless LAN Network Name (SSID): LWA LA

BSSID : 0cd0.f897.accO

Connected For : 392 seconds

Protocol : 802.1lax - 2.4 GHz

Channel : 11

Client IIF-ID : 0xa0000002

Association Id : 1

Authentication Algorithm : Open System

Idle state timeout : N/A

Session Timeout : 28800 sec (Remaining time: 28455 sec)

Session Warning Time : Timer not running

Input Policy Name : None

Input Policy State : None



Input Policy Source : None

Output Policy Name : None

Output Policy State : None

Output Policy Source : None

WMM Support : Enabled

U-APSD Support : Disabled

Fastlane Support : Disabled

Client Active State : Active

Power Save : ON

Current Rate : m0 ss2

Supported Rates : 1.0,2.0,5.5,6.0,9.0,11.0,12.0,18.0,24.0,36.0,48.0,54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : 0 (kbps)

QoS Realtime Average Data Rate Upstream : 0 (kbps)

QoS Burst Data Rate Upstream : 0 (kbps)

QoS Realtime Burst Data Rate Upstream : O (kbps)

QoS Average Data Rate Downstream : 0 (kbps)

QoS Realtime Average Data Rate Downstream : 0 (kbps)

QoS Burst Data Rate Downstream : O (kbps)

QoS Realtime Burst Data Rate Downstream : 0 (kbps)



MobiTlity:

Move Count : O

Mobility Role : Local

Mobility Roam Type : None

Mobility Complete Timestamp : 09/10/2025 21:41:11 UTC

Client Join Time:

Join Time Of Client : 09/10/2025 21:41:11 UTC

Client State Servers : None

Client ACLs : None

PoTlicy Manager State: Run

Last Policy Manager State : Webauth Pending

Client Entry Create Time : 392 seconds

Policy Type : N/A

Encryption Cipher : None

Transition Disable Bitmap : 0x00

User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast : Disabled

Encrypted Traffic Analytics : No

Protected Management Frame - 802.11lw : No

EAP Type : Not Applicable

VLAN Override after Webauth : No



VLAN : 2667

Multicast VLAN : O

VRF Name : N/A

WiFi Direct Capabilities:

WiFi Direct Capable : No

Central NAT : DISABLED

Session Manager:

Point of Attachment : capwap_90400005

ITF ID : 0x90400005

Authorized : TRUE

Session timeout : 28800

Common Session ID: 044A10ACO000000F359351E3

Acct Session ID : 0x00000000

Auth Method Status List

Method : Web Auth

Webauth State : Authz

Webauth Method : Webauth

Local Policies:

Service Template : IP-Adm-V4-LOGOUT-ACL (priority 100)

URL Redirect ACL : IP-Adm-V4-LOGOUT-ACL

Service Template : wlan_svc_LWA_CentralSW_Tlocal (priority 254)



VLAN : 2667

Absolute-Timer : 28800

Server Policies:

Resultant Policies:

URL Redirect ACL : IP-Adm-V4-LOGOUT-ACL

VLAN Name : XXXXX

VLAN : 2667

Absolute-Timer : 28800

DNS Snooped IPv4 Addresses : None

DNS Snooped IPv6 Addresses : None

Client Capabilities

CF PollabTle : Not implemented

CF Pol1l Request : Not implemented

Short Preamble : Not implemented

PBCC : Not implemented

Channel Agility : Not implemented

Listen Interval : O

Fast BSS Transition Details

Reassociation Timeout : O

11v BSS Transition : Implemented



11v DMS Capable : No

QoS Map Capable : Yes

FlexConnect Data Switching : N/A

FlexConnect Dhcp Status : N/A

FlexConnect Authentication : N/A

Client Statistics:

Number of Bytes Received from Client : 111696

Number of Bytes Sent to Client : 62671

Number of Packets Received from Client : 529

Number of Packets Sent to Client : 268

Number of Data Retries : 136

Number of RTS Retries : 0O

Number of Tx Total Dropped Packets : 1

Number of Duplicate Received Packets : 0

Number of Decrypt Failed Packets : 0

Number of Mic Failured Packets : 0

Number of Mic Missing Packets : 0

Number of Policy Errors : O

Radio Signal Strength Indicator : -61 dBm

Signal to Noise Ratio : 4 dB

Fabric status : Disabled



Radio Measurement Enabled Capabilities

Capabilities: Link Measurement, Neighbor Report, Repeated Measurements, Passive Beacon Measurement, Act
Client Scan Report Time : Timer not running

Client Scan Reports

Assisted Roaming Neighbor List

Nearby AP Statistics:

EoGRE : Pending Classification

Max Client Protocol Capability: Wi-Fi6 (802.11ax)
WiFi to Cellular Steering : Not implemented

Cellular Capability : N/A

Advanced Scheduling Requests Details:

Apple Specific Requests(ASR) Capabilities/Statistics:

Regular ASR support: DISABLED
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Edit Site Tag
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Edit WLAN

\

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

O Policy Tag Y Policy Profile Y
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1 | 10 v | 1 -1 of 1items

Configuration - » Tags & Profiles - »  Palicy Edit Policy Prafile x

A Disabing & Policy of conhguring it in 'Enablod” state, will result in loss of connatthity fod clents sssccintig with this Polcy proSl,
Y
Genaral Access Policias QOS and AVC Maobility Advanced
Admin T Wlw orT —
St Poicy Tags Foicy Protie hame Nome* LwA_Localsw WLAN Switching Policy
(m] [ » LWA_LocsiSW k| B
1 10 . Deascription J FIpLon Central SM(!:I‘II'KJ ‘.. DeSABLED 1
Status |-ENJ\BLI'D .] Central Authentication ENABLED -‘
Passive Cliont . HEABLED : Contral DHEP @
IP MAC Binding [enaonee Fiex NAT/PAT . CesABLED |
Encryptad Trafic Anshtics | W oisanien ‘
CTS Policy
Inline Tagging ]}
SGACL Enforcemun [m]
Default SGT
>

I E

9800WLC>enable

9800WLC#show wireless client summary

Number of Clients: 1

MAC Address AP Name Type ID State Protocol Method Role

9ef2.4b16.a507 xxxxx-9117 WLAN 1 Run 1lax(2.4) Web Auth Local

9800WLC#show wireless client mac-address

detail

Client MAC Address

Client MAC Type : Locally Administered Address

Client DUID: NA



Client IPv4 Address : 172.16.74.83

Client IPv6 Addresses : fe80::9cf2:4bff:fel6:a507

Client Username : johndoe

AP MAC Address : xxxX.xxxx.xccO

AP Name: xxxxxx-9117

AP slot : O

Client State : Associated

Policy Profile : LWA_LocalSW

Flex Profile : Flex_LWA

Wireless LAN Id: 1

WLAN Profile Name: LWA_LA

Wireless LAN Network Name (SSID): LWA LA

BSSID : 0cd0.f897.accO

Connected For : 315 seconds

Protocol : 802.1lax - 2.4 GHz

Channel : 6

Client IIF-ID : 0xa0000004

Association Id : 1

Authentication Algorithm : Open System

Idle state timeout : N/A



Session Timeout : 28800 sec (Remaining time: 28525 sec)

Session Warning Time : Timer not running

Input Policy Name : None

Input Policy State : None

Input Policy Source : None

Output Policy Name : None

Output Policy State : None

Output Policy Source : None

WMM Support : Enabled

U-APSD Support : Disabled

Fastlane Support : Disabled

Client Active State : Active

Power Save : ON

Current Rate : mll ss2

Supported Rates : 1.0,2.0,5.5,6.0,9.0,11.0,12.0,18.0,24.0,36.0,48.0,54.0

AAA QoS Rate Limit Parameters:

QoS Average Data Rate Upstream : 0 (kbps)

QoS Realtime Average Data Rate Upstream : 0 (kbps)

QoS Burst Data Rate Upstream : 0 (kbps)

QoS Realtime Burst Data Rate Upstream : O (kbps)

QoS Average Data Rate Downstream : 0 (kbps)



QoS Realtime Average Data Rate Downstream : 0 (kbps)

QoS Burst Data Rate Downstream : O (kbps)

QoS Realtime Burst Data Rate Downstream : 0 (kbps)

MobiTlity:

Move Count : O

Mobility Role : Local

Mobility Roam Type : None

Mobility Complete Timestamp : 09/11/2025 17:38:26 UTC

Client Join Time:

Join Time Of Client : 09/11/2025 17:38:26 UTC

Client State Servers : None

Client ACLs : None

Policy Manager State: Run

Last Policy Manager State : Webauth Pending

Client Entry Create Time : 315 seconds

Policy Type : N/A

Encryption Cipher : None

Transition Disable Bitmap : 0x00

User Defined (Private) Network : Disabled

User Defined (Private) Network Drop Unicast : Disabled

Encrypted Traffic Analytics : No



Protected Management Frame - 802.11lw : No

EAP Type : Not Applicable

VLAN Override after Webauth : No

VLAN : 2667

Multicast VLAN : O

VRF Name : N/A

WiFi Direct Capabilities:

WiFi Direct Capable : No

Central NAT : DISABLED

Session Manager:

Point of Attachment : capwap_90400005

ITF ID : 0x90400005

Authorized : TRUE

Session timeout : 28800

Common Session ID: 044A10ACO000002A39DB6F52

Acct Session ID : 0x00000000

Auth Method Status List

Method : Web Auth

Webauth State : Authz

Webauth Method : Webauth



Local Policies:

Service Template : IP-Adm-V4-LOGOUT-ACL (priority 100)

URL Redirect ACL : IP-Adm-V4-LOGOUT-ACL

Service Template : wlan_svc_LWA_LocalSW (priority 254)

VLAN : 2667

Absolute-Timer : 28800

Server Policies:

Resultant Policies:

URL Redirect ACL : IP-Adm-V4-LOGOUT-ACL

VLAN Name : XXXXX

VLAN : 2667

Absolute-Timer : 28800

DNS Snooped IPv4 Addresses : None

DNS Snooped IPv6 Addresses : None

Client Capabilities

CF Pollable : Not implemented

CF Pol1l Request : Not implemented

Short Preamble : Not implemented

PBCC : Not implemented

Channel Agility : Not implemented

Listen Interval : O



Fast BSS Transition Details

Reassociation Timeout : O

11v BSS Transition : Implemented

11v DMS Capable : No

QoS Map Capable : Yes

FlexConnect Data Switching : Local

FlexConnect Dhcp Status : Central

FlexConnect Authentication : Central

Client Statistics:

Number of Bytes Received from Client : 295564

Number of Bytes Sent to Client : 90146

Number of Packets Received from Client : 1890

Number of Packets Sent to Client : 351

Number of Data Retries : 96

Number of RTS Retries : 0O

Number of Tx Total Dropped Packets : 0

Number of Duplicate Received Packets : 0

Number of Decrypt Failed Packets : 0

Number of Mic Failured Packets : 0

Number of Mic Missing Packets : 0

Number of Policy Errors : O



Radio Signal Strength Indicator : -34 dBm

Signal to Noise Ratio : 31 dB

Fabric status : Disabled

Radio Measurement Enabled Capabilities

Capabilities: Link Measurement, Neighbor Report, Repeated Measurements, Passive Beacon Measurement, Act

Client Scan Report Time : Timer not running

Client Scan Reports

Assisted Roaming Neighbor List

Nearby AP Statistics:

EoGRE : Pending Classification

Max Client Protocol Capability: Wi-Fi6 (802.11ax)

WiFi to Cellular Steering : Not implemented

Cellular Capability : N/A

Advanced Scheduling Requests Details:

Apple Specific Requests(ASR) Capabilities/Statistics:

Regular ASR support: DISABLED
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https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-l-wireless-controller/220405-configure-local-web-authentication-with.html#:~:text=to%20the%20network.-,LWA%20flow,-%3A
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