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BRI BN RBRAPHEF i BT R IR TLIEE,

- OWEfE H E FDiffie-HellmanE A INZR KRB Tk NZR,

- EAOWER , B IKMAPIE I RIS B A H 1T Diffie-HellmanZ A R |, FHFF4E KA RS
HHE4REBEFEREER,

- FHOWEMHEBEHBEETARIXBILEZPSKHMEHN L MEREM,

W
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1. BE— N THEAME LN FRIXWLANFE AT 8.

2. FERAOWEZ£REBLE S —1SSID , HEtransition-mode-wlan-id # B &1 FF i =X WLAN
IDE, ZHLLOWENESSIDF R #ESSIDIEDI,

3. £ OPEN WLAN*transition-mode-wlan-id” = £ B 5FOWE R WLAN ID5

SR E SN EMEL

« FHRASSIDEM | REXK

« OWE##SSID&# : OWE-Transition

+ BSSID OF OPEN-OWE:40:ce:24:dd:2e:87
« OWE-Transition#9BSSID:40:ce:24:dd:2e:8f

OWE FLOW

1. AT BAT B H A SSIDER. EAILLTEAIR PCAPHES ESSIDEMEEE,

2. BNE A LAFEAIR PCAPH & B & R “Wildcard” ( BES ) MAERE B FSSIDE MG ARE
Z 42 HSSID,

3. B IR EIF ASSIDMERME , WREARZIFOWE , T A HF KB EOWENESSID ( B
BRAZEIMEEMNSSIDM AR KASSID ) ZIEHFMER,

4. OWEXZ K& F it AT A #5302 SSIDIR BUR M 1 K7 o



5. B inMAPZ 8 7] LA 1TOPEN & 13 1 il o

6. EF IR AT LAMAPRIE B EDHEARRIFMAE RN XRER , HHERNETNBHATI4RIE
F.

7. AP ] LA & 32 < Bk e /8

8. APHIZEF IR & 2B ATRE 2 R EMREF,

9. ZAABERIE , L2 PSKAT AR I,

10. B Iw AT LAMDHCP, ARPZ3REUP,

11. B i A LA ARUNSR 75

12. MREFHIRE T XIFOWE , M'EALLEOPEN SSIDE & &R FMiER |, H B Al LA E#EIREL
P, M 2#EARUNRES,

R RIS FRI

« k&b , AIR PCAPE RSSID“OPEN-OWE"T"#& ( %511 ) . @ELESSIDIFHAFEE , A
“OWE-Transition”,

Mo, Time Source Destination Protocol Langth info
47285 1025-91-21 09:53:18.259879 Cisco_dd:2e:87 Broadcast 802.11 376 Beacon frame, SN=1157, fNe@, Flags®........C, BI=19@, SSID="OPEN-OWE"

Frame 47285: 376 bytes on wire (3088 bits), 376 bytes captured (3008 bits)
fmﬂmmn Header vl} Lcngt'\ 36

adin =
Flags: ........ <
IEEE BBZ 11 Wireless Managesent
Fixed parameters (12 bytes)
Tagged parameters (380 bytes)
Tag: SSID parameter set: "OPEN-OWE™
Tag Mumber: SSID parameter set (@)
Tag length: 8
Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: D5 Parameter set: Current Channel: 48
Tag: Traffic Indication Map (TIM): DTIM @ of 1 bitmap
Tag: Country Information: Country Code IN, Environment ALL
Tag: Power Constraint: @
Tag: QBS5 Load Element B@Z.1le CCA Version
Tag: RM Enabled Capabilities (5 ectets)
Tag: HT Capabilities (802.11n D1.18)
Tag: HT Information (882.1ln D1.18)
Tag: Extended Capabilities (8 octets)

Tag: VHT Capabilities

Tag: VHT Operation

Tag: Tx Power Envelope

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX wersion = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)

Tag: Vendor Specific: Cisco Systems, Inc: Adronet nown (44}
[Tag: vendor Specific: Wi-Fi Alliance: OWE Transition Mod
Tag Mumber: Vendor Specific (221}

Tag length: 25

OUI: 5@:67:9a (Wi-Fi Alliance)
Wendor Specific OUT Type: 28
BSSID: Cisco_dd:Ze:8f (49:ce:2d4:dd:2e:81)

5510 length: 14

SSID: OWE-Transitio

@ 1:FF X SSIDIE AR
BRI SSIDER

BIEWLANELE |, tL“OWE-Transition”SSIDEZA“/"#&” , B , B LLEZEESSIDE
ﬁ'\“WiIdcard”E’JAIR PCAPH I RESSIDEIR. ER , MRREZHIES , ©E2E0OWE-
Transitioni¥ 4 &

FRALHBIESD ( Hlan“40:ce:24:dd:2e:8f" ) FRENFRESSIDAKIBSSID , A EHRIIEIHIRT
BxT,

EUBEIH , ©ERSSID“Missing” , HEE H#%#SSID“OPEN-OWE"H]
BSSID“40:ce:24:dd:2e:87",



No. Time: Source Destination
22581 2025-01-21 @9:52:23.230007 Cisco_dd:2e:8f Broadcast

Frame 22581: 390 bytes on wire (3128 bits), 398 bytes captured (3128 bits)
Radiotap Header v@, Lemgth 36
882.11 radio information
IEEE 802.11 Beacon frame, Flags: ........C
IEEE 802.11 Wireless Hanagement

Fixed parameters (12 bytes)

Tagged parameters (314 bytes)

Tag: SSID parameter set: Wildcard SSID
Tag Musber: SSID parameter set (@)

Supported Rates G(B), 9, 12(B), 18, 24(B),
: D5 Parameter set: Current Channel: 48
¢ Traffic Indication Map (TIM): DTIM @ of 1 bitmap
: Country Informatien: Country Code TN, Ervironment ALl
: Power Constraint: @
RSN Information
0B55 Load Element B882.1le CCA Version
M Enabled Capabilities (5 octets)
HT Capabilities (802.11s D1.10)
HT Information (B82.11m D1.18)
Extended Capabilities (8 octets)
: WHT Capabilities
VHT Operatien
T Power Envelope
Vendor Specific: Micreseft Corp.: WMH/WME: Parameter Element
: Vendor Specific: Cisco Systems, Inc: Adronet CCX version = 5
Vendor Specific: Cisco Systems, Inc: Aironet Client MFP Disabled
Vendor Specific: Cisco Systems, Inc: Adronet Unknown (110 (11}
Vendor Specific: Cisco Systems, Inc: Alronet Unknown (44)
[ Tag: Vendor Specific: Wi-Fi Alliance: OWE Transition Mode |

Tag Number: Vendar Specific (2210

Tag length: 19

OUT: 5@:67:9a (Wi-Fi Alliance)

36, 48, 54, [Mbitssec)

BSSID: Cisco dd:2e:87 (40:ce:24:d,
5510 ¥

SI0: UPEN—Dh‘E

B 2:F& 5 SSID - OWE%E ik

MNE PR

Protocol
B02.11

EZ|IOWE#SSIDRY RN &S

Length Info
390 Beacon frame, SN=2483, FN=0, Flags=........C, BI=10Q, 55I0=Wildcard {Broadcast)

« RIFERMOPEN-OWE” SSID , EF InMEFEEZNWEMSSIDEAER , EXIR

R “OWE-Transition”,

N#FEEA

Mo Time
8509 2025-91-21 99:51:57.318400 ee:13:eB:aB:cd:5b
8510 Z825-81-21 @9:51:57.31B412
8511 Z@25-81-21 ©9:51:57.319223 Cisco_dd: 2e:8f
=5 aall 233

MRE %
“OWE-Transition”SSID H# 3R 1518 5,

« R E R KX FIOWE-Transition BSSID "40:ce:24:dd:2e:8f"

1834 7] LLE EJOPEN-OWE SSIDiF4MEE.,

BB XIFOWEME , e A BURHRIN 18 R R IX 2

FHIKREIE R, FELLIRAIE

Source Destination Protocol Length Infa
Cisco_dd: 2e: Bf B02.11 197 Probe Request, SN=9, FN=B, Flags=........ €, S51D="OWE-Transition"
ee:13:eB:a8: cd:5b BRZ2.11 48 Acknowledgement, Flags=........C
ee:lized:ad: cd:5h B02.11 398 Probe Response, SN=TB2, FN=0, Flags=........C, BI=18@, S5ID="OWE-Tramsition™
£ASC0 28RN 502,01 48 Acknoxle30ERent, £12055 <

Frame B589: 197 bytes on wire (1576 bits), 197 bytes captured (1576 bits)
Raﬂlotan Header v, I.ength 36

Flags: .
TEEE BM.H Wireless Manaqenenl
Tagged parameters (133 bytes)
Tag: SSID parameter set: “OWE-Transition®
T.:g Muaber: SSID parameter set (@)

OWE-Transition"
Tag: Supported Rates 6, 9, 12, 18, 24, 3%, 48, 54,

Hbit/sec]

Tag: D5 Parameter set: Current Channel: 48

Tag: HT Capabilities (882.11n D1.18)

Tag: Extended Capabilities (11 octets)

Tag: VHT Capabilities

Ext Tag: HE Capabilities

Tag: Vendor Specific: Wi=Fi Alliance:
Tag Nusber: Vendor Specific (221)
Tag length: 7
OUT: 50:6f:9a (Wi-Fi Alliance)
Vendor Specific OUI Type: 22
MBO/OCE attribute: 832102 (Cellular Data Capabilities)

Tag: Vendor Specific: Micreosoft Corp.: Unknown 8

1ti Band Operation

B3R E R

MAP KI5 B2 F i B ER I e B2

. EPiEWEISSID“OWE-Transition” RN R |, B2

= B “OPEN-OWE”,

Optimized Connectivity Experience

TIEWIFi Alliance P B H R 1HSSIDIF 4



2500 2025-91-21 @9:51:57.318400 ece:ld:eB:al:cd:Sb Cisco_dd: 2e:8f 802.11 197 Probe Request, 5M=d, FN=0, Flags=........C, SSID="OWE-Transition"

8510 2025-01-21 €9:51:57.318412 ee:id:eB:ad:cd:5b 802,11 ouledgrs Flags=...vueaal

8511 2025-91-21 @89:51:57.319223 Cisco_dd:2e:8f ee:13:eB:aB:cd:5b 80211 SN=TB2, FN=®, Flags=..:.:...C; BI=18@, S5ID="OWE-Transition"
8512 2005500521, 83:51:57,319233, Cisco.ii2e:Al BE2.11 48 ACkiORICI0CAC e ELAGSS c

Frame B511: 398 bytes on wiré (3184 bits), 398 bytes captured (3184 bits)
Radiotap Header v@, Length 36
i nfg

IEEE 882.11 Frobe Response

reless Management
Fixed parameters (12 bytes)
Tagged parameters (322 bytes)
Tag: SSID paraméter set: “OWE-Transition™
Tag Musber: S5ID parameter set (@)
Tag length: 14

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 48
Tag: Country Information: Country Code IN, Environment ALl
Tag: Power Constraint: &
Tag: RSN Infermation
Tog: 0BS5S Load Element 802.11e CCA Versien
Tog: RM Enabled Copabilities (5 octets)
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (B82.11n D1.18)
Tag: Extended Capabilities (8 octets)
Tag: WHT Capabilities
Tag: VHT Operation
Tag: Tx Power Envelope
Tag: Vendor Specific: Microsoft Corp.: WHM/WME: Parameter Element
Tag: Vendor Specific: Cisco Systems, Inc: Aironet CCX version = 5
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Client MFP Disabled
Tag: Vendor Specific: Cisco Systems, Inc: Adronet Unknown (11) (11)
. e P (44}

: Wendor Specific: Wi-Fi Alliance: Transition Hode
23 Wumbcr: Wendor SPCCITIC (2217

Tag length: 19

QUI: 59:67:0a (Wi-Fi Alliance)

Vendnr Specific OUT Type: OB

OFEN-OWE

B4R
pa & =gy L AN

- RERNWERE , BEFHRMAPLZE AT RE2 ¥ TOPENS BRIE , LIEXBZ AR ER F ikH
wifit¥ 4115 B/2 B



Ho. Time Destination Length Info

8518 2025-81-X1 89:51:57.327265 eell zaB:cd:5b » 48 Acknowledgesent, Flagss........C

Frame 8517: 7@ bytes on wire {56@ bits), 790 bytes captured (568 bits)
ARadiotap Header w@, Length 36
882.11 radio information
IEEE 802.11 Authentication, Flags: ........C
TypesSubtype: Authentication (@x@eeb)
Frame Control Field: Oxbodd
.00 2000 BA11 1100 = Duration: 6@ micreséconds
Receiver address: Cisco_dd:2e:Bf (48:ce:24:dd:2e:Bf)
Destination address: Cisco_dd:2e:8f (48:ce:24 CH:id ]
Transmitter address: ee:13:eB:ad:cd:5b (ee:13 cd:5b)
Source address: ee:l3:eB:aB:cd:5b {ee:l3:eB:a8:cd:5b)
B55 Id: Cisco_dd:2e:8f (40:ce:24:dd:2
wses wess saes @0RQ = Fragment number: &
|00 2000 2001 .... = Sequence number: 1
Frame check sequence: @x92873869 [unverified]
[FCS Status: Unverified]
[WLAN Flags: ........ cl
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: 0x0001
Status cede: Successful (@x@00a)

No. Tirme: Source Destination Protocol Length Inife
8520 2025-81-71 89:51:57.327278 Cisco_dd:2e:Bf ee:13:eB:aB:cd:5b B882.11 78 Authentication, SN=783, FN=@
8521 2025-81-21 @9:51:57.327349 Cisco_dd:2e:8f B82.11 48 Acknowledgesent, Flagss. B
8522 2025-81-21 99:51:57.329457 ee:l3:ef:aBrcd:Sh Cisco_dd:2e:8f 882.11 337 Association Request, SNsZ, FHlU Flagss........ €, SSID="OWE-Transition"

8523 2025-01-21 99:51:57.329466 oe:l3:eBzal:cd:5b 802.11 48 Acknowledgesent, Flags=........C

Frame 8520: 7@ bytes on wire {560 bits), 7@ bytes captured (560 bits)
Radiotap Header w@, Length 36
802.11 radio information
IEEE 802.11 Authentication, FLAgs: .....ve €
TypesSubtype: Authentication (@x88ab)
Frame Control Field: @xbded
000 9909 9911 1100 = Duration: 6@ microseconds
Receiver address: ee: B:cd:50 (ee:l3:ed:a
Destination address: B:a8:00:5b (ee:13:e8:aB:cd:5b)
Transmitter address: Cisco_dd:2e:8f (40:ce:24:dd:2e:8f)
Source address: Cisco_dd:2e:Bf (4B:ce:24:dd:2¢:81)
B55 Id: Cisco dd:2e:87 (48:ce:2d:dd:2e:8l)
sams wess aeas 0000 = Fragment number: @
9011 9980 1111 .... = Sequence number: 783
Frame check sequence: @xc3c21908 [unverified]
[FCS Status: Unverified]
[WLAM Flags: ........ €l
IEEE 802.11 Wireless Management
Fixed parameters (6 bytes)
Authentication Algorithm: Open System (@)
Authentication SEQ: @x0002
Status code: Successful (@x@00a)

B RN I EHATOPEN S R
ME i B APHY X BR1E R
EER , EUBIREF , B4 AT BAK 0 A T 102 /Y Diffie-HellmanZ 8B,

()

No. Timea Source Destination Protocol Length

r B522 2025-01-21 @9:51:57.229457 ee:13:ef:al:cd:5b Cisco_dd:2e:8f 882.11 337
B523 2025-01-21 09:51:57. 229466 ee:13:e8:aB:cd:5b 802.11 48

Frame 8522: 337 bytes on wire (2696 bits), 337 bytes captured (2696 bits)
Radiotap Header v, Length 36
802.11 radie information
IEEE 802.11 Association Request, Flags: ..
IEEE 802.11 Wireless Management
Fixed parameters (4 bytes)
T

Tag: Supported Rates G6(B), 9, 12(B}, 1B, 24(B), 36, 48, 54, [Mbit/sec]
Tag: Power Capability Min: -29, Max: 14

Tag: Supported Channels

Tag: HT Capabilities (882.11n D1.10)

Tag: RSN Information

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Extended Capabilities (11 octets)

Tag: WHT Capabilities

Tag: Vendor Specific: Samsung Electronics Co.,Ltd
Tag: Vendor Specific: Samsung Electronics Co. Ltd

Tag: Vendsr Specific: Micrasaft Cor WHM/WHME: Information Element
IE”- T.:g (WE Bl”’i: el lman Pnramﬂ:rl
1 [} 1

E don LCF group (15
Public I(Ey' Te2Ta2badcT Ta98cTOTEA1 226349334 Tec 1604 64345dce 8L OBLEBD2121 131

B6: X ERiE R



« HERARIRH , BAILUFREFEXEMBRNEFREE

2025/01/21 15:21:57.391071821 {wncd_x_R0-0}{1}: [cTlient-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b .
2025/01/21 15:21:57.391117645 {wncd_x_R0-0}{1}: [client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

MAP R IE B2 P i B < BR e B

Ma. Time Source Destination Protocel Length Info

B527 2025-01-21 @9:51:57.333153 Cisco_dd:2&: 81 e8:13:eB:aB:cd:5b BO2.11 245 Association Response, SN=T7B4, FH=8, Flags=........
B528 2025-91-21 @3:51:57.333161 Cisco_dd:2e:Bf BO2.11 48 Acknowledgement, Flags=........C

Frame 8527: 245 bytes on wire (1968 bits), 245 bytes captured (1960 bits)
Radiotap Header v@, Length 36
1l cadig iofgrmatign

TEEE 802.11 Association Response, Flags:

Type/Subtype: Association Response (0x@081)

Frame Control Field: @éxleee

.000 2000 8011 118 = Duration: 60 microseconds

Receiver addréss: ee:13:eB:aB:cd:5b (@e:13:6B:a8:cd:50)
Destination address: ee:l3:eB:aB:cd:5b (ee:13:eB:a8:cd:5b)

Transmitter address: Cisco dd:Ze:8f (d9:ce:24:dd:Ze:Bl)
ISDUl(e address: Cisco dd:2e:87 (4@:ice:Zd:dd:2e:8r)
BSS Id: Cisco_dd:2e:8f (40:ce:24:d4d:2e:87)
............ 2008 = Fragment nusmber: @
8311 2281 8288 .... = Sequence number: TB4
Frame check sequence: @x7fbedlll [unverified]
[FC5 Status: Unverified)
[WLAN Flags: ........C]
IEEE 882.11 Wireless Managesent
Fixed parameters (6 bytes)
Capabilities Information: @x1111
Status code: Successful (BxddRa)
««00 2000 2000 2001 = Association ID: @x@@el
Tagged parameters (175 bytes)
Tag: Supported Rates G(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbitssec]
Tag: RSN Informatisn
Tag: Vendor Specific: Microseft Corp.: WMM/WME: Parameter Element
Tag: HT Capabilities (882.11n D1.18)
Tag: HT Information (882.11n D1.10)
Tag: Extended Capabilities (B octets)
Tag: VHT Capabilities
Tag: VHT Operation
* Tag: RM Enabled Capabilities (5 octets)
Tag: B5S Max Idle Period

A 7: < BRI R7

2025/01/21 15:21:57.391334260 {wncd_x_RO-0}{1}: [client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
2025/01/21 15:21:57.392296819 {wncd_x_RO-0}{1}: [dotll] [21675]: (note): MAC: eel3.e8a8.cd5b Associati

APHIE FPIHRIRE 2 R ATRES R E4REF,
Key-1HAP K%

B i KA R B4R 2

Key-3HAP &%

Key-4H & Fim &%



Time
2025-01-21 @9:51:57.360919

Source
Cisco_dd:2e:8f

Destination
ee:13:e8:a8:cd25b

Protocal

Length

Inf
Key (Message 1 of 4)

8541
8542
8543
8544
8545
8546
8547
B548
8549

2025-01-21 09:51:57. 360930
2025-01-21 09:51:57.363375
2025-01-21 @9:51:57. 365554
2025-01-21 @9:51:57. 365603
2025-01-21 09:51:57. 366921
2025-01-21 09:51:57. 366029
2025-01-21 09:51:57. 368482
2025-01-21 09:51:57.373313%
2025-01-21 @9:51:57.373334

Cisco_dd:2e:87
ee:13:e8:aBicd: 50

Cisco_dd:2e: 81

Cisco_dd:2e:86
ee:l3rediaBicd:5h

Cisco_dd:2e:8f B02.11
Broadcast B0Z.11
Cisco_dd:2e:8f EAPOL
ee:13ie8:a8:cd:5b Baz.11
ee:l3red:aB:cd:Sh EAPOL
Cizco_dd:2e:8f Baz.11
Broadcast BaZ. 11
Cisco_dd:2e:81 EAPOL
ee:l3:ediaB:cd:5Sh Bez.11

Frame 8548: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)

Radiotap Weader v, Length 34
802.11 radio information

IEEE B802.11 Qo5 Data, Flags: ......

Logical-Link Control

802. 1% Authentication
Version: B@2.1X-2084 (2)
Type: Key (3)
Length: 117

F.C

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 1]

Key Information: @x@038
Key Length: 16

Replay Counter: @

WPA Key Nonce: 1728747ac242742113711b43b61694T1eaf8ala78eb2el083d188c5a2edS5ded

Key Iv: a0

00 B0

WPA Key RSC: 2000000000000000

WPA Key 10: 2920000000000000

WPA Key MIC: @eaee
WPA Key Data Length: 22

LLE L]

aad

WPA Key Data: ddl4@@@tac®421b5504abBaiiscis5erddaadabizar

M8 R BT

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:

21

2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

2025/01/21

21:

21:

21:

21:

21:

:21:

:21:

:21:

:21:

:21:

:21:

:21:

57.
57.
57.
57.
:57.
57.
57.
57.
57.
57.
57.
57.

57.

L2 & 1358 5 Th

2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:
2025/01/21 15:21:

PR

57
57
57
57

392538716
392557538
392640494
394830551
395171903
420590731
420706435
420775720
426548998
426725965
426727805
434078994

434099154

.434111288
.434250308
.434286035
.434308953

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

{wncd_x_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

48 Acknowledgement, Flags=........C

376 Beacon frame, 5M=3335, MN=@, Flagss........C, BI=10@, S55ID="0PEN-OWE"

215 Key (Message 2 of 4) w/
48 Acknowledgement, Flags=........C
267 Key (Message 3 of 4).
48 Acknowledgesent, Flags=........C

376 Beacon frame, 5NM=3336, FN=8, Flags=........0, BI=18@, S5ID="newssidd"

171 Key (Message 4 of 4)
48 Acknowledgement, Flags=........C

[cTient-orch-sm] [21675]:
[client-orch-state] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:
[client-auth] [21675]:

[client-keymgmt] [21675]:

[client-keymgmt]
[client-keymgmt]
[client-keymgmt]
[client-keymgmt]
[client-keymgmt]

[client-keymgmt]

[cTient-keymgmt] [21675]:
[cTient-auth] [21675]:
[cTient-auth] [21675]:
[cTient-orch-sm] [21675]:

(debug) : MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5

(note): MAC: eel3.e8a8.cd5b L2 .
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b Cli
(info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (info): MAC: eel3.e8a8.cd5b |
[21675]: (note): MAC: eel3.e8a8.cd5b

(info): MAC: eel3.e8a8.cd5b

(note): MAC: eel3.e8a8.cd5b L2
(info): MAC: eel3.e8a8.cd5b C(Cli

(debug) : MAC: eel3.e8a8.cd5b



2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21
2025/01/21

15:
15:
15:
15:
15:
15:
15:
15:

21:
21:
21:
21:57.
21:57.

57.
57.
57.

434789679
436611026
437239513
437508189
534166453
21:57.535325325
21:57.535874658
21:57.536500021

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

&P imi FETIREs

2025/01/21 15:21:57.537017277 {wncd_x_R0O-0}{1}:

AZEFHOWEIZNE F im

- BEREFIRMAS , BFmA AT HEE]

[client-orch-sm] [21675]: (note): MAC: eel3.e8a8.cd5b |
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5
[cTient-iplearn] [21675]: (info): MAC: eel3.e8a8.cd5b

[sisf-packet] [21675]: (info): TX: DHCPv4 from 1interfac
[cTient-iplearn] [21675]: (note): MAC: eel3.e8a8.cd5b
[sisf-packet] [21675]: (info): TX: DHCPv4 from interfac

[client-orch-sm] [21675]: (debug): MAC: eel3.e8a8.cd5b

[client-orch-state] [21675]: (note): MAC: eel3.e8a8.cd5

REEBXFLMNELE, MRFZEXRF, WER

ERIEFNFERBF K SSID‘OPEN-OWE” , H AT ITIEEWNFF S B RUE , FREVUPH 3t

, RiEH ARUNIRES .

2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16
2025/01/16

15:
15:
15:
15:
15:
15:
15:
15:

36:
36:
36:
36:
36:
36:
36:
36:

06.
06.
06.
06.
06.
06.
10.
10.

178370757
209288788
248651191
248751507
281808554
303307756
305041414
305777492

{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:
{wncd_x_R0O-23}{1}:

RIBITELE B

[cTient-orch-sm] [17332]: (note): MAC: d037.4587.8f35 .
[dot11l] [17332]: (note): MAC: d037.4587.8f35 Associati
[cTient-auth] [17332]: (note): MAC: d037.4587.8f35 Ope
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3
[cTlient-ipTlearn] [17332]: (note): MAC: d037.4587.8f35
[cTient-orch-state] [17332]: (note): MAC: d037.4587.8f3

. BAREL1EOPEN & 3 31F 5 Webauth(CWA/LWA/EWA) # B  OWE

* OWEHR A XFHFT,
- WRBAFT, N&BREHERHEE



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA
O WPA + WPA2 O WPA2 + WPA3 @® WPA3 QO Static WEP O None

MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wrPaPolicy O wpA2 Policy O Status Enabled v
GTK O WPA3 Policy
Randomize . D Qver the DS D
Transition
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AEs(ccmpi28) & ccemp2se O Auth Key Mgmt
GCMP128 ) GCMP256 () s Thomaiiins maie 2o o 2 g
SAE O FT + SAE O
Protected Management Frame OWE FT+802.1x O
_ 802.1X- O
PMF Required v SHAZ256
Transition Mode WLAN ID 9

Association Comeback Timer* 1

SA Query Time* 200

.| Update & Apply to Device

B9 EOWE##:SSIDH 5 AFTRT HI4EIRHEE

PSK/dot1xF % #F0OWE

BNETEEXLEASHFEAOWE ,

1. 802.1xZFT+802.1x

2. PSK=FT+PSK=PSK-SHA256

3. SAEZFT+SAE

4. 802.1x-SHA256 %X FT+802.1x-SHA256

MRELZHABAETEA—TEE , WRIERER



Edit WLAN x

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 @® WPA3 Q Static WEP O None

MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
wraPolicy O wpa2 Policy O Status Disabled v
GTK O WPA3 Policy o
Randomize
Transition 0 i
Disable
Reassociation Timeout * 20

WPA2/WPA3 Encryption

AES(CCMP128) CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O .

802.1X/FT+802.1X/802.1X-SHA256/PSK/FT+PSK/PSK-
SHA256/CCKM/SAE/FT+SAE
Protected Management Frame

SAE O FT + SAE O
PMF Required . OWE FT+8021x O
Toquee S —
Association Comeback Timer* 1 ‘ SHAZS
Transition Mode WLAN ID 9 ‘
SA Query Time* 200 ‘

Update & Apply to Device

10:#EOWE SSIDH /3 f Hfth & I IE 7 AT B IRE B



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

O WPA + WPA2 QO WPA2 + WPA3 @® WPA3 Q Static WEP QO None

MAC Filtering O

Lobby Admin Access )

WPA Parameters Fast Transition
wPAPolicy O wpA2 policy O Status Enabled v
GTK O WPA3 Policy
Randomize . 0O Over the DS O
Transition
Disable
Reassociation Timeout * 20

WPAZ2/WPAS3 Encryption

AES(ccmPi128) & CCMP256 O Auth Key Mgmt
GCMP128 O GCMP256 O
Protected Management Frame PSK/FT+PSK/PSK
FT O
PMF Required v + SRk
OWE FT + 802.1X
Association Comeback Timer* 1 802.1X-
SHA256
Transition Mode WLAN ID 9

SA Query Time* 200

Update & Apply to Device

11: 8 AAKMET B BI4EIRE B

« #Cisco IOS® XE 17.9.6 IOSHRAH , HikFE WPA2+WPAS'RY , ST LAEEAKM T & E
‘OWE™i£M , BERELBIFEIRES , ETEEFOWESKAE —EER.



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 ALA

) WPA + WPAZ ® WPAZ + WPA3 O WPA3 O Static WEP ) Nona
MAC Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
WPA O WPA2 Status Disabled -
Policy Policy
GTK (] WPA3 Over the DS 0
Randomize Policy
Transition O Reassociation Timeout * 20
Disable |

WPA2/WPA3 Encryption Auth Key Mgmt

AES(CCMP128) compzss O
GCMP128 O gemezse O
Protected Management Frame OWE is supported with WPA3 (WPA/WPAZ must be
disabled)
PMF Required - | 802.1x PSK O
' CCKM A SAE O
Association Comeback Timer* | 1 FT + SAE OWE
' FT + 802.1x FT + PSK 0
SA Quary Time* 200 802.1x- psk-sHA256 O
SHAZ256
Transition Mode WLAN ID 7

MPSK Configuration
Enable MPSK O

| Update & Apply to Device

12:3% BWPA2+WPA3RT H B 48 1R B

* 1£Cisco IOS® XE 17.124hx A | AR WPA2+WPA3 R , EAKMH TTIEIR G OWE" &



I,

Edit WLAN ®

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AN

O WPA + WPA2 @ WPAZ + WPA3 O WPA3 O Static WEP O None
MAG Filtering O

Lobby Admin Access O

WPA Parameters Fast Transition
weaPslicy O WPA2 Policy Status Enabled -
GTK (] WPA3 Policy
Randomize B Over the DS (]
Transition |:|
Disable

Reassociation Timeout * 20

WPAZ2/WPA3J Encryption

AES(coMP128) B CCMP256 O Auth Ksy Mgt
GCMP128 O GCMP256 a N I
WV, secunty vahd Comomnalons: 1 Syuite r, 2
502 1X-SHA256/FT-B02.1X/802.1X AKM S
oher, 3, PSK SEFT-PSE/PSK AKM and AES
Protected Management Frame prapp st e
WPAZ security valid combinations: 1. SuiteB cipher, 2
PMF | Required v 802 1 X-SHAZ256/FT-802.1X AKM and AES cipher, 3
\ ; SAE/FT-SAE/OWE AKM and AES cipher.
Association Comeback Timer* [ 1 - 802.1X D PSK D
CCKM A O SAE O
SA Query Time* ‘ 200 FT + SAE () FT+8021x O
FT + PSK O 802.1%- a
SHA256

psk-sHaz2s6 O

MPSK Configuration
Enable MPSK O

Update & Apply to Device

13:4IREE

RIRBAKMAF HIOWEIETT




HUEHEER

1. ®EWLAN, OPEN SSIDFOWEESSIDH K&t & 2440 Bk 5133 EWLAN D,
2. I BRI A MIEOWERRSSIDHREE A | © REEEOPEN SSIDAHE A,

3. REAX RN ZIFHN FHBRIE/MB/FTH .

4. MBEWLCIHH BB IEE , BIRERMEMN B EMHA L% D REEE,

RARERFEPC ( R AR BIETHIR )

EFRFIWLC GUI -> Troubleshooting -> Radiative Trace -> Add client wifi MAC address -> Click
that clients® 1% — > Start

EREFIWLC GUI -> Troubleshooting -> Packet Capture -> Add new file name -> Choose the uplink
interface and WMI VLAN/Interface -> Start,

MNEFRITEN - MRAEE , BA OB EEWIFiEE O ZEWireshark 2 A H W E B 2R,

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/213949-wireless-debugging-and-log-collection-on.html#anc12

AIR PCAP
BB EAMACEEABRNEHAP —BEN RFBEARKET , BSRANTHEE
MMACEiE A BN :

https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-
packet-captures-over-the-air-on.html

MIRERESAP:

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-
controllers/217057-configure-access-point-in-sniffer-mode-o.html

— ALITREN (wiresharkiB25 8 ) EEFIRIBO | HASAEKwireshark AR , It
wireshark iR 5585 A JREER 15 [MWLC WMIEDO , MR HIL“5555, 50008%5556” H I EEAIWLCH
wiresharkBRS588 2 1] , T 36 J7E B A 1 7R Ao Y XML

KEZRK T wiresharkIPCH RBERE T E{i“gscaler’ , lIRTFR , FHxA’HER , MR
windows defenderZ KM K IBFHEPFEENETMAASR , BEATH] , AEZRIWEPCAP,

N =N
=)

HEF WM —APERIEEIS —MAPE |, EFERITUTHR ¢

- REREEFHXB/XRE — BURTEFIRER,
o FEEXEKIERF K EDH(Diffie-Helman)i# 415 2.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc12
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/217057-configure-access-point-in-sniffer-mode-o.html

o BFIRAUMAPRECEX MR FHDHIFAER , ETUPMKEREFIRFMAPH £ K.
o APHIZE Fim2 B o] A 1T4R B F,

« HEOWER , B8 EBHFT , Rt AT AEEHS802.11r0

- BREPIRERN , EEEDHRREHITREMRIEF,

- BERIRMAPERBSHPMKID , X FENMAPHIEFimRIRE M —1,

MBEFIFEZESIE—MAP , Mo UERARE—1PMKID, EELERT , MREF ims
B LLAPIES | DT\UEIJ«XEJEE%?E’QPMKID , BREFinfEAHERBAPMKIDE T4XIEF,

R~

MREFIREEEIRE —DAP | &R B R BRE R MK Bk 6 1 & ZUAR R M PMKID, £ < BRI B1 p
, MRDHEARE—PMKID , M EEEEDHHEAE S

#5322 MIS-91-21 00:

:57.329457 ee:ldied:abicd:Sh Cisca_dd: Je:Bf Bz n? 21 b5 50 da b ad 35 <3 55 o7 74 db 04 6 30 8 Assccistion Reguest, SN=2, P, Flagss. €, SSID-"OWE-Tr:
44117 2025-91-21 89:53:12.847592 cerl3:eSraBred:Sb  Cisco_dd:2e:8f 50211 337 Z1 b5 50 da bB a3 35 <3 55 ¢7 14 da a4 a6 33 af Assoclation Request, SMe2, FMed, Flagse. . 551D OWE=Tr,
Frame #522;: 337 bytes on wire (2656 bits), 337 bytes captured (269 bits)
Rudistap Hesder wb, Length 36
802.11 radis informatisn
IEEE $02.11 Association Mequest, Flags: .
IEEE £02.11 Wireless Managesent
Fixed paraseters (4 bytes)
Tagged parasetors (169 by
Tag: 5! parameter set ition"
Tags Supparted Mates GIB}. 9, 12(01, 18, 24i0), 36, 48, 34, [Mbit/sec]
Tag: Power Ca 20, Max: 14
Tag: Supported
Tags HT Capabilities (892.11n 01.10)
Tag: RSN Infermation
Tag Husber: RSH Information {48}
Tag Lengt
RSN Version: 1
Group Cipher Suite: @A:0fiac (Teee BOZ.11) AES (OOM)
Pairwise Cipher Suite s 1
Fairwise Cipher Suite List ®8:0f:ac [Teee S82.11) AES (CCM)
Auth Key Managesent (MM} Suite Count: 1
Auth Koy Managesent [ANM) List @9:87:ac (Ieec B02.11) Opportunistic Wireless E
£33 DxdbCh
nt: i
‘ auny |
21 bS5 30 da b8 ad 35 ¢ 55 e7 14 da ad ab 33 af
gEmant Cipher Suitn: @0:01:ac (leoe BEZ.1L1 BIF [378)
RM Enabled Capabilities (5 octets)
Tag: Supported Operating Classes
ag: Extended Capabilities (11 setets)
© VHT Capabilities
 Verdor Specifics Samsung Electrenics Co.,Ltd
: Vendor Speci amsung Electrenies Co.,Lid
i Vengor Specifi rosoft Corp.: WHM/WME: Information Elesent
oWt Diffie-Hellnan Parsscter (32)
] andom ECP group 119)
Fublic Key: c 37 82 ba 4c 77 a9 Bc 7@ 76 dl fa Je 34 53 34 Te cl €d 4c 64 34 5d cc 18 b3 bb €8 b2 12 1 31
9 14:4£ /& —PMKID
Tirrd Sousts Daitination Peotocal Langth Sequencs Numbi (BE) PMKID L)
W527 2025-01-21 ©9:51:57.300153 Cisco_dd:2e:8f ee:1d:ediab:cd:5b Boz. 11 245 1 b5 50 da b9 a3 35 €3 55 o7 14 da a4 o6 3D of Associstion Response, SNeTE4, FNeD, Flagss........C
Frame B527: 245 bytes on wire (1968 bits), 245 bytes capturcd (1968 bits)

Radiotap Meader w8, Length 36
B2, 31 radio inforsation
IEEE 802.11 Association Response, Flags: .
IEEE B02.11 Wireless Managesent
Fixed paraseters (6 Bytes)
{175 bytes)
pparted Rates €(8), 5, 12(8), 18, 24tm), 36, a8, 54,

Mbitssec]

Grosp Cipher Sulter GB:@f:ac (Iees B02.11) AES (COH)

Pairwise Cipher Suite Count

Podrwise Cipher Swite List 09:07:ec (Ieee B8Z.110 AES (CCM)

Auth Key Managesent {AKM) Suite Count: 1

Auth Key Managesent (AKM) List 00:08f:ac {leee BO2.11) Opportunistic Wireless Encryption

RN Capab Bxdles

PHKID Count

PRID List
PMEID: 21 b5 S0 do B9 a3 35 €3 55 a7 14 ds a4 a6

Group Management Cipher Sulter 00:@f:ac (leee BOZ.11) BIP [128]
Vendor Specifici Microsoft Corp.: WMM/WME: Parameter Clement

HT Capabilities (802, 1.18)

: WT Informatice (282.1%n D1.18)

tended Capabilities (8 octers)

VHT Copabilities

VHT Operat ion

& 15: 5@ —PMKID Y < BX g 57

SFMR , AWLCESIRBRIEZEF i , ©EBAKKIE—AP , kit , BEFEL*ERE—PMKID , B
APTE BRI 57 AP & A DHEAE B



Na. Time Souns Dastintion Prowed Langth Sagance Numiber (BE) PARID Infs
~ 44117 2025-81-F1 B9:53:12.247502 ee:l3zeBraBicd:Sh Clsco_ddiZesf BAZ. 11 337 21 b5 S0 da @ a3 35 c3 55 e7 14 da ad a6 33 af Association Request, SMsZ, FN=B, Flagss........C, SSIDS"OWE=Tr.

Fraso 44137: 337 Bytes on wire (2696 Bits), 337 bytes captured (2606 bits)
Radiotap Weader wd, Length 36
802,11 radie informstisn
TEEE BO2.11 Association Request, Flags:
TEEE 802,31 Wireless Managosent
Fixed paraseters (4 bytesh
Tagged parsseters (169 bytes)
S5ID parameter set: “OWE=Transition™
Supgerted Rates Gl0), 9, 120}, 18, zale), 34, 48, 34, [Mbitssec]
Power Capability Mis: -20, Max: 14
Supported Channels
T Capabllities (862.1n 01,101
Tag: ASN Information
Tag Musbar: PSN Inferaatica 148}
Tag lengthr 42
RS Warsion: 1
Group Cipher Suiter 80187 rac {Teee BA2.11) AES (CCH)
Palruise Cipher Suite Count: 1
Pairwise Cipher Swite List ®8:07:ac {Ieee 802.11) AES (€M)
Auth Key Mansgesent (ARM) Suite Cownti 1
Auth Key Hansgement (A} List 88:8d:ac (Teee Bd2.11) Opportunistic Wireless Encrypiion
RGN Capabilities: G=d0c

BT E
PID List
FHID: 31 BS 50 da b a3 35 3 55 &7 f4 da a4 a6 33 af
Group Management Cipher Suife: B@:@f:ac (leee 8@2.111 BIF (128)
Tag: P Emabled Capabilities (5 octets)
Supported Operating Classes
Extaaded Capabilities (21 sevens)
VHT Capabilities
Verdar Specific: Samgung Electronics Co.,Lid
Samsung Electronics Co.,Ltd
i Mirpounts Corp,: Wed/Wer: Inforsatins Flesen)
Ext Tag: OWE Diffic-Hellman Farameter
Ext Tag length: M4 (Tag lens 33
Ext Tag Musker: OWE Diffie-bellman Parameter (32)
Group: 256-bit random LCP group (19)
Public Key: ba ba 15 2b T# a5 4c #2 21 16 1 0b ad 95 a0 41 cf 95 79 58 3d dc 77 96 bb b3 59 52 42 25 of &f

B16:MRE , BFRiwAET @SDHIFMAE EHRE —PMKID

Frotocol Length Sequence Mumber [BE] PMKID

B0z, 266 Association Response, SN=1239, FN=d, Fl,

Frase 44131; 266 bytes on wire (2120 bits), 268 bytes coptwred (2128 bits)
Radiotap Hesdar vl, Length 36
202.11 radio inforsation
TEEE 802,11 Association Response, Flags: .
DEEE #9211 Wireless Managesent
Fixed paraseters (6 bytes)
Tagged paraseters (196 bytes)
Tag: Supported Rates G(B), 9, 1208}, 18, 24(0), 36, 48, 54, [Mbitfsec]
Tog: RSM Inforsation
Tag Husber: RSN Information (48]
Tag length: 26
RSN Version: 1
Growp Ciphor Suite: @0:07:ac (Teee #02.11] AES (COM)
Pairwise Cipher Suite Coumt: 1
Pairwise Cipher Suite List 00:8f:ac {Teee B82.11) AES (CCH)
Auth Key Monspesent (M) Suite Coumt: 1
Auth Koy Managesent [AXM) List 00:8f:ac (Ieet BO2.11) Opportunistic Wireless Encryption

Group Masagesent Cipher Swite: 00:@f:ac (Ieee 882.11) BIF (128)
Tag: Vendor Specific: Microseft Corp.: WHM/WMED Parascter Element
T Capabilities (802.11n D1.18)

HT Infermation (B02.11n D1.100
Tag: Extended Capabilities (8 actets)
VHT Capabilities

VHT Operation

Bg: M Enabled Capabilities (5 eeters)
Tag: BSS Max Tdle Peripd

Ext Tag: OWE Diffic-Hellman Farameter

Ext Tag Yength: 34 {Tag len: 33)

Ext Tag Nusber: OWE Diffis-Hellsan Parasster (32)

Group: I56-bit random ECP group (19)

Public Key: o4 44 ea @0 Gf 13 63 35 33 93 59 31 7d b7 Ze ab &4 84 26 7e 62 da d9 Za B8 <3 de 15 €2 69 al €5

17:APfE FADH{E 4 R E #HIPMKID

EARGIH : APHEFIRERITAREFRERRE—IPMKID , HEAMIMM2ER.

Mo, T Sore Destination Prstacsl Langih Sequence Mumber |BE) PMEID ey
ES4@ 2025-81-21 09:51:57.360019 Cisco_dd:2e:af ee:13ieBzal:od:Sh EAPOL 193 Key (Message 1 af 4)
ES43 2025-91-21 89:51:57.3658094 eerldied t 1 EAPOL 215 3 a €, & ERFT af |Key (Message 2 of 4)
B545 2025-91-21 89:51:57.366521 Cisco_ddr2e:8f EAPOL 267 Key {Message 3 of 4)

B548 2025-91-21 09:51:57.373312 eerld:e d:5b

Frame 8540: 193 bytes on wire (1544 bits), 193 bytes captured (1544 bits)
Radiotap Meader v@, Length 34
BB2.11 radio information
IEEE £02.11 QoS Data, Flags: .
Legical-Link Control
BO2.1X Authentication
Versiom: 302.1%=2084 (2}
Type: Key (3}
Length: 117
Key Deseriptor Type: EAPOL RSN Key (2)
Message number: 1]
Key Information: @x@@EE
Key Length: 16
Replay Counter: @
WPA Key Nomce: 17 28 f4 Ta c2 42 74 21 f3 71 1b 43 b6 6 94 71 a2 8 a1 a7 Bf eb 2e 10 83 dl BB c5 a2 «d 54 od
Key IV: @0 00 @0 20 22 22 22 00 &0 20 20 20 20 0 00 MW
WPA Key RSC: @@ 20 22 o 20 22 2@ 2@
WPA Key ID: 8@ 20 22 20 20 @9 20 @0
WPA Hey MIC: @2 00 02 &0 00 82 20 22 20 20 22 o0 20 a8 0@ 20
WPA Key Data Length: 22
WPA Key Datar dd 14 @@ @f ac @4 21 b5 50 da bd a3 35 c3 55 eT f4 do a4 a6 33 af
Tag: Vendor Specific: Iece BB2.11: RSN PMKID
Tag Nusber: Vendor Specific (221)
Tag length: 20
OUL: B9:@f:ac (Icee 802.11)
3
Data Type: PHKID KDE (4] l

EAPOL 171 Key {Message 4 of

PMKID: 21 b5 58 da b® a3 35 ¢3 55 &7 14 da ad a6 33 af

— 18: £ [E —PMKIDKIAPHI & = %



EARGIS  FFRERMERNPMKID , BAPEREEF imHM R/EE£RNAEPMKID , HRE
“MAFIM2"5H 2.

Mo Tirne Source Destination Protocal Length Sequence Number (BE) PMKID Infor
44128 2025-91-21 99:53:12. 8537885 Cisco_dd:2e:8f EAPOL 193 Key (Message 1 of 4)
44133 2025-91-21 99:53:12. 881272 ce d:5b EAPOL 215 [21 b5 5B da bR a3 35 c2 55 o7 4 da ad ab 33 af P&cy {Message 2 of 4}
44135 2025-91-21 99:53:12. 882728 Cisco_ EAPOL 287 Key [Message 3 of 4)
44138 2025-91-21 99:53:12. 865398 ee:lld: EAPOL 171 Key [Message 4 of 4)

Frame 44128: 193 bytes on wire (1544 bits), 193 bytes coptured (1544 bits)
Radiotap Header @, Length 34
#02.11 radio information
IEEE #82.11 QoS Data, Flags: ....R.F.C
Logical-Link Control
B02.1X Authentication
Version: B02.1X-2084 (2}
Type: Key (3]
Length: 117
Key Descriptor Type: EAPOL RSN Key (2)
[Message nusber: 1]
Key Information: 0x8088
Key Length: 16
Replay Counter: @
WPA Key Nence: 17 28 f4 7a €2 42 74 21 13 77 1b 43 b6 16 94 71 ea 78 al a7 87 eb 2e 19 83 d1 88 <5 aZ ¢@ 50 ee
Key IV: 00 00 00 00 00 09 0 00 0 00 00 90 @0 20 20 @9
WPA Koy RSC: @@ 99 00 20 @0 00 00 09
WRA Koy ID: 92 00 90 a2 99 00 PP 09
WPA Koy MIC: B0 090 00 00 90 00 00 B0 00 00 00 B 00 00 00 09
WPA Koy Data Length: 22
WPA Koy Data: dd 14 @@ @f ac 84 41 1b cf d7 7a 34 cb 50 70 13 07 47 b8 d2 e 1f
Tag: Vendor Specific: Iece BB2.11: RSN PMXID
Tag Number: Vendor Specific (2210
Tag lemgth: 29
OUl: @@:efrac (Tece 802.11)
yeodor Specific OUT Type: 4
Data Type: PMKID KDE (4) |

PMKID: 41 1b <f d7 Ta 34 cb 50 7@ 13 @7 47 b8 d2 de 1T

B 19:# AT EPMKIDH AP ZE F i
MREPRARER :
EXRFIH  ERIHREXRKIBERMAPHF R EWDHSHELE , MF R 4ERPMK,

2025/01/21 15:18:50.157081690 {wncd_x_R0O-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157082294 {wncd_x_R0-03}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157523328 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157531792 {wncd_x_R0-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532236 {wncd_x_R0-03}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157532538 {wncd_x_R0-03}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:18:50.157841380 {wncd_x_R0-0}{1}: [dotll-frame] [21675]: (debug): MAC: eel3.e8a8.cd5b OW

e, EEIE-APHE—F P in , WERAPKREKFHIPMKID ,

2025/01/21 15:21:57.391898613 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391903915 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906073 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
2025/01/21 15:21:57.391906329 {wncd_x_RO-0}{1}: [dotll-validate] [21675]: (debug): MAC: eel3.e8a8.cd5b
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