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. Catalyst 9800-CLT 4 488(17.12.3)
- ISERE#IHL(3.3)

H A RISE LR B SSIDFIINSSID BYOD?

#SSID BYOD

E¥SSID BYODIRE S , AFFEMARBEEEET A RALEME, B RRERER—
SSIDE , HEARISEEM#IZEETM. BRMEKTHE, WHEARLAFREAR  BEEERSEEMRA
FEUNSRRIES ERBENERS,

MSSID BYOD

FEXSSID BYODEEH , FRAMAN2IMHSSID:—NAFEEM ( FRERZRHE ) , B—1MH

THRIABMEG, AF&RYEESBEMSSID , BIISEXKRZIMMABE , RAEIRIZEHN
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A CWARIZEWLAN

1. ¥ ZConfiguration > Tags & Profiles > WLANSs,
2. B HAdELBIEFTHIWLAN,



- IREWLANEFHMSSID ( Hltn , BYOD-WiFi ) o

- BAWLAN,
General Security Advanced
Profile Name* Enter Name Radio Policy @)
SSID* . BYOD-SSID | Show slot configuration
6 GHz

WLAN ID* 9 Status o
€ WPA3 Enabled
Status & Dot11ax Enabled

Broadcast SSID 5 GHz

2.4 GHz
Status enasLer [

802.11b/g | 802.11b/g
Policy e

=) Apply to Device

fii & RADIUS ARS8

1. &M EConfiguration > Security > AAA > RADIUS > Servers,

Configuration= » Security = > AAA  Show Me How o

+ AAA Wizard

Senvers | Groups AAS Method List AAA Advanced
Add | # Dalete
RADILS
Servers Server Groups
TACACSs
Acct Port "Contains™ 1874 x ?
LDAP '
Name Y Address Y Auth Port YT Acct Port T
1] 10 «

For Ritiug Falback 1o work, please make sure the Daad Crtena and Dead Time confguraiion exists on the device



2. B HAJIRFISEELE N RADIUSHR S 25
- BRS525 IP: ISERYIPH#HE
- AERAEEISELEBNAZEH,

Create AAA Radius Server x
Name* BYOD Support for CoA (3)

Server Address* 10.0%.X CoA Server Key Type Clear Text v
PAC Key O CoA Server Key (D)

Key Type Clear Text v Confirm CoA Server Key

Key* @ Automate Tester D

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count 0-100

) Cancel = Apply to Device

Bl EAAARRSS B8

1. SMEBIEE>RE> AAA >[RS5=R/4.

Configuration = * Security = » AAA  Show Me How °
+ AAN Wizard

Servers | Groups Add Mathod List ASA Advanced

Servers Server Groups
TACHCS

Y
Name 4 T Servert Server 2 Server 3

LDAP

o W0y

2. F¥RADIUSHER S 2 0 B A #TR N BV AR 25 4.



Create AAA Radius Server Group x

Name* I BYOD I ‘

Group Type ’ RADIUS ‘

MAC-Delimiter [ none v |

MAC-Filtering | none =

Dead-Time (mins) ‘ 5 ‘

Load Balance

Source Interface VLAN ID ‘ 1 v ‘
Available Servers Assigned Servers

BYOD =

|
=| Apply to Device

BLEWLANKY &2 2 K

1. SMBEE>HFEMBEE X > WLAN, 4828 8 AR WLAN,

2. 7£Security > Layer 2T+ T :
- BAWPA+WPA2
. FEWPA2N% & BAES(CCMP128)
- SHORIEFAEENB02.1X



Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced

Layer2 Layer3 AAA
@ WPA + WPA2 O WPA2 + WPA3
MAC Filtering (]

Lobby Admin Access 0

WPA Parameters

WPA Policy O WPA2 Policy
GTK () OSEN Policy
Randomize

WPAZ2 Encryption
AES(CCMP128) CCMP256
GCMP128 O GCMP256

Protected Management Frame

Add To Policy Tags

O WPA3 O Static WEP O None

Fast Transition

PMF Disabled

Status | Adaptive Ena... \

Over the DS D

Reassociation Timeout * ‘ 20

Auth Key Mgmt
802.1X PSK ()
Easy-PSK (] CCKM A O
FT+802.1x O FT + PSK ()
v

802.1%- (] psk-sHA256 O
SHA256

MPSK Configuration

| Update & Apply to Device

3. £ Security > Layer 3i£1W+ T , MWeb Auth Parameter Map T 5 &R FIEEFELF/,



Edit WLAN X

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

o

Show Advanced Settings >>>

Web Policy O
Web Auth Parameter Map global v
Authentication List Select a value v B

For Local Login Method List to work, please make sure
the configuration 'aaa authorization network default local’
exists on the device

=] Update & Apply to Device

BB T 5 17 IR IEACL
BIEBACLU AT HEEmIRE

® DNSﬁEo
o BEHTTP/HTTPSEZRISEI]F,
- EAENERRS.

A, FHATUTRAE

1. EBIBE>Z£> ACL >ih R H 5 &,
2. IR EHNBHACLUA F X ENTE,



Edit ACL x

ACL Name* Test1 ACL Type IPv4 Extended

Rules

Sequence* Action permit v

Source Type any hd

Destination Type any v

Protocol ahp v

Log O DSCP None v

Sequence Y Source Y Source W Destination Y Destination Y Source Y Destination Y
t Action YT IP Wildcard 12 Wildcard Protocol Y Port Port DSCP ¥ Log Y
O 10 den ISE=IP= an i Mone Mone Mone Disabled
v Address v P
0 20 den n izl i Non Non Non Disabled
eny any e o] lone one one sable:
|:] 30 deny any any udp MNone eq domain None Disabled
D 40 deny any any udp eg domain  Mone None Disabled
D 50 permit any any tcp None aq wWwww None Disabled
1 10

O Cancel =| Apply to Device

e i o B e B 3 AR
1. SMERE > FENREH > K. STURREARIAKR

sihotl Cisco Catalyst 9800-CL Wireless Controller Wecomews  # W A B & @ O Q B Foosock | J* (4

5= b Policy

o u| Y
g T Associaed O T
Status Policy Tags Policy Profie Name T Description Tl
o ® . P e detautt poicy profia

1 0 .

2. f£Access Policies T 2 Fi & ZH#IVLAN



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling
HTTP TLV Caching
DHCP TLV Caching

WLAN Local Profiling

Global State of Device Disabled (3)
Classification

Local Subscriber Policy Name arc v

VLAN

VLAN/VLAN Group VLANO0S7 v @ |

Multicast VLAN Enter Multicast VLAN

|' D Cancel ]

IEBEERBISRTEAATFAAEBZFNINACIKE.

WLAN ACL

IPv4 ACL

IPv6 ACL

URL Filters

Pre Auth

Post Auth

-] Update & Apply to Device

Fi



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC
WLAN Timeout
Session Timeout (sec) 28800
Idle Timeout (sec) 300
Idle Threshold (bytes) 0

Client Exclusion Timeout (sec) 60

Guest LAN Session Timeout O
DHCP
IPv4 DHCP Required O

DHCP Server IP Address

Show more >>>

Mobility

®

AAA Policy

Allow AAA Override

NAC State

Policy Name default-aaa-policy x v B
Accounting List Test xXv B
'O Cancel ‘

Advanced

Fabric Profile ) [
Link-Local Bridging O

mDNS Service default-mdns-ser... w
Palicy Clea

Hotspot Server v
User Defined (Private) Network

Status )
Drop Unicast O

DNS Layer Security

DNS Layer Security Not Configured v
Parameter Map Clear

| ENABLED .I

Flex DHCP Option
for DNS

Flex DNS Traffic
Redirect

- IGNORE |

WLAN Flex Policy

VLAN Central Switching O

Split MAC ACL v

=1 Update & Apply to Device

P

R RFRIE I ERE
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= Tags

T Description T

defaul policy- tag

BLETT /AL £SSID

RAEEEREREDRFHANSSID BYODE BR , T2 0IEFFFSSID,

1. S BB B> FMEE X 4> WLAN, #i Add 24,
2. EGeneralit M+ T RESSIDE #H /S AWLANIR4,

Add WLAN x

General Security Advanced
Profile Name* BYOD-Open Radio Policy (¢)
SSID* BYOD-Open Show slot configuration
6 GHz
WLAN ID* 10 Status enasien [)]©
? © WPA3 Enabled
Status | ENABLED -] Dot11ax Enabled
Broadcast SSID ENABLED .| 5 GHz
Status | ENABLED .|
2.4 GHz
Status ENABLED .|

802.11b/g | 802.11bfg +
Policy

oo |

3 ME—& O &#&Securityi® T, 1EFENone# k%4 H /8 AMacidiE,




Add WLAN

‘

General Security Advanced

Layer2 Layer3 ABA

O WPA + WPA2 O WPA2 + WPA3 O WPA3 O Static WEP @® None
MAGC Filtering Authorization List* default v D
OWE Transition Mode Transition Mode WLAN ID* 0-4096

Lobby Admin Access O

Fast Transition
Status Disabled
Over the DS D
Reassociation Timeout * 20

‘ © Cancel | =1 Apply to Device

4 fELayer 3y Security T , i£#¥Web Auth Parameter Mapfi £ Rk B, MREEWLCLEE TE
AH AP E S RIEE B X, th AT DU EL ARG B b4k -




Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

Show Advanced Settings >>>

Web Policy ()
Web Auth Parameter Map global v | B
Authentication List Select a value v

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization network default local’
exists on the device

O Cancel = Apply to Device
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1. B FZI|ISE Web Ul,
2. SfinFlAdministration > Network Resources > Network Devices,

= ‘lule Identity Services Engine Administration / Network Resources

] Bookmarks Metwork Devices Matwork Davice Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences Maore

-t Dashboard Meovwork Davices

Detasit Dovice Network Devices

Devieo Seeurity Settings

[J Hame -~ IPfMask Profile Name Locatlon Type

Context Visibility

Selected @ Totald [ L3
9. Operations

I Policy
4. Administration

Al Work Centers

7 Interactive Features

3FFWLCH IR M E4IRE
« B WAWLCH B,

+ |IP Address: 5 AWLCE®EIP,
- RADIUSEEZ{:MAEWLCLEENEZZ,
« B submit,

= b identity Services Engine Administration / Network Resources
Pl Boskmarks Molwork Doviees  Metwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  MAC Managers  Extermal MOM  More
¥ Daskboard e — Network Devices

! Cantext Visiblile Ol Dol

I anke; ¥ Nama WG
A Gparations

Description

I Poliey

# Ao 105 EH)
Al Werk Cante
Devica P =
Interactiva Festirss
Madal Hame -
St -

Netwerk Device Grows

Locatior A3 Locations w Sl To Default

IPSEG 15 IPSEG Duvice w  Set To Default

Device Type A3 Duvice Types

B - RADIUS Authentication Settings

RADIUS UDF Settings

Protocol | RADIUS

2/2ZBYOD|]F

1. SMZEIEH 0> BYOD >RE>[TF MAH4> BYODI 1,
2. REAJAABIEBYODITF |, EZ A AEISELERAIMBRIAT,,



nters / BYOD

l Bookmarks Quarview Igentities Identity Groups Hetwork Davices Ext Id Sources Chant Provisioning Portals & Componants Policy Elements Policy Sets Raparts Maore
8%  Daghboard YO0 Portats
My Govicwn P BYOD Portals
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Al Work Centers
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Interactive Features

To create an authorization policy

~#{ Cisco IOS®& #Thx A<

1. MBI THEH 0> BYOD >F F in B> 5 R
2. BEAdIRHE , ARMNERIE S AR R EE AR

§!  EBookmarks Overview Identities Hentity Groups Metwork Devices Extid Sources Cliant wislani Portals & Palicy Eb [l Policy Sets Reperts More

Dashboard

Clant Proviatoring Petiy

| mesouces Resources

A Operations

Setecies 0 Touwd 23

0 Policy
Tree Varsion Last Update
A Administration
ol k. AgentConhig Not Apgiic... 2034711729 1B:36:55
A Werk Centers
< MacOskSPWizard 22043 0V8MGIII 002145 Suplicant Proviskesing
0o AmpConnaciDoskton,, 4530400 201401 121 AsryGannec! Secirn Mab

Inlarmcibre Fastures v 4932756188 AmpCesnserComelinn.. 433275 20WOINS 1B1S58  Ches Securs Cint
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CiscoAgentiess DK 4.9.01095 CiscohgentiessOSX 4510850  0ZFI0M06 164754 With CM: 4.3 V49,4350
BAL_AsyConnect_Config Aganitianhig Not Applic... 20O 18:10:21

labpnotin AgeniProfile Not Apglic,,, 2004711779 18:36:44

GAC-Pasture_Prefite AgeniPuofile Net Apglie... J0GNEIITE 16:07:2F
CiscoSecureClaniComplianceMocdle Windows 4.3.3231...  AmyCosneciComplion... 4.3.3231... 202301710 154308  GCisco Securs Client Win...
CiscoTemporalAgentDSK 4.6 00355 CiscoTemporalAgent.. 4.6.350.0  201S/03/2300:23:48  Clsco Temporal Agent fo...

Ciscohgentions Windows 4.9, 01055 ClrcofgantiossWind..  4.5.1008.0 203110006 164781 With CM: £.3.1366.6145

Securo

506,103 2004710721 124816 O

cureCinntDosktopWindows 5.1.6.103 ClscoSecernCiontd

Mot Apglic.. 2006710707 013912 Pre- configured Nathe 5.,

CiscoSecureCianiComplianceModde Windows 4.3.4280... CiscoSecweClentCo.. 4.3.4280... 2034710721 124345  Cisco Securs Client Win...

AmyConnectDusktopWindows 4.10.2086.0 AnyCosnectDusktop... 4.10.2086.0 2024711714 18:30:18  AmyConnect Secure Mob
GAL-Posture-Brafily AgantProfia Not Applic... 2034710750 15:98:50
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Download Remote Resources

) Name ~  Description

E] MacOsXSPWizard 2.7.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
D MacOsXSPWizard 3.1.0.1 Supplicant Provisioning Wizard for MAC OSX Version 3.1.0.1

G MacOsXSPWizard 3.1.0.2 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
[3 MacOsXSPWizard 3.2.0.1 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
) MacOsXSPWizard 3.4.0.0 Supplicant Provisioning Wizard for Mac OsX (ISE 2.2 and above releases)
C] WinSPWizard 3.0.0.2 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)
WinSPWizard 3.0.0.3 Supplicant Provisioning Wizard for Windows (ISE 2.x and Above)

For Agent software, please download from http://cisco.com/go/ciscosecureclient. Use the " Agent

resource from local disk" add option, to import into ISE
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Wireless Profile(s)
\

BYOD
SSID Name *
f P A Confi 5
! roxy Auto-Config ~ L,
File URL @ !
i)
Proxy Host/IP @
Proxy Port 4
Security * WPAZ Enterprise !
Allowed Protocol * PEAP v
Certificate Template Mot Required v (i)
~  QOptional Settings
Windows Settings
Authentication Mode User or Computer W

C] Automatically use logon name and password (and
domain if any)

' Enable fast reconnect
[:] Enable quarantine checks

[:] Disconnect if server does not present cryptobinding
TLV

[j Do not prompt user to authorize new servers or
trusted certification authorities

Connect even if the network is not broadcasting its
name (SSID)

iI0S Settings

[ | Enable if target network is hidden

Android Settings

Certificate Enroliment Protocol: ()



BEE , HPRERE B BEN R RLSITERENBN L RZEITEAENSHIEER
, MR iER A EE"#2 EEBYODRE R IRE

N HESSID BYOD# EISERME &

1. &M ZElPolicy > Policy Set , #}7ISE L ABYODRAIZE KL :

Palicy Sets Reset Pallcy Set Hit Counts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits  Actions  View
-] BvoD Wiraloss_802.1X @ 3
©  Detsan Detautt policy et 0 >
i

2.RE , SMBEE>-HF0EE-NBERF-IELSHRIEREXH, EHAJRANZIEREE
X

i ldentity Services Engine Administration / Identity Management

ol
cisco

J| Bookmarks Identitias Groups Extarnal Identity Sourcas ldentity Source Sequences Settings

8% Dpashboard

I Extems! idantity Sources Certificate Authentication Profile
< ontext Visibility

‘\ Operations
Certificate Authentlc...

U Palicy Active Directory s
Name ~  Deseription
4 Administration = CisealSE
Precreated Certificate Authorization Profile.
LDAR
Al Work Centers
ODBEC
RADIUS Token
2 Interactive Help
RSA SacurlD

SAML Id Providers
Soclal Legin

REST



= b Identity Services Engine administration / |dantity Managemant e wsnnns QO @ Q| A

Bookmarks identities  Groups  Extermalidentity Sources  Identity Source Sequences  Sottings
o
Certificate Authentication Profile
A o
Cartificate Awthastic..
0 Paticy diciho Dkt oo

[ X= Aribute Subjeel - Comman Nar

AR EBOES , BURLEREESEKEIISERNActive Directory , MMIEBHITRAFE
BRRGHIME S M,



3.EHESubmitREFEE, ARJF , FEBEE XM ENBYODRER KR :

Policy / Policy Sets

rics
] -
Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hita
! Comtext Vislblity
4. Operations
]
1 Palicy
A Adminisestion " }
Al Werk Gant
Sea hale Mamn Conditions Uese  Hits Actione
[ @ Halp
BYOD
e i
Owpticns
a Dol
Pol

4. FEBYODEEMMWRNEEN4HFMBYODREEHN L HEMNR. SMiElPolicy > Policy
Elements > Results > Authorization > Authorization Profiles.

5. B HAdIHBIBRNEE S H. REWebEEM(CWA, MDM, NSP, CPP)H}BEBYODITF R
Ho. WA FEECACLEHMWLCHRIMBIEE X4, XN FFull accessBLiE X 4 , FRAHLE XM+
&N BIVLANE & A58,

Palicy / Policy Elements
Pl Beckmarks identities  Growps  Ewternal identity Sources  |dentity Source Sequences  Sattings
Dashbasan d
[reT— - Nt Atiriiatia Pelte
c
" R Autharization Profile
4 Oparstians I Masshorizaton Protie
S B0 recirect
I Palisy
Prafmng
Ao Admn
P
Pantus
A W

nnnnnnnnnn
.............

Commaon Tasks

oL Tesmi w  Vasiue BYOD_CWA -

6. G RANEL B XS R RN, BYODSE£ 15 R X PR 44 B HEndPoints-BYODegistration’d &



KM Nyes , LAER - #EBYODREEREMBZR TL T RINER.

‘muis Identity Services Engine Policy / Policy Sets
| e BYOD
L] Dashbe.

llllllllllllllllllllllllllllllllllllll Allowed Protoceds | Server Sequence Hins

Gontax

A Operath
]

I Pelicy
& Admin np—

nnnnnnn

nnnnnnnnn

MECHAP:Z

AMSSID BYODEL B ISEFK S EE

EXSSID BYODELEH |, FEISELELENKIEE, F— N KBEERATHH/TZELSSID , HH KA
ERBEEEINFR/FALLSSIDE AR EERMEIBYODR E

1. S E|Policy > Policy Set37£ISE L BYODR I 2 KB

2 AT AL £SSIDM A SSIDOIERIEE | WISELHEMBYODAF#1TH B KIE,

Statun  Policy Set Hame Description  Gonditions

BHEABRRKEER , kT T, EContinuelt T, X TRMKE , SIZFAHRFEEQENEE
X, SIERNEEXFRESSREENSR , AIES4IRFHE,



- P ] e B e

4 7EBYODEMKRMES , FAKIMNIIPEENHEE S HRIERE,

HHE2[M N ESSID BYODE EISEREEER . EEN KRR QBSR4 B R B & AR
52 R B

oo

H &1 %

MISERREt BEH , AR SHRIERAS , FAFEE@EBYODI I~ RH, EKBYODRES , A
PRER F P 45 175 [R] A PR



Time Status

Folb 24, 2025 12:30:18.1...

Feob 24, 30285 12:06:42.0...

Feb 24, 2025 12:06:37.9...

Details

Repea...

Identity Endpaint ID Endpoint.. Authenti..  Authorization Policy

Identity

Endpaint 1D Endpoint Pr Authenticat Authorization Policy
B4 060 1:2165:A5 Windows1.. Test =» D.., Test »> BYOD
BADE:01:22 65:A5 Windows1.. Test > B Test >> BYOD_redirect
B496:91:22:65:A5 Windows1.. Test »> Do, Test »> BYOD_redinect

Autheriz...

Authorizatic

PermitAce..

BYOD_Ae...

BYOD_Re...

IP Address

WP Address

10.127.196.2...

10.127.186.2...

10.127.196.2...

Network De...

Metwork Devic

BYOD-Switch

BYOD-Switch

Deviel

Device

TenGigi

Tentilg:

Tentig:

MAFHNAEXE , BASNElEEQEBYODRE , # EFEMNMITHEZEELNRE, AT

MiftWindows 1018 &

stfean]us
CISCO

BYOD Welcome

Welcome to the BYOD portal.

Access to this network requires your device to be configured for enhanced security. Click Start to provide device information
before components are installed on your device.

BYOD Portal

o:

Please accept the policy: You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco
Systems offers the Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High

volume data transfers, especially sustained high volume data transfers, are nol permitted. Hosting a web server or any other server by use of our Service is prohibited

Trying to access someone else’s account, sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and interference with
other network users are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is
unreasonably excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems
reserves thelright to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision,
amendment, or modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting

KifiNextiz#l/g , MR ER M P ARE B PG

The following system was detected
Windows

Was your device detected incorrectly?
Select your Device

Windows

BB EE N TT




alialn BYOD Portal .

CISCO
2 I

Enter the device name and optional description for this device so you can manage it using the My Devices Portal

Device Information

Device name: *

Description:

Device ID: TN

KMEE , MREEXHEENNITEAP-TLSE M IIE , N AP F#HER T FNetwork Assistant T
B THAH B SCHMEAP TLSIEH U T B 4T

Ilc||lgélol' BYOD Portal :
b -
Install

Please wait while we download the Cisco Network Setup Assistant. You will then need to manually run the Setup Assistant and
follow the instructions to finish registering this device.

LA IR 5 A BRIZ 1T Network AssistantBI TR , ARG Rifistart ( FF18 ) RS 3 BITEUERE -



Cisco Network Setup Assistant

Network Setup Assistant

This application automatically configures
b network settings.

Start Quit

i 72 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries.

TFY




Cisco Network Setup Assistant

Network Setup Assistant

Applying configuration... Specify additional
information if prompted.

Cancel

i ;% 2018 Cisco Systems, Inc. Cisco, Cisco Systems and Cisco Systems logo are
registered trademarks of Cisco Systems, Inc and/or its affiliates in the U.S. and
certain other countries,
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+ client(guest.log)

+ client-webapp(guest.log)

+ scep(ise-psc.log)

* ca-service(ise-psc.log)

* admin-ca(ise-psc.log)

* runtime-AAA(prrt-server.log)
» nsf(ise-psc.log)

» nsf-session(ise-psc.log)

« profiler(profiler.log)
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2025-02-24 12:06:08,053 INFO [https-jsse-nio-10.127.196.172-8443-exec-4]([]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5:::: —
Faction-forwarding P # EIFBR T B8 & |, $5 & F| : pages/byodWelcome.jsp // BYODRP 71 [H
2025-02-24 12:06:09,96815 E [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps:1#y K/

2025-02-24 12:06:09,96815 B [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , pTranSteps:[id:d2513b7b-7249-4bc3-a423-0e7d9a0b250]

2025-02-24 12:06:09,9681F £ [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
cpm.guestaccess.flowmanager.step.Step.Stepii 178§ — :000000000000000B30D59CC5::test:-
getNextFlowStep , stepTran:d2513b7b-72 9-4bc3-a423-0e7d9a0b2500

2025-02-24 12:06:09,979 INFO [https-jsse-nio-10.127.196.172-8443-exec-8][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5::: —
ERERRPREINMEER , ¥ KE . pages/byodRegistration.jsp

2025-02-24 12:06:14,64 315 E[https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
pTranSteps:1#y X/

2025-02-24 12:06:14,64 315 E [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.Step.StepExecutor -:000000000000000B30D59CC5::test:-
getNextFlowStep , pTranSteps:[id:f203b757-9e8a-473e-abdc-879d0cd37491]

2025-02-24 12:06:14,64 315 E [https-jsse-nio-10.127.196.172-8443-exec-2][[]]
cpm.guestaccess.flowmanager.step.Step.Step# 1788 — :000000000000000B30D59CC5::test:-
getNextFlowStep , stepTran:f203b8757-9¢e a-473e-abdc-879d0cd37491

2025-02-24 12:06:14,64715 E[https-jsse-nio-10.127.196.172-8443-exec-2][[]]
portalwebaction.utils.portal.spring.ISEPortalControllerUtils -:000000000000000B30D59CC5::: —
ERERRPREINRSEER |, ¥ &KE : pages/byodinstall.jsp

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::: — & if=2¢
2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::- portalSessionld

=7C
= =

2025-02-24 12:06:14,713 DEBUG [https-jsse-nio-10.127.196.172-8443-exec-10][[]]
cisco.cpm.client.provisioning.StreamingServlet -:000000000000000B30D59CC5::::-
StreamingServlet URI:/auth/provisioning/download/f6b73ef8-4502-4d50-81aa-
bbb91e8828da/NetworkSetupAssistant.exe //M & 1B N T2 7 B & 1% B & i

Ise-Psc H &
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2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- CertStore@ & 4MEH :

2025-02-24 12:04:39,807 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 1. '[issuer=CN=Certificate Services Root CA -
iseguest;serial=32281512738768960628252532784663302089]'

2025-02-24 12:04:39,808 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 2. '[issuer=CN=Certificate Services Endpoint Sub CA -
iseguest;serial=131900858749761727853768227590303808637]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::- 3. '[issuer=CN=Certificate Services Root CA -
iseguest;serial=68627620160586308685849818775100698224]'

2025-02-24 12:04:39,810 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -::::- 4. '[issuer=CN=Certificate Services Node CA -
iseguest;serial=72934767698603097153932482227548874953]'

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — EF INZRIE B

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — 1%£3#F E HkeyEncipherment keyUsage I i
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — 3% Z|1MIE 35 FMkeyEncipherment keyUsage

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ A[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] , FA F i B %
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — £ R UL FiE P

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — ER EERF I A RAMIEPH AL

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — % Z|1MsE A digitalSignature keyUsageRYilE$
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ f[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637]F T JH B i iE
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler Worker-5][[]]

org.jscep.client.CertStorelnspector -:::: — EF M & FiE$H

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_ Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ 3¥ B8 E AR H|#EH

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — #{ 2|3/ BB E AR I #9iE

2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler_Worker-5][[]]
org.jscep.client.CertStorelnspector -:::: — £ f[issuer=CN=Certificate Services Endpoint Sub CA -

iseguest;serial=131900858749761727853768227590303808637] ( X FM A& )
2025-02-24 12:04:39,812 DEBUG [DefaultQuartzScheduler Worker-5][[]]
com.cisco.cpm.scep.PKIServerLoadBalancer -::::- SCEPR S5 23t EEE & : name][live/dead , total



reqs , total failures , inflight reqs , Average RTT]
http://127.0.0.1:9444/caservice/scep[live , 96444.1.0,120]

L um B E A T

SERSCEPEREALRBFIERE , NA THAREE XA LR RBRZFIITHEHRIE

2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]

cisco.cpm.client.provisioning.EvaluationServlet -::::- Referer = Windows // 2 18 #& ™ T2 48 Il F
Windowsi& &

2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::: — < i%= 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::: — < i%= 000000000000000B30D59CC5
2025-02-24 12:06:26,539 DEBUG [https-jsse-nio-8905-exec-1][[]]
cisco.cpm.client.provisioning.EvaluationServlet -::: — Bt nspit & X4

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::: — <%= 000000000000000B30D59CC5
2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- portalSessionld =%2

2025-02-24 12:06:26,546 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::- StreamingServlet
URI:/auth/provisioning/download/b8ce01e6-b150-4d4e-9698-40e48d5e0197/Cisco-ISE-
NSP.xml//NSPEL E X4 2 T&H 2L i

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[1]
cisco.cpm.client.provisioning.StreamingServlet -:::: — F [Eip: X443 & :NativeSPProfile X 48
: Cisco-ISE-NSP.xml //The Network Assistant/i 3

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -::::- BYODStatus:INIT_PROFILE

2025-02-24 12:06:26,547 DEBUG [https-jsse-nio-8905-exec-2][[]]

cisco.cpm.client.provisioning.StreamingServlet -::::- userld Bi& & J3 iz,
2025-02-24 12:06:26,558 DEBUG [https-jsse-nio-8905-exec-2][[]]
cisco.cpm.client.provisioning.StreamingServlet -:::: — EE@E R Z : SUCCESS_PAGE , EXE[

URLA : Fmac:


http://127.0.0.1:9444/caservice/scep[live,96444,1,0,120]
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