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Wireless User AP

ISE
1. 802.1x Authentication Phase
2. Access Accept (with redirect URL and ACL)
3. WLC apply ACL to client and move to posture state
4. HTTP GET request (80)
5. URL redirect received in Access Accept
n 6. NAC initiates Posture Validation » 7. ACL letting the traffic reach ISE server
8. Posture OK. CoA-Req to reauth the client
9. Send EAP-START
10. 802.1x Reauthentication Phase
11. Access Accept (new ACL, VLAN)
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RADIUS 9800 WLC
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Client

9800 WLC E£H AAA Bt E

HBR1FISERRS 2R INEI9800 WLCELE . SfiEIConfiguration > Security > AAA >
Servers/Groups > RADIUS > Servers > + Add} i ARADIUSHRS 2B 8 , BT ~. BERINVRES

NAC/Z A% CoARY X %5,

_ Configuration~ > Security~ > AAA

+ AAA Wizard

Dashboard

© Monitoring

Servers / Groups AAA Method List AAA Advanced

- Add
- RADIUS
2O ¢ Administration p Servers Server Groups
TACACS+
Licensing Name Y Address
LDAP

3(\{ Troubleshooting




980041 2 radius R 588

Create AAA Radius Server %
Mame* posture-radius Support for CoA @

Server Address* 10.124.57.141 CoA Server Key Type Clear Text -
PAC Key CoA Server Key (@) sssse

Key Type Clear Text v Confirm CoA Server Key sesee

Key* (3) sesse Automnate Tester

Confirm Key™ esome

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000
Retry Count 0-100

9800t Zradiusi*HE L

ST B EMRIEFEIR, SHZConfiguration > Security > AAA > AAA Method List >
Authentication > + Add , ZIEFIR :
n "c||'5'é|c',' Cisco Catalyst 9800-CL Wireless Controller Weloome St

Configuration~ > Security~ > AAA Show Me How o

+ AAA Wizard

Servers [ Groups AAA Method List AAN Advanced

| + Add |

Name T Type Y Group Type T

Authentication

Authorization

Accounting
default login local

1 10 w

Walk Me Through >

98007 1N & 12 10 i 1) 3k



Quick Setup: AAA Authentication x

Method List Name™ posture-authn-list
Type* dot1x v | (@D
Group Type group v | (&

Fallback to local

Available Server Groups Assigned Server Groups
Idap — radius —
£d =)
tacacs+ — _
) =)
(2] ()
[?'

ll.%] Apply to Device

9800t 2 B IR IFAEE
FSI3. (W) RIBRIEKSESR , WEMR :

Configuration~ > Security~ > AAA| Show Me How °

=+ AAA Wizard

Servers [ Groups AAA Method List AAA Advanced

Authentication
l + Add ‘
Authorization
Name Y Type
Accounting

98007 fnk /= 51l 5k



Quick Setup: AAA Accounting x

Method List Name* ‘ POSTUREacct |
T').'pe* ‘ identity L | @
Available Server Groups Assigned Server Groups
Idap |T'| radius |-?-|
tacacs+ — -
©J L~
(»] )
(«] B

=l Apply to Device

9800BIEZEFIIRFHMER
WLAN &g &

%1% : 812 WLAN.S§f1ZIConfiguration > Tags & Profiles > WLANs > + AddH B IEEEE BN
& -

Configuration~ > Tags & Profiles~ > WLANs
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Add WLAN S

General Security Advanced
Profile Name® | posture_demo | Radio Policy @
S5ID* | posture_demo | Show slot configuration

6 GHz

WLAN ID* | 1 | Status enasleD ] @
© WPA2 Disabled
Status enasen () € WPA3 Enabled
Dot11ax Enabled
Broadcast SSID enaleD ()

5 GHz
Status enaBLED [

2.4 GHz

Status enasten [

802.11b/ | 802.11blg v |
gPolicy

=l Apply to Device

98008 EZWLANEM

SHISMBRLEAFHEBFEORE HE. EXWERT , WEF802.1x , #EBEAMAY
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Add WLAN

‘

General Security

Layer2 Layer3

® WPA + WPA2

MAC Filtering

Advanced

AAA

O WPA2 + WPA3

Lobby Admin Access

WPA Parameters

WPRA
Palicy

GTK
Randomize

WPA2 Encryption

AES(CCMP128)
GCMP128

o

WPAZ
Policy

OSEN
Policy

CCMP256

GCMP256

Protected Management Frame

PMF

| Disabled v |

O WPA3

Fast Transition

Status

Over the DS

O Static WEP

Reassociation Timeout *

Auth Key Mgmt

802.1x

v |

Easy-PSK
FT + 802.1x

B802.1x-
SHA256

O None

|. Adaptive Enabledw |

|2II]

PSK
CCKM A
FT + PSK
PSK-SHA256

[= Apply to Device

9800RIZZWLANZ L2

Edit WLAN

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA
— |
Authentication List iDDStIJFE-authn—Iist v
Local EAP Authentication

98008IZZWLANZ £ AAA

RBGEC B X AFECIE




HERMEEXMHP , BAULURED BEEFREHANVLAN | R EAIRE (0T REHI5IRACL), MR
FHRE(QoS). BHHMA., ITHIEREF). BRI LMERARMINKIE B |, 0] AT E RIS & XX 4F,

1% FERRBEEXH. SHEIConfiguration > Tags & Profiles > Policy # 612 — N FTHY -

Configuration~ > Tags & Profiles~- > Policy

-+ Add

Admin Y Associated & Y

Status Policy Tags Policy Profile Name
o L Y | posture_demo_pp
(] default-policy-profile
dministration 1 0 w
98007 K A B B S ¢+
BREEAREXH.
A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced
Name* posture_demo_pp WLAN Switching Policy
Description Enter Description Central Switching
Status Central Authentication ENABLED .
Passive Client Central DHCP
IP MAC Binding Flex NAT/PAT
Encrypted Traffic Analytics
CTS Policy
Inline Tagging

SGACL Enforcement

Default SGT 2-65519

9800 create policy profile general

HRR2IEFEVLAN, SIEITT R REETF , RAENTHIIRPERVLIANE R F 3§ AVLAN-
ID. FAERKEEXHHEEACL:



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling WLAN ACL
HTTP TLV Caching IPvd ACL | v |
DHCP TLV Caching IPvE ACL | v |
WLAN Local Profiling URL Filters ®
Global State of Device Disabled ()
Classification r \
Pre Auth | v

Local Subscriber Policy Name | v | B ; '

' ' Post Auth | v |
VLAN
VLAN/VLAN Group | VLAN1072 v ®
Multicast VLAN ‘ Enter Multicast VLAN ‘

98008 22 K RE B & ST VLAN

B3 MERMEEXH , EX ISEES ("AFAAABER) MRNER (CoA) ( “NAC IRE
") o BUEBIEREERITEE



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies

WLAN Timeout

QOS and AVC Mability

Session Timeout (sec) | 1800 ‘ ®
Idle Timeout (sec) | 300 ‘
Idle Threshold (bytes) | 4] ‘
Client Exclusion Timeout (sec) ‘ &0 ‘
Guest LAN Session Timeout
DHCP
IPv4 DHCP Required b
DHCP Server IP Address 10.10.10.1

Show more ===
AAA Policy
Allow AAA Override v
NAC State '
Palicy Mame | default-aaa-policy x » |

Advanced

Accounting List

|' POSTUREacct  x v |

WGEB Parameters

98000 2 KB E X AR

KR ERE

HEREEIRE S , BT LU SSID BRIEE B X HAXEK, SRR REEIRE | A BUER default-

policy #5%,

Fabric Profile

Link-Local Bridging

mDMS Service | default-mdns-ser .. w |
Policy - Clear
Hotspot Server | v |
User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DNS Layer Security | Not Configured v |
Parameter Map Clear
Flex DHCP Option

for DNS

Flex DNS Traffic

Redirect

WLAN Flex Policy

WLAN Central Switching

Split MAC ACL v

Air Time Faimess Policies

Update & Apply to Device

S EIConfiguration > Tags & Profiles > Tags > Policy , }RIEFEERNMEFIFL , MEFIR :




Configuration~ > Tags & Profiles~ > Tags

Site RF AP

==

Policy Tag Name

|‘ﬁ;::\"| I

= Vionitorin (8]

default-policy-tag

Administration 1 10 v

9800k RE AR IS AN
FHEMWLANEL B X 48512 BIFT B RS BL & X -

Edit Policy Tag x

A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.
MName™ posture-paolicy-tag
Description Enter Description

V¥ WLAN-POLICY Maps: 1

+ Add

WLAN Profile Y Policy Profile h i

posture_demo posture_demo_pp

1 10 «

9800k REHRICIFMER
RERZL D E

FFREIRES D EAFTEMN AP, SHiEIConfiguration > Wireless > Access Points > AP Name >
General Tags , #{TATEMN DB , A/F K HUpdate & Apply to Device,



Edit AP x

General Interfaces High Awvailability Inventary ICap Advanced Support Bundle
General Tags
AP Name™*

A Changing Tags will cause the AP to momentarily lose
association with the Controller. Writing Tag Config to AP is
Lacation® default location not allowed while changing Tags.

Base Radio MAC

Policy posture-policy-tag b

Ethernet MAC

default-site-tag

Site v B
Admin Status enasien [

RF default-rf-tag v B

AP Mode Local v

9800K REFRiE 2 B

EHEM ACL BE
& i B Configuration > Security > ACL > + AddA 8 #HHIACL,
BAFZ2iMETFEERMNACLECWA ( £EFRXWeb HHBRIE ) WERMERE,

BEEIE4RME ISE PSN TRAREIK DNS |, ARt AFFEEHRRE. LEEEACLTRZ S
ACL , M2AFHAACL , EENMLREH ACPU (EATFWERT ) #ITH —PLE (WMEERE

) URBEREFEERETE L (EELN ) HEBEEED, ACLARIM TR ( EAHIH AR
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Edit ACL x

Source Y Destination YT

ACL Name™ POSTURE_REDIRECT_#
Rules
Sequence®
Source Type any v
Destination Type any v
Protocol ahp v
Log
+ Add
Sequence T
t Action T SourcelP Y Wildcard

10 deny any

20 deny 10.124.57.141

30 deny any

40 deny any

50 permit any

9800E EMACLEHEE

REGACLELE

ACL Type

Action

DSCP

P

10.124.57.141

any

any

any

any

IPv4 Extended

permit

Mone

Destination Y
Wildcard

Protocol Y

ip
ip
udp
udp

tcp

Source Y Destination T

Port Port
None MNone
None None
MNone eq domain
eqdomain  None

None 20 WwWw

psce T
None
None
None
None

MNone

Disa

Disa

Disa

Disa

Disa

EXHERT , BEERI800 WLCERISEEN BIHMACL , UBIBEBRSRELRBNEANTE

MA R,

Configuration - > Security~ > ACL

+ Add

# Associate Interfaces

ACL Name

POSTURE_COMPLIANT_ACL

POSTURE_NON-COMPLIANT_ACL

POSTURE_REDIRECT_ACL

1

9800 ACL— & fE &

|10.|

wew

ACL Type
|Pv4 Extended
|Pv4 Extended

IPvd Extended

NTREFR , EXFIHRAFEApermitall, ENE—HEREE , BIEALUILISERRNEME

RAPWEMACL , XH8 = Fpermit allF£9800% :



Edit ACL %

ACL Name*

Rules

Sequence®
Source Type
Destination Type
Protocol

Log

Sequence
T

T

POSTURE_COMPLIANT ACL Type IPv4 Extended
Action permit v
any v
any v
ahp v
DSCP Naone v
Source Y Source Y Destination Y Destination T Source Y Destination T
Action Y P Wildcard 13 Wildcard Protocol ¥  Port Port DSCP T Log
permit any any ip None None None Disable
KK

9800 ACL — #&

NTFFREAER , BERRRAFTRBEMSE  BEBRIRSER (FFIHRNISEES )

Edit ACL x

ACL Name™*

Rules

Sequence”

Source Type
Destination Type
Protocol

Log

Sequence
t

20
30
40

50

T

POSTURE_NON-COMP ACL Type IPv4 Extended
Action permit v
any v
. any v
ahp v
DSCP None: v
Source Y Destination Y Destination T Source YT Destination T
Action ¥ SourcelP T Wildcard P Wildcard Protocol ¥  Port Port DscCP Y Log
permit 10.124.57.141 any ip MNone None Mone Disa
permit any 10.124.57.141 ip Nane None None Disa
permit any any udp Mone eq domain Mone Disa
permit any any udp eq domain MNone Mone Disa
deny any any ip MNone MNone MNone Disa
|10 -

9800 ACL — F&#

ISE_ERYAAATR B AR AR
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= Cisco |5t

Network Devices

Natwark Dovices
Drefault Davice

Dewvice Security Settings

DO 518 %01

= Cisco ISI

Network Devices

——
Netwark Devices
Default Device

Device Security Settings

N N 48 1% %02

SR EBBRHCCOMYE L THRENZLEFIRFIHIFE T MM LR,

Metwaork Device Groups

MNetwork Device Groups

Network Device Profiles

Newwork Devices List > WLCBBOD

Network Devices

Nama WLCSBO0O
Description

1P Addrass tE 10.124.60.41 L -
Device Profile & Cisco -
Madel Name il

Software W w
Neiwork Device Group

Location All Lecations v
IPSEC Mo e
Device Type All Device Types w

Metwork Device Profiles

I [ ] RADIUS Authentication Settings I

RADIUS UDP Settings

Protocel RADIUS

Administration - Network Resources

External RADIUS Servers

RADIUS Server Sequences NAC Managers

Sel To Default

@ Default

Set To Default

Administration - Natwork Resources

External RADIUS Servers

RADIUS Server Sequences MNAC Managers

I Shared Secret

I Show

[ use Second Shares

Second Shared
Secrot

I CoA Part 1700

RADIUS DTLS Setings

[[] BTLS Required

Shared Secrat radius/dils
Coh Port 2083
Issuer CGA of ISE

Cernificates for Coa, ekt if required (optional)

DHS Name

7 8] M1#€ Z Cisco Secure Client:

w

External MOM

External MDM

pxGrid Direct Connectors

pxGrid Direct Connectors



Cisco Secure Client Headend Deployment Package (Windows) 06-Feb-2024 111.59 MB
cisco-secure-client-win-5.1.2 42-webdeploy-k9 pkg
Advisories [

REEF[5.1.2.42

ISE Posture Compliance Library - Windows / Head-end 30-Jan-2023 19.59 MB
deployment (PKG). This image can be used with AnyConnect

version 4.3 and later along with ISE 2.1 and later. Cisco Secure

Client 5.x along with ISE 2.7 and later.

cisco-secure-client-win-4.3.3335.6146-isecompliance-webdeploy-k9.pkg
Advisories [

ISEEMEERS.3

FI|3.MCiscox 2 FFImXIMHE SN SN MEERET LEAFISEFFIHRALR. SMETEHOLSRES
>EPIRBE>FR. £HR0, NTFTHEFEENRBHERFERAERTR:

Overview Network Devices Client Provisioning Policy Elements

Client Provisioning Policy

Resources + Add ~

Client Provisioning Portal

[

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

Agent Configuration

Agent Posture Profile

AMF Enabler Profile

O 0O 0o O

LEZE2EFIE



= Cisco ISE Work Centers - Posture [
Owverview Metwork Devices Client Provisiening Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Selected 0 Tots
Clinad Prosisloning Polcy
Besources S i
Chand Ercisioctag Fortel O Wame Type Vertion Last Update Description
[m] CiscoTemporalhgent0SK 4. 1002081 CiscoTemporaligent(SX 4.10.2051.0 202108110 03:12:31 With CM: 4.3.1858 4353

GiscoSecureClisntCompianceModuleWindows 4.3.3335.6146

GiscoSecsneClenCompliancebodidoWindows

4.3.3335.6146

[m] Cisco-ISE-Chrome -NSP

O  GiscoAgentlessOSX 4.10,02051

Native Supplicant Profile

GiscoAgentlessOsK

Mot Applicable

4.10.2051.0

024703730 19:26:34

Z016M10/0T D4:01:12

021708010 03:12:36

Cisco Secure Gent Win...,

Pra-configured Native S...

With GM: 4.3.1858.4353

] bloomiest-Posture for Windews AgentProfile Mot Applicable 2024703530 19:31:40 test windows PG for con...
D AnyConneciDesktopWindows 4.10.7073.0 ArmyConneciDeskiopWindows 4.10.7073.0 2024/03/30 19:47:18 AryConnect Secure Mab...
0 MacOsxSPWizard 2.7.0.1 Mg OsXSPWizard 2.7.0.0 2021/08/10 03:12:27 Supplicant Pravisiening ..
D CiscoAgentiessWindows 4.10.02051 CiscoAgentiessWindows 4.10.2051.0 2021/08/10 03:12:33 ‘With CM: 4.3.2227.6145

0  Cisco-ISE-NSP

Hative Supplicant Profile

Mot Applicabile

2016/ 00T 04:01:12

Pro-configured Native 5

O WLEAS 00 - windows AgeniConlig Mot Applicable 2024/04701 17:44:50 Test lor WLESH00 Wirele.
(] WinSPWWizard 3.0.0.3 WinSPWizard 3003 ZH2VI0B0 034227 Supplicant Provisioning
(] CiscoTemporalAgentWindows 4.10.02051 CiscoTemparaligentWindows 4.10.2081.0 20210810 03:12:28 With CM: 4.3.2237.6145

CiscoSecureClisntDesktopWindows 5.1.2.042

CiacoSecwalianmDeskiopWindows

5.1.2.42 I

B bR RSB iR S AR

B4% OB ERRSEE XS E TEROSRES> P i BB > 3R> 0> EFEIR S B E X

202403730 19:20:54

Ciaeo Sacurs Chant fof

= Cisco ISE Wark Centers - Posture a @
Ovearview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
it Piesvisioning Paliey
S ibcemtanl-Posters for Windows
Resouices
Citrt Prescisioning Parsl Agent Posture Profile
Namae *
Blonmenst-Posturs for Windews
Description:
test windaws PC for conmectng WLLSE0D
r
Agent Behavior
Farameter value Description
Enable debug log No w Enables the debug log on the agent
Operate on non-B802. 1% wireless L ~ Enabiles the agent 10 operate on ~802.1% wirebess networks.
Enabile signature check Mo ~ Ghock the Signature of Bxecutalins bolore runming (hom
Log file size ] ] The maximum agent log fike size
emadistion timer 4 ming. IF thee wrser faits to rernediste within this specifisd fime, mark them as non-compliant
Srashh ode Diesbberd Agent can act as sither chientless or standard mode. When stealth mode s enabled, it nns 05 @ service
without any user interface.
Enabie notifications in steslth mode Dinabled Display user rotifications awen when in Stealh mode

BE RS BB S

855 QI EREBERESME THEPO>RDS>FFimiFE> 7 F>An>-REEE:



= Cisco ISE

Qverview Network Devices

Glient Pravisioning Palicy

Resources

Work Centers - Posture

Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Glient Pravisioning Partal

* Select Agent Package:

CiscoSecureClientDesktopWindows 5.1

* Configuration Name:

WLC2800-windows I

Description:

Description Value Notes

Test for WLCSS00 Wieless dotlx
e

* Compliance Module

CiscoSecureClientComplianceModuleW

Cisco Secure Client Module Selection

ISE Posture

VPN

Zero Trust Access
Network Access Manager
Secure Firewall Posture
Network Visibility
Umbrella

Start Before Logon

Diagnostic and Reporting Tool

BO0O00000O

Profile Selection

* ISE Posture

bloomtest-Posture for Windows w

IR IEE E

SReFBANF /A IRBES , EARIANARITNR. ( BMCAIRS S/REMRCSRHA HIESSLIES
, FERLFRE EMIEREARIE,. B, ENHEEF2HIANERFZEEES. )

SMETERORE>F PR AE>F w1~

= Cisco ISE
Overview Network Devices

Client Pravisioning Policy
Resources

I Client Provisioning Portal

Client Provisianing

Work Centers - Posture

Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

Client Provisioning Portals

You can edit and customize the default Client Provisioning portal and create additional ones

Creata

(default)

Client Provisioning Portal

Default portal and user experience used
to install the posture agents and verify

compliance on user's devices

1%&$£Client Provisioning Portal 01



= Cisco ISE Work Centers - Posture

Overview Network Devices Client Provisioning Palicy Elements Posture Palicy Policy Sets Troubleshoot Reports Settings

e . ) o
Al Portal Behavior and Flow Settings Portal Page Customization

Resources

I Client Provisioning Portal Portal & paqe Settings

< Portal Settings

HTTPS port:* B443
(8000 - 8598}
Bidirectional por:* R449
(8000 - 8998)
Allowed Interfaces:* Far PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured
@ Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
O Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup
O Gigabit Ethernet 2 O Bond 1
Uses Gigabit Ethernet 2 as primary
O aigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup
O Gigabit Ethernet 4 O Bond 2
Uses Gigabit Ethernet 4 as primary
[ Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup
Certificate group tag: * Test-CPP -

Configure certificates at:

Administration > System > Certificates >
System Certificates

Authentication method: * Certificate_Request_Sequence -

Configure authantication methods at:

Administration > ldentity Management >
ldentity Source Sequences

1%&$£Client Provisioning Portal 02

SR7THEBEFIHBAERRXE. SME/Work Centers> Posture> Client Provisioning> Client
Provisioning Policy > Edit>3F A LiR#H KB,

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Seitings

‘Client Provisioning Policy

Client Provisioning Policy

Resources

Cliemt Provisianing Portst .
Define the Client Provisicnsng Policy 10 determing what users will receive upon login and user session initkation:
For Agent Configuration: version of agent, agent profile, agent compliance module, andfor agent customization package,
For Native Supplicant Configuration: wizard profile and/or wizard, Drag and drog rules 1o change the order

~
Rule Name Identity Groups Operating Systems Other Conditions Rasults
N ] WLCSB00-Windaows Aay Windaws Al Candition(s) WLCSBO0O-windows Edit
| 105 amy Apple 05 Al Conaitienls) Ciscor1SE-NSP Edit
S m Andreid Ay Androld Conditionls) Cisco-1SE-NSP Edit
| Windows Ay Windawes Al Candition(s) CiscoTemporalAgentiin Edit
daws 4.10.02081 And
WinSPiizard 3.0.0.3
And Cisco-ISE-NSP
S - | MAC OF amy Mac 05X Condition(s) CiscoTemporalagentOSX Edlit
4.10.02051 Ang
MacOsKSFWizard
2.7.0.1 Ang Gisco-ISE-
NSP
| Chromebooi Any Chrome OF All Conditionis) Cisco-15€- Cheome- ISP Edit

IR T 7 v VA B SRR

SR IR SME TP OSIRD>REE TTE>F M>>I SR> 780



Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings

—
Conditions " File Conditions List > WLCS800-Posture-dema
Anti-Malware File Condition
Ariti-Spyware
Anti-Virus I Mame * WLCS800-Posture-demo I
Application
Description test for WLC 9800
Compound
Dictionary GCompound N
' s * Operating System Windows All w
Dictionary Simple

Disk Encryption Compliance Module  Any version

External DataSource I * File Type FilgExistence ) I
File
Firewall * File Path USER_DESKTOP WLC9800-Posture-Demo.txt

Hardware Attributes
* File Operanor Exists

Pateh Mansgement

Registry
Seript
Service

BB SRS

#9% . fE KR (Create Remediations) S El T4 Uy (Work Centers)>IRZ%(Posture)>% & Tt &
(Policy Elements)>*h & (Remediations)>3 #(File)>7 l(Add):

= Cisco ISE Work Centers - Posture
Overview Network Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot Reports Settings
—
Conditions 3 File Remediations List > WLC9800-Posture-Dema

File Remediation

Application ;
* Name WLC9800-Posture-Demo O]
Anti-Malware
Anti-Spyware Description your PC must have file named WLC9800-Posture-
Anti-Vinus
I Compliance Module Any version
File
Firgwall Version 1.0
Launch Program
File Uploaded WLCS800-Posture-Demo.txt

Link

Patch Management

Script

use

Windows Server Update Servi...

Windows Update

Requirements
Allowed Pratocels
Authorization Profiles

Downloadable ACLs

BIE AN

FRI0.EFR. SMEITHEFOSRE>RETRE>ER>HBAFTER:



Qverview Metwork Devices Clignt Provisioning Policy Elements Posture Palicy Policy Sets Traubleshoot Reports Settings

Conditions »
Remadiations - -
Application Reguiremeants
Antl-Matwars Name Operating System Campllance Module I Paosturs Type l I it I I Actlons I
Anli-Serrware
Any_ AM _instaiation_Mac  for  Misc 08X wing  dxor ister walng  Temporal Ageat matll  ANY_sm_msc_inst  them  Message Test Only Edit
AntiVieus et
Fie
tor uing 4o Iater wsing  Tempoml Agent Default_AppVis_Co  them  Seleet Remediations Edit
Firewall e Wis
Launch Program Defsust_ApgVis_Reguirem  for  Mec wing  4xor later wsing  Temporal Agent metif  Default_Appvis_Co  them  Select Remediations Edit
ent_Mac_temporal ndditice_Mac
Link
Dofasit_Hardwara_fttribet  for  Windows Al uiing  &xor later waing  Temporal Agent Hardware_AMributs thes  Salect Remadistions Edit
Patch Managarent s i
us_Requirement_Win_tarm 3_Check
Seript posal
uss Defsci_Hardwsre_Attribet  for  Mss 05X wsing & of later wing Temporal Agen Hardware_Arbute  thes  Selest Bemedis Edit
emant_Mae_tem 3_Chaek
Windows: Server Update Sersi
Windows: Update
irewall_Reqwirem  for  Windows Al using 40 later using  Temporal Agent metit  Default_Firewnl G them  Defauit_Firewsll_Remedistion  Edit
£nt_Win_temporal ondition_Win _Win
Requirements Defawin_Firewaii_Bodrom  for  Msc 08X wing  dxor ister waing  Temporai Agent metlf  Defoult Firewail G them  Default,_Firewsil_Remediation  Edit
ont_Mac_temporal ondition_Mac Mac

Amerwed Peotocols

using  Any version
Autherization Prefiles

SB00-Posturs -Dems I Edit

Agent WLCHE0 Posture- Jikes
damo

Downlosdable ACLs

MNote:

s finered based on the aperating syate alth mode selec

Remaediation Actions are not apekcatie for Ap infigured using the Provision By Category or Provision By Everything options)

a {ardwarn Conditians, and External Data source canditians
Remediations Astians ane not appiicable for Agentiess Posture type
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= Cisco ISE Work Centers - Posture Q

Ovarview Network Devices Cliant Provisianing Paolicy Elemants Posture Policy Policy Sots Troubleshoot Reports Settings

Posture Policy ([EXEZS

Dafine the Posture Policy by cond WLCSB00

ing rulos based on aparating system andior cihor condiions.

Status  Paliey Options Fule Name Identity Groups Operating Systems Compliance Module Posture Typo Other Canditions. Reguirements
] Policy Options WLEARGG - Poxtu Any Windows All Ay version Agent WLEAOE - o
Dama

BIEIRAS KB

SRI2AB=IRENEEXH : RERA ; ZEWERTNTRE ; Z2IHPRESREAN. &

finEPolicy > Policy Elements> Results> Authorization> Authorization Profiles> Add:

Dictionaries Conditions Results

Authentication S

Allowad Protoncls Standard Authorization Profiles

ration = Syst

For Policy Export go to Admini m > Backup & Restore = Policy Export Page

Authorization v
Authorization Profiles + Add
Dewnloadable ACLs
|:| Name Profile . Description
WLC2800 4
Profiling >
a WLCHB00- Postira -Comphiant = Ciseo ()
Pasture >
O CH800- Posture-NonCompliant & Cisco (D)
CHent Provisioning >

CHE00-Posure-LUnknown wk Gisco (1)
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Dictionaries Conditions Results

fR—
Authentication - Autharization Profiles > WLCSS00-Posurg- Unknown
b hidinind Authorization Profile
Authorization - * N WLEC9B00-Posure-Unknown
Authorization Profiles Doscription

Downloadable AGLS

p

* Acoess Type
e % " ACGESS_AGCEPT w
Posture > Network Device Profile &5 Ciste  w @
Clisnt Provisioning » Service Template [m]

Track Movement @

Agentless Posture oo

Passive Identity Tracking [J (O

~ Common Tasks
O Veice Domain Permission
Web Redirection (CWA, MDM, NSP. CPPY (D)
Ghient Provisioning (Posture) ACL POSTURE_REDIRECT_ACL w Value Client Provisioning Portal (defi

TR,

O Suppress Profiler GoA for endpoints in Logical Profile

BIZRANEE X402

Dictionaries Conditions Results
—
Authentication .U Authorization Profiles > WLCO800-Posture-Compliant
Allowsd Erotoccls Authorization Profile
* Name

Authsrization w WLCB00-Pasture-Compliant
Authorization Profiles Description
Downloadable ACLs

* Access Type

Prafiling 3 ACCESS_ACCEPT ~
Posture > Metwork Device Profile &% Cisco v &
Client Provisioning ¥ Service Template (]

Track Movement oo

Agentless Posture oo

Passive Identity Tracking [0 O

~ Common Tasks

O Interface Template

O Web Authemication (Local Web Auth)

Airespace ACL Name POSTURE_COMPLIANT_ACL

O Airespace IPvé ACL Name

BIZRANEE X403



Dictionarias Conditions Results
AU U FIUie

Authentication b * Name
) WLCAB00-Posture-NonComp
Authorization b
Description
Authorization Profiles
Cownlosdable ACLS 4
* Access Type
ACCESS_ACGEPT W
Profiling »
Network Device Profile & Cisco v @
Posture »
Service Template
Glisnt Provisioning ¥ Track Movement

Agentless Posture

O O0O0OaO0O

Passive Identity Tracking

~ Common Tasks

O Interface Tomplate

[ Wab Authentication {Local Wab Auth)

Airespace ACL Name POSTURE_NON-COMPLIANT

[ Airespace [Pvi ACL Name

~ Advanced Attributes Settings

FIRI13BERBE, SMEIPolicy> Policy

Policy Sets Resor Policysst

Status  Pollcy Set Name Description Gonditions Allowed Protocols | Server Sequence  Hits  Actions  View

Delault Netwerk Accass >

-] Datsult Defsult pokicy sat Dalaull Notwork Accass <& {é‘r »

S 2
&> B4R
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Matwok Access-Devics 1P Acdess EQUALS 10.124.60,41

@  VACHH00-Postre. Bumo pres Defauit Motwork Accass
v Noermalised Radus SSID CONTAINS posture_dema
v Authantication Policy (2]
¥ Status  Rule Name Conditions Use Hita Actions
Inernal L'sers
©  Wislsss-dotin Wireless_802.1% ]
" Options {‘}
All_User_I0_Stores
©  votns &

= Options
032 5 10 0 IE SR BE

F158 . SIERAERE S M EPolicy> Policy Sets>EFF “WLC9800-Posture-Demo”> Authorization
Policy>7ll:

Aathorization Policy (4)

Resulis

Status Rule Name Conditions Profiles Security Groups Hits Actions
@ Postur-Compiiam b SessionPosiureSiaius EQUALS Complisnt WLCOBOO-Posting - Co. Saloct from lisy &
a Posture - Nesampisnt B SesscnPotureStatus POUALS NonComplant WLEGIBD0-Posture-No. Salact from list @
©  Posture-Usknoan b Session PeshureStatus EQUALS Uninow WLCHBO0-Posure-Unk. Saloet fram lisy &
a Dt DenyACCess Salect from list @

B RBURRE
Examples

1A EFHA802.1XEIEEZEMIRXSSID posture_demo,



posturg_demo
% Seoured

Enter your user name and password

wic9800 - ser

--#--4

&)

oK Cancel

Metwork & Internet settings
Change sefbngs, such as makong a connecton metered.
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https://www.cisco.com/c/en/us/support/docs/wireless/5500-series-wireless-controllers/113476-wireless-byod-ise-00.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-software/215260-ise-posture-deployment-best-practices-an.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215419-ise-session-management-and-posture.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
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