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EAP-TLS B RiERiE

. Authentication
Supplicant AP Cisco WLC Sewer

i >0 I ) &Y

EAP Type=EAP-TLS
I Start bit set, no data

| EAP Request

[ EAP-type=EAP-TLS |

{TLS client_hello) | EAP Response I

EAP-Type=EAP-TLS

3 TLS server_hello
| EAP Request i TLS certificate
TLS server_key_exchange
EAP-Type=EAP-TLS TLS certificate _reguest
TLS certificate TLS server_hello_done
TLS client_key_exchange a4
TLS certificate_verify ‘ EAFP Response l
TLS change_cipher_spec
TLS finished EAP-Type=EAP-TLS
5 I EAP Request I TLS change_cipher_spec
TLS finished
6
EAP-Type=EAP-TLS | EAP Response
7 PMK |

[ PMK | a

EAP success J EAP success |

EAP-TLS B A RIUEFRTE



EAP-TLSHRE A 1Y 25 IR

1. TEBEFmEEAR(AP)XEX,

2. BB B, APT R VFBEREM i H Rk B HRIEE R,

3. BEFImERNIERE |, FFAEAP-Response Identityi# 1718 K,

4. TEBEMEHSF[WLC)NAFIDEEERE FHRIERSSR.

5. RADIUSHRE 22 FHEAP-TLS B BiIE BRI E & F iR,

6. EAP-TLS&EMFF 1A,

7. B imfFEAP-Response KA Bl 5 BRI RS e , BIEBBIRENINULLA client_helloiEFH

/CN O

8. BRI RS|/EA VR FABRFESHTHA , ZHESETE

TLS server_hello
Handshake message
Certificate
Server_key_exchange
Certificate request
Server_hello_done

9.% P i [ElE FEAP-Response’d 2 21F :

Certificate (for server validation)
Client_key_exchange

Certificate_verify (to verify server trust)
Change_cipher_spec

TLS finished

10. IR ITEF iR S ORIEE , RADIUSERSSRRREHRRE , AR :

Change_cipher_spec
Handshake finished message

11.% P i 50 e % E AR IERADIUS R 5588 -

12 ETLSEFHE , NEHAIBRETNMBER.

13. EAP-Success HEMNIRF BRI B B KR , ARKIERERES.
14.15 AEAP-TLSH T4 & P iR BUE AT LA A R T4 P 4% .
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Configure the WLC as a network device and set the pre-shared key.

sEnsure the Internal CA i3 enablad for issuing caertificates and authanticating
usars.

*Select the identity store sequence used to authenticate logins to the portal. By
default, the certificate_requast_sequence is employed.

Define the certificate templates that users are permitted to use for generating and '
downloading caertificates.

*Create a portal page where users can download certificates, with settings to
control portal behavior.

+Add users to tha ISE internal database who will use the cartificate. Create as
many usars as neadead,

*Dafine an identity source sequence for the policy set to determine tha
authentication source for the service,

=Establish a policy set to define authentication logic and actions.

CCECCEECa

ISERRS BRI E S IR

AN 4% %
ERMTLLANZFIZR(WLC)EA MRS |, HEAUT A !

1. & fnElAdministration > Network Resources > Network Devices,
2. BH+AddBARE SN AR IMWLCH I 2.

. MRAMAEZZFHEWLCHISERS ST TE , USKIMIEBNBSE.
4. ERmAFMBEAGERER , REAL T ANSubmitiRFE &



v RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS

Shared Secret

[ ] Use Second Shared Secret

Second Shared
Secret

CoA Port 1700

BUE A ERCA
BN EPEBAKNAI(CAIRE , EHRITUT SR -

1. % Z Administration > System > Certificates > Certificate Authority > Internal CA Settings,

2. R E 5 ACATI L HEIAREBCALL TIEEIRAS

Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks ETLATT

Dashboard
Certificate Management b .

Context Visibility | nte m a I CA Settl I"'Ig S A For disaster recovery It |s recommended to Export Interna
Certificate Authority .

Operations Overview

Host Name -~  Personas Role(s) CA, EST & OCSP Re... {

Policy

Ise3genve Administratlon, Monitoring, Pall... STANDAL.. B
Administration
Internal CA Settings

c ca 3
Work Centers Certificate Templates

EREBCA
VI E= GV EvaT P

SMBEE>FHEE>F0FRF5. FNEEXS D F 5 R &R,



Identities Groups External Identity Sources Identity Source Sequences Settings

> Allow_EMP_Cen

Identity Source Sequence

~ |dentity Source Sequence

* Name
Allow_EMP_Cert

Description

v Certificate Based Authentication

Select Certificate Authentication Profile Preloaded_Certific

v Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

Internal Endpoints Internal Users
Guest Users

All_AD_Join_Points

WIS
EEIEBER

BEETEILERER , TRITUATIR :

FER1.SMBIEE>System SUEB>UE B IR HAY>IEHER.
HI2. [ +AddE PR B1EZ HTRYIEBAER
2 AR BRIRIRHISEARSS 2R B AN b ME — B 5o

2.214R 2 FA & (CN)IZ B R $UserName$,




23K T TR ABF(SAN) RS CBE IMACHEE
2.4 }¥SCEP RAELE X iR E NISERFBCA.

2.57Eextended key usage# % , BAEF RS BRI,

Certificate Management Edit Certificate Template

Cartificate Authorit
4 * Name EAP_Authentication_Certificate_Template
Overview

Issued Certificates Description This template will be used to issue certificates for EAP Authentication

Cartificate Authority Certiflcat...

Subject 2

Internal CA Settings Common Name (CN) SUserName$

Certificate Templates
Organizational Unit (OU) Example unit

External CA Sattings
Organization (O) Company name
City (L) City

State (ST) State

Country (C) us

Subject Alternative Name (SAN) ' MAC Address

Key Type

Key Size

* SCEP RA Profile

Valid Period

Extended Key Usage

2048
ISE Internal CA

730 Dayl(s) (Valid Range 1 - 3652)

5

Clignt Authentication |_| Sarver Authentication

A AR

SR

EQEATEREFHRIEBWIERIF , BRITUATSR

FR1.EMBEE>REZ P EE>SIEB R,

FR2.E2HOE  REFNIIFTE.

SEWIATFREME—ER , LEBRMWRZIE,
BAEEFNRAS ; FLLiRiE 8443,

3.2 I8 EISEMITLITFINEED,



3.3.1 ¥ Certificate Group Tag/E R BRIAITFIEB A,
3.4.1%&Fauthentication method , IEBAA FTRIEERIITFHNEFBERFS,

S5 BEEKAALFREIFNENE, Sl , MRENAFETIRA , FiEFEmployeeAF
4,

3.6.7E WIEIE @& "(Certificate Provisioning)i% & T /i BYiE B EAR,

) Bookmarks Blocked List BYOD Certificate Provisioning Client Provisioning

Dashboard Portals Settings and Customization

Context Visibility

Operations Portal Name: Deseription:
EMP CERTIFICATE PORTAL
Policy

Administration Language File

Work Centers

T e e Portal Behavior and Flow Settings Portal Page Customization




Portal Behavior and Flow Settings Portal Page Customization

Portal & Page Settings

~ Portal Settings
1
HTTPS port:*

(8000 - 8999)

Allowed Interfaces:* For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

Gigabit Ethernet 0 Bond 0
Uses Gigabit Ethernet 0 as primary
Gigabit Ethernet 1 interface, Gigabit Ethernet 1 as backup

Gigabit Ethernet 2 Bond 1
Uses Gigabit Ethernet 2 as primary
Gigabit Ethernet 3 interface, Gigabit Ethernet 3 as backup

Gigabit Ethernet 4 Bond 2
Uses Gigabit Ethernet 4 as primary
Gigabit Ethernet 5 interface, Gigabit Ethernet 5 as backup

Certificate group tag: * Default Portal Certificate Group -

Configure certificates at:

Authentication method: * Certificate_Request_Sequence

Configure authentication methods at:

Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal

Available

Q

ALL_ACCOUNTS (default) Employee

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)




» Login Page Settings

> Acceptable Use Policy (AUP) Page Settings

> Post-Login Banner Page Settings

> Change Password Settings

~ Certificate Portal Settings

Certificate Templates: * EAP_Authentication_Certificate_Template = .,

EBFEE

THRERER , EREYREMFMIRURLRNRIS, RERITIF /- THE.

Portals Settings and Customization

Portal Name: Description:

EMP CERTIFICATE PORTAL

Language File

MR~ AEURL



e | BHps:/10.106.32.31:844 3/certprovportal/PortalSetup.action?portal=45aea9cb-29c8-4f73-98bb-63543bba423a

i : .
CISCO Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.
Username:
emp
Password:

PR
AR &R A
EQEBIIEBRTFHITENRIENAF, , BHITUTESR
1. ¥ Z Administration > Identity Management > Identities > Users,

2. R HIETDUR AP AMEIRE,
3. &FE F P P& B User Identity Groups. EZAfIH , A F 2B EIEmployeed.,

Identities Groups External ldentity Sources Identity Source Sequences Settings

Users

Larest Manual Metwork Scan Re NEtwork Access Users

Status Usermame -~ Deascription First Name Last Name Emall Address User Identity Groups  Admin

| ® Enabled | g emp Employee

NI SR A P
ISEME B FE [T FIRADIUS K RS L &

E—TNABISEEFRAETFHNIRE, PE , RIFISE RADIUSKBEREN ATAF FHRIE.

1. BLiBISE RADIUSSRBE &£
2. &M ZElPolicy > Policy Sets,
3. REME(+)BIEF A KREEE,

EARGS  RE-IMIENREE  ATEARFEBNAF#ITE ORI



Palicy Sets Raset m

Stamue  Policy 5atNams Oaseription Allowad Protocols | Sarver Sequance  Hits  Actions  Wlew

Fatus  Rule Hame Conditlans His  Actons

DenyMcsess

+  Optlons

Rasults

Fuaus  Rule Hame Conditlons Proflles Security Groups His  Actons

ERE UM BRNE MR R AR

9800 WLCHEL &

LT 29800 WL.CHELEDZ TR, BANMTREBMT UM FHREFER , UEHATAES.



*Configure I'SE as a RADIUS serser on the WLC.

sConligura a RADILES sarver group and map tha ISE sanser craated in prévious step. J
+Create authantication and autharization methad lists linked To the FRADIS sarsar growp.
=Apply the respective mathod list vo the WLAN configuration.

=Credte a policy profile and map it to the VLAN and othear sattings.

Qi G

o= sLonligure a policy tag and associate the WLAN profile wath 1t

=Apply the policy tag to thae AP }

ﬁ;i

FHSERRSS 2848 11 £/9800 WLC

1. ENISERSF 22598004k FE M= HIZ8(WLC)ER , BHITUU FHER :
2. ¥ ZE Configuration > Security > AAA,
3. BEAJIRHA U EWLCE B R 2 EISERS S,

Create AAA Radius Server

Mama*® ISE3 Suppart for CoA
Clear Text

Server Address* 10.106.32.31 CoA Server Key Type

PAC Key CoA Server Key

Key Type Clear Text Confirm CoA Server Key

Kay* Automate Taster

Confirm Key™

Auth Port

Acct Port

Server Time

Retry Count




EWLCH R INISERS 85

ARG ERE  ERERERSRIIRF,

& RRadiusfR% 85
1£9800 WLC LR RS 284

EE9800F L LANIZFI2R LR NARSS2R4E , FRAEA T HIR

1. &M ElConfiguration > Security > AAA,
2. B &HServer GroupiEIi+ , ARG R EAJIABI BRI ARS2RE .

Edit AAA Radius Server Group

FISERRS 2RBR 51 BIRadius R S5 24

1£9800 WLC LBLEAAATT EFIR

SIZRSRER , BRRUTSREES BRIESFEIIX !

1. S EConfiguration > Security > AAA > AAA Method List,
2. 7 AuthenticationiEBI < H | FINFTH F B RIE 5 £S5 &Ko
3. FFEAIZE Ndot1x,.

4. EFEgrouptERARE,

5 BBt ENISERSFRAENRSIFH,



.\,\_.\ Quick Setup: AAA Authentication
iath St Mame*

AAA Method List

BIE B HIIUEFESR
1£9800 WLC L ELER FEFIXK

BRERNFEIR , FRITUT SR

1. S EIAAA Method ListE8 % A #Y AuthorizationiE B+ o
2. B EHEAJBIBITN RN AR,

3. ik EnetworkE K H,

4. EFEgrouptERA R,

5. SIEISERRSZEFAERN RS B4

AAA m Quick Setup: AAA Authorization
Sathod List Name™

CERT_AUTH

AAA Method List

Mame

[0 cerT_aUTH

NIRRT R &

1£9800 WLC L B2 R RE B & S 44

SERRADIUSARE G , M2 RIEE E X4

1. SMEERE > REME B XM > RKig.

2. B HAdd I # 8y RBGES B 34,

3. NRMEEXHERELANS . EXRFIH , IERZELTH RS , FEZRVLANAE
& P iwRVLAN,



IP MAC Binding

Encrypted Traffc Analvics

Access Policies

RADIUS Profiling

HTTP TLV Caching

DHCP TLV Caching

WLAN Local Profiling

Global State of Device
Classification

Local Subscriber Policy Name Search or Select

VLAN

VLAN/VLAN Group

Multicast VLAN

Bl ERADIUSIERMXET |, BHARERBEEE X 4R EN S S0ET+ 5 /8 FHAAA Overrideit I, IHiRE
ARTFTTL BEMIE &3 E TRADIUSHEN RN A T AR MIEE,




Advanced

WLAN Timeout Fabric

Session Timeout (sec)

Idle Timeout (sec)

Idle Threshold (bytes)

Client Exclusion Timeout (sec)

Guest LAN Session Timeout

DHCP

IPv4 DHCP Required

DHCP Server IP Address

AAA Policy

Allow AAA Override

1£9800 WLC L 6l ZWLAN
BiREEF802. 1xFHRILAFWLAN |, FHITU TSR

1. S BIE B >Fr S Ml & X8> WLAN,
2. BHAJIABIEFHTAIWLAN,
3.IEBRFE2EEHRITREHFHS02.1xEHRKIL,




—— Edit WLAN

Dalete CiCkna Enabie WLAN Dizable WLAN

cowezse ()
gomrzss (O Auth Ky Mot
a0z 1x 8]
Protected .l-‘ﬂnhut'?nt’.!‘.-. Frame: Easy-PSK D
FT + BO2.% U

PMF nbied v A0Z.Ix 0
SHAZS

MPSX Configuration

Enable MPSK

Security

Authentication List CERT_AUTH

Local EAP Authentication D

#£9800 WLC £ 8 F SR B g i STAFARSTWLAN
EFWLANS KRB X5, HRITU TSR

1. SMEBRE>FREMEEXHF>RE
2. BEHAJARINFHRIC,
3. EWLAN-POLICY#8 % , 57 612 AYWLANRR S 248 B2 A9 SR B & 324




Eclit Pollcy Tag

dk Changes may result in oz of o itz that are associ

Diieie
GERT_POLICY_TAG

FFRBEAR ISR ST E/9800 WLC ERYIRA R
ENEMTICOBEARARAP) , EERU TSR :

1. SMEIE E>FREMEE X H>HRZE> AP,
2. ®BAPH & 7 #Y Static ( A ) oS

3. REEMEMNHEAP,

4. FE B R K REEFRIC 2 B BIFTEAP,

Static

eC7l.750e. 10

= Salect Flle
Policy Tag Mame

Site Tag Name

Policy Tag Mame

RF Tag Mama defaull-rf-tag

APERIE S B

RETHREHWLCETERE

aaa group server radius ISE

server name ISE3

ip radius source-interface Vlan2124
aaa authentication dotlx CERT_AUTH group ISE
aaa authorization network CERT_AUTH group ISE
aaa server radius dynamic-author

client 10.106.32.31 server-key Cisco!123
!

wireless profile policy CERT-AUTH
aaa-override

ipv4 dhcp required

vian 2124

no shutdown

wlan CERT-AUTH policy CERT-AUTH
wlan CERT-AUTH 17 CERT-AUTH



security dotlx authentication-Tist CERT_AUTH

no shutdown
1

wireless tag policy CERT_POLICY_TAG
wlan CERT-AUTH policy CERT-AUTH

ARFIEMNT#IEH
EHAF RN TRIES , BRTATSE -
1AL AP BRZBEBIESITA,

© Not Secure| https:[/10.106.32.31:844:

Certificate Provisioning Portal

CISsCOo
Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the usemame and password supplied to you.
Username:
amp
Password:

---------

WEEERIF
2EZUEINEABREAUP), AE , ISEERATERIEBHNAH,

3.1 Generate a single certificate(without a certificate signing request),



CI1SCO Certificate Provisioning Portal

Certificate Provisioning

| want to: *

Generate a single certn(

| Common Name (CN): * |

-~ 0

[ MAC Address: * |

without a certificat...

242f.d0da.a563

Choose Certificate Template: * 9

EAP_Authentication_Certificate_Template

Description:

Certificate Download Format: * 0

PKCS12 format, including certificate chain (...

[ Certificate Password: * ]

Enter password to download and view/install the certificate

Confirm Password: *

4 RBOEP
EBJUPRERITFERILES , FEARIEEUTHEFR .

« CN: B RILARSS 25 A& P URiE B Common NameZ R E RNEN AP #TEHRIE,
£Common NameZFEH , I AAFE (ATERIUERBEIF ).

« MAC i3t : FEZABIR(SAN)ZX.509 & , AT HEMESTSIEHXEK, BRISERAE
2.0XZFEMACHEIE, EH Itk , FESAN/MACHEHE FER AR,

- UE BB PERE L CAERIEERMIMAIE BN EANFZRE, 2ABCNEFER
BATFRIEER (CNAMEAFBER ) . CAEMAIUEPEERAREMFER,

s IERFBAEETRFEREFENIED, VTRV ITIPFBIEEFTIPNATHERS
EES NS,

s BHRBAAFSUATHAN -

- BEUMRELBEINKEFZE, INMNEZHBAANEF



- BBRNEKELAN T8RSN ERFZIE
- RN EFSIEA-Z, a-z, 09, | #

BEEMEZERG , i&FEGenerate LI M T HiEP,

Windows 101t &E#l LW P Z &

E#&Windows 101 EHl ERFIED |, BRI T HZERITFMicrosoftEE 12 & & (MMC):

;X LEH BA O] BE R SR BV Windows iR E M 577 , K2R IS EMicrosoft LA LL T ## B4Rk HY
=

PoY

=z
=
4

=]

x
e

o

1. g &HStart , RFEEHRuUN,.

2. £“Run ( 1217 ) "EFRE Ammc , AR/FIREnter, MicrosoftEIE1Z & T,
. RMIEREER T

4. B E| >R/ R EE$ T,

5. ®IEAdd , RFEZECertificates , AfFHETHAId,



6. & F Computer Account , R fFi&#FLocal Computer , 5% HFinish,
XL SR AR E B AT E AL LA,

[ —1

B File  Action View Favorites Window Help

as |5z B

| Console Root

- 8 X

Add or Remove Snap-ins Actions
Root -
You can select snap-ns for this consale from those available on your computer and configure the selected set of snap-ns. For More Actions '

extensible snap-ins, you can configure which extensions are enablied.

Available snap-ns:
Snap-n vendor ~ “jfzunsnlc Root Edit Extensions...
oy ActiveX Contral Microscft Cor... W centificates (Local Computer) B
[ suthorizaton Mansger  Microsoft Cor... -
I Certificates Micrasoft Caor...
M. Component Services  Microsoft Cor.., Move Up
& Computer Managem... Micrasoft Cor...
M Device Manager Microsoft Cor... R
= Disk Management Microsoft and...
{8l Event viewer Microsoft Cor...
~| Folder Microsoft Cor...
[ Group Policy Otject ... Microsoft Cor...
® P searity Monitor Microsaft Cor....
2 P security Policy ... Microsoft Cor...
= Link to Web Address  Microsoft Cor... Advanced. ..

Description:
The Certficates snap<n allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Windows MMC2#1 &

SE1.SAUEP :

1.1. 8 HH 3R 2 P Action,
1.28%BMBEES , RRERS A,
1.3.ZBETERHERITEN L FEHEB XM,



& &» Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Users\admin\Desktop\emp-2025-01-06_08-30-59\emp_C4-E9-0 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
Microsoft Serialized Certificate Store (,55T)

MNext | Cancel

SAIEH

FERBSAIRP , REQRTIEMAEIF LERIEBROIBNER, BEEFAREEH ALLZEEN
BUSAERFREREEUTEN L,



' & &# Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

[ ] Display Password

Import options:

Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[ Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

Indude all extended properties.

Next Cancel

A2

SR2FHEP B FE LMK

2.1.3T FMicrosoft Management Console(MMC) , A J5 S i ElCertificates(Local Computer)>
Personal X 3%,

22 RBIEPHBEERE (W, BCA, FRICAHNA) .
23 MERBIH AN EFEX

24 RCAILES : BREZFEENRIEBT LRI,
2.5.ECAILS : BEPRIEBH R,



2.6. N AR : B FHPersonal X #3%,

—

~* Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

(®) Place all certificates in the following store

Certificate store:
Personal Browse...
Next Cancel

ENAXRPFHILES

Condele Koot |F— - lisued By Expiration Date  Inbended Purposes Frienghy Mame
v C'”;"""‘ (Lecal Corapued gl ertificate Senvices Encigoint Sub €A - edgenve Cenificate Services Node CA - ise3gere 1732035 <Mll> EndpointSubCa

v [ Persoral Certficate Services Node CA - ise3gerne Certficate Services oot CA - isedgeme: 1732035 <Al certificate_nodeCA

- T Certficate Services Root CA - iselgenve Certificate Services Root CA - isedgenve 1272025 <Al certificate

w Trusted Root Cetificat o
| Cemificates!
Enterprse Trust

Irtermediate C AL:I'I

EEFHEPBIILS

Ly emp
o ise3 germeclab local

HEEWindowsit &4l

FEB B I EBNEFREXRE

Cenificete Services Endpoirt Sub CA - iselgem
iredgenvelab bocal

1. B EREEEZ P Pnetwork BV E & Al AN LWL,

ER2ET
1a2mer

,BEALT S RIEREZIWLAN:

Client fasthentication

emp_C4-F5-04-00-...

Server Authentication, Client Authentication  Sef-Sgred

Stat,



2. EHRH B FEEZENWLANKE R,
3. B#HConnect HREHTEMEMET , UERIEPHITEHRIERTREZIRE,

El AVctest

% blizzard

8~ CERT-AUTH
7
Secured

I:l Connect automatically

EEWLANME RS EH HIIR R , % Connect using a certificate({8 A iE B3 1TiE )£ T,

pee-E8 et s R



8, - CERT-AUTH
(7 ©

Secured

Enter your user name and password

Connect using a certificate

b

FERIEBAE R FIE

X fE SR RERS 16 AT IE 5 R ZhIE R R LM



C:\»>netsh wlan show interface e -
There is 1 interface on the system: — 200%
Name : Wi-Fi 3
Description : TP-Link Wireless USB Adapter
GUID : ee5d1c47-43cc-4873-9ae6-99e2e43c3%ea
Physical address 24:2f:d@:da:a5:63
State connected
| SSID CERT-AUTH |
BSSID a4:88:73:9e:8d:af
Network type Infrastructure
Radio type : 802.11ac
Authentication : WPA2-Enterprise
Cipher CCMP
Connection mode Profile
Channel : 36
Receive rate (Mbps) : 360
Transmit rate (Mbps) : 360
Signal : 1eex
| Profile : CERT-AUTH |

Hosted network status Not available

C:\Onetsh wlan show profiles CERT-AUTH | find "Smart"
EAP type : Microsoft: Smart Card or other certificate

WEELRE X4
WiE

KIFWLCR A EET #EWLAN:

<#root>

POD6_9800#show wlan summ
Number of WLANs: 2
ID Profile Name SSID Status Security

17

CERT-AUTH

CERT- AUTH

UP [WPA2][802.1x][AES]

KIUFWLC EMAPR AT :



POD6_9800#show ap summ

Number of APs: 1

CC = Country Code

RD = Regulatory Domain

AP Name STots AP Model Ethernet MAC Radio MAC CC RD IP Address State Location

AP1 3 C9130AXI-D cc7f.75ae.1fc0 a488.739e.8da0 IN -D 10.78.8.78 Registered default location

HRAPIETE #WLAN:

<{froot>

POD6_9800#show ap name APl wlan dotll 24ghz
STot id : O
WLAN ID BSSID

17 a488.739e.8da0l

POD6_9800#show ap name APl wlan dotll 5ghz
STot id : 1
WLAN ID BSSID

17

a488.739e.8daf

EHEAP-TLSEZENE iR :

<tfroot>

POD6_9800#show wire c1i summ
Number of Clients: 1
MAC Address AP Name Type ID State Protocol Method Role

242f.d0da.a563 AP1 WLAN

17

IP Learn 1llac

Dot 1x
Local

POD6_9800#sho wireless client mac-address 242f.d0da.a563 detail | in username|SSID|EAP|AAA|VLAN

Wreless LAN Network Name (SSID): CERT-AUTH

BSSID : a488.739e.8daf

EAP Type : EAP-TLS

VLAN : 2124
Multicast VLAN : O



VLAN : 2124
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Authentication Details

Source Timestamp

Received Timestamp

2025-01-08 11:58:21.055

2025-01-08 11:58:21.055

Policy Server

ise3genvc
Event
Username emp

Endpoint Id 24:2F:D0:DA:ABL:63

Calling Station Id 24-2f-d0-da-a5-63
Endpoint Profile TP-LINK-Device
Identity Group User |dentity Groups:Employee,Profiled

Audit Session Id 4D084EOAO000007E46FOCBF7

Authentication Method dot1x

Authentication Protocol EAP-TLS

Service Type Framed

MNetwork Device lab-9800

Device Type All Device Types

Location All Locations
NAS IPvd Address 10.78.8.77
NAS Port Type Wireless - IEEE 802.11

Authorization Profile PermitAccess

Security Group Employees
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Destination

65 17:36:58  Cisco_Se:Bd:iaf TpLinkPte_da:a5:63 95 Request, Identity

68 17:36:58 Cisco_f%e:8d:af TpLinkPte_da:a5:63 EAP 95 Request, Identity

69 17:36:58 TpLinkPte_da:a5:63 Cisco_fe:8d:af EAP 11@ Response, Identity

78 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af EAP 118 Response, Identity

73 17:36:58 Cisco_%e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

74 17:36:58 TpLinkPte_da:a5:63 Cisco_%e:8d:af TLSv1. 2 384 Client Hello

78 17:36:58  Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 182 Request, TLS EAP (EAP-TLS)

79 17:36:58 TpLinkPte_da:a5:63 Cisco_9¢:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

83 17:36:58 Cisco_9e:8d:af TplinkPte da:a5:63 EAP 178 Request, TLS EAP (EAP-TLS)

84 17:36:58 TpLinkPte da:asS:63 Cisco_9¢i8d:af EAP 118 Response, TLS EAP (EAP-TLS)

87 17:36:58 Cisco_9e:Bd:af TpLinkPte_da:a5:63 TLSv1. 2 248 Server Hello, Certificate, Server Key Exchange; Certificate Request, Server Hello Done
95 17:36:58 TpLinkPte_da:a5:63 Cisco_9e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

18@ 17:36:58 Cisco_9e:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

182 17:36:58  TpLinkPte_da:a5:63 Cisco_fe:Bd:af EAP 648 Response, TLS EAP (EAP-TLS)

187 17:36:58 Cisco_fe:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP-TLS)

189 17:36:59  TpLinkPte_da:aS5:63 Cisco_f%e:8d:af EAP 648 Response, TLS EAP (EAP-TLS)

114 17:36:59 Cisco_Se:8d:af TpLinkPte_da:a5:63 EAP 96 Request, TLS EAP (EAP=TLS)

115 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:8d:af TLSv1.2 347 Certificate, Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
118 17:36:59 Cisco Se:Bd:af TpLinkPte_da:a5:63 TLSv1.2 147 Change Cipher Spec, Encrypted Handshake Message
119 17:36:59  TpLinkPte_da:a5:63 Cisco_9e:Bd:af EAP 118 Response, TLS EAP (EAP-TLS)

126 17:36:59  Cisco Se:8d:af TpLinkPte_da:a5:63 EAP 94 Success

£ REAPESHWLCHEZR

s BIEQYRS 8T N T X LR EAP-TLSTRH KIS RS,
s BITFEIBHmE 1150 N T XL FIRBEAP-TLSTHR A Z TR,
s BIEARS 118X N T X T L FTRMIEAP-TLSTRA B ZER 10,

T RE P IR E R TR 3 (RA)IRER

2025/01/08 11 58 20.816875191 {wncd_x_R0-2}{1} [ewlc-capwapmsg-sess] [15655] ( i ) Kik
MZEDTLSEHE ., BMIP 10.78.8.78[5256] , t499

2025/01/08 11 58 20.851392112 {wncd_x_R0-2}{1} [radius] [15655] ( = 8. ) RADIUS % 3% i[85k
#10.106.33.23 1812 id 0/25,len 390

2025/01/08 11 58 20.871842938 {wncd_x_R0-2}{1} [radius] [15655] ( {E&. ) Mid 1812/25
10.106.33.23 0, Access-Challens, len 123#UWHYRADIUS

2025/01/08 11 58 20.872246323 {wncd_x_R0-2}{1} [dot1x] [15655] ( 1= 2. ) [242f.d0da.a563
capwap_90800005]% % MEAPOLSIES — KRA3,EAPOLEREAP | figh K6 EAP A= EAP-
TLS

2025/01/08 11 58 20.881960763 {wncd_x_RO-2}{1} [dot1x] [15655] ( {E&. ) [242f.d0da.a563
capwap_90800005) W ZIFWEAPOLEIEE — MRA1,EAPOLEEEAP , K E 204, EAPEKE!=
EAP-TLS

2025/01/08 11 58 20.882292551 {wncd_x_R0-2}{1} [radius] [15655] ( S &. ) RADIUS %% i [Ai& R
#10.106.33.23 1812 id 0/26,len 663

2025/01/08 11 58 20.926204990 {wncd_x_R0-2}{1} [radius] [15655] ( {E&. ) Mid 1812/26
10.106.33.23 0, Access-Challens, len 1135 AIRADIUS

2025/01/08 11 58 20.927390754 {wncd_x_R0-2}{1} [dot1x] [15655] ( 1= 2. ) [242f.d0da.a563
capwap_90800005]% % HIEAPOL${EE — K43, EAPOLEREAP | g KE1012,EAPSK H=
EAP-TLS

2025/01/08 11 58 20.935081108 {wncd_x_R0O-2}{1} [dot1x] [15655] ( {E&. ) [242f.d0da.a563
capwap_90800005]E K EIEAPOLEIEE — MRZA1,EAPOLEREAP , 7iEKE6,EAPEKE!= EAP-
TLS

2025/01/08 11 58 20.935405770 {wncd_x_R0-2}{1} [radius] [15655] ( S &. ) RADIUS Send
Access-Request to 10.106.33.23 1812 id 0/27, len 465

2025/01/08 11 58 20.938485635 {wncd_x_R0-2}{1} [radius] [15655] ( {E& ) Mid 1812/27
10.106.33.23 0, Access-Challens, len 11313 W AIRADIUS

2025/01/08 11 58 20.939630108 {wncd_x_R0-2}{1} [dot1x] [15655] ( 1= 2. ) [242f.d0da.a563
capwap_90800005]% % HIEAPOL${EE — K43, EAPOLEREAP |, figKE1008,EAPSK H=
EAP-TLS

HRABRBRZNSTIE , AR REHRIEESFH —LEHEXIT



2025/01/08 11 58 20.947417061 fwncd_x_RO-2}{1} [dot1x] [15655] ( {E . ) [242f.d0da.a563
capwap_90800005]E K EIEAPOLEIEE — MRZA1,EAPOLEREAP , AEKE6,EAPEKE!= EAP-
TLS

2025/01/08 11 58 20.947722851 {wncd_x_RO-2}{1} [radius] [15655] ( {E&. ) RADIUS % i% i i & R
#10.106.33.23 1812 id 0/28,len 465

2025/01/08 11 58 20.949913199 {wncd_x_R0-2}{1} [radius] [15655] ( £ ) Mid 1812/28
10.106.33.23 0, Access-Challens, len 27512 KA RADIUS

2025/01/08 11 58 20.950432303 {wncd_x_RO-2}{1} [dot1x] [15655] ( {E . ) [242f.d0da.a563
capwap_90800005] % % FIEAPOLEIE G — KRA3,EAPOLKHEAP | R K158, EAPHE=
EAP-TLS

2025/01/08 11 58 20.966862562 {wncd_x_R0-2}{1} [dot1x] [15655] ( {5 . ) [242f.d0da.a563
capwap_90800005]|E W RIEAPOLEIEE — IRA1,EAPOLEREAP , TiE KE 1492 EAPE =
EAP-TLS

2025/01/08 11 58 20.967209224 {wncd_x_RO-2}{1} [radius] [15655] ( {E&. ) RADIUS % 3% i [ & R
#10.106.33.23 1812 id 0/29,len 1961

2025/01/08 11 58 20.971337739 {wncd_x_R0-2}{1} [radius] [15655] ( £ ) Mid 1812/29
10.106.33.23 0, Access-Challens, len 12312 ARADIUS

2025/01/08 11 58 20.971708100 {wncd_x_RO-2}{1} [dot1x] [15655] ( {E . ) [242f.d0da.a563
capwap_90800005]% % HEAPOLE RS — K3, EAPOLEREAP | f18KE6,EAPEE= EAP-
TLS

2025/01/08 11 58 20.978742828 fwncd_x_R0-2}{1} [dot1x] [15655] ( fE . ) [242f.d0da.a563
capwap_90800005]|E W FIEAPOLEIEE — IRA1,EAPOLEREAP , TiEkKE 1492 EAPEK A=
EAP-TLS

2025/01/08 11 58 20.979081544 {wncd_x_RO-2}{1} [radius] [15655] ( {E&. ) RADIUS % 3% i i & R
#10.106.33.23 1812 id 0/30,len 1961

2025/01/08 11 58 20.982535977 {wncd_x_R0-2}{1} [radius] [15655] ( £ ) Mid 1812/30
10.106.33.23 0, Access-Challens, len 12312 ARADIUS

2025/01/08 11 58 20.982907200 {wncd_x_RO-2}{1} [dot1x] [15655] ( {E 2. ) [242f.d0da.a563
capwap_90800005]% % #EAPOLE RS — K3, EAPOLEBEAP | f18KE6,EAPEHE= EAP-
TLS

2025/01/08 11 58 20.990141062 fwncd_x_RO-2}{1} [dot1x] [15655] ( fE . ) [242f.d0da.a563
capwap_90800005]|E W RIEAPOLEEE — IRA1,EAPOLEREAP , TiEk KE 1492 EAPE =
EAP-TLS

2025/01/08 11 58 20.990472026 {wncd_x_R0-2}{1} [radius] [15655] ( £ £ ) RADIUS £ 3% i5 [{ R
#10.106.33.23 1812 id 0/31,len 1961

2025/01/08 11 58 20.994358525 {wncd_x_R0-2){1} [radius] [15655] ( £ ) Mid 1812/31
10.106.33.23 0, Access-Challens, len 12312 ARADIUS

2025/01/08 11 58 20.994722151 {wncd_x_RO-2}{1} [dot1x] [15655] ( {E 2. ) [242f.d0da.a563
capwap_90800005]% % #EAPOLE RS — K3, EAPOLEBEAP | f18KE6,EAPEE= EAP-
TLS

2025/01/08 11 58 21.001735553 {wncd_x_R0-2}{1} [dot1x] [15655] ( {5 &. ) [242f.d0da.a563
capwap_90800005] EIFVEAPOLEIEE — IRA1,EAPOLEREAP , figk KE 247 EAP3 A=
EAP-TLS

2025/01/08 11 58 21.002076369 {wncd_x_R0-2}{1} [radius] [15655] ( £ 5. ) RADIUS £ 3% i [{ R
#10.106.33.23 1812 id 0/32,len 706

2025/01/08 11 58 21.013571608 {wncd_x_R0-2}{1} [radius] [15655] ( £ ) Mid 1812/32



10.106.33.23 0, Access-Challens. len 1743 HIRADIUS

2025/01/08 11 58 21.013987785 fwncd_x_RO-2}{1} [dot1x] [15655] ( fE . ) [242f.d0da.a563
capwap_90800005]% % FEAPOLS{ES — KR Z3,EAPOLEREAP | g KE57, EAPE R = EAP-
TLS

2025/01/08 11 58 21.024429150 {wncd_x_R0-2}{1} [dot1x] [15655] ( {E&. ) [242f.d0da.a563
capwap_90800005]1 FIEAPOLSIEE — KA1, EAPOLERIEAP | fi8 K E6, EAP Hl= EAP-
TLS

2025/01/08 11 58 21.024737996 {wncd_x_R0-2}{1} [radius] [15655] ( {£&. ) RADIUS Send
Access-Request to 10.106.33.23 1812 id 0/33, len 465

2025/01/08 11 58 21.057794929 {wncd_x_R0-2}{1} [radius] [15655] ( {E& ) Mid 1812/33
10.106.33.23 0, Access-Accept. len 3243 HYRADIUS

2025/01/08 11 58 21.058149893 fwncd_x_RO-2}{1} [dot1x] [15655] ( {E . ) [242f.d0da.a563
capwap_90800005]E2 5| keapJ5 S EEAP-TLSH B 10 EFH B4
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/certificate_provisioning_portal_faqs/b_certificate_prov_portal_3_2.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-30/217161-ca-service-and-est-service-on-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/213543-configure-eap-tls-flow-with-ise.html
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