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9800 CLI

1. B A ERIE

9800-L#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
9800-L (config)#network-assurance enable

2. BRARE D KRR
9800-L(config)#device classifier

3. EBMNWLANLBRRZFDH. BIE , RIABERTEAREZS T HRE D Wpco .
“device-analytics export’ 2 AIiEH . RINERATEREHIHNPMF (X AIgE2FNEF ImEE
M/RERE ) o

9800-L(config)#wlan TUCSONLAB 1 TUCSONLAB
9800-L(config-wlan)#shutdown
9800-L(config-wlan)#device-analytics
9800-L(config-wlan)#device-analytics pc-analytics


https://tools.cisco.com/bugsearch/bug/CSCwc57807

9800-L(config-wlan)#device-analytics export # optional
9800-L(config-wlan)#security pmf optional # or "mandatory"
9800-L(config-wlan)#no shutdown

9800 GUI

1. &AM BRE
Configuration = » Services = » Cloud Services

Metwork Assurance DMNA Spaces

Network Assurance Configuration

Service Status [EH&ELED .]

2. BRREDE
Configuration = *» Wireless -~ > Wireless Global

Default Mobility Domain * dafault
RF Group Mame* default
Maximum Login Sessions Per 0
Lser*

Management Via Wireless ]

Device Classification k4 <:

3. ¥ FHANWLAN , £Advanced > Device Analytics T , /& FiDevice Analyticsx#. PC
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9800-L#show device classifier mac-address 36da.2624.f622 detail
Client Mac: 36da.2624.f622

Device Type: LENOVO 20XXS31C01

Confidence Level: 40

Day Zero Classification: LENOVO

Device Name: Unknown Device

Software Version: 22.150.00.03

Device 0S: Windows 10

Device Vendor: Intel



Power Type: AC Powered
Hardware Model: AX201 160MHz

- NEFIREBPCOMEER

9800-L#show wireless client mac-address 36da.2624.f622 stats pc-analytics

Selected AP RSSI:: -55
Candidate BSSIDs:

Neighbor AP RSSI(dB)
683b.78aa.230e -62
04eb.409f.0d6e -55
3c41.0e3b.0d6e -64

Last Reported Time:: 08/02/2022 22:40:39
APs with Invalid IEs: None
APs not sending response:

BSSID Frame Type
084f.f983.4a4de Authentication Response
04eb.409f.0d6e Other Frame types

STA Info 1
Neigh AP 1
Low RSSI 0
Beacon Miss 0
Failed AP 1
Unknown APs 0
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Client

360 View General Q0% Statishics ATF Statistics Mok

Client Properties AP Properties Security Information Clie

Max Client Protocol Capability 802.11ac Wave 2

WiFi to Cellular Steering Mot implameanted

Cellular Capabsity MSA

Regular ASR support DISABLED

Confidence Level 40

Day Lero Classihcation LENOWD

Software Version 22.150.00.03

Device Vendor Intel

Power Type AL Powerned

Hardware Model AXF01 160MHz
L

- f£General > Client StatisticsiET £ T :

360 View Genaral OIS Statistics ATF Statistics Muabality History Call Statistics

Chlient Properties AP Properiies Securty Information Client Statistics Q05 Properties FoGRE
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humber of Bytes Sent to Clhent

HNumber of Packets Received from 108802
Client
HNumber of Packets Sent to Client E1961
humber of Policy Ermors i
Radio Signal Strength Indicator -42 dBm
Signil 1o Noese Ratio o B
PC Analytics Statistics
Neighbor APs Info Failed AP Report
Reparted Time QRSO272022 2240039 Last Repored Time 08/02)2022 22:40:39
Roaming Reasonis) APs with Invalid 1Es
Selected AP RSS -55 dBm BSSID Frame Type Es
Candidate BSSIDs
Naighbor AP RS5I APs not sending response
BEIh. 7Baa, 230w -62 dBm BSSID Frame Type
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RARER

#£9800t /5 FARAERER

debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494
( LM T P im SAPXKER )

RARARERH EHETFTPIRSS 25

no debug wireless mac 38:87:D5:09:33:EB internal monitor-time 2085978494
( BERRFHMra_trace 3 )

dir bootflash: | include ra_trace

copy

bootflash:ra_trace_MAC_38:87:d5:09:33:eb_211303_UTC_Fri_Aug_05_2022.1og
tftp://192.168.10.2/ra_trace.log

HERARIFPERATA

WMERPC AnalyticsSintelZ P iR B S A , MIRA Trace & R AT K B FriZ R E MY IR AI ThAE -

2022/08/05 21:12:14.083830 {wncd_x_RO-0}{1}:
2022/08/05 21:12:14.083831 {wncd_x_RO-0}{1}:
2022/08/05 21:12:14.083836 {wncd_x_R0O-0}{1}:

RBERZEBIEFIRIREOEE | SRR FRA

2022/08/05 21:12:14.083917 {wncd_x_RO-0}{1}:

[cTient-orch-sm] [24548]:
[dotll-validate] [24548]:
[dotll-validate] [24548]:

[dotll-validate] [24548]:

(debug:
(debug:
(debug:

(debug:
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monitor capture MYCAP clear

monitor capture MYCAP interface Ten0/1/0 both
monitor capture MYCAP%# v %100
monitor capture MYCAP match any
monitor capture MYCAPp #%mac 38:87:D5:09:33:EB

monitor capture MYCAP start
( AP E P imSAPKER )
{£1LEPCH & L BITFTPBR S5 25

monitor capture MYCAP stop

monitor capture MYCAP export tftp://192.168.10.2/MYCAP.pcap

no monitor capture MYCAP

EEPCHERMT L

£ Wireshark® , 25 35 54X 3 9 “Vendor-specified Protected”(wlan.fixed.category_code == 126)BY 32 /E i

(wlan.fc.type_subtype == 0x000d).  $1EX M LAASCIE RPCR /B 5 .

17 35 82 82 80 3d a8 ee
@3 83 22 96 15 @l ee el
32 38 58 58 53 33 4a 43
@5 61 f2 9¢c 3e f1l 21 eb

AP ERIE FimiA
FF 1481,

terminal monitor

debug client 38:87:D5:09:33:EB

( LM Y F P iR SAPKEX )
{F1EiAEE
undebug all

terminal monitor disable

HAPFIRFERT AL

dd 21 @8 17 35 @1 1f @8
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Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0674] [1659733933: 67444] [AP480(

[U:W] DOT11_ACTION : Category Code: 23, Action Code: 53

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0675] CLSM[38:87:D5:09:33:EB]:

Aug 5 21:12:13 kernel: [*08/05/2022 21:12:13.0676] CLSM[38:87:D5:09:33:EB]:
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https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-mobility/217042-collect-packet-captures-over-the-air-on.html
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