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[ cal
default_ca = IntermCA

[ RootCA ]

dir = ./RootCA

certs = $dir/RootCA.db.certs
crl_dir = $dir/RootCA.db.crl

database = $dir/RootCA.db.index
unique_subject = yes

new_certs_dir = $dir/RootCA.db.certs

certificate = $dir/RootCA.crt

serial $dir/RootCA.db.serial
#crlnumber = $dir/RootCA.db.crlserial
private_key = $dir/RootCA.key

RANDFILE = $dir/RootCA.db.rand

name_opt = ca_default

cert_opt = ca_default

HHHHHBRHHAHRHH R AH# Modify default days for certificates signed by Root CA (Intermediate cert
default_days = 360

default_md = sha256

preserve = no

policy = optional_policy

[ IntermCA ]

dir = ./IntermCA

certs = $dir/IntermCA.db.certs
crl_dir = $dir/IntermCA.db.crl
database = $dir/IntermCA.db.1index
unique_subject = yes

new_certs_dir = $dir/IntermCA.db.certs
certificate = $dir/IntermCA.crt
serial = $dir/IntermCA.db.serial
private_key = $dir/IntermCA.key
RANDFILE = $dir/IntermCA.db.rand
name_opt = ca_default

cert_opt = ca_default

# Certificate field options

HHHHHBRRHAARHH R Modify default days for certificates signed by Intermediate CA cert (devi
default_days = 1000

#default_crl_days = 1000

default_md = sha256

# use public key default MD

preserve = no

policy = optional_policy

[ optional_policy ]

countryName = optional
stateOrProvinceName = optional
localityName = optional
organizationName = optional
organizationalUnitName = optional
commonName = supplied

[ req ]

default_bits = 2048



default_keyfile privkey.pem

distinguished_name regq_distinguished_name

attributes = reg_attributes

x509_extensions = v3_ca # The extentions to add to the signed cert
string_mask = nombstr

[ req_distinguished_name ]

countryName = Country Name
countryName_default = MX
countryName_min =2
countryName_max =2

stateOrProvinceName State or province
stateOrProvinceName_default = CDMX

localityName = Locality
localityName_default = CDMX
organizationName = Organization name
organizationName_default = Cisco Tab
organizationalUnitName = Organizational unit
organizationalUnitName_default = Cisco Wireless
commonName = Common name

commonName_max = 64

[ reg_attributes ]

# challengePassword = A challenge password
# challengePassword_min =4

# challengePassword_max = 20

#This section contains the extensions used for the Intermediate CA certificate

[ v3_ca ]

# Extensions for a typical CA

basicConstraints = CA:true
subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid:always,issuer:always
subjectAltName = @Intermediate_alt_names

[ v3_req ]

basicConstraints = CA:FALSE

keyUsage = nonRepudiation, digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth, clientAuth

[ cri_ext ]
# CRL extensions.
#authorityKeyIdentifier=keyid:always,issuer:always

#DEFINE HERE SANS/IPs NEEDED for Intermediate CA device certificates
[Intermediate_alt_names]

DNS.1 = Intermediate.example.com

DNS.2 = Intermediate2.example.com

#Section for endpoint certificate CSR generation



[ endpoint_req_ext ]
subjectAltName = _alt_names

#Section for endpoint certificate sign by CA

[ Endpoint ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth

subjectAltName = _alt_names

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]

DNS.1 = Endpoint.example.com

DNS.2 = Endpoint2.example.com

#Section for IOS-XE device certificate CSR generation
[ device_req_ext ]
subjectAltName = @IOS_alt_names

#Section for IOS-XE certificate sign by CA

[ I0S_cert ]

basicConstraints=CA:FALSE

subjectKeyIdentifier=hash
authorityKeyIdentifier=keyid,issuer:always

#Change the key usage according to the certificate usage needs
extendedKeyUsage = clientAuth , serverAuth

subjectAltName = @IOS_alt_names

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 = IOSXE.example.com

DNS.2 = IOSXE2.example.com

FUEF AR ARG B 2 #3634

EHHBEFRTRE—/NE NRootCAR N HFR, FEHF | BEIE SR IRootCA.db.tmp,
RootCA.db.certsflIRootCA.db.crify 3N 43K,

mkdir RootCA

mkdir RootCA/RootCA.db.tmp
mkdir RootCA/RootCA.db.certs
mkdir RootCA/RootCA.db.crl

FEROOtCA 3k 1 £ & JIRootCA.db.serial I X . X HFEIEIEHFISHIEE , 018
BRI FRAE,

TEROOtCAX K #6122 & A RootCA.db.criserial Y X4, W NHEZEESTSIIPHRBEINRESHWDHE
B, EUHRHIPEENERO



echo 01 > RootCA/RootCA.db.serial
echo 01 > RootCA/RootCA.db.crlserial

TERo0tCA 44 3% 1 6| 2 & H RootCA.db.index#d X4

touch RootCA/RootCA.db.1index

FEROOtCAI #+3K H 812 & JIRootCA.db.randy 34+ , FHF8192 M BEN F T IERIZXH , UAER
RN B A R BR AV T Fo

openss1 rand -out RootCA/RootCA.db.rand 8192

EHAEFRTRE—NENIntermCAR X R, EHA |, BEIE SR NIntermCA.db.tmp,
IntermCA.db.certsFlIntermCA.db.crlf934N X 4-3% ,

mkdir IntermCA

mkdir IntermCA/IntermCA.db.tmp
mkdir IntermCA/IntermCA.db.certs
mkdir IntermCA/IntermCA.db.crl

EIntermCAMX K h 8 E HintermCA.db.serialli X . WX HEETSIEPBFISHIIBE
, 012 BN FIREWE,

EIntermCAM R F 812 & HIntermCA.db.criserial I X 4, X HFEISIEPREIIRESHY
RE , ELERFIFEENERNO,

echo 01 > IntermCA/IntermCA.db.serial
echo 01 > IntermCA/IntermCA.db.crlserial

EIntermCAMN K 812 & 7 IntermCA.db.indexy X4,

EintermCAM K 812 & HIntermCA.db.randfI X4 , HES12MBENFETERIZIXH , L AE
RN EBRENL B KBS T F o

touch IntermCA/IntermCA.db.1index



TEIntermCAM 4R F 822 & A intermCA.db.randf9 X4 | HFAS192/MNBEN =T E R Z X4 , LLAE
RN ERRE LB E KBS b+

openss1 rand -out IntermCA/IntermCA.db.rand 8192

X 2 02 Fr B 408 Root Ml B CAS 4+ f Y XA 454

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfilesl$ tree

|— IntermCA

— IntermCA.db.certs
— IntermCA.db.crl

— IntermCA.db.crlserial
F— IntermCA.db.index
— IntermcA.db.rand
— IntermCA.db.serial
L— IntermCA.db.tmp

— RootcA

— RootCA.db.certs

|— RootCA.db.crl

— RootCA.db.crlserial
— RootCA.db.index

— RootCA.db.rand

— RootCA.db.serial
L— RootCA.db.tmp

L— openssl.cnf

BIEBCAILLH
BT a5 A N RCARI T,

openss1 genrsa -des3 -out ./RootCA/RootCA.key 4096



AR ERBHARN , OpenSSLEREREOT, HEBEENBNERNLARTFERE
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fEopenSSLEFAregfi T RIEBCABZ RIEPB. xs0bREERNZBLIRIEBZRERCSR)HEHIX
H#TEHZR. FE daysSHNEBLHAEH. permina 2B RERE—INMLHAEH. BREBAN
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openss1 req -new -key ./RootCA/RootCA.key -out ./RootCA/RootCA.crt -config openssl.cnf -x509 -days 3650



4 AR X B I RootCA.crt , fZ FRootCA R A, I3 HE2ECAILEH,
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mkdir ./RootCA/RootCA.db.certs/IntermCA

AR ENEReIZ A

openss1 genrsa -des3 -out ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key 4096



AR ERBHARN , OpenSSLEREREOT, HEBEENBNERNLARTFERE
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EPRECALEFLERFR, KmSRREMALEBER.

openss1 req -new -key ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key -out ./RootCA/RootCA.db.certs/Inte

{# Fopenssl.cnfX #HIRootCAER 2 K R EICSRE R .

openss1 ca -config openssl.cnf -name RootCA -extensions v3_ca -out ./RootCA/RootCA.db.certs/IntermCA/In



4 RE B HintermCA.crt , fZ FRootCAXHR N, Lt HEIBCAIEP,
T EEPANRA B R EERNRECANNAXHN —Hr eI Z2NE B S 1 XHFR,

cp ./RootCA/RootCA.db.certs/IntermCA/IntermCA.crt ./RootCA/RootCA.db.certs/IntermCA/IntermCA.key ./Inte

XRANEBNFE CALIZA AN 2GR XHE,

mariomed@CSCO-W-PF320YP6:/mnt/c/Users/mariomed/radsecfiles$ tree

|— IntermCA

— IntermCA.crt <------ Intermediate CA certficate
— IntermCA.db.certs

— IntermcA.db.crl

— IntermCA.db.crlserial

— IntermCA.db.index

— IntermCA.db.rand

— IntermCA.db.serial

— IntermCA.db.tmp

L— IntermCA.key <------ Intermediate CA private key
— RootcA

— RootCA.crt {-m---- Root CA certficate

— RootCA.db.certs

| }— 01.pem

| L— Intermca

| — IntermCA.crt

|

|

— IntermCA.csr
L— IntermCA.key
— RootCA.db.crl
— RootCA.db.crlserial
— RootCA.db.index
— RootCA.db.index.attr
— RootCA.db.index.old
— RootCA.db.rand
— RootCA.db.serial
— RootCA.db.serial.old
— RootCA.db.tmp
L— RootCA.key P Root CA private key
L— openssl.cnf

BRI R U
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B B K LLFM# Cisco 10S XERZUEH,

mkdir ./IntermCA/IntermCA.db.certs/I0Sdevice



#2218 & FA4A10Sdevice.key 1% & CSR 10Sdevice.csr. f#Hdevice_req_extZp o 4F iR Zp 2 T H
SANZRINEICSRA,

openss1 req -newkey rsa:4096 -sha256 -keyout ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.key -node

& Ropnessl.cnfXX H[I0S_alt_names]&B5 , AEHECSR LB A& 5SANEE,

#Define here SANS/IPs needed for IOS-XE certificates
[IOS_alt_names]

DNS.1 IOSXE.example.com

DNS.2 IOSXE2.example.com

F A FEICA IntermCAZB 2 ZE10S XEi& % CSR, fF M -confighg [MlopenSSLELE X 4 , HEH-
extensions}g [EA110S_cert#f 4, iX# , SANFREBEZRIEP L,

openss1 ca -config openssl.cnf -extensions IOS_cert -name IntermCA -out ./IntermCA/IntermCA.db.certs/I0

TERUSERE , BB RI0Sdevice.crthV10S XER & 8|22 7 EA LE FA4A10Sdevice key 9 U
Fo

A 1% 8 B L IR IE P

LeEt , BEEBBARMCAHNIOS XERBMA T —/MEPH. &k 7] A CA%E LR & HHE.
IXLUEBHER , fln , £9800TTL FIFMIRFIZE LHITRMEAPH B RIE , EZEFEFARADIUSHR
SERMITdotIxF WAL, LIS #BEE R AL IRIES,

B A T 126 L URIEP I STHR,

mkdir ./IntermCA/IntermCA.db.certs/Endpoint

&R openSSL.cnfX [ endpoint_alt_names &85 , AEFECSR LIZHH N A& SSANIEHL,

#Define here SANS/IPs needed for Endpoint certificates
[endpoint_alt_names]



DNS.1
DNS.2

Endpoint.example.com
Endpoint2.example.com

1 A Al T SAN#endpoint_req_extEf 2 B2 L ixFA4A MIWLC CSR,

openss1 req -newkey rsa:2048 -keyout ./IntermCA/IntermCA.db.certs/Endpoint/Endpoint.key -nodes -config
LBRIFRZ IR,

openss1 ca -config openssl.cnf -extensions Endpoint -name IntermCA -out ./IntermCA/IntermCA.db.certs/En
FHHE$H S AZICisco I0S XERFH

BIESF AFCisco IOS XERBITENS R , ZEE— X4 EZITSRCAM P ECAN XK , F/H

R1FEZE A Hcertfile.crthy ./IntermCA/IntermCA.db.certs/WLC/X 443k .

cat ./RootCA/RootCA.crt ./IntermCA/IntermCA.crt > ./IntermCA/IntermCA.db.certs/I0Sdevice/certfile.crt

9800RFIWLCHEATRN B TEIEA FIEP S AN pixX . E6IEpix3X ¥ , FRIECisco I0S
XEH&$§1TLXTﬁ%Z_ o

BRUEBSALENFHMEER , HZS[ECatalyst 9800 WLC A A TEH CSRIUEH

NFREF17.12. 1R

openss1 pkcsl2 -export -macalg shal -legacy -descert -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdev

N FRAER1712AREFIRA :

openss1 pkcsl2 -export -out ./IntermCA/IntermCA.db.certs/I0Sdevice/I0Sdevice.pfx -inkey ./IntermCA/Inte
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fF10Sdevice.pfxiE 5 A E|Cisco I0S XEi& % :

WLC# configure terminal
WLC(config)#crypto pki import

pkcs12 [tftp://

| ftp://

| http://

| bootflash:

] password
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B, HEREKMT Z8&FE-rrr,

9800#configure terminal

9800(config)#crypto pki trustpoint IOSdevice.pfx
9800(config)#revocation-check none
9800(config)#exit

9800(config)#crypto pki trustpoint IOSdevice.pfx-rrrl
9800(config)#revocation-check none
9800(config)#exit
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Certificate:
Data:
Version: 3 (8x2)
Serial Number: 2 (8x2)
Signature Algorithm: sha256WithRSAEncryption
Issuer: C = MX, ST = CDMX, L = CDMX, O = Cisco lab, OU = Cisco Wireless, CN = Intermediate.example.com
Validity
Not Before: Jul 18 19:14:57 2024 GMT
Not After : Apr 14 19:14:57 2027 GMT
Subject: C = MX, ST = CDMX, L = CDMX, 0 = Ci lab, OU = Cisco Wireless, CN = WLC.example.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:b1:10:7d:6c:6c:1U:2f:18:
56:2d:48:22:¥0:42:10:65:44:
b8:ab:c5:5f:f6:al:a3:5e:f6:
df:e8:a7:81:28:50:44:
10:7e:e2:46:42:ea:3c:
bb:3d:95:3b:e2:86:e6:
f8:6d:37:5c:89:28:cl:
5c:a2:37:Uf:71:da:6a:
ae:aa:13:42:3b:ff:a0:
6c:08:10:e0:b9:
68:bl:U6:c7:35:
d3:bf:c0:85:ab:
33:58:b0:62:12:
9c:ef:b9:9c:fc:2
97:11:67:cc:25:
af:fl:ec:al:c7:
53:ee:20:cc:d5:
62:bf
Exponent: 65537 (@x10001)
X589v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Subject Key Identifier:
87:89:CA:28:06:95:D5:CE:7C:66:BU:75:81:AA:DY:19:EC:43:01:BB
X509v3 Authority Key Identifier:
keyid:2B:08:D8:UC:23:72:5B:62:03:EA:Ud:F6:9E:D9:F7:75:2E:64:97:DE
DirName : /C=MX/ST=CDMX/L=CDMX/0=Cisco lab/OU=Cisco Wireless/CN=RootCA
serial:01
X509v3 Extended Key Usage:
TLS Web Server Authentication, TLS Web Client Authentication
X509v3 Subject Alternative Name:
DNS:WLC.example.com, DNS:WLC2.example.com
Signature Algorithm: sha256WithRSAEncryption
Signature Value:

IS UECisco I0S XEiR & EMIEBEE.,

ﬁ'%show crypto pki certificates verbose A] LA3T ENIR & £ Pl ﬁ A AIEBRIERER.

9800#show crypto pki certificates verbose
CA Certificate <------ Type of certificate
Status: Available
Version: 3
Certificate Serial Number (hex): 2A352E27C69021ECE1AA61751CA1F233E0636FB1
Certificate Usage: General Purpose
Issuer: <-—-——————————- DN for issuer
cn=RootCA
ou=Cisco Wireless
o=Cisco Tab
1=CDMX
st=CDMX
c=MX



Subject: <------—-------- DN for subject

cn=RootCA

ou=Cisco Wireless

o=Cisco lab

1=CDMX

st=CDMX

c=MX
Validity Date: <-------- Validity date

start date: 14:54:02 Central Jul 22 2024

end date: 14:54:02 Central Jul 20 2034
Subject Key Info:

PubTlic Key Algorithm: rsaEncryption

RSA Public Key: (2048 bit) <-------------- Key size
Signature Algorithm: SHA256 with RSA Encryption
Fingerprint MD5: 432021B5 B4BE15F5 A537385C 4FAB9A94
Fingerprint SHAl: 86D18427 BE619A2A 6C20C314 9EDAAEB2 6B4DFE87
X509v3 extensions:

X509v3 Subject Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7DS8

X509v3 Basic Constraints:

CA: TRUE

X509v3 Subject Alternative Name:
RootCA <----------——- SANs
IP Address :
OtherNames :

X509v3 Authority Key ID: 57DEEBD8 3214CA05 176F0CD6 6C842EBC 9ABFF7D8
Authority Info Access:
Cert install time: 16:42:09 Central Jul 22 2024
Associated Trustpoints: WLC.pfx-rrrl <---------- Associated trustpoint
Storage: nvram:RootCA#6FB1CA.cer

SR BERR
BT RERE

HiEP$ AZCisco I0S XER , HMAIENEEREAMERE, MRAFTEEASANLEREER
HATRIENREFRBES , ViRFLBETEFENLERREIER , FELKK, HEQITHNELR

t.

Jul 17 21:50:39.068: %PKI-3-CRL_FETCH_FAIL: CRL fetch for trustpoint WLCl.pfx failed

Reason : Enrollment URL not configured.

Tlﬁ{%iﬂf:ﬁl E"J gﬁiﬂfﬂg“/é ':F' E"J §/I\1§ﬂ:‘)f—§_'\%B@%ﬁ'%re\/ocation-check noneo
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