F£9800 WLC LB & T4 QoS ¥ Uk M # fEHEBR

B =%

A"Hj AN
(A
ERES

BE
QoSH M B 47
B31Qos
B3QoS CLIEE
&R QoS CLI
MQS CLIELE
£EQos
£EQoS CLIEE

f&gaT

AR STRYABIE9800 T L LANIE #1288 (WLC) LB B

Frike
f5E RV 4H 14
AR S B BT BT Sk AR -

« WLC : 121717.12.0389C9800-40-K9
. THIEAS(AP) : C9120-AX-D

o XM : B1717.03.059C9300-48P
- BE&MELEF U : Windows 10

. WL RS R 2 (QoS) H 3 Bt 1T H B HEBREY



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

BRER

& QoSH THARRBNAREREMEMENSETRNMEEREERER, RANXHRHECiscoL
LM EERE, RIEMPERQSHEN 2B,

ANBREEXNELMELQSENEERN T, i, B=ENZEBASGHEEMEECisco
WLCHAP,

[

REBDFHRARINIB00T L2 HI2R LW QoSEE, FAXLEERE , KA UBARIBNARELEN
R ARIER , MM CBAEM e,

A BAFF9800 WLC QoSELBEEE D N =M A EHYZE A,

Modular QoS CLI Metal QoS

r 1 S G R

Class Map Policy Map Service Policy Voice Guest Enterprise Fastlane Platinum Gold Bronze Silver

9800 WLC QOSELERE

ANHEHHEGEETHE-NABIET,



HE A ANEANEAR#HERXTHAP, FitieFlexconnectiE X THIAP,

QoS & B #r

REEBERR AT AN AQoSKMMELEL K, Catalyst 9800 LHIQoSSKHERERILM R EN . AT
BLREE="TEKBr LEERRE : SSID, FF inMis O3,



Port Palicy {only priarity quauing with Aulo-QoS) |
Fhysical port

Seniog Lol SSID-Based Policy |

Client-Based Policy

-I

Access

QoS B 7

|

SSIDEEEERA TE/ASSIDHNEMNAP, BALAFESSID LA & R FIRiC KK,

ERRRKBERATAOMEBEASE, &

HETwmOMNQoSKEANATYERZE RO,
H31Qos

T B31QoST BB LLQoSHEE, EAE—AMENMWE E XK ,

AERE i EEEREMINC R, EXIFAAES

EERA AU -SRI L
BEXHUXDTRRENLER. BFIQoSEEREHFENTENBIEE D EEIQoSA, X

VFi SRR DS EQoSA M AR ESI , DIELFEHRRATI,
P O|BF A0
B mwmA |iwH | ABBSSID i ABSSID o i A% O ToLk B,
oo ™
. = - |AUtoQos-4.0-
EE T |TE Platinum-up BER e wlan-Port- ACM3T F¥
A A A .
Output-Policy
. - [AutoQos-4.0-wlan- |AutoQos-4.0- - [AutoQos-4.0-
HE ;;;E ;;’E GT-SSID-Input-  |wlan-GT-SSID- ;;’E wlan-Port-
Policy Output-Policy Output-Policy
Fastlane| & |Ff& |[F&EH TiEA i |AutoQos-4.0- |edca-




A H A  |wlan-Port- parameters
Output-Policy |[fastlane

AutoQos-4.0-wlan- [AutoQos-4.0- AutoQos-4.0-

& StallEST St
:vich; ;} ;} ET-SSID-Input-  |wlan-ET-SSID- ;;’“ wlan-Port-
AVC-Policy Output-Policy Output-Policy
BERIEIR T M A B31QoSE B X it X £ENE B F K.
EfEH3IQoS , HFEMEEE> QoS
blitlte  enn Catab et GRON-AD Wiralase Controlle Welc
an _L_s,_d_. Catalyst 9800 40 Wireless Controller elcor

\ireQS Config Translator

Visibility

Monitoring

Y Configuration

( Administration e [
Licensing

% (T .
& Troubleshooting

QoSTERE

& HAddH FFAuto QoSi%iE Nenabledo MFIRAFIEFEMBAN BZIQoSE, EARBA |, F£H
Voice ZIEEEBEREMNL LR,



Add QoS

Auto Qos Macro | voice v | l
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q. Search
Profiles

Available (2) Enabled (0)

Profiles Profiles

? qos-policy > E ;

AutoQoSiE F R 51
BRZRRE , &FEEMINE KR KR,
E31QoS CLIE &

# enable
# wireless autoqos policy-profile default-policy-profile mode voice

BREBEZQoSHE , BAUBIRENER, RNBHIIH T EFHNEEEN.

class-map match-any AutoQos-4.0-Output-CAPWAP-C-Class
match access-group name AutoQos-4.0-Output-Ac1-CAPWAP-C
class-map match-any AutoQos-4.0-Output-Voice-Class

match dscp ef

policy-map AutoQos-4.0-wlan-Port-Output-Policy

class AutoQos-4.0-Output-CAPWAP-C-Class

priority level 1

class AutoQos-4.0-Output-Voice-Class

priority Tlevel 2

class class-default

interface TenGigabitEthernet0/0/0

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/1

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/2

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
interface TenGigabitEthernet0/0/3

service-policy output AutoQos-4.0-wlan-Port-Output-Policy
ip access-1ist extended AutoQos-4.0-Output-AcT-CAPWAP-C

10 permit udp any eq 5246 16666 any
wireless profile policy qos-policy

autoqos mode voice



service-policy input platinum-up
service-policy output platinum
ap dotll 24ghz cac voice acm

ap dotll 5ghz cac voice acm

ap dotll 6ghz cac voice acm

ER{LQoS CLI

MQCJL'L*«»EX/ME% , BIEREREE ( REEME ) |, R RERKMMEZED, REXKIEN
T REFXRHQoSIhEE,

Service Policy

Class Map Policy Map

Attach policy-map to target

Bind traffic class to actions in a specific direction.

Classifies the traffic

MQS CLIT #5772
2SR B TR Gn4R] 45 A i (R 42 U 51 2R (ACL) XM R & 3t 17 29 2K F 1 A BT BR il

BIZACLARZIM AR EEENBERE, XAIELE X RIEIPHLE, MO F R4 TE R
BRANIRSEH,

E#iEIConfiguration > Security > ACL , fA/E R HACL,

Add ACL Setup

ACL Name* server-bw || ACL Type |Pvé Extended -
Rules
Sequence* ‘ Action permit v
source Type any v
Destination Type any v |
Protocol ahp v |
Log ] DSGP None v
Sequence YT Source Y Destination Y Destination Y Source Y Destination Y
it Action Y SourcelP Y Wildcard [ Wildcard Protocol Y Port Port DSCP ¥ Log Y
D 1 permit 192.168.31.10 any ip Naone Mone MNone Disabled
D 2 permit any 192.168.31.10 ip MNone Mone MNone Disabled
1 [10 4| 1- 2 of 2 items




ACL BB

ERACLX RE D RE , BE B IR HIRES 2 MENHIE.

SMEIEE>RS> QoSHQoSKM . FHACLMIINBIREEA , S5 SAkbpsF 24 5 F SR #E

6 TR FEFENHQoSHRMELE X . B LI SSIDEE FimikFE A O/ A 5 [ A K,

Policy Name™ server-bw |

Description |

Y Match Y Mark Y Mark Y Police Value T AVC/[User ETd
Value Type Value (kbps) Drop Y Defined Actions YT

L0 v | No items to display

AVC/User Defined | User Defined

Match O Any

Match Type | ACL

Match Value* | server-bw

Mark Type | None

Drop O

Police(kbps) | 100

MQS &



Mark None -
Police(kbps) 20
Drag and Drop, double click or click on the button to add/remove Profiles from Selected Q Search
Profiles
Available (1) Selected (1) (S =SSID, C = Client)
Profiles Profiles Ingress Egress
ﬁ default-policy-profile > qos-policy sOc ®s0c €

[ 9 Cancel | | Update & Apply to Device

MQSHEE & X #

MQS CLIE &

ip access-1list extended server-bw
1 permit ip host 192.168.31.10 any
|
class-map match-any server-bw
match access-group name server-bw
|
policy-map server-bw
class server-bw

police cir 100000

conform-action transmit

exceed-action drop
exit
class class-default
police cir 20000
conform-action transmit
exceed-action drop
exit
wireless profile policy default-policy-profile
service-policy input server-bw
service-policy output server-bw
exit



£&EQos

XEQoSEHENHMNEEBNRRETLMNE LA FHNRARED RSNKBL(DSCP)E , MMiEH
802.11AF LR (UP)E,

#ECisco 9800 L4k B EHMEHIZR(WLC)H , EBWQoSEHENHEMENR , FAERE. BE , &7
BUREX L5 B X4 B2 A B 45 ESSIDE & P i LASK fE QoS K A

BT AN EEQoSE B X 4 :
Qosit & 3 #F| & ADSCP

il 4 8

A& 0

EhE 34

BE%R 46

E£Cisco 9800 WLC LELE€E QoS , BHITUATIRE -
S EIfE >R B> QoS & AVC,

- EEAMENEEQSEEXH (HER., &R, BRETMAL ) -
o JFPRIEELE R B B ARSSIDEE P i



Edit Policy Profile x

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

| Auto QoS | None v Flow Monitor IPv4
QoS SSID Policy Egress | v |
Egress platinum X v | [ Ingress | i |
Ingress platinum-up X ¥ | [ Flow Monitor IPv6
QoS Client Policy Egress | v | a
Egress - | Ingress | v | w
Ingress v | [ ~]
SIP-CAC
Call Snooping D
Send Disassociate O
Send 486 Busy O

B QoSHE E X

£EQoS CLIE &

#configure terminal

#wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum



AR BMAFPNSSIDHERER AT ABIQoSKMHEITERE , MAREEEEEQOS LIt
TECIE, 198007 , NICELAYREH ARRIAZRS,



AR EGUIF , BRBEIREZNSSIDIVEEQ0S, #CLIF |, S A BUEE s B A8 £XY
H#TEE.

BN HE SRR im 2 iwmQoS

P , QSEECTMK , HFAREQoSHIER , ARIEQoSEKEREMNREIKIEFEETT, XALE
o R 2 IR 2 A RS2

EEFIMNRIEQoSEE , FEFEANEIRINE, AXRIFEUTAN :

+ WLC

« BEEAR

- IRIRBZAPFIRAOTA
- B4 PC

« Al

FEXEAMEERIIKBIMNEPHNE — B, tERPREERNBFRREABESHIRA



BENSHRENI

P 45 [
Wired PC
IP: 192.168.31.13/24| ./
VLAN: 1010 |
MAC: b496.9126.e0a3
5
37
Q :
9 Ten 111
9300-48P Switch
H’ Two 0/0/0 o
2 <
Q000 S ‘Eb %é
9800-40 WLC &) ©

e AP in local mode ﬁ
Sniffer D QAP-1
AP

Wireless PC

IP: 192.168.29.30.13/24
VLAN: 1009

MAC: 242f.d0da.afld

KB ERINEHY

SRAGNBIFEIHIRS
WLC :

. EE LMK QoSKIEME B
. BIEBHIRA - HIRWLC, AP ZEHRE.

TEEAR

. HNE P iRR ML EEEHF KHEQOS KK,
. HRAHERR | BIRAPEX R ARRE.

IREREZAP :



BERRTERENTAIRR,

BIEEHIRR . BRAPELRL&EFmZ BN ELERE,

B4% PC:
EEIR B KREBELE LR E MBI REIKQOS,

BIEAHRR BREI AL ERZAANKE N QoSHES.
Fo4 PC:

TE BB WLAN KR T 4% 577 2 F 58 1F i B % QoS

BIEOHRLR BT ERBREZRANKEHNQoSHES.
R -

EEFAEXBA 4 NEDREN FO0RE
BRESHRR | BIRZ MR O KR E SIS IE EFAYQoSSKHE,

MEZE LY | LABHRIN AT BUX L,

ﬁ AP WLC
CAPWAP -

ogﬁw% K.

SRR E A

ATNHAMBIEQOSEE | iPerfATAEMBE A mAMBRSR/ZANRE. XA TRt PerfBE
, RS BRNEF IR HY A B RITEQoSI i 5 [FAT B,

MitFR1 : FT1TQoSKUE

BHWREIETITQoSEE, REHF R ELPCHEMADSCP 46[TL&PCRIEBIESD.
ZEREMEZEFIRWLC)EE T TN LTHFANEEH EHRQoS K.

MR K E -
BER:
¥R B4%PC

B : TL&PC

MERE . DSCPRH46KIUDP# RS
WLC EFIQoSHKEEEL & :
QoSEE X : £&QoS -H &4 QoS



FE o TR
- 2EQoSEEWT :

wireless profile policy qos-policy
service-policy input platinum-up
service-policy output platinum

TR MRZEHRINIDSCPAE,

CAPWAP Encapsulated
Luacp -

SCP RENLET

5 ) CAPWAP .
J 5 ‘Wired
C‘ M B e 802.1Q Trunk | Tioweork

CAPWAPEnc:asdated|

DSCPXiE R

BLPCLENBIESHIR, XHWINELPCEENUDPHIESAIEZR BB EMDSCPHRIZ46RYIEE B
FRIP 192.168.10.13,

__].-J Fragmented IP prot
Fraomented IP Drotoco
49383 - 5201 Len=819:

-1 Frageented 1F [ 71
EF PHB 1514 Fragmented IP protocol

BLPCHR-TTAM

TR, ERNHAR - TEEEIBLPCH LITHERI LHIRNBESZ, KRS EDSCPIR
ic , F EDSCPEREE46T%E,



192.168.31.1@
197, 168,31,148 192, 16
192,168, 31. 10

] 514 Fragmented IP protocol

IPyw4 EF_FHB 1514 Fraggented IP orotocol
49383 - 5201 Len=0819:

1514 Fragmented 1P protocol

514 Fragmented IP protocol

EREEAEPCHRNWLC LN HEERE , BIEEM E1THEE IR A BN DSCPARIC46E)E,
X AT A AR B EAWLCEHR & 7 DSCPHRIE.



192.168.

Frug ented IP

WLC EPCT1T5E

%WLC#@?&E@Z&LEUCAPWAPE_LWE’JAPETI , ERWLCH MARIEHE B S HDSCPRIKER X
Ro LEERMNKDBHIFEIHIRK , NERBER , EURSKRREER :

« CAPWAPALE : CAPWAPRREMINERNDSCPHRIZE R N46 , XM i EWRE,
CAPWAPH £B#9802.11 UP{E : CAPWAPBSEWLCHFDSCP 46 & A X B FiEEHREMN
802.11 A FP 4L 5% (UP) 6,

CAPWAPH ZBHIDSCP{E : Cisco 9800 WLCE A {S{EDSCP#ERIZ1T , HItCAPWAPBRIE K
HBEIDSCPERIFE SN EBDSCPEERI#Y46,

IPva Fragmemted IP protocol
IPyd . 8 Fragnented IP protecal
CAPWAP-Data *HBE 78 CAPWAP-Data (Fragnent
IPvd f4 Fragmented IP protocol

ol Wersian 4, +185,.50,198, Dst:
n: 4

CAPWAP DSCP#Rig

BETR, EAPLIT#EXMRIRO LRER - MRS,
SERCAPWAP/Z LHYDSCPEREFE46, N TUABH , RECAPWAPRERHER , LERHRIC

o



102,168.31, 18 102, 168,.30.13 IPwd EF_PHE 164 Fraogmented IP orotocol (proto=UDP
192.168.21.18 192.169.30.13 IPvd EF PHE 9948 Frageented IF protocol (prote=UDP
18.185.68. 158 18.185.60. 158 ChPWAPData EF PHE L1478 ChPWAF-Data (Fragment ID: 16242,

AP E1THERE R ALIE O 43R

—BAPKRIIHES , EReBEZREREES. N TRIEAFELERZ(UP)IRE , ERBTRRES
APt 1TH Z2 1 (OTA) MR,

APBE#¥ X TUPERNG6HIMN, XEIAAPIDSCPEEHRE B EEFREXN MAELS02.11 UPE
(6)o

= | Time A RA | Bourse sl inne | 250 i Largll L]
2061 RB:19:24.830431 2ciabiebidTicdies 24:2f g0 daialild Cisco_37:icdieS iafi B 971 QoS Data, SN=1952, PN=D

» Frame 2061:
Ethernet II, & f (34:1 la:7f), D
Internet Pro i Src: 10.105.60.198, Dst: 1.
r Datagram Protocel, Src Port: 5585 L t: 5208

=328 PoRR 2911 aad

«» 8110 = TID: &
«118 = Priori

0089 ... .

MAPEIZ = i # OTARH
EBEMR , TEPCERNHIESD. T&PCIKEIDSCPEII46HIMI.

=
XRTIMBLPCEIELPCHE M MR EHERE TDSCPHRIE, —HHIDSCPEAGIESRQoSHK




£ T 77 (B4 LE e B AR M 4E 47

Ke, = | Tirna A RA | Source b | Predgcod |BECP Larglh Inla
2061 RB:19:24.830431 2ciabiebidTicdies 24:2f g0 daialild Cisco_37:icdieS g da Be2.11 58 [Woice) 971 QoS Data, SN=1952, PN=D

* Ethermet II, Src: Ci

+ Internet Protocol Versi . 12,105,608 5

* User Datagram Protocel, Src Port: 5555, Dst Part: 5
Sulated IEEE B82.11

r: Vodce [Voice) (6)]
pericd

armal Ack (Bx@)

> F parameters
» Data (836 bytes)

T4 PCHZR
MikZ =2 . E1T7QoSK I

ERNRAZRF , BHRRIE E1TQoSEE, REWN R FTLPCHEMDSCP 46[6F4%PCKRIZUDPH
EE. WL.CEET LTMTTREaNE ' HERQoS" K,

- BER:
IR TT&PC
BH : BLPC
TREERE . DSCPH46HIUDPEIEE
« WLCEHQOoSEKMEELE :
QoSEEX# : HE4 QoS
B ETHTT
- €BQoSEHEMT :
wireless profile policy qos-policy

service-policy input platinum-up
service-policy output platinum



LA ENZEAINDSCPHER

d — |
OJM .

Trust DSCP

802.14 Payload

BEAIRDSCPER- 1T

MELEPCRIET BLPCHEIEE, WHRERETLPCLERN,

Fo&PCEFADSCP 46 XX UDPEES.

Time
Fdi 18:53:27. 0434348

Ethernet II, Src: 24:2f i ] dieS (2e:abtel

Int Prot

: EF PHB, ECM: Not-ECT)

=2 = Differentiated ices Codepoint: Expedited Forwarding (46)
E it Conge Notification: Mot ECM-Capable Transport (8)

Identifica 2d25 (11557)

DSCP Priarity
EF PHE

Length Info

B34 52421 - 5281 Len=8103

ETA BN ELPCHIR

BT, RN THBNEFIREIAPEHOTARIR.




2R FEAWindows o4 PC A ADSCP 46 HIE BT , Windows2& I FDSCP 468 & Z F =
RAERKUPVERS (M) . Atk , OTARREHIFBEBETE R AMIMKEUP 5), B2 , IR
REmMIES | MDSCPERIFE46,



AE  MIRA17.4FF 84 | Cisco 9800 WLCHIERIAIT N RIEEAPIAE E X HHHIDSCPE
o XA BARWLCRE HE1EDSCP{E46 , M Bs LT EWindows DSCPE|UPHR ST 9
MXH R,



'r QoS Control Field: $0000000000000101
@
L@
~® . 00
L@ P
]
® 0 seesesss sssss
‘.|" 802.2 Logical Link Control (LLC) Header
@ Dest. SAP: OxAR SNAF
@ Source SAP: OxAM SNAL
. . P~ Trnimbored Tnfowms i ar
o o e T In MS Windows, the WMM UP is derived
...@ Protocol Type: O0x0800 TF from the 3 msb of the DSCP value
“.r' IP Header - Internet Protocol Datagram DSCP Ef (46) = [101 110] 9 101 = UP 5
.- @ Version: 4
@ Header Length: 5 20 bytes

= ‘.r' Differentiated Services:%101110Q0
e |

Windows UPZIDSCPH#YBR &
FMNERERERIMWIMBLL LB (OTA) BRI T O , LRI E1TQoSEE .

OTAHIRE RAFMLERUP)ENS (MM ) HBITEZ. RAROTAKIRERUP 5, BINHEHFEIH
HYDSCP{E{1 746,

SA | RA Dagtingtio Protecal Prierity | Lemgth
24:21:d0:dazaf:1d adibd:39: 406541 @:dazaf:ld Cisel : 882,11 C58 Videa (Videa)

Infe
1442 Qo5 Data, SN=1347,

* Frame 5643: 1442 bytes on wir 536 bits), 1442 bytes captured (11536 bits) on interface end, id @
* Ethernet II, Src: Cisco_a7:la 34:1b:2d:a7:1a:7f), Dst: Apple_f@:82:dd4 (bc:d@:74:f@:82:d4)

* Internet Protocol Ve 4, Src: 19.105.60.158, Dst: 18.233.7.212

» User Datagram Protocal, Src Port: 5555, Dst Port: 5008

* AdroPeek/OmniPeek encapsulated IEEE 882.11

* 882.11 radio information

IEEE 802.11 QoS Data, Fla
y btype: Qo5 Da

x88n5
. @101 = TID: 5

ontrol fisld are TXOP Duration Reguested

Ack Policy: Mo
oad Typ
o2Rd 2008 .... .... OP Duration Requested: @ (no TXOP requested)

LABTE LA EIREOTA

BETR , 2AP LITE#R IR O LM BIREHR , BARYFEIMAPE I EIWLCH R EDSCPE,

« SA\EBCAPWAPZ L HIDSCP{ERFTE46,
- TECAPWAPRZEM , DSCPE th{R 57146,



RA oe | Destination Protocol DECP Priority Length | Infa
18.185.60.1 18, 185,68, 19€ CAPWAP-Data EF PHB 1498 CAPWAP-Data (Fragment ID:
3418130 r4er 85 rdB 192.168.39.13 152.168.31.18 IPvd EF PHB Video [Video] 144 Fragmented IP protocel (ps

9, Don't fragnent
B BEO0 00D BOGR = Frag
Time to Li @

Source Addr
Destina ddres:
ptagram Protocol
trol And Provisioning
ge fragment

trol field are

Duration Requested: @ [(no TXI requested)

Logical-L
Internet Protocel Version 4, Src: 1 B.13, D 152.168.31.18
o100 ...
snee 0101 =
Differentiated Ser E f DSCP: EF PHB, ECN: Nat-ECT)
1911 18.. = Differentiated Services Codepoint: Expedited Forwarding [46]
1an NETITLE WOt ECN-CApaEie 1 SGFT (B)
Total Lei
Identifica

E1TABRAP Pplinkigzk

HBEINRHLBER |, #HIREWLC L,

. HIEARENAECAPWAPZE ERIDSCPE N46HIWLC,
« FECAPWAPPB&ER , DSCPERIFTE46,



> F 14
Ethernet IT, Sre 35:74 [ad:b4
L LAN, PRI: B, DEI: B, I
1 Version 4, 18. 102
a

-
10.185.60. 15!

g 18,185,

102.168.31.12

Ho

Langth Info
EF_PHR 1582 CAPWAP-Oata {Fragrent 10
EF PHB Video {Videol 148 Fregeented IF protocol (p

L RRBEAPHEIEEZHWLC EPC

HBREEEWLCERERRKEER , ©FHRED LITERXBRY , BIRABALPC, WLCHK

DSCP{E 746KV BHE 2

Destination
z= == assaig 192 192,168, 31.18

Protocol | DSCP | Priocity Lenath | info.
EF_FHB B35 52121 » 5101 Len=8152

838 bytes captured (
d@;dazaf:1d Dst:
2.10 Virtual LAN, PRI: @,
Internet Protocol Ve
018@ .... = Vers

EREIZFBFLPCHEESIHWLC EPC

&RfE , 7MALPCLITHE ENBEIHR  BRBESMWLCEERREDSCPE,

pabile Transport (@)

1518 Fragnented IP protacal dp
1318 Fragnented IP pratacol (p

E1THEELPC LT IR AR




EREME , 2 MELZPCHRIINEES , BEREEERADSCPE 46 ELPC,

Seutn
152,168, 38,13
152,160, 30.13

B&PCHIR-L1TH A

E1TQoSHH KN BIE T MTELPCRIEIRLPCHIRER QoSEIE, R MEHMEET RDSCPE—
HREN46 T IAQOSK R B 1E ¥ R A MK HE.

HEHERR

EE. WM EMSSE AN MEERRBEARER , REREQoS)NEME KM IS EEE
HAFENE, ERARKNDSCPEEHIFICQoSHIETNT , XIiEF MUMSRHY F20E 7] sER K,

NIBEZHWEM :

« IERE  EFEFEERELER , MBAKRNEBAR, K. RIENDSCPEARESBIEZTHE
BIER , SHHAEMNKTEIER,

- B3 BEEIRNEZY (#3)) ARSPEEFHRESNIRREH, XSSBEFHRIRE
RIRE , NTHELIRE 7 E 2R,

- 28 BEREENECLHEHR, IMELERRESEXMSSHERTETTER , NTTEH
BIERETREMRE,

- OFMXE  ERMBHENTESHEAFMGTMAE |, - SREEFTTUNTE.,

popbil oA IR

« FEEEM : PHEEFERLER ARG FMANMAR 2 BANEL ., EEBFNSFIIEE , AW
MEL BTSRRI R E

« B3 B A S B R S AR SN By B PR RIS |, TS ARSI 50 134 3h 5 i i 4
%,

- X2 ZEARSEMEXR , NTTSEAAERETANREE,

- R ERER : DSCPERETRSENFIANTRIERD , NS B0 PR EE MR
BEE, IHEAHFPRESTSIERZNAT.

HR1: RERRYEEDSCPHRIE

ERBEHRA RS , R T PRSI EREZEWLCH EEDSCPHFRIEN REN KR, EEH
BES , JRHBEENERLPC LITH#EZEN LXDSCP 46FR1I2EEHCS1,




BRI MTHDSCP 46FRIEHIBELPCKRI%,

Frame 367: 1514 bytec on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device\NPF
Ethernet II, Src: IntelCor 26:e@:a3 (b4:96:91:26:e@:a3), Dst: Cisco 37:cd:f5 (2c:ab:eb:37:cd:f5)
% Internet Protocol Version 4, Src: 192.168.31.16, Dst: 192.168.30.13
9188 .... = Version: 4
+.. 9181 = Header Length: 20 bytes (5)
v Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)
Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 15@@

Identification: ex5a74 (23156)
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BITEIEIXWLCHE , HEDSCP{EHCS1 (DSCP 8), MDSCP 46E i IDSCP 84 & E R EHIETHY
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> Frame 137: 1518 bytes on wire (12144 bits), 1518 bytes captured (12144 bits)
» Ethernet II, Src: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5), Dst: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
» 802.1Q Virtual LAN, PRI: 1, DEI: @, ID: 1009
Internet Protocol Version 4, Src: 192.168.31.10, Dst: 192.168.30.13
0100 .... = Version: 4
. 0181 = Header Length: 2@ bytes (5)

Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)

0010 00.. = Differentiated Services Codepoint: Class Selector 1 (8)

+e+s +.00 = EXplicit Congestion Notification: Wot ECN=Capable Transport (@)
Total Length: 1500
Identification: @x5a41 (231@5)
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Frame 148: 164 bytes on wire (1312 bits), 164 bytes captured (1312 bits)
Ethernet II, Src: Cisco_e7:9d:ab (8@:2d:bf:e7:9d:ab), Dst: Cisco_28:35:74 (a4:b4:39:28:35:74)
802.1Q Virtual LAN, PRI: @, DEI: @, ID: 31
Internet Protocol Version 4, Src: 10.1085.60.198, Dst: 10.105.60.158
0100 .... = Version: 4
ss. 0101 = Header length: 2@ bvies (5)
~ Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Not-ECT)
0810 8d.. = Differentiated Services Codepoint: Class Selector 1 (8)
i @l Explicit Congestion Motification: Not ECN-Capable Transport (8)
Total Length 146
Identification: @x@608 (@)
Flags: 6x8@
..D 2000 PORD PORO = Fragment Offset: @
Time to Live: 255
Protocol: UDP (17)
Header Checksum: 8x2d@5 [validation disabled]
[Header checksum status: Unverified]
Source Address: 1@.105.60.198
Destination Address: 18.105.60.158
User Datagram Protocol, Src Port: 5247, Dst Port: 5262
Control And Provisioning of Wireless Access Points - Data
[2 Message fragments (1534 bytes): #139(1424), #140(110)]
IEEE 882.11 QoS Data, Flags: -
Type/Subtype: QoS Data (B8x@828)
> Frame Control Field: 0x880@(Swapped)
.000 0PG0 AAO0 00O = Duration: @ microseconds
Receiver address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Transmitter address: Cisco_4e:85:4f (ad:b4:39:4e:85:4f)
Destination address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Source address: Cisco_37:cd:e5 (2c:iab:eb:37:cd:e5h)
BSS Id: Cisco_4e:85:4f (ad:b4:39:4e:85:4F)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
taes asas 2., 000 = Fragment number: @
0000 9Q00 0PQ0 .... = Sequence number: @
~ Qos Control: @x@0@l
sess ssss saaa 0001 = TID: 1
[eeav e2as wuw. @81 = Priority: Background (Background) (1)]
sess ssss sas® ... = EOSP: Service period
. .88. .... = Ack Policy: Normal Ack (@8x@)
asss asss Baas «aas = Payload Type: MSDU
> 000@ ooee .... = QAP PS Buffer State: 0x@@
> Logical-Link Control
~ Internet Protocol Version 4, Src: 192.168.31.1@, Dst: 192.168.38.13
9108 .... = Version: 4
.». 8101 = Header Length: 2@ bytes (5)
v Differentiated Services Field: 8x2@ (DSCP: C51, ECN: Not-ECT)
@010 @0.. = Differentiated Services Codepoint: Class Selector 1 (8)
..00 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 1580
Identification: @x5a4l (231@5)

E RCAPWAPRZHHICS1$RIEHWLC EPC
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Frame 613: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interface \Device
Ethernet II, Src: Cisco_4e:85:4f (ad4:b4:39:4e 8 :4f), Dst: 24:27:d@:da:af:1d (24:2f:d@:da:af:1d)
v Internet Protocel Version 4, Src: 192.168.31.1@, Dst: 192.168.30.13
eles .... 53
8lel
ECN: Not-ECT)
eale @0. leferentlated
- T Ewp11c1t Congestion Hotlflcatln : Mot ECN-Capable Transport (@)
Total Length: 156
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TFDSCPEE |, YIS AEINEZIHRREEHANBRRLELEIRE, LFSEREBTHERFPEN
FIEREHRREQoSIFICUREERERREMERSRENEEM,
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Frame 923: 834 bytes on wire (6672 bits), B34 bytes captured (6672 bits) on interface \Device\NPF_{@@89

Ethernet II, Src: 24:2f:d@:da:af:ld (24:2f:d@:da:af:1d), Dst: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
“ Internet Protocol Version 4, Src: 192.168.38.13, Dst: 192.168.31.1@

21e@ .... = Version: 4
. 8181 = Header Length: 2@ bytes (5)

v Differentiated Services Field: @xb8 (DSCP: EF PHB, ECM: Mot-ECT)

1811 18.. = Differentiated Services Codepoint: Expedited Forwarding (46)

...... 88 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Total Length: 828
Tdentification: @xcd67 (52583)

00 i | Juws sy

£ /RDSCP 468y 4 PCHEIk

BTN RALEER | HIREWLC L,

HIEDEEWLCH , /AEBCAPWAPHRKDSCP{E}CS1(DSCP MAZBDSCP{EN46), KEXF1E
/RIEIEﬁq”ETJﬁCﬁ*R%/fEEUiT ECAPWAPE_ EWE’J/)'LEO

WLC{EECAPWAPRZE WHIDSCP#HRIE , I REH AT EBREBDSCPHrIZ46H9 B L. PC,



Frame 1880: 148 bytes on wire (1184 bits), 148 bytes captured (1184 bits)
Ethernet II, Src: Cisco_28:35:74 (a4:b4:39:28:35:74), Dst: Cisco_e7:9d:ab (80:2d:bf:e7:9d:ab)
802.10 Virtual LAN, PRI: 1, DEI: ©, ID: 31
Internet Protocol Version 4, Src: 10.185.60.158, Dst: 10.105.60.198
= Version: 4
. 0101 = Header Length: 2@ bytes (5)
Differentiated Services Field: @x2@ (DSCP: CS1, ECN: Mot-ECT)
pA1A AR.. = Differentiated Services Codepoint: Class Selector 1 (R)
Bﬁ = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tutal Length 13@
Identification: @xe372 (58226)
Flags: @x4@, Don't fragment
..0 0000 OGO PEE@ = Fragment Offset: @
Time to Live: 250
Protocol: UDP (17)
Header Checksum: @x@ea? [validation disabled]
[Header checksum status: Unverified]
Source Address: 18.165.60.158
Destination Address: 10.185.60.198
User Datagram Protocol. Src Port: 5262. Dst Port: 5247
Control And Provisioning of Wireless Access Points - Data
[Z Message Tragments (1534 bytes): #10/9(1448), #108@8(94)]
IEEE 882.11 QoS Data, Flags: ...ueas T
Type/Subtype: QoS Data (0x0028)
> Frame Control Field: ©x8800(Swapped)
.000 0000 0008 0000 = Duration: @ microseconds
Receiver address: Cisco_4e:85:48 (a4:b4:39:4e:85:40)
Transmitter address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
Destination address: Cisco_37:cd:e5 (2c:ab:eb:37:cd:e5)
Source address: 24:2f:d@:da:af:1d (24:2f:d6:da:af:1d)
BSS Id: Cisco_4e:85:40 (ad4:b4:39:4e:85:40)
STA address: 24:2f:d@:da:af:1d (24:2f:d@:da:af:1d)
R . 1000 = Fragment number: 8
1000 2081 111@ = Sequence number: 2078
+~ Qos Control: @x0806
SN b . ) T
[ceve wevv waes 110 = Priority: Voice (Voice) (6)1
~200 oooo oool) oooc QoS bit 4: Bits B-15 of QoS Control field are TXOP Duration Requested
ceas sana 200, Ack Policy: Normal Ack (@x@)
Sooo booo Goao = Payload Type: MSDU
poOPO 0000 .... = TXOP Duration Requested: @ (no TXOP requested)
> Logical-Link Control
Internet Protocol Version 4, Src: 192.168.30.13, Dst: 192.168.31.10
@108 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
+| Differentiated Services Field: @xb8 (DSCP: EF PHB, ECN: Not-ECT)
1011 10.. = Differentiated Services Codepoint: Expedited Forwarding (46)

«eas .80 = Explicit Congestion Notification: Not ECN-Capable Transport (@)
Tntal | annth=- 15804

£ RCAPWAP DSCPEHIWLC EPC
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Frame 1888: 834 bytes on wire (6672 bits), 834 bytes captured (6672 bits) on interface \Device\NPF
Ethernet II, Src: Cisco_37:cd:f5 (2c:ab:eb:37:cd:f5), Dst: IntelCor_26:e@:a3 (b4:96:91:26:e@:a33)
¥ Internet Protocel Version 4, Src: 192.168.36.13,
8188 .... = Version: 4
. 8181 = Header Length: 28 bytes (5)
¥ Differentiated Services Field: @&
1811 18.. Differentiated rvices Codepoint: Expedited Forwarding
..28 = Explicit Congestion Notification: Net ECN-Capable Transport (@)
Total Length: 828
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<ffroot>

On the WLC, these commands can be used to verify the configuration.
# show run qos

# show policy-map <policy-map name>

# show class-map <policy-map name>

# show wireless profile policy detailed <policy-profile-name>

# show policy-map interface wirel ess ssid/client profile-name <nane> radio type 2GHz| 5GHz| 6GHz ap nane -

# show policy-map interface wireless client mac <MAC> input]|output
# show wireless client mac <MAC> service-policy input|output

On AP, these commands can be used to check the QoS.
# show dotll qos
# show controllers dotllRadio 1 | begin EDCA
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https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html
https://www.cisco.com/c/en/us/support/docs/quality-of-service-qos/qos-configuration-monitoring/221868-enable-dscp-qos-tagging-on-windows-machi.html

XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



