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/content/en/us/td/docs/wireless/controller/9800/17-12/config-guide/b_wl_17_12_cg/m_awips.html?bookSearch=true
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TEBEFIRRE. BREBARRKL  BEEFFRttaTREZ2AR , RAREELEELRNED
AEEFME, BERHEHITENBRSR  BHRNAZHRETSRNEFE , UEFMERE,
R
7R RAAEMRERAL

ETRNSRE RUOAERAIB00TTLIEHIZRH RN IBER P InNIEA - NEERNEAR
1. ERAELEHBRERBMEASKNBIREFRE

FBA UBEGUISCLIEERIEZEARTRIER iR ; X TGUI , BHIXEEIMonitoringl£ 1
Wireless Hi%$#Rogue %Iﬁﬁﬂiﬁ}ﬂn/ﬁ%ﬁﬁﬁﬁ”l’ﬁiﬁﬁ FFCLI, AJLAEA S show wireless
wps rogue ap summaryEZF AR N ZEIHRIERE , th A LA At S show wireless wps rogue ap
detailed <mac-addr>E &R ERIFRBEWIFHAE .

LALR 28 ISshow wireless wps rogue ap summaryfi S MCLIEEIEERZFIRNER

9800L#show wireless wps rogue ap summary

Rogue Location Discovery Protocol : Disabled

Validate rogue APs against AAA : Disabled

Rogue Security Level : Custom

Rogue on wire Auto-Contain : Disabled

Rogue using our SSID Auto-Contain : Disabled

Valid client on rogue AP Auto-Contain : Disabled

Rogue AP timeout : 1200

Rogue init timer : 180

Total Number of Rogue APs : 137

MAC Address Classification State #APs #Clients Last Heard Highest-RSSI-Det-AP RSSI Channel Ch.Width GHz
0014.d1d6.a6b7 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4
002a.10d3.4f0f Unclassified Alert 1 0 01/31/2024 21:17:39 1416.9d7f.a220 -54 36 80 5
002a.10d4.b2e0 Unclassified Alert 1 0 01/31/2024 21:17:39 1416.9d7f.a220 -60 36 40 5
0054.afca.4d3b Unclassified Alert 1 0 01/31/2024 21:26:29 1416.9d7f.a220 -86 1 20 2.4
00a6.ca8e.ba80 Unclassified Alert 1 2 01/31/2024 21:27:20 1416.9d7f.a220 -49 11 20 2.4
00a6.ca8e.ba8f Unclassified Alert 1 0 01/31/2024 21:27:50 1416.9d7f.a220 -62 140 80 5
00a6.ca8e.bacf Unclassified Alert 1 0 01/31/2024 21:27:50 1416.9d7f.a220 -53 140 40 5
00f6.630d.e5c0 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -48 1 20 2.4
00f6.630d.e5cf Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -72 128 20 5
04f0.212d.20a8 Unclassified Alert 1 0 01/31/2024 21:27:19 1416.9d7f.a220 -81 1 20 2.4
04f0.2148.7bda Unclassified Alert 1 0 01/31/2024 21:24:19 1416.9d7f.a220 -82 1 20 2.4
0c85.259e.3f30 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259e.3f32 Unclassified Alert 1 0 01/31/2024 21:21:30 1416.9d7f.a220 -63 11 20 2.4
0c85.259¢e.3f3c Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -83 64 20 5
0c85.259e.3f3d Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
0c85.259e.3f3f Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -82 64 20 5
12b3.d617.aacl Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -72 1 20 2.4
204c.9e4b.00ef Unclassified Alert 1 0 01/31/2024 21:27:40 1416.9d7f.a220 -59 116 20 5
22ad.56a5.fa54 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -85 1 20 2.4
4136.5afc.f8d5 Unclassified Alert 1 0 01/31/2024 21:27:30 1416.9d7f.a220 -58 36 20 5
5009.59eb.7b93 Unclassified Alert 1 0 01/31/2024 21:28:09 1416.9d7f.a220 -86 1 20 2.4
683b.78fa.3400 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3401 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -69 6 20 2.4
683b.78fa.3402 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4



683b.78fa.3403 Unclassified Alert 1 0 01/31/2024 21:28:00 1416.9d7f.a220 -72 6 20 2.4

2 B AU IR E 98008 #I88 LR BEMENMWLAN , UEFRBERMAIFERZ BARN
WLAN , TEEREKCI130EM MR LN B EREREFNER

B .l Gisco Catalyst 9800-L Wireless Controller Welcomerosalia | # ¥ A B # ™ @ = Q =reedback | M (@

Cisco

Monitoring - > Wireless - » Rogues

Unclassified Friendly Malicious Custam Ignore List Rogue Clients Adhoc Regues
Total APg 2 2
Y

MAC Y #Detecting Y Mumberof Y LastHeard ¥ HighestRSSI Y Channel Y PhF T

D Addrass Radios Cliants Status Y Last Heard SSID Channel Width Band Y Required
13y 4
O 6caa.7793.8340 1 ] 2en 0 _3 _’202 FogueTest 1 ] 24GHz Mo
21:10:49
O 6c8d7793834F 1 0 Adert g}f&f:z“ RogueTest 6 20 SGHz  No
1 0 v O

Walk Me Through »

GUIERIEFI &
3FHRMBRIFRBVEAR.
BRI LEERNIIFRZNAP , TRE RN B EFIRZENAP, 58, RSSHEMEMESR :

n tliao]n Cisco Catalyst 9800-L Wireless Controller Welcomerosala = # ¥ A B # M @ & Q = Feedback | ' [

CISCO
iy Rogue AP Detail .

Monitoring = »

Unclassified Frie MAC Address  GoBd.7793.8340 First time Reported 01/31/2024 10:26:49
—— On
Is this radic on wired network? Mo
EJust time Reported 01/31/2024 21:10:49
n
Class Type Unelassified -
Total APs : 2 hr
Status - ALERT
nitiate RLOP O
o MAC 1 Is Rogue an impersonator 7 No
Address
() 6c8d.7793.834, APs that detected this Rogue
O 6c8d.7793.8341
Cha...
1 Base Radio Cha.. from Security Short RSSI SNR  Containment
MAC AP Marmg SsID Cha. Width Band DS Radia Policy Preamble  (dBm)  (dB) Type:
doillg,
- - r 2.4 dotlax s .
1416.9¢71.a2; 9130  RogueTest 1 0 GHz s S2.4 Open Enabled 35 60 WA
GHz

| Update & Apply to Device

GUIRTEAPEHE R

FECLIs | &0 LUEE 55 show wireless wps rogue ap detailed <mac-addr>&& It 8.



4 BRFEHRIHRSSHEERBRFRFRIINEAR.

BRELNIRFRZFNEARIKE , ELARBELLIEFR LERHRSSHEERKIENAP , £
—NRGIA /\ﬁ—/\AP*&/WJJ;tJ,M’E&ﬁ , BERHERSSHERS , XERERFIREBFENAPESR
i,

$# T 3k &show wireless wps rogue ap detailed <mac-addr>@ S HE , A TFEEFAP/WLCIT 2|tk
BMIFRRWEE , ARRSSIE :

9800L#show wireless wps rogue ap detailed 6c8d.7793.834f
Rogue Event history

Timestamp #Times Class/State Event Ctx RC

01/31/2024 22:45:39.814917 1154 Unc/Alert FSM_GOTO Alert 0x0

01/31/2024 22:45:39.814761 1451 Unc/Alert EXPIRE_TIMER_START 1200s 0xO
01/31/2024 22:45:39.814745 1451 Unc/Alert RECV_REPORT 1416.9d7f.a220/34 0x0
01/31/2024 22:45:29.810136 876 Unc/Alert NO_OP_UPDATE 0x0

01/31/2024 19:36:10.354621 1 Unc/Pend HONEYPOT_DETECTED 0x0

01/31/2024 19:29:49.700934 1 Unc/Alert INIT_TIMER_DONE 0xab98004342001907 0xO0
01/31/2024 19:26:49.696820 1 Unk/Init INIT_TIMER_START 180s 0xO

01/31/2024 19:26:49.696808 1 Unk/Init CREATE 0x0

Rogue BSSID : 6c8d.7793.834f

Last heard Rogue SSID : RogueTest

802.11w PMF required : No

Is Rogue an impersonator : No

Is Rogue on Wired Network : No

Classification : Unclassified

Manually Contained : No

State : Alert

First Time Rogue was Reported : 01/31/2024 19:26:49
Last Time Rogue was Reported : 01/31/2024 22:45:39

Number of clients : O

Reported By

AP Name : (9130

MAC Address : 1416.9d7f.a220
Detecting slot ID : 1

Radio Type : dotllax - 5 GHz
SSID : RogueTest

Channel : 36 (From DS)
Channel Width : 20 MHz

RSSI : -43 dBm

SNR : 52 dB

ShortPreamble : Disabled
Security Policy : Open

Last reported by this AP : 01/31/2024 22:45:39

5 KR —FE LN ZE R HRUEMKRIFIRE
DAERE T U EEAPT BHVEE |, RIERSSHE |, 91308 A\ S E-35dBmAL T B LLEKIE , XHHIAR R



FEEIN  FERATUMELREVLTBMNE , T-FZRBETLER.
TEREREECLNZFHIR , NOTARAILLE BIRIFAPK R EEAKHITEHIEUE S HRIERE

Mo, Tirme Source Destination Protocol | Length Info

7 2024-92-01 18:59:41,859345 Cisco_Tf:a2:2f Broadcast 882,11 BE Deauthentication, SN=8, FN=8, Flags=... (=
53 2024-92-01 18:50:42.360289 Cisca_Tfia2:2f Broadcast a92.11 66 Deauthentication, SN=@, Fi=a, =
125 2024-82-01 18:59:43.204823 Cisco_7f:a2:2f Broadcast 892,11 66 Deauthentication; SN=8, FN=@, C
134 2024-82-01 18:59:43.313382 Cisco_T7f:a2:2f Broadcast #92.11 66 Deauthentication, SN=8, FN=@, C
T 2024-02-01 18:59:44. 071466 Cisco_Tf:aZ:2f Broadcast 882,11 B6 Deauthentication, SN=8, FN=0, c
274 2024-82-01 18:59:44.581442 Cisco_7f:a2:2f Broadcast 892,11 B& Deauthentication, SN=8, FN=@, C
3 2824-92-01 18:59:45,036001 Cisco_Tf:aZ:2f Broadcast 292,11 1 Deauthentication, SN=@, FN=8, C
352 2024-82-01 18:50:45.548040 Cisco_7fraZ:2f Broadcast 282,11 66 Deauthentication, SN=8, FN=@, [
302 2024-82-01 18:59:46. 804385 Cisco_Tfea2:2f Broadcast 292.11 66 Deauthentication, SN=8, FhN=@, C
438 2024-02-81 18:50:46. 485479 Cisco_Tf:a2:2f Broadcast $62.11 13 Deauthentication, SN=8, Fh=@, C
ABd 2024-92-01 18:50:46. 904851 Cisco_Tf:aZ:2f Broadcast 882,11 13 Deauthentication, SN=8, FN=@, [
516 2024-92-01 18:50:47,450453 Cisco_Tf:a2:2f Broadcast 802,11 BE Deauthentication, SN=8, FN=@, C
551 2024-02-01 18:50:47.884436 Cisca_Tfia2:2f Broadcast 802,11 66 Deauthentication, SN=@, Fi=a, =
626 2024-82-01 18:59:48.395520 Cisco_7f:a2:2f Broadcast 892,11 66 Deauthentication, SN=8, FN=8@, C
[ 2024-02-01 18:59:48. 841406 Cisco_T7f:a2:2f Broadcast #92.11 66 Deauthentication, SN=8, FN=@, C
T4 2024-02-01 18:59:49, 364995 Cisco_Tf:aZ:2f Broadcast 802,11 B6 Deauthentication, SN=8, FN=0, c
753 2024-62-01 18:59:49.883287 Cisco_7f:a2:2f Broadcast 882,11 B& Deauthentication, SN=8, FN=@, C
a7 2824-92-01 18:59:50,331736 Cisco_Tf:aZ:2f Broadcast 292,11 [ Deauthentication, SN=@, FN=@, C
841 2024-82-01 18:50:50. 810843 Cisco_TfraZ:2f Broadcast 882,11 66 Deauthentication, SN=8, FhN=@, [
G916 2024-82-01 18:59:51.647435 Cisco_7f:a2:2f Broadcast 892.11 BB Deauthentication, SN=8, FN=@, C
931 2024-02-01 18:50:51.820041 Cisco_Tf:a2:z2f Broadcast 892.11 BB Deauthentication, SN=@, FN=@, C
1881 2024-82-81 18:50:52.574685 Cisco_T7f:aZ:2f Broadcast 862.11 13 Deauthentication, SN=8, FN=0, C
1123 2024-92-01 18:50:53. 006421 Cisgo_Tf:a2:2f Broadcast 802,11 66 Deauthentication, SN=8, FN=8, C
1172 2024-92-91 18:50:53.527709 Cisco_TfiaZ:2f Broadcast 802,11 66 Deauthentication, SN=@, Fi=8, c
17113 FAFA-AFT-A1 1R:59:54. A7 54R5 Cisen 7f:a2:2f Rrnadrast Az AR Neauthenticartion. SN=f. FN=0. C

Frame 7: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Radiotap Header w8, Length 36
B82.11 radio information
PHY type: 882.11a (OFDM) (5)
Turboe type: Nen-turbo (@)
Data rate: 6.8 Mb/s
Channel: 36
Frequency: S5188MHz
Signal strength (dBm): -61 dBm
Noise level (dBa): =97 dBm
Signal/noise ratio (dB): 36 dB
TSF timestamp: 2032467034
[Duration: G4ps]
IEEE 882.11 Deauthentication, Flags: ...
IEEE 802.11 Wireless Management

BRVEAP OTAMZR

BRUERLEEPHNERTHBURFEEEARNERESIE , ELETUTHUERIFLTLEAR
KR TfALL . B LUEE BVEAPT L BEMACHEIE TR , MR EZHEBREEHRBES , £
FEE% B BIBIF LM R B TREIRES.

HR2 RN A EMREEE & BRIEZ AN EEE s

ETRNSRE RO HIB00TTLIZHIBREREZEIFA A~ NEEENRIFEARINKIEES,
IR RAATEUE B AR IERHHKIER P in

1. ER T EFIBRERREE P iR,

ETLIBEFIZBEGUIF | S finEMonitoringit I+ Wireless , AE1%EFERogue Clients , SR&E R LM
CLIfE A #5$show wireless wps rogue client summary%l tH 7E 2 4185 £ %6 1 2 §9 7% ,u.%iF'



@ Uuibe Cisco Catalyst 9800-L Wireless Controller Welcome rosalis | & W A B & 0 @ O Q = a2
Monitoring - > Wireless~ > Rogues
Unclassified riendly Malicious Custom Ignare List Rogue Clients Adhoc Rogues
Mumber of Clents: 48
G MAC Address T H#Datecting Radios T Last Seen On Status T
G 0021.6a9b.b344 1 0215/2024 17:21:34 Adert
O 0chB.1575 8a5c i 0215/2024 17:08:14 Alert
O 1858, 560f cael 1 02/15/2024 17:20:44 Abert
G 3471b.2d61 .cog3 1 02015/2024 17:03:54 Adert
0 62b8.db39.c532 1 02{15/2024 17:08:14 Aert
O 701357870 1 02715/2024 17:18:54 Alert
D 703.5a7¢.9150 1 02015/2024 1711634 Adert
0 70f3.5a7c.9710 1 02/15/2024 17:21:54 Alert
(] T0f3.5a7 ¢ bed) 1 02/15/2024 17:21:04 Abirt
G 7013.5a7c.cbdl 2 D2115/2024 171724 Adert
- " ~.

BERE P #5IRGUI

T—MNEHERCLILR :

9800L#show wireless wps rogue client summary

Validate rogue clients against AAA : Disabled
Validate rogue clients against MSE : Disabled

Number of rogue clients detected : 49

MAC Address State # APs Last Heard

02/15/2024 17:22:44
02/15/2024 17:08:14
02/15/2024 17:20:44
02/15/2024 17:03:54
02/15/2024 17:08:14
02/15/2024 17:18:54
02/15/2024 17:23:04
02/15/2024 17:22:34
02/15/2024 17:22:54
02/15/2024 17:17:24
02/15/2024 17:20:44
02/15/2024 17:20:44
02/15/2024 17:16:54
02/15/2024 17:18:24
02/15/2024 17:20:24
02/15/2024 17:23:04
02/15/2024 17:19:04
02/15/2024 17:16:44
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9800L#show wireless wps rogue client detailed 0021.6a9b.b944
Rogue Client Event history
Timestamp #Times State Event Ctx RC

02/15/2024 17:22:44.551882 5 Alert FSM_GOTO Alert 0xO
02/15/2024 17:22:44.551864 5 Alert EXPIRE_TIMER_START 1200s 0x0
02/15/2024 17:22:44.551836 5 Alert RECV_REPORT 0x0

02/15/2024 17:15:14.543779 1 Init CREATE OxO0

Rogue BSSID : 6c8d.7793.834f

SSID : Testing-Rogue

Gateway : 6c8d.7793.834f

Rogue Radio Type : dotllax - 5 GHz

State : Alert

First Time Rogue was Reported : 02/15/2024 17:15:14
Last Time Rogue was Reported : 02/15/2024 17:22:44

Reported by

AP : (9130

MAC Address : 1416.9d7f.a220

Detecting slot ID : 1

RSSI : -83 dBm

SNR : 12 dB

Channel : 132

Last reported by this AP : 02/15/2024 17:22:44

BWER—GELNZERHRE , BULUBIEZERLEMRIINZYE  HPESEEFiREAEH
—NEE A A BSSIDW T & i

Mo, Time Source Destination Protocol

Channel  Length Info

rauthentication,
Deauthentication, SN:
Deauthentication,
rJ--’luTha‘nt

Frame 7: 395 bytes on wire (316@ bits), 395 Ivftes captured (3168 bits) on interface wlan®, id @
Radiotap Header v@, Length 18
B802.11 radio information

PHY type: 882.11a (OFDM) (5)

Turbe type: Nen-turbo (@)

Data rate: 24.8 Mb/s

Channel: 132

Signal strength (dBm): -64 dBm
uration: I4Bus]

BUK & HIIEOTA
BIESHRSSHERS , XERBEEREEFREYE LBEIREEAR.
AFPBEEFIRMARNERBRE , TEERT — N TAHNRNEN - MR TLIRR



display filter . v| 4 DATA PROBES ASSOC AUTH RTSICTS ACKs NOBEACONS BEACOMS  <4Mbjs

Time Source Destination Pratocol Channel  Length Info
3 18:13:59. 488209 14b:11:8 i 1Az 3
18:13:59.488213 : 1 (c6:39:3. 882.11 Acknowledgement,
2024-82-15 18:13:59.488218 Cisco_7f:a2:2f H £862.11 Authenticati
2824-92-15 18:13:59.488220 Cisco_7f:a2:2f (14:16:9d:7. 882.11

2024-02-15 18:13:59.488226 ©6:39:31:4b:11:81 (c6:39:3.. B882.11
@24-82-15 18:13:59,490044 c6:39:31:4b:11:81 Broadcast

2824-082-15 18:13:59.491943 Cisco_7f:aZ:2f (14:16:9d:7. 882.11 2 ¢ C

13:59.495013 (ch: Acknowledgement, Fla
18:13:59. 493002 Cisco_7f:a2:2f (14:16:9d:7f:a.. €6:39:31:4b: Trigger EHT Basic, Flags=......
18:13:59,.498811 ch:309:31:4b:11: 81 Cisco_7f:al: Action No Ack, SN=B, FM=@, Flags=........
18:13:59.500196 8.8,0,9 224.9.08.1 Hesbership Query, general
18:13:59.500209 Cisco_7f:a2:2f (14:16:9d:7. 2 Acknowledgement, Flags=........

c6:39:31:4b:11:81 (cB:39:3. Trigger EHT Buffer Status Report Poll (BSRF

cB:I0:31:4b:11:81 Cisco_Tf:aZ:2f Wull function (No data), SN=1115, FN=@, Fla
2824-02-15 - 802.11 2 :f Acknowledgement, Fla C
2824-082-15 13:59.550249 €6:30:31:4b B82.11 Action, SN=1116, FN=8, Flag:

2824-02-15 18:13:59.550251 €6:39:31:4b:11: . B82.11 32 Acknowledgement, Fla .

2024-02-15 18:13:59,550253 ch:39:31:4b i 862,11 Action, SN=1117, FN=8, Flag:

2824-02-15 18:13:59.5508255 g - ch: 882.11 32 Acknowledgement, Flagss.

2824-02-15 18:13:59.558811 Cisco_7f:a2:2f B82.11 Action, SN=2, FN=8, Flags=.....

20824-82-15 18:13:59.550814 i 2: BB2.11 32 Acknowledgement, Flags=. C

2824-82-15 18:13:59.5608188 Cisco_7f:a2:2f (14:16:9d:7f:a. ©6:39:31:4b:11:81 (c6:39:3. B88Z.11 Trigger EHT Buffer Status Report Poll (BSRF

EEHOTA
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/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_manage_rogue.html
/content/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_classify_rogue_aps_ewlc.html?bookSearch=true
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html
https://www.cisco.com/c/zh_cn/support/index.html?referring_site=bodynav
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