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RARBRNBEFFRHRN—ABE, BERTEFREEZIIWLANNZTHENER. AX
IR AUR AR RRARERNFMHES , 1515 AT #ECatalyst 9800FC L L AN 25 + B9 To 4k 1

A B ERE

B—NiEE . B nElISERS RS

MRFF IR BIARZISERN , MWLCT R VFERESIM LK,

XE-EWLAN

WLCHE N Z & F i EREKEWLAN“cwa” , WLAN“cwa” 5 K B& Bt B SL44F“cwa-policy-profile A8 < Bk

, 7 B IE#EE#EEFIAP‘BC-3802"

<#root>

[client-orch-sm] [17558]: (note): MAC: 4203.9522.e682

Associ ati on received.
BSSID dc8c.37d0.83af,
WLAN cwa

, STot 1 AP dc8c.37d0.83a0, BC-3802

[cTient-orch-sm] [17558]: (debug): MAC:

SSID: cwa

Policy profile: cwa-policy-profile

AP Name: BC- 3802

4203.9522.e682 Received Dotll association request. Processing s

, Ap Mac Address: dc8c.37d0.83a0 BSSID MAC0000.0000.0000 wlan ID: 1RSSI: -46, SNR: 40
[client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition:

S COINT -> S_CO ASSCCI ATl NG

[dotll-validate] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: Dotll validate P2P IE. P2P IE not pr

MAC &

M ISE AR 55 88 2

WLCIKREIR B EFFimfXEKERE , F—FRAITMACTEIR ( tEFAMAB ) . MACEIRR —MZ
25% , ERBEEERERTFIHHIMACH UL , LRIERE RFEIIMAME,

<ttroot>

[dot11l] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition:


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-203355333:~:text=tof%2DFILENAME.txt-,Conditional%20Debugging%20and%20RadioActive%20tracing,-Conditional%20Debugging%20allows

S DOT11 INIT -> S DOT11_MAB _PENDI NG <-- The W.Cis waiting for ISE to authenticate the user. It does not

[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_CO_ASSOCIATING -> S
[cTient-auth] [17558]: (note): MAC: 4203.9522.e682 MAB Authentication initiated.

Policy VLAN O, AAA override = 1, NAC = 1 <-- no VLAN is assigned as | SE can do that

[sanet-shim-translate] [17558]: (ERR): 4203.9522.e682 wlan_profile Not Found : Device information attri
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Session Start event called from SANET-SHIM
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wireless session sequence, create context

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] -

authc_list: cwa_authz <-- Authentication nethod |ist used

[auth-mgr-feat_wireless] [17558]: (info): [4203.9522.e682:capwap_90000005] - authz_list: Not present un
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_INI
[auth-mgr] [17558]: (info): [4203.9522.e682:unknown] auth mgr attr change notification is received for
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change notification is recei
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Retrieved Client IIF ID 0x530002f1
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Allocated audit session id OE1E140A0000000
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Applying policy for WlanId: 1, bssid : dc8
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Wlan vlan-id from bssid hdl 0

[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] SM Reauth Plugin: Received valid timeout =
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB aut hentication started for 4203. 9522. e682

[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_AWA
[ewlc-infra-evq] [17558]: (note): Authentication Success. Resolved Policy bitmap:11 for client 4203.952
[client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transition: S_AUTHIF_MAB
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '

MAB_CONTI NUE
' on handle 0x8A000002

<-- | SE server connectivity has been tested, the W.C is about to send the MAC address to | SE

[caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type=1

WLCHISEXRIAIES

WLCEISE&%ARADIUS Access-Request #iE 2 , HH B EEQWLANI THHBRIENEFixH
MAC it

<#root>

[radius] [17558]: (info): RADIUS: Send
Access- Request

to

<i se-i p-addr>: 1812



id 0/
28

, len 415

<-- The packet is traveling via RAD US port

1812. The "28"

is the

[radius] [17558]: (info): RADIUS: authenticator e7 85 1b 08 31 58

[radius] [17558]: (info): RADIUS:

42039522e682

<-- MAC address that is attenpting to authenticate

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

servi ce-type=Cal | Check

User-Name

User-Password
Cisco AVpair

<-- This indicates a MAC filtering process

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

nmet hod=nmab

Framed-MTU

[1]

[2]
[1]

[12]

Message-Authenticator[80]

EAP-Key-Name
Cisco AVpair
Cisco AVpair

<-- Controller sends an AVpair wi th MAB net hod

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

Cisco AVpair
Cisco AVpair
NAS-IP-Address

<wm -i p-addr> <-- W.C WM | P address

[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:
[radius] [17558]: (info): RADIUS:

ci sco-w an- ssi d=cwa

<-- SSID and WLAN the client is attenpting to connect

[radius] [17558]: (info): RADIUS:

w an- profil e- nane=cwa

[radius] [17558]: (info): RADIUS: Called-Station-Id
[radius] [17558]: (info): RADIUS: Calling-Station-Id
[radius] [17558]: (info): RADIUS: Airespace-WLAN-ID

NAS-Port-Id
NAS-Port-Type
Cisco AVpair

Cisco AVpair

[102]

[1]
[1]

[1]
[1]
[4]

[87]
[61]
[1]

[1]

[30]
[31]
[1]

14

session ID and it is unique for every

ee 91 - 17 46 82 79 7d 3b c4 30

18 *

25

43
12

26
14

17

30

32

32
19
6

1485

18 ...

"audit-session-i1d=0E1E140A0000000C8E?2

"client-iif-id=1392509681"
"vlan-id=1000"

"capwap_90000005"
802.11 wireless [19]

"dc-8c-37-d0-83-a0:cwa"
"42-03-95-22-e6-82"
1



[radius] [17558]: (info): RADIUS: Nas-Identifier [32] 9 "BC-9800"
[radius] [17558]: (info): RADIUS: Started 5 sec timeout

EE CAVHRISEFEANBMEE . ERAKXEFWLCHTE XLEENKey-Valued i, X
EENNATZRERENRFER P iR,

AV R

- ACL B}

* Redirect URL

« VLANZ B

o RFHEAEE

- ENSORIEITTATES

ISENE RZWLCIE R



MRBWLCEIERMACHEHE#ISERES | M|ISEA #EAccess-Accept RADIUSEIEE., HBIEISEEE
, MREERAMMACHHE |, ISEXATIZEF Zitbit HRELNBFRE, MR E RAccess-Reject , N3k
FEISELZSBEHEEZTEHITRIE,

<#root>
[radius] [17558]: (info): RADIUS: Received from id
1812

/
28

<i se-i p-addr>
:0,
Access- Accept

, len 334

<-- The packet is traveling via RADI US port 1812 and is has a session ID of 28 (as a response to the abc

[radius] [17558]: (info): RADIUS: authenticator 14 0a 6c f7 01 b2 77 6a - 3d ba fO ed 92 54 9b d6
[radius] [17558]: (info): RADIUS: User-Name [1] 19

42-03-95-22- E6- 82

<-- MAC address of the client that was authorized by |ISE

[radius] [17558]: (info): RADIUS: Class [25] 51
[radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 31 0"

url -redirect-acl =cwa- ac

<-- ACL to be applied to the client

[radius] [17558]: (info): RADIUS: Cisco AVpair [1] 183 "
url-redirect=https://<ise-ip-addr>:8443/portal /[...]

<-- Redirection URL for the client

[radius] [17558]: (info): Valid Response Packet, Free the identifier
[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle 0xB0000039
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB recei ved an Access- Accept

for 0x8A000002
[mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '



MAB_RESULT

' on handle 0x8A000002
[auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from MAB,

Aut h event success

MISEEE EMWLCH 2

WLCAEMISEEKBNFAEER. BEE , RMAKYCIZNAFEEXFSISERENERENA
PEEXH. flH, WCHRF 2 EHMACL, HREWLANLREFHAAA Override , MR & &%
WLCHY AL,

<#root>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< usernane 0 "42-03-95-22-E6-82">> <-- Processing username received from|SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):

<<

url-redirect-acl 0 "cwa-acl"
>>

<-- Processing ACL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<

url-redirect 0 "https://<ise-ip-addr>:8443/portal/[...]"
>>

<-- Processing URL redirection received froml SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id 0 "OE1E140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]l>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nanme 42-03-95-22- E6- 82



for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied
. Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): Central Webauth URL Redirect,

Received a request to create a CWA session

for a mac [42:03:95:22:e6:82]

{wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [17558]: (info): [0000.0000.0000:unknown] Retrieved zone id
{wncd_x_R0-0}{1}: [webauth-dev] [17558]: (info): No parameter map is associated with mac 4203.9522.e682
{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = cwa- ac

{wncd_x_R0-0}{1}: [epm-redirect] [17558]: (info): [0000.0000.0000:unknown]

URL- Redirect = https://<ise-ip-addr>:8443/portal/[...]

{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied

successful ly

for 0x92000002 -

REPLACE

<-- WLC replaces the user profile it had originally created

MAB 5 13 % 1iE 52 BX

RINEREFHENAFBEEXHERE , W.CHEEREIEEFIwAMACH I, RMISERWHACLE
FETWLCL , MWLCHAHE M4 EZEER , HIEREPLACEREZ AN , Nt S HMABE
HBRIFLW, BEFIRTEHRITEHRIL,

<tfroot>

{wncd_x_R0-03}{1}: [mm-client] [17558]: (debug): MAC: 0000.0000.0000 Sending pmk_update of XID (0) to (M
{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

MAB Aut hentication success

{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_MAB_AUTH_DONE



{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing MAB authentication

CO_AUTH_STATUS_SUCCESS

WLC [ % F= i 4 32 5% BX W) R

Ui, BEFREEBYISENERRIEHENAEBNACL , W.CRASHEFIRAKIEREKMR, I
£, AP Al AR E T M 4K,

<tfroot>

{wncd_x_R0-0}{1}: [cTlient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 dotll send association response.

Sendi ng associ ati on response

with resp_status_code: 0

{wncd_x_R0-03}{1}: [dotll] [17558]: (debug): MAC: 4203.9522.e682 Dotll Capability info bytel 1, byte2: 1
{wncd_x_R0-0}{1}: [dotll-frame] [17558]: (info): MAC: 4203.9522.e682 WiFi direct: skip build Assoc Resp
{wncd_x_R0O-03}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 dotll send association response. Sending
{wncd_x_R0O-03}{1}: [dotll] [17558]: (note): MAC: 4203.9522.e682 Association success. AID 1, Roaming = Fa
{wncd_x_R0O-0}{1}: [dotll] [17558]: (info): MAC: 4203.9522.e682 DOT1ll state transition: S_DOT11_MAB_PEND

S_DOT11_ASSOCI ATED

{wncd_x_R0-0}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

Station Dot 11 association is successful

L2533 E

BIEREFIRESWLANKERE AALANTRE , L2EHRUETFHR". B2 , KERL , BTUEHHIT
EMABS G RIE , Rt ELNIT T L2H M KRIE, B/ iwIEIERL2E BRI,

<#root>
{wncd_x_R0-03}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682
Starting L2 authentication

. Bssid in state machine:dc8c.37d0.83af Bssid in request is:dc8c.37d0.83af

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
{wncd_x_R0O-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 L2 WEBAUTH Authentication Successf
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTH F_L2_WEBAUTH_DONE

{wncd_x_R0-03}{1}: [client-orch-sm] [17558]: (debug): MAC: 4203.9522.e682

L2 Authentication of station is successfu



., L3 Authentication : 1

WLCEEENZFFin 0B RR , LERETIUBEZNEEHE.

<#froot>

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{mobiTlityd_RO-0}{1}:
{mobiTlityd_RO-0}{1}:
{mobiTlityd_RO-0}{1}:
{mobiTlityd_RO-0}{1}:
{mobi1ityd_RO-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[client-orch-sm] [17558]: (note): MAC: 4203.9522.e682 Mobility discovery triggered. C
[cTient-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C
[mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT -
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Invalid transmitter ip in build clie
[mm-cTient] [17558]: (debug): MAC: 4203.9522.e682 Sending mobile_announce of XID (0)
[mm-client] [18482]: (debug): MAC: 4203.9522.e682 Received mobile_announce, sub ty
[mm-transition] [18482]: (info): MAC: 4203.9522.e682 MMFSM transition: S_MC_INIT -
[mm-cTient] [18482]: (debug): MAC: 4203.9522.e682 Add MCC by td1 mac: client_ifid
[mm-client] [18482]: (debug): MAC: 4203.9522.e682 Sending capwap_msg_unknown (100)
[mm-cTient] [18482]: (debug): MAC: 0000.0000.0000 Sending mobile_announce_nak of X
[mm-client] [17558]: (debug): MAC: 4203.9522.e682 Received mobile_announce_nak, sub t
[mm-transition] [17558]: (info): MAC: 4203.9522.e682 MMIF FSM transition: S_MA_INIT_W
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Roam type changed - None -> None
[mm-cTient] [17558]: (info): MAC: 4203.9522.e682 Mobility role changed - Unassoc -> L
[mm-cTient] [17558]: (note): MAC: 4203.9522.e682 Mobility Successful. Roam Type None,

[cTient-orch-sm] [17558]: (debug): MAC: 4203.9522.e682 Processing mobility response f
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re

[cTient-auth] [17558]:
[cTient-orch-state] [17558]:

(note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
(note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO DPATH PLUVB_| N_PROGRESS

{wncd_x_R0-0}{1}:

dient

[dotl1l] [17558]: (note): MAC: 4203.9522.e682

dat apath entry paranms

- ssid:training_cwa,slot_id:1 bssid ifid: 0x0, radio_ifid: 0x90000003, wlan_ifid: 0xf0400001

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS dpath create params
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
[avc-afc] [17558]: (debug): AVC enabled for client 4203.9522.e682

[dpath_svc] [17558]: (note): MAC: 4203.9522.e682

Client datapath entry created

for ifid 0xa0000001

RNAFSE T IPHit

RARAFEZIPHU T REEMEF S, ©EHITDHCPERE, RAFZAIEERE , HARETH
Ptk , M SBEIDHCPERE, MRAFTEWRIPH |, NELERF T EEREWeb 7. &N
, EFPITUT SR



1. DISCOVERBIEBMEZENE P RS BERA KX , LEREA T AKXDHCPIRS S

2. MRAETHAMWDHCPARS S , MIDHCPIRE IS LAOFFER ML, Z = mEBEE S B A ERE
EPmIPHat, HANBEEER, TUNSFHDHCPARS 28 W EF ZOFFER

3. BPimMED — SRS 2OFFER |, LA REQUESTE R Ak AV IP b it

4. &5 , DHCPREHBMFFin XX WINEIES , Ao EHNIPH it

WLCIERF P im R EIP#E Y 5 3%

<#root>
{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S CO | P_LEARN | N_PROGRESS

{wncd_x_R0-0}{1}: [client-iplearn] [17558]: (info): MAC: 4203.9522.e682 IP-learn state transition: S_IP
{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface capwap_90000005 on vlan 1000

S| SF_DHCPDI SCOVER

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522.e682
{wncd_x_R0O-03}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER,

giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0O-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0O-0}{1}: [sisf-packet] [17558]: (info): TX: DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

S| SF_DHCPOFFER

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC: 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr-feat_dsensor] [17558]: (info): [4203.9522.e682:capwap_90000005] Skipping DH
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info): RX: DHCPv4 from interface capwap_90000005 on vlan 1000

SI SF_DHCPREQUEST



, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPREQUEST

, giaddr: 0.0.0.0, yiaddr: 0.0.0.0, CMAC: 4203.9522
{wncd_x_R0-0}{1}: [sisf-packet] [17558]: (info):

SI SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:
(info): TX:

{wncd_x_R0-0}{1}: [sisf-packet] [17558]:

SI SF_DHCPACK

, giaddr: 0.0.0.0, yiaddr: <end-user-ip-addr>, CMAC:

{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (note):

Client IP learn successful. Method: DHCP

IP: <end-user-ip-addr>
{wncd_x_R0-0}{1}: [epm] [17558]: (info): [0000.0000
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203
{wncd_x_R0-0}{1}: [cTlient-iplearn] [17558]: (info):
{wncd_x_R0-0}{1}: [client-orch-sm] [17558]:

| PLEARN_METHOD_DHCP

L3S 30 UETT 4R

(info): TX:

RX:

(debug):

.e682
DHCPv4 from interface capwap_90000005 on vlan 1000

.e682
DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682
DHCPv4 from interface Tw0/0/0 on vlan 1000 Src MAC

4203.9522.e682
MAC: 4203.9522.e682

.0000:unknown] HDL = 0x0 vlan 1000 fail count O dirt
.9522.e682:capwap_90000005] auth mgr attr change not
MAC: 4203.9522.e682 IP-learn state transition: S_IP
MAC: 4203.9522.e682 Received ip learn response. me

UE , BRAFBL2WEIPHit |, L3S HRKIENENBINFTE B HRIE S EZHNCWAF A,

<tfroot>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-orch-sm] [17558]:
[client-orch-state] [17558]:
[client-auth] [17558]:

(debug)

L3 Authentication initiated. CWMWA

fi2 2 14 1P 3 31k ) 3

NTHREERE , B WRLARITRIARPIER !

: MAC: 4203.9522.e682 Triggered L3 authentication. s

(note): MAC: 4203.9522.e682 Client state transition: S_C
(note): MAC: 4203.9522.e682

1. RIEEMARERIPH N, MRFEKLAFIPHIHNARPNE , NERESRIPH I

2. WIEFIMXW A, XN THARE S IR AT UETMNE, ARPNZEAFNREMX

<tfroot>

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

[client-auth] [17558]:
[sisf-packet] [17558]:

(info): MAC: 4203.9522.e682 Client auth-interface state transi
(debug): RX: ARP from interface capwap_90000005 on vlan 1000 S



ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST

, ARP sender MAC:
{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682 ARP target MAC: 0000.

[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

[17558]: (debug): TX:

[17558]: (debug): RX:

[17558]: (debug): TX:

[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

ARP target MAC: 0000.
[17558]: (debug): TX:

ARP target MAC: 0000.
[17558]: (debug): RX:

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.

ARP

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000.0000 ARP sender IP: 0.0.0.0, ARP
ARP from interface capwap_90000005 on

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

0000
from

vlan 1000

vlan 1000

vlan 1000

vlan 1000

ARP sender IP: 0.0.0.0, ARP target IP:
interface capwap_90000005 on vlan 1000

ARP sender IP: 0.0.0.0, ARP target IP:
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP
interface capwap_90000005 on vlan 1000

ARP sender IP: <end-user-ip-addr>, ARP

target IP:

S

target IP:

S

target IP:

target IP:

S

S

S

S

S

S

S

S

S

t

interface Tw0/0/0 on vlan 1000 Source MA



ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REQUEST,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

ARP REPLY,

ARP sender MAC:

{wncd_x_R0-0}{1}:

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

dca6.32d2.e93f
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

64cc.2284.ael0
[sisf-packet]

4203.9522.e682
[sisf-packet]

4203.9522.e682
[sisf-packet]

000c.290e.1c37
[sisf-packet]

000c.290e.1c37
[sisf-packet]

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

ARP target MAC: 0000.
(debug): TX:

[17558]:

ARP target MAC: 0000.
(debug) : RX:

[17558]:

ARP target MAC: 4203.
(debug): TX:

[17558]:

ARP target MAC: 4203.
(debug) : RX:

[17558]:

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

0000.

ARP

0000.

ARP

9522.

ARP

9522.

ARP

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

0000
from

0000
from

e682
from

e682
from

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <dhcp-server-ip-addr>, AR
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: <default-gateway-ip-addr>
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface capwap_90000005 on vlan 1000 S

ARP sender IP: <end-user-ip-addr>, ARP t
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA

ARP sender IP: 10.20.30.17, ARP target I
interface Tw0/0/0 on vlan 1000 Source MA



ARP REQUEST,

ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000 ARP sender IP: <dhcp-server-ip-addr>, AR
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface Tw0/0/0 on vlan 1000 Source MA

ARP REQUEST,

ARP sender MAC: dca6.32d2.e93f ARP target MAC: 0000.0000.0000 ARP sender IP: <dhcp-server-ip-addr>, AR
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (debug): RX: ARP from interface capwap_90000005 on vlan 1000 S

ARP REPLY,

ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f ARP sender IP: <end-user-ip-addr>, ARP t
{wncd_x_R0-03}{1}: [sisf-packet] [17558]: (debug): TX: ARP from interface capwap_90000005 on vlan 1000 S

ARP REPLY,

ARP sender MAC: 4203.9522.e682 ARP target MAC: dca6.32d2.e93f ARP sender IP: <end-user-ip-addr>, ARP t

BNEE  BRIREIMS

ItEt , RARAFELBRISENMACH LT T AR , B RIRETLTRIN. WLCAIEIXE|
RISEURNEFIHEZETING, it , NMPLEILAFR , AFSAEEFRAEAFRZNHE
o EWLCLE , REHAF E R “Web Auth Pending”iR7%S,

RIXEFE(CoA)
WLCELE RV “‘CoOAZIF LA E M. ELZE , —BEFEAIZACL,. EXBREFHREBEIIIFE , F

BEAACL, AN REFHREEMEI,. e, BFREm AREREIE , UE3ICoAREHE
MBIEEFim. WLCHEREZERENBELH AR RIISE



R COAERAImA1700, FRE AR KIEBELE,

<#root>

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002]
Processi ng CoA request

under CH-ctx.

<-- |ISE requests the client to reauthenticate

{wncd_x_R0-0}{1}: [caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER:92000002] Reauthenticate request (0Ox
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005]

MAB re-aut hentication started

for 2315255810 (4203.9522.e682)



<-- I SE requests the W.C to reauthenciate the CoA

{wncd_x_R0-03}{1}: [aaa-coa] [17558]: (info): radius coa proxy relay coa resp(wncd)
{wncd_x_R0-0}{1}: [aaa-coa] [17558]: (info):

CoA Response Details

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << ssg-command-code 0 32 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << formatted-clid 0 "4203.9522.e682">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info): << error-cause 0 1 [

Success
1>>

<-- The WLC responds with a sucess after processing the packet to be sent to |ISE

[aaa-coa] [17558]: (info): server:10.20.30.14 cfg_saddr:10.20.30.14 udpport:64016 sport:0, tableid:0ide
[caaa-ch] [17558]: (info): [CAAA:COMMAND HANDLER]

CoA response sent <-- The W.C sends the CoA response to |SE

ISERV 5 =R B 11E

BANBRRIETENSF B, XRCoANNE., WX AP MAFHMRANF/RAV paris, FEE—
Access-Accept EIREIMACLMEERMURLEF A BHERRLHAF,

WLCHISEXR A& R

WLCERBMANAFB/ZRBAE , BISEXEFHIRADIUSAccess-Requestpacket, X {5 fill & #7#Y
MABERIIE , # BB FISECKRMEEFim , A AFMWEKE (S, BFHRNER) .

<#root>
{wncd_x_R0O-0}{1}: [mab] [17558]: (info): [4203.9522.e682:capwap_90000005] Received event '
MAB_REAUTHENTI CATE

' on handle 0x8A000002
{wncd_x_R0-0}{1}: [caaa-author] [17558]: (info): [CAAA:AUTHOR:92000002] DEBUG: mlist=cwa_authz for type
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Send

Access- Request

to

<i se-i p-addr>: 1812
id 0/

29

, len 421

<-- The packet is traveling via RADIUS port 1812. The "29" is the session ID and it is unique for every

{fwncd_x_R0O-0}{1}: [radius] [17558]: (info): RADIUS: authenticator c6 ae ab d5 55 c9 65 e2 - 4d 28 01 75



RADIUS:

{wncd_x_R0-0}{1}: [radius] [17558]: (info):
User - Nanme
[1] 14 "
42039522e682
<-- MAC address that is attenpting to authenticate

{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: User-Password [2] 18 *
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 25
"service-type=Call Check" <-- This indicates a MAC filtering process
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Framed-MTU [12] 6 1485
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Message-Authenticator[80] 18 ...
{fwncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: EAP-Key-Name [102] 2 %
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 43 "audit-session-id=0
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Ci sco AVpa
r [1] 12
"met hod=mab" <-- Controller sends an AVpair with MAB net hod
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 26 "client-iif-i1d=1392
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: Cisco AVpair [1] 14
vlan-id=200"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
NAS- | P- Addr ess

[4] 6

<wm -i p-addr> <-- W.C WM | P address
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Id [87] 17  "capwap_90000005"
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS: NAS-Port-Type [61] 6 802.11 wireless [19
{wncd_x_R0-0}{1}: [radius] [17558]: (info): RADIUS:
Cisco AVpair

[1] 30

"ci sco-w an-ssi d=cwa" <-- SSID and WLAN t he

{wncd_x_R0-0}{1}: [radius] [17558]: (info):
Cisco AVpair
[1] 32

"w an-profil e-nane=cwa"

client

RADIUS:

is attenpting to connect



{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

ISENm &7 WLCiE R

[radius]
[radius]
[radius]
[radius]
[radius]

[17558]:
[17558]:
[17558]:
[17558]:
[17558]:

(info):
(info):
(info):
(info):
(info):

RADIUS: Called-Station-Id [30] 32 "dc-8c-37-d0-83-a0:
RADIUS: Calling-Station-Id [31] 19 "42-03-95-22-e6-82"
RADIUS: Airespace-WLAN-ID [1] 6 1

RADIUS: Nas-Identifier [32] 9 "BC-9800"

RADIUS: Started 5 sec timeout

ISESERERE K NRKIVWAFEERKREEXHTE , MISESBXRMBWLC , #ZE
WLANKIZ P ik, BRERLRAFNAFRS, MREISELEE , AT LUFE MMM F/SHAVIE B H
TAP , XEHNF/HRAVIT A LATEAccess-Accepth & Zl,

<#root>
{wncd_x_RO-0}{1}:

1812/ 29

<i se-i p- addr >
:0,
Access- Accept

, len 131

<-- The packet is traveling via RAD US port

{wncd_x_RO-0}{1}:
{wncd_x_RO-0}{1}:

User - Nane
[1]

cwa- user nane

[radius] [17558]:

[radius] [17558]:
[radius] [17558]:

14 "

(info)

(info)
(info)

<-- Username entered by the end client on

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

[radius] [17558]:
[radius] [17558]:
[radius] [17558]:
[radius] [17558]:

(info):
(info):
(info):
(info):

: RADIUS: Received from id

1812 and is has a session ID of 29 (as a response to the abc

: RADIUS: authenticator a3 b0 45 d6 e5 le 38 4a - be 15 fa 6b
: RADIUS:

the portal that was shown

RADIUS: Class [25] 51 ...

RADIUS: Message-Authenticator[80] 18 ...

RADIUS: Cisco AVpair [1] 22 "profile-name=Unknown"
Valid Response Packet, Free the identifier

[eap-auth] [17558]: (info): SUCCESS for EAP method name: Identity on handle OxEE00003

[mab] [17558]:

MAB recei ved an Access- Accept

for 0x8A000002
{wncd_x_RO-0}{1}:

MAB_RESULT

[mab] [17558]:

' on handle 0x8A000002

(info):

(info):

[4203.9522.e682:capwap_90000005]

[4203.9522.e682:capwap_90000005] Received event '



{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] Authc success from

MAB, Auth event success

MISEEWIE S HIWLCH 2

WLCERALEISEEWMNESR . ©EMAMISEEWKFEN A 71T % —REPLACERF,

<#root>
[aaa-attr-inf] [17558]: (info):

<< usernane 0 "cwa-username">> <-- Processing usernane received froml| SE

{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< class 0 43 41 43 53 3a 30 45 31 45 31 34 30 41 30 30 30 30 30 30 30 43 38 45 32 44 41 36 34 32 3a 62
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<<Message-Authenticator 0 <hidden>>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< dnis 0 "DC-8C-37-D0-83-A0">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< formatted-clid 0 "42-03-95-22-E6-82">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< audit-session-id O "OELE140A0000000C8E2DA642">>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< method 0 2 [mab]>>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< clid-mac-addr 0 42 03 95 22 e6 82 >>
{wncd_x_R0-0}{1}: [aaa-attr-inf] [17558]: (info):
<< intf-id 0 2415919109 (0x90000005)>>
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005] auth mgr attr change not
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

Recei ved User - Nane cwa- user namne

for client 4203.9522.e682
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User profile is to be applied.
Authz mlist is not present,
Authc mist cwa_authz

,session push flag is unset
{wncd_x_R0-0}{1}: [auth-mgr] [17558]: (info): [4203.9522.e682:capwap_90000005]

User Profile applied

successful ly

for 0x92000002 -

REPLACE <-- WL.C replaces the user profile it had originally created



L3E 330 UE TR

RARFINEEHEALSERRERITEORIL, L3IFHRKIE (WebFHREIE ) TMKo

<#froot>

{wncd_x_R0-0}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682

L3 Aut hentication Successful

. ACL:[]

{wncd_x_R0-0}{1}: [client-auth] [17558]: (info): MAC: 4203.9522.e682 Client auth-interface state transi

S_AUTHI F_WEBAUTH_DONE

{wncd_x_R0-03}{1}: [ewlc-qgos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS add mobile cb

{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 No QoS PM Name or QoS Level re
{wncd_x_R0-03}{1}: [client-auth] [17558]: (note): MAC: 4203.9522.e682 ADD MOBILE sent. Client state flag
{wncd_x_R0-03}{1}: [errmsg] [17558]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE: Username entr

cwa- user nane
) joined with ssid (

cwa

) for device with MAC: 4203.9522.e682 <-- End user "cwa-username"
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :

Cwa- user nane

"]

{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute
{wncd_x_R0-03}{1}: [aaa-attr-inf] [17558]: (info): [ Applied attribute :

has Jo1ned the WLAN "cwa"

username 0 "

class 0 43 41
bsn vlan-interface-name 0 "MGMT"
timeout 0 1800 (0x708) ]

{wncd_x_R0-03}{1}: [ewlc-qos-client] [17558]: (info): MAC: 4203.9522.e682 Client QoS run state handler

RA AP EWLCLEEEITRES

&fE , XAF#TE ORI FESWLANMEXE.

<#root>
{wncd_x_R0-0}{1}: [rog-proxy-capwap] [17558]: (debug):
Managed client RUN state

notification: 4203.9522.e682

{wncd_x_R0-0}{1}: [client-orch-state] [17558]: (note): MAC: 4203.9522.e682 Client state transition: S_C

S_CO_RUN



CWARE-IR AR EIE 2 HEIR(EPC)

EPCRAEEMLCEZNHREZHIR , ERFFEELIWLCEXRBZWLCHEEZ.,. EXxElilf
FAUARMARZRCTINIEAEER |, FiHE 7 Catalyst 9800Fc & LANTE F88 E I T4 AR F B &
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B—NEE . EPinEISERS RS
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BWLANHY BRI A& B ISEARS 2R AV R



https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724:~:text=ftp%3A%20%7D%20pactrac.txt-,Embedded%20Packet%20Capture,-Embedded%20Packet%20capture

MWLCEIZ P i By X Bk 1

BEREF - MESXREKER", EUUEIRIEF S RANIRZHIMACH L,

M Cwipoip
Fle E81 View Go Cophwe Anshse St Telephony Weens Tesh  Help

Am:® RE Qe=wET 2

et
S R e S ]
= =
p-adel Cisein-addre 15 ACCE3 S hequeEs 1
6. DSEOEE  One-ig-addrs P —— RADIUS I Access-hccept Sdei
24 J022-18-16 20526058987  Clsce 317700 Apple_ss1d3:199 118 XL TTI00 » 211 51 Association Respoase, SNeB, Fii=B, Fligie.
Frame X1: 120 bytes on wire (2560 Bits), 129 bytes captured (2560 bit:)
Ethernet I, Sre; Cece S9iD4:T4 (4<:77:64:80i04:74), O3t Cineo_$6:5ich (f4sbdies36:35:ch)
8032.1Q virtusl LAN, PRI: @, DEI: @, ID: 100
Internet Protocol Wersion 4, SrC0 aiourcedgr | Datl SdenSnation-pe
» wier Oatagrem Protecal, Src Port: 3278, Dit Port: 3247
b Contral Asd Broviilsaing of Wire lrn Aceedd Polnti - Data
IEEE B82.11 .mnmm . aas
'Imr.’Su:lrﬂ
* Frame Ceatral Fleld: um[s—n»-d]
00 Q0N GRL1 B0 = Deratlon: 43 sicroseconds
Receiver address: Clsco 31:77:04 [3cr8lrBer3Li??ead)
Destination sddress) Clsco 3. o (3 BerdiFT )
Transsltter sddress: Apple_eciddi99 (0BiBerdcieciddias)
Source sddress: dpple_eciddiod (08iBeidoiecid}ivi)
™5 14 Clsco_M:TRef (B 131 of)
sees B9G = Frapment nesber; @
1810 3681 1810 .... = Sequence nusber: I508
EEEE 52331 Wireless Management
-
KERIER
ALY z S, N N
N
MWLC %A Z|ISERY A R & R #
WEBXEKIFERE , 2 BR R R Ba
WLC KERiES ISEfR <Access-Request 0
Ml Wapow - a
Fle EM Vew Gr OCapture Anslyze Stolics  Tdephony Wiedess Tool  Help
AW 0 SERE e maaan
B3 <]+ wmusiFroseTyses = DATA » BEACONE » PROBES » ASSOC = AUTH » RTSETS AOG EAPOL RETRIES <M Powsr
= — = —_— i
I1 DBII-10-16 DOIOSI D6, i Cisco 3117708 3 1AL e 3117710 1586 802,11 39 ASS0C 0n Bequest, SHelSBé, Fled, Flagse........, S5I0="cwa™ I
i TS I 1 —
T S = S
24 202241016 J0:0%: 26, TIGHET Apple_sc:d3: 1411001 312 T7:0F 0 Boz.11 251 Association Rerponie, S4e0, Fdsd, Flagss........

ag8n

£ 7]+ wanFme Toes = DATA

v AN

FRODES

T ASOC * AUTH v RTHETS ADG LU RETRNS <AbA R

Frame I1i 416 bytes on wire (J0I3 bits), 416 bytes captured (1328 bits)
Ethernet 31, Sre; Clsco S6:55:ch (F4:bdipe:36:5%:cb), Dst: Clrco 304:78 (cr7706d 30 04: 74}
B92.3G virtusl LAN, PRI: O, DEI: @, ID: 2
Internet Protocel Werslen 4, Src: owmbgraidr Dy
User Datagram Protecel, Sre Pert: 83R48, Dot Pore: 181F
RADIUS Protocol

sose s vesse ] €9

Packet identifier: dul (1)

Authenticator: 037904791 53d3d9ed SicedTdr1 36707

[1Be res; 1o this reguest i3 §n frpse 23]
v a'(—lwu Valet Palrs

ity Mame (1] 118 val- SOIIIRED B

3 sellyer Fas&ﬂd 188 waji=Fngrypied

2 <eig-addrs

=Verdes walh:(lnl Te31 wndec incosyttema(9)
ramed PITU(12) l=f wal=148%
~essage-Authestizatar (80) Lo1B valedleddetdarsiseTeaifasTdass1®ind
4 Key-hame (102) 1=z vals
wetiendor-Spect fc{26) 1+88 vndeclscoSystens(9)
Revendor-Spectfic(26) Lo18 vndeciscosystens(9}
Type: 2%
Lemgth: 18
vendor 10: elscosystens (9)
* vid: o TS ROPSTrT]
» BWPI ReVendOr-SpECIiE(I6) 1e32 whdeciScosystens(d)
woindor Specific(is) 1019 ynéeclscosystons(9)
41 1oG wale cwmiip-aaar]
s Port-Typef61) le6 walewireloss-BOZ.11(19)
=i Bare(8) 1eg wale1fd17
endee Speelfie (26) 1e27 undet iscotystens(9)
endorSpeciic(26) 129 vndecliscodystens(9)

=

alled: :.mlp— (39} =23 1.-1-:: S1-0e- 517700 i cwa

slling-Statien-E4(31) 1-10 val- 43-00-55-21-eb- 82

* NP1 taVendor-Speci1C(26) Lel2 vndedlrespice, Inc{i4179)
APz ReMaS-Tdentifier(12) B=5 val-2C-9800

BABRBIES S

MWLCK

1. BB BE .
Rid 1T S HRIEAIMACH L,
3. X&K/RMACHIE.

P HI2R R IEBISELE RMACE IR Z IRAVAVY

5. WLCHWMI IP#b it
6. HF iz EREAISSID,

7. B iR EEAWLANR B o

X FISEHYAccess-AcceptHiEE



— BISEALE T Access-AcceptBIE R , ©IFEAAccess-Acceptfii i lm 57 ( IR AL D ) HAccess-
Reject ( IR KXW ) -

Ml SWapas - &8 x
Fle B Veow G Captere Anhie Stiks Teephony Wi Took  Hep
Adm 8 sEREBERessETiT Haaan
T 3 -]+ wimnFameTyes = DATA » BEACOMS = PROBES = ASSOC » AUTH = AFSCTS ADG EAPOL RETRIES <#B% Peewr
f— =T qe Frotcal ngh dnko =
10 20Q2-10-16 DLU5126. M0N0 Cizco_iT7oed Iera1ERerILETTIOE 2586 89211 320 dssoclarion Request, SNeISBE, FIVd, Flagss. -+ SSID="rwa" |
- I3 2033-10-16 D506, oo piirs

AU 416 Access-Request idel =
RAGIUE 379 Accans Ao Ta=t ]
5 T51 Aascelanion Aeipente, THeQ, TH-0, Flagas.......

Feple_reranim

Frame 23: 378 bytes on wire (3032 Bita), 379 bytes captured (3402 bits)

Ethernet I, Sret Clsco SBrberTé (4c:77:6d:50:04:74), Dst: Clsco_$6:552ch (F41bdrde:56:351¢h)
BI2. 10 Wirtusl LM, PRI: &, DET: 0, 1B 100

Internet Protocel Version 4, Sro; dheoaddss  Deti cwmbig-addes

User Datagram Pratocel, Sre Port: 3833, Gut Pert: 63743

RADIUE Protocal
el
Packel TIERTITIE T BaT (1
Leagthn 333

rsef oS fabd7abe
[ihds ds a cespenae te s cequest in frame 23]
[Time frem request: 0.0439%8000 tecend:]

v Avtribute Vales Paics
» awpz[eUser Wuwe (i) 1-19 val- IMHH: 16-82 B
» mwPr e Tazs) Co Ty !mml@!&nmmis;;uu(s!u.lmn!-usumr!os,

l-u i

(8]
W APz tavender-Specific(e) 1-!? vndsclscasystens (9]

1 elsestystens (9)
¥ WEAL teCleo-ANPalr(1) 131 valewrl-redlrect-aclecuac
Typei l

yee!
Length: 183
Vendor 1D clscoSystess (9)
~ Vi teCirco-aVPair(1) 1=180 valeur)-redirect=ntipss// Sse-ip-adde DBA) porta L/ Eatewey Faessionlded; 4 L Rskportel < 7g ot P C B SRR e F 937070
g
Length: 185 4
Claen-ivbaie: [T redlrectahings 17 cecipadiv B portal/patemey Taeas [oald-0 AT IGOIGMIGI T T TTatpor 1ol = Ve Thac 14-Td6T - 460 svce - Telihct lon-cmaltoken-301e, 7 O
Access-Accept¥ B 5 47
V&R
1 . ?&E @ E’J Mo
23 BB RIEMA
3 UEFYMAC i 3iE
2. &3 A KIUER o
3. ERAMACL,
4. BN EEHEMNURL
. AN = o
. _
M, Tima Saroe Custratan. g Promenl length Indy
21 20X2-10-16 DH:05:26. 00008  Apple_ec:d3:99 Clsco_31:77:0f 1586 S02.11 320 Association Request, SHe2586, Fi=@, Flags: 4+ S510="cua’
33 30ET-18-16 DhbS B0 BRI cpmiipgddes -t adir> RABIE 416 Aceess-Request Ld=d =~
23 J0E)I-10-16 D05 126 05605 Sist-ioraddr Cwrrripradan RADIUS 319 Arcess-Acest Sde=l
- [ 1AL be ) SR T 0T [ETHTY £51 ation Respoase, N, F
» Frame 24: 251 bytes on wire (2008 bl'.ﬂ; Fity Iiy‘lll captured (208 bits)
b Evhernet §4:85:eb), Dav: Clseo S8:84:74 (des
3 S02.1Q vietusl LAN, PR]
» Inmernet Protocel Wersion 4, Sro; ciouscedior D5t <deinnatiosip>
¥ ser Datagras Protecal, Sec Port: S24TF, Bt Port! SITW
» Comtrol Amd Provisioning of nlrﬂrsi Acoeﬂ Points - Cuta
SO0 Q0D 0D m
Receiver sddresr:
Destination address
Transmitter address: Clrzo_3
Seurce sddrans: Clses 31
m m e .
EEEE £82.11 ireless Mansgesent
.
SER A R
AY ]
DHCP® 2
A7 DO2-18-16 20:05:28. 241976  9.0.0.0 255,155,295, 255 B4l 18 3117700 1833 DHEP A2 DHEP Blicover - Traacaition ID GwdSaalede .
43 De22-10-16 20005118, 241576 255,155,255, 155 DHCP 346 DHCP Dlscover - Traasaction ID @wdSsa?ode
A H23-10-16 2r05:IE, H05TR 16 WCCP 132 U, funcell; SWAP, DU G386 (Clsco Systess, Tnc), PID Guddd -
5 III-10-16 1% WLCCR 17 U, funcelT; SMAP, OUT Suddedd6 (Cizco Systess, Inc), PID Mudiie
1 3032-10-16 P 255 DCP Offer - Traspaction ID @x3Sas?cde
42 2902-18-18 @ DHEP 429 DHCP Offer = Trasdmcticn 0 Ox3%aalcde -
T2 M2T-10-16 200519 409564 9.0.0.9 255, 155,155, 155 B35 iAL e M3 7700 JaES DHCP 424 DWCP Reguest - Trassaction ID @x)Sas?cde
T3 323-10-16 L] @ I I9E-2%E. 385 Li1d 346 P Reguest - Trassaction 1D SxMiasiode -
T8 2002-10-16 20:08:29. 491943  <OMDserverigradder  <asigred-g-addnr owep 355 DHCP ACK « Trasssction ID Ox3%as?ede
TS 2002-10-16 20:05:29.491963  <Ohcp-serverip-adde “<asigred-ig-adde> FELEL R R @ DHCP 425 DHCP ACK = Trasascticon [0 @x3SaaTcde -

DHCPZ 7



AR MNIETTR , BIREREESE  EXARENEP - IEETRCAPWAPH R

, B —PA2
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—BARPEETHK , ZHEZENREBRIHITREURIIEREMA TR , XEHRIEM, WRR



& LR AInternetEE , NRTRARPEREXRM ( Fltn , MARMRME ) HIREFTERITRN.

RN DBEERARER LA AN , RBEEPCREEBREHLEER, FNERHEARATEZHEZNRE , X
Bl NS R E ZAppleit %, RLLERN E1ZIE R ApplefIsaHIM &I,

HEAURLEITIRME , FEDNSKEERILURL, Rt , A1 RDNSERFHFLEMRE F s Eif
,MFFIRSSEERZURL , FEFT2FI /. AT, MRELRREWebRIKER L@ A
ISERRSS BREVIPHEAE |, M AT W, MRZ , MIDNSHRSS 2R FHE R,

314l 10e 31T 100 2065 NS, |
oS —
3141 1e 31700 221 o B
o -
o5 =
< higer 77 0f o oo e castie- 5o |

K &% P 5% 0E B - DNSE WA RIS
DNS#EZ#TIP s 31k

REDNSE M |, BATLAE BIDNSIRS 22 MR ATRY IP 31t .

DNSHRZS 25 R AT HY IP b 11k

=8y

RIBF

I1E , DNS IPisit B8 , I NP MEBFIRZBEITCPZRIEF, FEHAMNIPHL 2 ETHE—
IPh 31t

(11}

=REFRY
REAR

—BTCPREEY , EFWHMASMITERMNAZHTRI,,

3B:08:31. 341077 cdeviceio-ades <drvce-ipadis Beodl e 3177180 272 Hrie 375 GET_hotigat.detect htal HITR/L 8 ]
Bo10 0:05:3, SALITT  SGR-TENShTS B auar  <edTeeed I ROHT  5¢iA1ibe 31137 10 Oy 90 50 = 53854 [ACK] Seqel ACke132 WENeGSISZ Lenwd TSval=D851166703 T5ecreCiBoioetsr

AR
EE#EY

OKHEEEEEFin S MEE[MEIRISEITF,



ved-ip-addrr

rescived o adier

Gnsrreschved-iaders | wdacn ipaddrr

t3), 983 bytes captured (734 bits)
1551eh), Dst: Clses 588417

338 Bytes on w
I, Seer Cisen S

destination-a-adér>

wrched-gddien Dst1 <device-ip-addr

B8, Dat Port: 59886, Seqr 1, Ack 133, Len: 848

Transfer Protecal
1 38 Siria

fesptive. spple.con/l

1104kport alaTeflas1d- Saf - 4036 saee- bOSIFA2c02Eac k Lonsunltokens 2510, T14esa8 L eI T0T ek adiras te

e, FENITE — I DNSEH LR

AR ASBAEOKBEZHIEIEE T % —1URL.
EUER AR IPHE 3,

EEUHNTCPE

HTEZRAIFHIPHL , Rt XRFSHES , BEHLEOKKIES ( UADNSHET ) HIRE



BB FRIPSISER P NV BIESE REEE Y B FHHTCP&E,

BISEMFHEZMNEEMNHFTCPAE

@A - E R

teEt | ISEI P BRAERERFmNERMNNER/ L, SURT—# | ISENIRBEZARR T FSH
78 ; flaEFishelloMiESsRhelloFE, HXE | ISELERFFRER/AFBNRE, B#2X
MAMFZHREISERS =/ LEENEMAR.

CoAiE3R/CoATEIA

RPHABERNBIER | ISE2EERHIZRRIECAFBRAESAFNRN, WRWLC LHFRE
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