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« buttonClacked : EEF IS IRENE4 , WLCHEERNER FHRIFEIRNIRE,

« redirectUrl : ZEHIBREALSHPINEESHRIERENEFHEQMEFEM,

- err_flag : LSHATERELEER , EEFTEEIERE IR , KN EHRIEISFLLS
BURE N0

« username : SN A FwebauthZ kg , MR FSHERGRE Jconsent , NI AR E
o MIHEETLEFIRAFE,

« password : SN AH FwebauthS RS , IRGSHMEZENRE , N ULKEE, &4
TIEELLKE P ImEE,

=R
Cisco BB THUTEHE :

« BXAHRIZES (HTML) WebJF &
« Cisco IOS®-XETo& T &E
« WebRIRBEFRTE

fE AR
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b =
B %15 /%\
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B (URL)#Y I3 & RS (DNS) RS B MWLCIE A 0 UE A P R UER Web RS 88 2 BV F X B, 1t T
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0000900,

9800 WLC

Web Server

N

B EWebS iR E

F 1S F Configuration > Security > Web Auth HiEF £ RS, RIIEREHRE 7 ER
IPv4its it MEFE R ARE EBRNEE @B,

~ EE BRIMBRT , NS ERAHTTPRE B EEMHE , IRFEHTTPSEEM |, NAM
¥ ZEWeb Auth intercept HTTPs ; B2 , FEWUFERAKEE , R heL8MCPUFERER,



Configuration~ > Security~ > Web Auth Edit Web Auth Parameter L

-

General Advanced
Parametar-map name global
Parameter Map Name
global Banner Type @® Mone O Banner Text O Banner Title O File Name
Local-Web Maximum HTTP connections 100
b 0« Init-State Timeout(secs) 120
Type webauth v
| Virtual IPvd Address 192.0.2.1 ‘
Trustpoint CISCO_IDEVID_SU... »
Virtual IPvd Hostname
Virtual IPv6 Address
‘Wb Auth intercept HTTPs C.
‘Watch List Enable
‘Watch List Expiry Timeout(secs) 600
v
Cancel .
CLIBE& :
<#root>
9800#

configure term na

9800( confi g) #

paraneter-map type webauth gl oba
9800( confi g- par ans- par anet er - map) #
virtual -ip ipvd 192.0.2.1

9800( confi g- par ans- par anet er - map) #

trust poi nt Cl SCO_| DEVI D_SUDI

9800( confi g- par ans- par anet er - map) #

secur e- webaut h- di sabl e

9800( confi g- par ans- par anet er - map) #

webaut h- htt p- enabl e

FEH AR+ Add AR BEAABRSFNTSBRGENET. HE , BEF S HESERRZ TR
RAHTTPE 3 I IE R MBI E 7 i 7] AR FWeb S R RIDPRSHEE (#) o



Create Web Auth Parameter

Parameter-map name* EWA-Guest

Maximum HTTP 1-200
connactions

Init-State Timeout(secs) 60-3932100

Type webauth

= Close + Apply to Device

i SAGTBJAGN|

B=S RO ENSHME |, EGeneraiE T~ , MType TR I REE FHIIERE,

Edit Web Auth Parameter x

General Advanced £
Parameter-map name - EWA-Guest
Banner Type @ None O Banner Text O Banner Titte O File Name
Maximum HTTP connections 100
Init-State Timeout(secs) 120
Type consent ¥
Tum-on Consent with Email |
) y : Y
Type | webauth v |

Captive Bypass Portal

webauth

authbypass

=

Disable Success Window

Disable Logout Window P 3
%

Disable Cisco Logo &
b=l

Sleeping Client Status

Sleeping Client Timeout (minutes) 720

W

¥ Cancel ol Update & Apply

« SPGB V=2 B 45 WebAuthS R 5T RY £ 77




o RAHTTPEZB=HERE F if 2 5 & 0101 K MA IR EK
- Init-State Timeout (secs) =& 7 i Al ALt FWeb F 3 BRI R E
« Type = Web &3 M iERY S E

ARAFMA.

( EFLEEFEWeb5 17
I )

webauth authbypass Eib=s webconsent
&P im g R
SSIDHIRBIPHHE , AT
FR1§9800 WLC
banner login
KEMACH 1iE O Accept
Username: [ s —
S A " © Don't Accept
Password: )
TN Ims meR, mEsE | oo Username:
(o0 3 -
Password: |
BETRA (MBFR) -

% : FEAdvancediB T~ , 2 5l 6 45 E MRS 27 5 RURL APz 11t Big B 2 5% M7 7 IPVAith 3E

HEEME,




General Advanced

Redirect to external server

Redirect for log-in http://172.16.80.8/w

Redirect On-Success

Redirect On-Failure

Redirect Append for AP MAC Address ap_mac
Redirect Append for Client MAC Address client_mac
Redirect Append for WLAN SSID ssid

Portal IPV4 Address 172.16.80.8
Portal IPV6 Address KRR KoK
Express WiFi Key Type --- Select ---

Customized page

Login Failed Page

* Cancel J

L.

=z

Edit Web Auth Parameter x

~

diaH aanoelai

|
v

ol Update & Apply ‘

HR2, 3M4MCLIEE :

<#froot>

9800(config)#

paraneter-nmap type webaut h EWA- Guest

9800( confi g- par ans- par anet er - map) #

type consent

9800( confi g- par ans- par anet er - map) #

redirect for-login http://172.16. 80. 8/ webaut h/ |1 ogi n. ht m
9800( confi g- par ans- par anet er - map) #

redirect portal ipv4 172.16.80.8

5% ( Wik ) WLCA B EHNFHRREHMSH. XBERMEIBI0EE=FABIIFAREN
ER, FE“Redirect Append for AP MAC Address”, “Redirect Append for Client MAC Address”#
“Redirect Append for WLAN SSID" AT A BEN BN HMSHMMEIEE@ACL, EEFEHMCIE

HSHME , SiElAdvanced BT+ , BEEFRFES RN AN, THSHEHE .



« AP MACHtiiit ( X faa : bb:cc:dd: ee: filgx )
- ZEFIWMACHEHE ( XFaa :bb:cc:dd: ee: filE=R )

« SSIDEM
Edit Web Auth Parameter x
General Advanced

Redirect to external server

Redirect for log-in | htm:H'I?:HS_BD_S!we‘

Redirect On-Success | ‘

Redirect On-Failure | ‘

Redirect Append for AP MAC Address | ap_mac ‘
Redirect Append for Client MAC Address | client_mac ‘
Redirect Append for WLAN SSID | ssid ‘
Portal IPV4 Address | 172.16.80.8 ‘
Portal IPVE Address | KIXIKIXIX ‘
Express WiFi Key Type | --- Select --- v |

Customized page

oy

Login Failed Page ‘

O
Login Page ‘ |3‘ -
o
o
Logout Page ‘ |? =
u e
(]
=

oy

Login Successful Page ‘ |

CLI BLE :

<tfroot>

9800 (config)#

paraneter-map type webauth EWA- Guest

9800(config-params-parameter-map)#



redi rect append ap-mac tag ap_nac

9800(config-params-parameter-map)#

redi rect append wW an-ssid tag ssid

9800(config-params-parameter-map)#

redirect append client-nmac tag client_nac

EARBIH  REBFFHRNEERBURLE S :

http://172. 16. 80. 8/ webaut h/ consent . ht ml ?swi tch_url =http://192.0. 2. 1/1 ogi n. ht M &p_nac=&ssi d=&cl i ent _nmac

N osEE M IPVAEE B R , 2EIRMN—PMRTFNTLEF KRR S EBWeb & 218 E IR
SERMHTTPHMHTTPSREMNACL , At EEFHREEMIANT L S HRIEACL, MNREH
BERAFS MNP URL , M—HIEATIEEEURLIEESS , WEEHRITH ORI 28 A FEMA
IPEEAEURL, BRIEFEAURLITIERS , BN EBRADRMSANTFIPHEiL,

N B 2 BSNEE R — TR E SV ERIPVARIPVEE . Webauth2EHTTP. B4
ST, WEHLBISR RS A A A B s HE AR AR B O st

CLIBEEERE

A Web R S5 25

parameter-map type webauth <web-parameter-map-name>
type { webauth | authbypass | consent | webconsent }
timeout init-state sec 300

banner text ACbanner loginAC

ShEBWeb AR 55 25

parameter-map type webauth <web-parameter-map-name>
type webauth

timeout init-state sec 300

redirect for-login <URL-for-webauth>

redirect portal ipv4 <external-server's-IP
max-http-conns 10



BLEAAARE
HRAENwebauthsiwebconsent B P RIFLAFE BN SHMF T EERFEEIL D,

F 1S M E Configuration > Security > AAA |, R/FIEIFEAAA Method List, ELERTHFESIK | E#F
+ AddHEEBSIRIFAFEE ; BR Type"iRE R login” , MEPR R,

Configuration = > Security = > AAA |$!mnuo How »

+ AAA Wizard

Servers | Groups AAA Method List Adb Advanced
Authentication
+ Add

Authorization

Grouj =
Accounting Mame w  Type “ T\fpep Group1 ~ Group2 ~ Group3 ~ Group4 ~
default dotlx graup radius NIA MIA NfA
alzlab-rad-auth dotlx group aldAab-rad NIA MNiA NIA
1 10
C]

Quick Setup: AAA Authentication

Method List Name* local-auth |
Type* login v | @
Group Type local v ®

Available Server Groups Assigned Server Groups

radius

Idap

tacacs+
alzlab-rad
fgalvezm-group

% Apply to Device

FEZH kB Authorization , AAFIEZE+ AddBIEF HEYIR, NEMAB Ndefault , HERATypelE
HAnetwork , WEFTTR.

~) [~

(&) )

| €

I |£| |:i| |:L |:ﬂ




AR EWLANZEIEZ2FERE A TERHFABSEHEE | EFEFEFRHEIR
"IEE I, FR{RIRE L1EE “aaa authorization network default local’BR &, X = bk & 2%
ME N BN default I RN G AT R T REEBE B AR bWeb BRI, EATH |, BiEL
BERNAEYIR.

AlA Method List

Authentication

Name Type Group Type Group1 Group2 Group3 Groupd



Quick Setup: AAA Authorization x

Method List Name* default |

Type* network v | &)

Group Type local v | ®

Authenticated

Available Server Groups Assigned Server Groups

radius ~ ) ~
Idap
tacacs+

alzlab-rad

fgalvezm-group

FRRIMLIR2MICLIBLE :

i) (<) o) [

A FGBEE

<#root>
9800( confi g) #

aaa new nodel

9800( confi g) #

aaa authentication login |ocal-auth |ocal

9800( confi g) #

aaa authorization network default |ocal

% AE  MRFENIBRADIUSHBRIE , BRE T 59800 WLC EWRADIUSHRS BRELE M
KREVEER 1 9800 WLC EHIAAARLE ., TR F L5 AT RN login"iR E Ntype F =2
dot1xo

B=F  SMIRE>RE>EFRAF . ER+ AddABRETEAFKSFRER.


https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/213919-configure-802-1x-authentication-on-catal.html#anc7

Add Guest User x

General Lifetime
User Name* guestuser Years* 1 2
Password* sssssece Months* 0
Generate password
Days* (1]
Confirm sssssses
Password* Hours* 0
Description® WebAuth user Mins* 0
ALA Attribute list v
No. of 0

Simultaneous

User Logins* Enter O for unlimited users

[ 'O Cancel | = Apply to Device

CLIEE :

<#root>
9800( config)#

user - nane guest user

9800( confi g- user - nane) #

description "WebAuth user"

9800( confi g- user - nane) #

password 0 <passwor d>

9800( confi g- user - nane) #

type network-user description "WbAuth user"” guest-user lifetinme year 1
If permanent users are needed then use this commuand:

9800( config)#

user nane guestuserpermprivilege 0 secret 0 <password>

$4% (k) RESHMFENL , B IERS ML FZEHFIRACL),, XEACLATEXHERE
R EE@EIWebfRS R , AR ATBERERT, NRFEREER (SIS MWebiRS52EIPi



HEURLEERS ) |, BHSMEIConfiguration > Security > ACL , #£#F+ AddHEXSHENMN ; FHE
TE[lpermitiZa , MdenyiB AE X REREN,

B3 6 ZRIACLAN 2E

<ffroot>
alz-9800#

show i p access-1i st

Extended IP access 1list WA-sec-172.16.80.8
10 permit tcp any host 172.16.80.8 eq www
20 permit tcp any host 172.16.80.8 eq 443
30 permit tcp host 172.16.80.8 eq www any
40 permit tcp host 172.16.80.8 eq 443 any
50 permit tcp any any eq domain

60 permit udp any any eq domain

70 permit udp any any eq bootpc

80 permit udp any any eq bootps

90 deny ip any any (1288 matches)

Extended IP access list WA-v4-int-172.16.80.8
10 deny tcp any host 172.16.80.8 eq www

20 deny tcp any host 172.16.80.8 eq 443

30 permit tcp any any eq www

40 permit tcp any host 192.0.2.1 eq 443

Bl B R MRS

SR SMBEE>REMEEXA> WLAN | &2+ EFHAAWLAN, EEFET R E LE
B M MSSIDE FR AR

\|



Add WLAN x

General Security Advanced
Profile Name™ | EWA-Guest ‘ Radio Policy | All v |
S5ID* | EWA-Guest ‘ Broadcast SSID
WLAN ID* | 4 ‘
Status

F=% MBAREEZDMNBZNE |, HikBSecurityit T+ |, HIFE2ER & B RIURE NI None, £
Layer 3T+ , #HWeb Policy/E , NTRREFERSHMRE  AENTAREFIERGHE
EFR, HE , MREZHENL T BEXACL , EiEEShow Advanced Settings M T HI K & FhikiF
EHMACL,




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Lobby Admin Access 0
Layer 2 Security Mode MNone v

Fast Transition | Disabled v |
MAC Filtering O

Over the DS 0

OWE Transition Mode o
Reassociation Timeout

O

diaH 2RI

N | Update & Apply to Device




Edit WLAN x

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Layer2 Layer3 AAA

Show Advanced Settings >>>
Web Policy =)
Web Auth Parameter Map ‘ EWA-Guest v ‘
Authentication List ‘ local-auth v ‘ @

For Local Login Method List to work, please make sure
the configuration ‘aaa authorization netwaork default local”
exists on the device

O

diaH 2RI

S | Update & Apply to Device

CLIECE

<#root>
9800( config) #

w an EWA- Guest 4 EWA- Guest

9800( confi g-w an) #

no security ft adaptive

9800( confi g-w an) #

no security wpa

9800( confi g-w an) #



no security wpa wpa2

9800( confi g-w an) #

no security wpa wpa2 ci phers aes

9800( confi g-w an) #

no security wpa akm dot 1x

9800( confi g-w an) #

security web-auth

9800( confi g-w an) #

security web-auth authentication-list |ocal-auth

9800( confi g-w an) #

security web-auth paraneter-map EWA- Guest

9800( confi g-w an) #

no shut down

B=S  SMBIRES-HEME B X H>KEE |, EF+58MN, ESCREEAHRMRES ; BRI R ER
APS FAWLANRZ# KBS T HY /LR B, fEAccess Policies &= , MVLAN/VLAN Group FHI3E
B hERIFBEHNVLAN | BB FTR.



Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Narme™ ‘ Guest-Policy ‘ WLAN Switching Policy

Description ‘ Policy for guest access| ‘ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Central Association
CTS Policy Flex NAT/PAT
Inline Tagging o

SGACL Enforcement o

Default SGT 2-65519




Add Policy Profile X

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling O WLAN ACL
. 0
HTTP TLV Caching IPvd ACL | v ‘
DHCP TLV Caching o
IPvE ACL | v ‘

WLAN Local Profiling

URL Filters
Global State of Device @
Classification Pre Auth | v ‘
Local Subscriber Palicy Mame | v

Post Auth | v
VLAN
VLAN/VLAN Group | VLANZE21 - ‘
Multicast VLAN | Enter Multicast VLAN ‘

CLIEE :

<#root>
9800(config)#

wireless profile policy Guest-Policy

9800(config-wirel ess-policy)#

description "Policy for guest access”

9800(config-wirel ess-policy)#

vl an VLAN2621

9800(config-wirel ess-policy)#

no shut down

FUS  SMEBE>HINEEXH>RE , ERETIRH | EEB+RMN. EXFRIEER , AE
FEWLAN-POLICY Maps T i£$F+ AddH 7 in 2 51 812 B WLANF 5% BE B & 34



Add Policy Tag x

Marme® | EWA-Tag |

Description | Enter Description |

Vv WLAN-POLICY Maps: 0

-+ Add

WLAN Profile ~  Policy Profile ~
0 | L ¢ | tems per page Mo items to display

Map WLAN and Policy

WLAN Profile* | EWA-Guest v Policy Profile” Guest-Policy v

RLAN-POLICY Maps: 0

CLI BLE :

<#root>
9800(config)#

wireless tag policy EWA-Tag

9800( confi g-pol i cy-tag)#

w an EWA- Guest policy Guest-Policy

$£H% : SMEConfiguration > Wireless > Access Points , A/Fi%#3 B T/ #BILSSIDWAP, T
Edit AP £ | MPolicy T3 8 ik E#HEIZMIRIC,



Edit AP x

AP Name™ ‘ C9117AXI-lobby ‘ Primary Software Version 17.3.3.26
Lacation™ ‘ default location ‘ Predownloaded Status NA
) Predownloaded Version /A
Base Radio MAC Qcd0.f897 . aeB0
Next Retry Time NA
Ethernat MAC 0cd0.f894.5c34
. Boot Version 1.1.2.4
Admin Status
103 Version 17.3.3.26
AP Mode | Local v |
Mini 105 Version 0.0.0.0
Operation Status Registered
) . IP Config
Fabric Status Disabled
LED State CAPWAP Preferred Mode  IPvd
LED Brightness | g v | DHCPR IPvd Address 172.16.10.133
Level
Static IP (IPv4/IPvE) o
Tags

Time Statistics

A Changing Tags will cause the AP to momentarily O
lose association with the Controller. Writing Tag Config Up Time Odays 0 hrs 19 =
to AP is not allowed while changing Tags. mins 13 secs oy
g
=
Controller Association Latency 2mins 7 secs ;
. . s
Policy ‘ EWA-Tag v ‘
Site ‘ default-site-tag - ‘
e [ Araribe bt [l M

: =] Update & Apply to Device

MRFZRFFIEZNAP , NAEFRA A AL

ETA, SMEBE>TLRE>ER , MILERVEIEHNEREER LR, EEFEIFICAPEL
HSIRER , X2E R TINARSHFABEAPHSIR , RERFNAP , RFIEF+RICAP , ATH
B AR 0 AY KBRS,




Wireless Setup Flow Overview

This screen allows you to design Wireless LAN Configuration. It involves creating
Policies and Tags. Once the design is completed, they can be deployed to the
Access Points right here.

DESIGN PHASE

Tags & Profiles

WLAN Policy Site Policy Radio Policy
(Mandatory) (Optional) (Optional)
| WLAN Profile | AP Join Profile | RF Profile
| Folicy Profile | Flex Profile | RF Tag ¥
| Folicy Tag & | Site Tag &
DEPLOY PHASE
Apply to APs
I[Mani:!amw]l
| Tag APs

Select APs and push configuration to them

TERMINOLOGY ACTIONS

Tag

Go to List View
WLAN Policy, Policy Profile

Site Policy - AP Profile, Site Profile
| Create New

Radio Policy - Radio Characteristics



0x7B 0x73 0Ox0B Ox1E 0x46 O0x2A 0xD7 Ox8F 0x23 0OxF3 OxFE 0x9E 0x5C 0xBO OxEB 0OxF8 0x0000000a

0x0000001a 1

9800#

show pl atform software cgacl chassis active FO group-idx <group index> acl

Ac1l ID Acl Name CGACL Type Protocol Direction Sequence

16 IP-Adm-V6-Int-ACL-global Punt IPv6 IN 1

25 WA-sec-172.16.80.8 Security IPv4 IN 2

26 WA-v4-int-172.16.80.8 Punt IPv4 IN 1

19 implicit_deny Security IPv4 IN 3
21 implicit_deny_v6 Security IPv6 IN 3
18 preauth_v6 Security IPv6 IN 2

B BERR
KT R IR

WLC 98001R R TR MT IR BRI BE ., XM AJBIBRBLICFAAETFIRERMEXNEIR, BENEA
FAER , AR ERESHARERREERTRE,

N B BELRMBEE | ETLUSREMLANEREES LK.

EEFF 9800 WLCERIAER TERNRER , AT LUEE SSH/TelnetiE# 219800 WLCH iR A T SR
(BARFSFERI AN ) .

SRR ERFIZFOZAIATE |, XS AT SR ER R BUR 4 B 69 B R E

<ttroot>
9800#

show cl ock

FH  BERGRENET , NEFREFXFNATREGEBESWERZ BT, XA IRE
zzr':wu _/_'H(lﬂxﬂl%ﬁ'li ( tu%ﬁ ) o



<ffroot>
9800#

show | oggi ng

B=%  RIEREREMA T EAEHSFEM4.

<#root>
9800#
show debuggi ng

| OSXE Conditi onal Debug Configs:

Condi tional Debug G obal State: Stop

| OSXE Packet Tracing Confi gs:

Packet Infra debugs:

I p Address Por t

N orE MBEERNETEASS  NERSEHSEARE (macktil, IPHIE ) WATEM
BHBRENARRIBRAL, XAMMEERE. Fit , BNAFEID AN ERFERE

BMEE  RIRAHBIMACHUE ARSI BRIP4, RIS Emacit ik BV KT 478 AL Bl R ER

o

<ttroot>

9800#

show | ogging profile wireless filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file al ways-on-<Fl LEN/

BALLERREAR , BRI LU XA EFIZISNER TFTP BRSS 25,

<tfroot>

9800#

nore boot fl ash: al ways-on- <FI LENAME. t xt >

or
9800#

copy bootfl ash: al ways-on-<FI LENAME. t xt> tftp://<a.b.c.d>/ <pat h>/al ways- on- <FI LENAME. t xt >



S EAHAMN T L BT RER

MRKZEELRETENCRUEBNEERBEMBERENMARE | BB ARG ERH
WRETLED(RARE , NTTAEEESRM ( ABIFREFFIRMACHE Y ) RENAARERHARR
RA R, BRAFZAEER , BRARNTIR,

S|1BRXE B R ERRMT,

<#root>
9800#

clear platformcondition all

E2F  BRERENTLE S mmacib it B BH R4
XS AT HRIEERATREN MAC bl | 548 30 2% (1800 ¥ ) o BRI SUEFR K IEFRAT (A

, lRZ W1 2085978494 B,

<tfroot>
9800#

debug wirel ess mac <aaaa. bbbb.cccc> {nonitor-time <seconds>}

N orE . ERRBESAESE  EXNE MMACHIETdebug wireless maci S

N EE  ERELBEDTLEFELBLET , BHFE A EBEABEHUEUEEE.

F=F  EYELZAIRBESTN.

EMS  MRAERANRNEENEZNETE2HEREE , BHELEFE,

<tfroot>

9800#

no debug wirel ess mac <aaaa. bbbb. cccc>

BEMRAERFLLMBFRFLSE , 9800 WLC ER— Nt X4 , HEFAR :
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

FRHL . WE MAC thibSEZNRI XM,  BA LAY ra trace.log E R EIZNEBARSS 28 , R AT A E#ETE



FELERBEH,

KE RA BRI A .
<#root>

9800#

dir bootflash: | inc ra_trace

MXHEHBINIBRS RS

<ffroot>
9800#

copy bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX ti nezone_DayWeek _Mont h_Day_year.log tftp://<a.b.c.d:

ERHAE :

<#froot>
9800#

nore bootflash:ra_trace_MAC aaaabbbbcccc_HHMVES. XXX_t i mezone_DayWek_Mont h_Day_year. | og

BAL  MRBREAFRRDTHE , FRENHTF AL  XEAER BRI BSHEFAMNE, BT
FEBRARE R, Ry TRHCBEFNIFENBLAEE.

<{froot>
9800#

show | ogging profile wireless internal filter [mac | ip] [<aaaa.bbbb.cccc> | <a.b.c.d>] to-file ra-inter

N oEE RSB HEEFAERRNFE A SIRASINERE  MEESA, B XCisco
TACLAZEBY 4 13X L IR B,

<tfroot>

9800#

copy bootflash:ra-internal -<FILENAME>. txt tftp://<a.b.c.d>/ra-internal - <Fl LENAME>. t xt



ERHA :

<{froot>
9800#

nore bootfl ash:ra-internal - <FI LENAMVE>. t xt

SR 7 WBRB AR

N s ERRERERRAEZERANB AR,

RAXBE IR/

980042 25 AT AR RIRMIBE S ; XAFENRH FHEAESLEATAENSEHSRENE S,

535%1 EMACLUUEEMHEXNRE. X TFWebBHRIE , BEVUATHEMERSEZNARE , URE
FPimEREHHJLMNAPHRE,

<#root>
9800( confi g) #

ip access-list extended EWA-pcap

9800( confi g- ext - nacl ) #

permt ip any host <web server |P>

9800( confi g- ext - nacl ) #

permt ip host <web server |P> any

9800( confi g- ext - nacl ) #

permt ip any host <AP | P>

9800( confi g- ext - nacl ) #

pernmt ip host <AP | P> any

% F ENEEF[HRSY. BRANFANEFTFEREHNCEA  BEORERHROYEL
i%o

<ffroot>

9800#



nonitor capture EWA buffer size <buffer size in MB>

9800#

nonitor capture EWA access-list EWA-pcap

9800#

noni tor capture EWA control -plane both interface <uplink interface> both

<{froot>
9800#

show nonitor capture EWA

Status Information for Capture EWA
Target Type:
Interface: Control Plane, Direction: BOTH

Interface: TenG gabitEthernet0/1/0, Direction: BOTH

Status : Inactive
Filter Details:

Access-list: EWA-pcap
Inner Filter Details:

Buf fer Details:
Buf fer Type: LI NEAR (default)

Buffer Size (in MB): 100

Limt Details:

Nurmber of Packets to capture: 0 (no limt)
Packet Capture duration: O (no limt)

Packet Size to capture: 0 (no limt)
Packet sanpling rate: 0 (no sanpling)

B=F  FTrERERBIRA BTN R,

<tfroot>
9800#

nonitor capture EWA start

Started capture point : EWA

SBMUS . FILERF S HEER,



<ffroot>
9800#

nmoni tor capture EWA stop

Stopped capture point : EWA
9800#monitor capture EWA export tftp://<a.b.c.d>/EWA.pcap

RNE , WA LMGUITEHEIR , M E Troubleshooting > Packet Capture , AREEE B IR Lik
FExporte NTHIXEFIREREH , BEHTTPEHER TRIFTEN SXHRF,

Tr ng* »  Packer Captune b Need help on what logs to callect for various scenarios; ?
Capture
Name ntartace Monitor Control Plane ~  Action
o =
1 Export Capture - EWA
s
Ll Iz
virs 4 FEE BF BR

Web& I IEWLANKE T2 im1TH , HHER E , ERHTHARMEERRIWebFHRIE
BIRTHNBRERRERB < E,

HARI %8 25 FE HEBR

YUFZIA RS ( MMozilla FirefoxFGoogle Chrome ) 2241 AF AT E |, AT EitWebs AT
FRE, HARX#HREFIH-IRSB|RENIEF , REHTTPREMN R ERARIFERMNENFELR (3R
L, RBRB, 38F).,

HARXH AT M EF i EesshSE  RESAREMR KRS P UUER —S o, RXRERT
{A] MMozilla Firefox 4t EEHAR I {4,

SR 1:EFCtrl + Shift + 13T FFWeb Developer Tools , REEX BB/ ANBHHERE T HEE

Inspect,



C

&2 Identity Services Engine @4 Cisco Prime Infrastruc... @) 2504-fgalvezm @) 3504-jesuherr

Q search with Google or enter address

| o You must log in to this network before you can access the Internet.

« >

Save Page As...

Select All

View Page Source

Inspect Accessibility Properties

C

Inspect (Q)

s
w

AmazZon
Sponsored

uis Software Download - ...

Open network login page

@

eBay
Sponsored

8.8.8.8

172.16.15.18

BZL  EMBMG , BREFFIEUBRFAEERRE, BRNRERHERPersist LogsFEil
B-MEIL Bt EEde , BSERBLFER.

¥ 3 ispecior [ Console [ Debugger {} Style Editor () Performance {0k Memory  [B Storage T Accessivility B8 Application

o}

1 Q @r.w, €55 J5 XHR Fonts Images Media WS Other [ ] DisableCache  MNoThrottings  3f

« Perform a request or  Reload  the page to see detailed information about netwark activity,

* Click on the @ button to start performance analysis. (3

O Morequests

=S BEYEE , BRYWRRCRKAFER, —BEHRRBFLMEATER,

B ¥R Hi1E#ESave All As HAR,

¥ O wmspector B Console [ Debugger T Metwork () Style Editor () Performance L Memory  [B) Storage

5]
IS'.JI.': Method Dornain
GET B Tzi680.2
| 3 GET B 1721680,
| GET B 17216808
| e SET B 17216808
POST 192021

| @ 13 requests | 56521 KB / 285.89 KB transferred  Finishe 19185 = DOMConit

&P im B iE S iR

File

congent htmiTswitch_url=hitps 92,021 faginhim Bap_macs Ded0:8:04:58:

loginhrmi

ent

Loaded

3&2s

T

Al HTML €55 )5 XHR Fonis Images Media WS Other [ Dissble Cache Mo Throttling # ‘%

Initiator

document

document

FaviconLoaderjsm:101 fime

consenthtml:37 (document)

haml

T Accessivitity B8 Application

Transferred

156 B

2,33 EB

Suze

5038

275 KB

218 KB

R

7

|

g - X

[

Import HAR File

Rk

Q@ (4] = x

W Persist Logs

Import HAR File

Save All As HAR

Copy All As HAR

| ECT




£ AAWindowsHMacOSFREREM TLF P IR A MEH LA W+ EE R L RFEBIES. 2REA]
TREMHFESHRNEEBERT R , BFUULE-E 2 AN Web & HRIERE.

DNSi&EK :

11068 J0X1.05:28 06:44:07_ 364308 172.16.21.153 172.16.31.7 s 102 53 Standsrd query BxBSE5 & pred detectpertal. prad.clouseps mezgep. net
11069 J0T1.0%.36 06:44:07.373372  172.16.21.7 172.16.21.153 s 195 57857 Standard geary response GueSlc A dutectportal firefox.com CNAME detectportal prod.sozews.met CRAHE prod detectportal. prod.cloudops.sozgcp.net A 34.107.231.8
11970 2021-0%-20 96: 4407, 410773 172 16.23.7 172.36,20.35 s 138 53738 sStandard geery respense 0BG A prod.detectportal.prod.clousops. soTgep.net A M4.107.221.82

RATEERMNAHBTCPEFMHTTP GET :

444 2021-@9-27 21:53:46... 172.16.21.153  52.185.211.133 TCP 66 54623 » 443 [SYN] Seq=0 Win=64240 Len=0 M55=146@ WS=256 SACK_PERM=1
445 2021-@9-27 21:53:46... 172.16.21.153  96.7.93.42 HTTP 205 GET ffiles/vpn_ssid_notif.txt HTTP/1.1

446 2021-@9-27 21:53:46... 96.7.93.42 172.16.21.153  HTTP 866 HTTP/1.1 286 0K (text/html)

447 2021-89-27 21:53:46... 172.16.21.153  96.7.93.42 TcP 54 65421 + 808 [ACK] Seq=303 Ack=1625 Win=131072 Len=@

BN ERRS RN TCPETF

e [ £530% = 80 [5WN] Segqed Wine
B+ GI2IR (SN, ACK] Seqe

HETE 563 cete r:an:68Bcliont_mac-34:13:87:4c26b: FTRasid=EMA- Gunstdredirectahtrp: /fumm.
e 34
= 1504
TR 1304
TP 54
1 2 144708, 7E7652 5.8 HITP 643
1116 2021.09.18 BErAA20S ELEBE 172,162,153 216,608 TeR 51

HTTP POSTRIE#LIPLAH T H B IRIE :

13331 2023-09-28 06:44:50.644118 193. e %
12332 2020-09-20 04:44:50, (43688 e o WSel
28 06144350, 43166 i 54
9-28 06144150, 667759 o
‘Cf‘ 58
Tee 1014 of a resssesbled POU]
e w0 arpemble ]
e 4
MTTR 544
Tl 54
13342 2030 172.16.21.153 Tep 5a
13353 20200928 06:44:50. 749048 172.16.21.153 192.9.3.1 e 56 239K = 80 [ACK] Seqessé Acke2412 Winel30560 Lensd

B = iR Y 7R B

XENTLEENREAEKNDSHEZNHE , BEARBEENSERBEEZSIEIRE
Web%ﬁhu‘tSSlDE’J%F’ m i & P im s B

802.11 F 3 I UE M < BK

<tfroot>

2021/09/28 12:59:51.781967 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (note): MAC: 3423.874c.6bf7 Asso
2021/09/28 12:59:51.782009 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Recei ved Dot 11 associ ati on request.
Processing started,

SSID: EWA-Guest, Policy profile: CGuest-Policy

, AP Name: C9117AXI-1obby, Ap Mac Address: 0cd0.f897.ae60 BSSID MAC0000.0000.0000 wlan ID: 4RSSI:

-39,

2021/09/28 12:59:51.782152 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782357 {wncd_x_R0O-0}{1}: [dotll-validate] [26328]: (info): MAC: 3423.874c.6bf7 WiFi
2021/09/28 12:59:51.782480 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 dotll send a

Sendi ng associ ation response with resp_status_code: 0



2021/09/28 12:59:51.782483 {wncd_x_R0-0}{1}: [dotll] [26328]: (debug): MAC: 3423.874c.6bf7 Dotll Capabi
2021/09/28 12:59:51.782509 {wncd_x_R0-03}{1}: [dotll-frame] [26328]: (info): MAC: 3423.874c.6bf7 WiFi di
2021/09/28 12:59:51.782519 {wncd_x_R0-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 dotll send as
2021/09/28 12:59:51.782611 {wncd_x_R0-0}{1}: [dotll] [26328]: (note): MAC: 3423.874c.6bf7

Associ ation success. AID 1

, Roaming = False, WGB = False, 1llr = False, 1llw = False
2021/09/28 12:59:51.782626 {wncd_x_R0O-03}{1}: [dotll] [26328]: (info): MAC: 3423.874c.6bf7 DOT1ll state t
2021/09/28 12:59:51.782676 {wncd_x_R0-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

Station Dot 11 association is successful.

BT E2R S HRRIE :
<#root>

2021/09/28 12:59:51.782727 {wncd_x_R0-0}{1}: [cTient-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7 Sta
2021/09/28 12:59:51.782745 {wncd_x_R0-0}{1}: [client-orch-state] [26328]: (nhote): MAC: 3423.874c.6bf7 C
2021/09/28 12:59:51.782785 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L2 Authentication initiated. method WEBAUTH

, Policy VLAN 2621,AAA override = 0

2021/09/28 12:59:51.782803 {wncd_x_R0-0}{1}: [sanet-shim-translate] [26328]: (ERR): 3423.874c.6bf7 wlan
[...]

2021/09/28 12:59:51.787912 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787953 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
2021/09/28 12:59:51.787966 {wncd_x_R0O-0}{1}: [client-orch-sm] [26328]: (debug): MAC: 3423.874c.6bf7

L2 Authentication of station is successful., L3 Authentication : 1

ACLIEH -

<tfroot>

2021/09/28 12:59:51.785227 {wncd_x_R0-0}{1}: [webauth-sm] [26328]: (info): [ 0.0.0.0]Starting Webauth, |
2021/09/28 12:59:51.785307 {wncd_x_R0-0}{1}: [auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
2021/09/28 12:59:51.785378 {wncd_x_R0-0}{1}: [webauth-acl1] [26328]: (info): capwap_9000000b[3423.874c.6

Applying I Pv4d intercept ACL via SVM nane: WA-v4-int-172.16.80.8

, priority: 50, IIF-ID: O
2021/09/28 12:59:51.785738 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redirect-ACL = WA-v4-int-172.16.80.8

2021/09/28 12:59:51.786324 {wncd_x_R0-0}{1}: [webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
Applying I Pv6 intercept ACL via SVM nane: |P-Adm V6-Int-ACL-global, priority: 52

, IIF-ID: O
2021/09/28 12:59:51.786598 {wncd_x_R0-0}{1}: [epm-redirect] [26328]: (info): [0000.0000.0000:unknown]

URL- Redi rect-ACL = | P- Adm V6- | nt - ACL- gl obal



2021/09/28 12:59:51.787904 {wncd_x_RO-0}{1}:

<{froot>

2021/09/28 12:59:51.799515
2021/09/28 12:59:51.799716

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

2021/09/28 12:59:51.802213
2021/09/28 12:59:51.916777
[...]

2021/09/28 12:59:52.810136

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

{wncd_x_R0O-0}{1}:

Client |P learn successful

2021/09/28 12:59:52.810185
2021/09/28 12:59:52.810404
2021/09/28 12:59:52.810794
2021/09/28 12:59:52.810863

{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:
{wncd_x_R0O-0}{1}:

|P-learn state transition:

EIRFOHRIAENEEOIRE :

<{froot>
2021/09/28 12:59:52.811141 {wncd_x_R0-0}{1}:

L3 Authentication initiated. LWA

2021/09/28 12:59:52.811154 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324550 {wncd_x_R0O-0}{1}:
2021/09/28 12:59:55.324565 {wncd_x_R0O-0}{1}:

HTTP GET request

2021/09/28 12:59:55.324588 {wncd_x_R0O-0}{1}:
[...]
2021/09/28 13:01:29.859434 {wncd_x_R0O-0}{1}:

POST rcvd when in LOG@ N state

2021/09/28 13:01:29.859636 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.860335 {wncd_x_R0O-0}{1}:
2021/09/28 13:01:29.861092 {wncd_x_R0O-0}{1}:

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client

[client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7 C
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S IPLEARNLINIT -> S_| PLEARN_| N_PROGRESS

[cTient-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[sisf-packet] [26328]: (debug): RX: ARP from interface cap

[cTient-iplearn] [26328]: (note): MAC: 3423.874c.6bf7

Met hod: ARP I P: 172.16.21. 153

[epm] [26328]: (info): [0000.0000.0000:unknown] HDL = Ox0
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000
[auth-mgr-feat_wireless] [26328]: (info): [0000.0000.0000:
[cTient-iplearn] [26328]: (info): MAC: 3423.874c.6bf7

S | PLEARN | N_PROGRESS -> S_| PLEARN_COVPLETE

[client-auth] [26328]: (note): MAC: 3423.874c.6bf7

[client-auth] [26328]: (info): MAC: 3423.874c.6bf7 Client
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c
[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-httpd] [26328]: (info): capwap_9000000b[3423.874c

[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
[webauth-ac1] [26328]: (info): capwap_9000000b[3423.874c.6
[auth-mgr] [26328]: (info): [3423.874c.6bf7:capwap_9000000

Aut hc success from WebAut h, Auth event success



2021/09/28 13:01:29.861151 {wncd_x_R0-0}{1}: [ewlc-infra-evq] [26328]: (note): Authentication Success.
2021/09/28 13:01:29.862867 {wncd_x_R0-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7

L3 Aut hentication Successful.

ACL:[]
2021/09/28 13:01:29.862871 {wncd_x_R0-0}{1}: [client-auth] [26328]: (info): MAC: 3423.874c.6bf7

Client auth-interface state transition: S _AUTH F_WEBAUTH PENDI NG -> S AUTH F_WEBAUTH_DONE

HIRBZITIRE

<tfroot>

2021/09/28 13:01:29.863176 {wncd_x_R0O-0}{1}: [client-auth] [26328]: (note): MAC: 3423.874c.6bf7 ADD MOB
2021/09/28 13:01:29.863272 {wncd_x_R0-0}{1}: [errmsg] [26328]: (info): %CLIENT_ORCH_LOG-6-CLIENT_ADDED_

Usernane entry (3423.874C. 6BF7) joined with ssid (EWA-Guest) for device with MAC. 3423.874c. 6bf7

2021/09/28 13:01:29.863334 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute :bsn-v
2021/09/28 13:01:29.863336 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : time
2021/09/28 13:01:29.863343 {wncd_x_R0-0}{1}: [aaa-attr-inf] [26328]: (info): [ Applied attribute : url-
2021/09/28 13:01:29.863387 {wncd_x_R0-0}{1}: [ewlc-qos-client] [26328]: (info): MAC: 3423.874c.6bf7 Cli
2021/09/28 13:01:29.863409 {wncd_x_R0-0}{1}: [rog-proxy-capwap] [26328]: (debug):

Managed client RUN state notification

1 3423.874c.6bf7
2021/09/28 13:01:29.863451 {wncd_x_R0O-0}{1}: [client-orch-state] [26328]: (note): MAC: 3423.874c.6bf7

Client state transition: S CO L3 _AUTH IN PROGRESS -> S CO RUN



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.
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