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https://www.cisco.com/c/en/us/products/collateral/networking/software/networking-subscription-ds.html
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https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/web/software/286327971/154599/CSLU_User_Guide.pdf
https://software.cisco.com/download/home/286285506/type/286326948/
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3/config-guide/b_wl_17_3_cg/m-sl-using-policy.html
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https://www.cisco.com/c/en/us/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
https://www.cisco.com/c/en/us/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
https://www.cisco.com/c/en/us/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
https://www.cisco.com/c/en/us/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
https://www.cisco.com/c/en/us/products/collateral/networking/software/networking-subscription-ds.html#Enforcement
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_7d112493-86f2-4933-8d4b-c3ad35b0f6c6

HECSSMEBIBTHE , N TRIUERE  FEHRITUTHS :

N B BASIEMIEHA SSOMBWLCER T | BRI BAAE DR 2.

configure terminal
ip http client source-interface

ip http client secure-trustpoint

license smart transport smart
Ticense smart url default
exit

write memory

terminal monitor

Ticense smart trust idtoken

all force

* ip http client source-interface@s S 1EE i Al X HIE B FMHIREBHLIEO

« ip http client secure-trustpointin © 18 EWMNMEE KL/EP A FCSSMEE. £ Mshow crypto
pki trustpoints i & AT AKX BIEE R B #. BIUEA B X B IUEPH TP-self-signed-xxxxxxxxxxiE
HEER RIS ( BFRAMIC , {NEI800-40, 9800-80F19800-L Li24 ) | BEHK
CISCO_IDEVID_SUDI,

« Terminal monitoras G EWLCH HEITENRIEHE & |, HEMBWINEEESRINEL., ATUUEA
terminal no monitorZ2 A Itk T 8E,

s RE— MO SPHXEFaILEHHA SSOSFEHFHATEWLCSCSSMEILERE.

« XEFforcels RWLCEEF MBI EZINEEHERFTHE T,

NoEE MBEMKRUEE , NSOLERTHEFIHHEER  FAE—BNHEFEER
o FIXH Atoken®n & LAAR I AV E1E,

EEREFICSLU

Cisco Smart License Utility Manager(CSLU)2 — P& FWindows® M A ( tEELinux LRt ) |, f£
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1. BRI HIZE R CSLUR M & ATk 4
2. MRERMERIEE Noslu:

(config)#license smart transport cslu
(config)#exit
#copy running-config startup-config

3. MBALRBHBAICSLU , LETNTRME. NRESLHEADNSKIACSLU , UEBE
ik, MRESEAURLEAE , BHANTHS :

(config)#license smart url cslu http://

:8182/csTu/vl/pi
(config)#exit
#copy running-config startup-config

CSLUEzIH

BLECSLUREMERER , FENH —RFEREHBRMEHIZZZICSLUN ML TIAM,
EEET A SSM
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SLUPKRZAS (17.32REBARAS ) , BiUERACSLU URLAIE AR, TN WebUI R E R S5
YT > BT> <EIIKE > > B E9 KEURL,

configure terminal
ip http client source-interface

ip http client secure-trustpoint


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m-sl-using-policy.html#Cisco_Concept.dita_ee6ccac1-38e3-438b-bc00-4cacbbf57f64

Ticense smart transport cslu
Ticense smart url cslu http://

/cslu/vl/pi/

(see previous paragraph on how to get exact URL)
crypto pki trustpoint SLA-TrustPoint
revocation-check none
exit
write memory
terminal monitor

it SSMAFEEFEREET o



EE  MRBIEEIRBUEE |, %PKI-3-CRL_FETCH_FAIL:E1F & SLA-TrustPointf CRL3k
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configure terminal
ip http client source-interface

ip http client secure-trustpoint

license smart transport smart
Ticense smart url default



Ticense smart proxy address

Ticense smart proxy port

exit

write memory

terminal monitor

Ticense smart trust idtoken

all force

BIEME
A FECLISIGUI A L B 1Y 3R 5 ] PR o 3o

T EEWeb R ENCLIEE 7 AR EFEFE , 9800 WLCE 2L Z8/Net ECSSMB N EBE RERHE
HERHATEE. SEREFMANBEARLATENRMARS/NFHNERECSSM L,

&) LA Fshow license air entities summary@s it & H IR G F AHEN T —XESE, s ST 28

K show techZ show license allii HEY —Zp% :

<#root>

WLCH

show license air entities sumary

Last license report time........................2 07:38:15.237 UTC Fri Aug 27 2021
Upcoming Ticense report time....................: 15:38:15.972 UTC Fri Aug 27 2021
No. of APs active at last report................: 3
No. of APs newly added with Tast report.........: 0

No. of APs deleted with last report..............: 0
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Catalyst 9800 WLCHAI BB EFFEWWEEMEE L E& , A B NREFEHEMEE. XFEE
WLCEFnZ :

WLC-1#Ticense smart factory reset
%Warning: reload required after "license smart factory reset" command
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Cisco Software Cenfral > Smart Software Licensing

Smar‘t SOﬂWBTe LiCEr‘ISing Feedback Support Help
Alerts Inventory Convert to Smart Licensing Reporis Prefarences On-Prem Accounts Activity

Virtual Account: Wireless TAC © Vajor  Hide Alerts

Product Instances
Authorize License-Enforced Fealures... G—’ GV4ZPZPNEDW Q,

Name Product Type Last Contact Alerts Actions

UDI_PID:CS800-CL-K9; UDI_SN:9V4ZPZPNEDW CasnocL 2021-May-21 21:37:46 Actions «
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FTEYSLUPfE A smartreceiver.cisco.comidiZZ I E1F , M 2% % & 821 7] £ A BVtools.cisco.com,
EREARNE |, WEETAZANRENIPHiL, HIEFFEX L Z AT 1TpingiRE, PingF~EH
ESR BWLCH InternetAIE MM R . FTiEpingBXERZBZHAEZERE NI L ELEE TE,

RAE A Uk 0443 £ Btelnet R 2 ping R X E @, A B FEsmartreceiver.cisco.comis] = B #
BIERSHFIPHIUKETelnet. MRFBERWEE , WOMSFEREFE R AT

WLC-1#telnet smartreceiver.cisco.com 443
Trying smartreceiver.cisco.com (192.330.220.90, 443)... Open <-------
[Connection to 192.330.220.90 closed by foreign host]

R&EBE
R H &S AT S Aterminal monitoris © , MWLCHRZECLIFRITENHERXR BE. MRZE1Tshow
logging@ ¥ , th AT AIREUXLEH S, RIhEMWETHNAERM TR :

WLC-1#11icense smart trust idtoken <token> all force

Aug 22 12:13:08.425: %CRYPTO_ENGINE-5-KEY_DELETED: A key named SLA-KeyPair has been removed from key st
Aug 22 12:13:08.952: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named SLA-KeyPair has been generated or <impor
Aug 22 12:13:08.975: %PKI-6-CONFIGAUTOSAVE: Running configuration saved to NVRAM

Aug 22 12:13:11.879: %SMART_LIC-6-TRUST_INSTALL_SUCCESS: A new licensing trust code was successfully in

RBEEENHIDNSERSRHEBTEEE THENDNSIRSRMAWLCH BE ¢

Aug 23 09:19:43.486: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man

EXHERT , BRIIREERE 7T EMADNSIRS 85, XD AEHE{an] A/ 2 £ DNSHRSS251P:

ip name-server

BHAERE{THDNSHERS R , BB EBEMZEAWLCH BEE !

Aug 23 09:23:30.701: %SMART_LIC-3-COMM_FAILED: Communications failure with the Cisco Smart Software Man
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Troubleshooting ™ > Packet Capture

Capture Name -~ Interface - Monitor Control Plane v  Buffer Size v Filterby +~ Limit Status ~ Action

0 10 4 |items per page Mo items to display

#fRMonitor Control Plane&&EE B A, NEAPX K/NEMEHAK100MB, FiNAFIEIRAIZED
o BMINMERT , BRETFURENTLEEEOKRE , EMEMip http client source-interfaceds
EMMEOLE

Create Packet Capture x

Capture Name*

| license

Fiter* | any v

Monitor Control Plane (%]

Buffer Size (MB)* || 100

Limit by* | Duration v \ 3600 secs ~= 1.00 hour

Available (3) Search Q | Selected (1)

@ GigabitEthernet1 > @ Vian39 =

@ GigabitEthernet2

@ Vian1 4

=] Apply to Device

B3k H = Tlicense smart trust idtoken <token> all force@i % :




Troubleshooting * » Packet Capture

Filter
Capture Name ~ Interface ~  Monitor Control Plane v  Buffer Size v by Limit Status ~  Action
license Vian39 Yes an Inactive
o o v %% e |CEED
1 10 » | items per page 1-1of 1items

EEEUNBBESHRYNIEUT IR
1. EASYN, SYN-ACKFMACKRFHIZEITCPLIE
2. BYRSHNEFRIEIPRRELUTLSSE, BYSEAFLQERIERFESTER
3. ERE SRR (M AHSEM) , ERWLCHREVF AIEEARER
4. BIFFIN-PSH-ACK, FIN-ACKFACKF 5|4 1ETCP&iE

N % MESRREEELN , SETCPE DB AKEMN 21

HTFCSSM=EAINTRENAEIPHU , 7 TIEFEWLCHMCSSM BINFMEHESHIR , B6EH
BA Fwiresharkid £ 2% :

ip.addr==172.163.15.144 or ip.addr==192.168.220.90 or ip.addr==172.163.15.144

MRFERARNZESSM |, BT ESSM IPHb1L :

ip.addr==

R EREEEZENCSSMRIRM EENBEIHR , ATRMEEERESHIR

No. Arrival Tirme Source Dastination Protocol  Info
550 Aug 23 921 11:31:13.35 192, 168 15 192.133.220.9 [P 1425

578 Aug 23, 2021 11:31:13.46.. 192.168.10.158 192.133.220.98 TCP 22425 - 443 [ACK] Seg=1 Ack=1 Win=4128 Len=0

580 Aug 23, 2021 11:31:13.46.. 192.168.10.150 192.133.220. 90 TLSv1.2 Client Hello

688 Aug 23, 2021 11:31:13.58. 192.133.220.90 192.168.18.158 TLSv1.2  Server Hello

612 Aug 23, 2021 11:31:13.58. 192.168.18.150 192.133.220.90 TCP [TCP Window Update] 22425 - 443 [ACK] Seq=168 Ack=537 Win=4128 Len=0
614 Aug 23, 2021 11:31:13.58. 192.133.220.90 192.168.10.150 TCP 443 = 22425 [ACK] Seq=537 Ack=168 Win=31953 Len=536 [TCP segment of a reassembled PDU]
673 Aug 23, 2021 11:31:13.7@.. 192.133.220.90 192.168.18.158 TLSv1.2 Certificate [TCP segment of a reassembled PDU]

675 Aug 23, 2021 11:31:13.7@. 192.133.220.90 192.168.18.150 TLSv1.2 Server Key Exchange [TCP segment of a reassembled PDU]

695 Aug 23, 2021 11:31:13.71. 192.133.220.99 192.168.18.158 TLSv1.2 Certificate Request, Server Hello Done

711 Aug 23, 2021 11:31:13.85. 192.168.10.150 192.133.220.90 TLSv1l.2 Certificate, Client Key Exchange

718 Aug 23, 2021 11:31:14.01. 192.168.18.158 192.133.220.98 TLSv1.2 Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
737 Aug 23, 2021 11:31:14,13. 192.133.220.90 192.168.10.158 TLSv1.2 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
745 Aug 23, 2021 11:31:14.13. 192.168.10.150 192.133.220. 90 TL5v1.2 Application Data

747 Aug 23, 2021 11:31:14.13. 192.168.18.150 192.133.220.98 TLSv1.2 Application Data

2021 11:31:14.13. 192.168.18.158 192.133.220.98 TLSv1.2 Application Data, Application Data
] 1% |9 18.158 228,98 P 22425 F I PSH AL Seq=4386

11..

22425 - 443 (ACK] Seq=43@7 Ack=9739 Win=3625 Len=0

2021 11:31:45.



L Tshowin T @8 BXEEERANEBEREER -

show 1icense status

show Ticense summary

show tech-support Ticense

show Ticense tech-support

show Ticense air entities summary

show license history message (useful to see the history and content of messages sent to SL)

show tech wireless (actually gets show log and show run on top of the rest which can be useful)

show license history messagefi T —LLBREAN G S Z— , AR ETUE RMWLCEKIEHFM
CSSM#E U B HY KRR B

BRI EEE I ER EE“REQUEST:8 823 H10:18:08 2021 Centralf“El X : 8 523 H10:18:10
2021 Central’E B, MRRESPONSEfTZ G EEMMmAL , N TR RWLC KU ISR B CSSMEYE R .

LAUR BRI I E#Ishow license history messageii tH R~ :

REQUEST: Aug 23 10:18:08 2021 Central

{"request":"{\"header\": {\"request_type\":\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"udi_seri
NB\"},\"version\":\"1.3\",\"Tocale\":\"en_US.UTF-8\",\"signing_cert_serial_number\":\"3\",\"id_cert_ser
\",\"product_instance_identifier\":\"\",\"connect_info\":{\"name\":\"C_agent\",\"version\":\"5.0.9_rel/
e,\"additional_info\":\"\",\"capabilities\":[\"UTILITY\",\"DLC\",\"AppHA\" ,\"MULTITIER\",\"EXPORT_2\",\
Y_USAGE\"]13}},\"request_data\" :\"{\\\"sudi\\\": {\\\"udi_pid\\\":\\\"C9800-CL-KN\\\",\\\"udi_serial_numbe
\"},\\\"timestamp\\\":1629713888600,\\\"nonce\\\":\\\"11702702165338740293\\\",\\\"product_instance_ide
\"original_request_type\\\":\\\"LICENSE_USAGE\\\",\\\"original_piid\\\":\\\"2e84a42f-c903-44c5-83b2-e62
":78982622363\"}", "signature": {"type" :"SHA256","key":"59152896", "value":"eil7IuQaTCFxgUkwls76WZxa5DRI5A
0gMgQd5POU6VNsH2j9dHco4T1INI /aCMbRIMRmk fxyVSWsx41mjIL1Tmp0Si3ZS4FBMv1F/EBOUfowREe20z21rQplcAFpPn5STaFezW
/Nu6SQZfIW+IdF+2qnJeNFAIZbNpgOB5d5HIJvDmDImvDu3bMRHhQAWr2KKzGFr6jPz0hs7bGY/+F1fTLQk5LFEUAKTNH/tuxJPFH1F
h9//uhsd+NaQyfdRFTudkbfUBTFkvPxHW9/5w=="1}}

RESPONSE: Aug 23 10:18:10 2021 Central

{"signature": {"type":"SHA256","value":"TXZE034fqAu12jy9V4+HoB2hDSh19au/5sgodiCVatmu671/6MyN7kZfEZREuUfY8
SLrjTf04grGeQTcH7yEjOD+gztWXCOu8RBT7/Bo9aBs\n4x1i0E6T1PB3BP6yu7KIEUQZ8yHz1wDT+mVtIGi6TRrtYnV3KQMpCUmF5F
wOksT3STXreNZJuzWXzjHvtmlusCQXw7ZTBzffYsNKOOTkITr\nvgB2PkV7JUT1sA481kpIv1Pul6IiIXgk+2PC2IzCrCLG57TVN3XgX
1pE12SHyQ/DAw==","piid" :null,"cert_sn":null},"response":"{\"header\": {\"version\":\"1.3\",\"locale\":\"
mp\":1629713890172,\"nonce\":null,\"request_type\" :\"POLL_REQ\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\
9PJK8D70CNB\"},\"agent_actions\":null,\"connect_info\":{\"name\" :\"SSM\",\"version\":\"1.3\",\"producti
s\": [\"DLC\",\"AppHA\",\"EXPORT_2\",\"POLICY_USAGE\",\"UTILITY\"],\"additional_info\":\"\"},\"signing_c
\",\"id_cert_serial_number\":\"59152896\",\"product_instance_identifier\":\"\"},\"status_code\":\"FAILE
\"Invalid ProductInstanceldentifier: 2e84a42f-c903-44c5-83b2-e62e258c780f provided in the polling reque
262236\",\"retry_time_seconds\":0,\"response_data\":\"\"}","sch_response":null}

i /btrace

i Alicense smart trust idtoken all forcefr P =R B I EER /Lo HETHT T, IOSRPAEIEEF
4, BN | include smart-agent”Elan & A{GREVE 8L 1] A&,



show logging process iosrp start last 5 minutes
show logging process iosrp start last 5 minutes | include smart-agent

R LUETRERR |, RAEEMEE VT a0 SR HIZ L HHERE

debug license events
debug license errors
debug license agent all

I [a] &
WLC& B BB WIZ A A EFRLIE/ B SR E

WLCJ:E’J‘E%)\‘E?&E@%%?EE§EWLC% Y MCSSME A b SSMUR EMEMTEIE Y A £ 7555, MR
BWRL , B R EARERHIERERR,

MR KW EK BCSSMEH A #SSMEI IR , show license history messagefi S a&E X HiEXKRE
13D 3T EDZ= 0 RL

Pl | X ATREEEARE BB BAL , BSRFR ERAR B WAL

REQUEST: Jun 29 11:12:39 2021 CET
{"request":"{\"header\":{\"request_type\" :\"ID_TOKEN_TRUST\",\"sudi\": {\"udi_pid\":\"C9800-CL-K9\",\"ud
RESPONSE: Jun 29 11:12:40 2021 CET

N o HEFEERE ‘RCisco Bug ID CSCvy84684 , iZi&d K fEshow license history’d B 7%
BRI AT ITENZEM R, X257 T #58show license history message s+ K95 H

HHEIHIRP R RACAER

5 CSSM= N EBSSMAVIEE = E9800iw LY RIFIEH, EALLEZE , BEFELHITH, HiXit
BRT , BIESHIRERCSSMEILS00 HTTPE F ik il B33 Hift KX Y R MICAR TLSE IR

BT A £ Aip http clientBit & , ZELE TR FTWLC Web5 H A Mip http server, XERBEZTE
FHEENTSGS

ip http client source-interface


https://tools.cisco.com/bugsearch/bug/CSCvy84684
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