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webauth authbypass = consen t webconsen t

banmer ||_1¥i||

O Accepl

: Don't Accept
Usemame: banmer]
0 Accept )

Usermamse:
Password: Don't Accep
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Client AP 9800 WLC DHCP Server DNS Server

B (= &= - .

|A550ciation Request|

|Association Response|

DHCP Proces:

v

|DN5 query msftconnecttest.com

AJ

DNS response msftconnecttest.com IP address 199.191.50.184

|HTTP GET to received IP addre55|

Intercept!

HTTP 200 OK and redirect URL|

HTTPS GET to Wic virtual 18 g

Welcome to the Clsco Web-Authentication network

Cisto is pleased 1o prowde web-authentication rirastncture

|WLC sends web portal (login page)| for your Retark. Fisess logh

A

Accept AUP

1_’ RUN State

LWAR

E A NI F BRI A b Web & 350 1
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Client

Association Request]

AP 9800 WLC DHCP Server

((

Association Response

BHCP Pro-:esa

v

[DNs query msftconnecttest.com]

DNS Server

|DNS response msftconnecttest.com IP address 199.191.50.184'

|HTTP GET to received IP add resﬂ

‘ Intercept!

‘ Welcome to the Clsco Web-Authentication network
JHTTPS GET to WLC virtual IP| Gisco is pleased to provde web-suheriication nirastruchure

fo¥ your network. Please logn

User Name

Password

" “

[WLC sends web portal (login pa@

|Enters username and password|

against RADIUS

WLC checks credentials

IRADIUS Access Requesd

RADIUS Server

Local Web
Authentication

RADIUS Access Accept/Reject]

External
Authentication

[authenticates/Deletes client|
T

LWA-EAR
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9800WLC> enable

9800WLC# configure terminal
9800WLC(config)#radius server RADIUS
9800WLC(config-radius-server)#address ipv4

auth-port 1812 acct-port 1813
9800WLC(config-radius-server)#key cisco
9800WLC(config-radius-server)#exit
9800WLC(config)#aaa group server radius RADIUSGROUP
9800WLC(config-sg-radius)#server name RADIUS

9800WLC(config-sg-radius)#end



Be B 2 3 5 47 B UE R A

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#aaa new-model

9800WLC(config)#aaa authentication Togin LWA_AUTHENTICATION group RADIUSGROUP
9800WLC(config)#aaa authorization network LWA_AUTHORIZATION group RADIUSGROUP
9800WLC(config)#end

Configure Parameter Maps

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)# parameter-map type webauth global
9800WLC(config-params-parameter-map)#virtual-ip ipv4 192.0.2.1
9800WLC(config-params-parameter-map)#trustpoint

9800WLC(config-params-parameter-map)#end

BEEWLANZ &S H

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wlan LWA_EA 1 LWA_EA
9800WLC(config-wlan)#no security wpa
9800WLC(config-wlan)#no security wpa wpa?2
9800WLC(config-wlan)#no security wpa wpa2 ciphers aes
9800WLC(config-wlan)#no security wpa akm dotlx
9800WLC(config-wlan)#security web-auth
9800WLC(config-wlan)#security web-auth authentication-1ist LWA_AUTHENTICATION
9800WLC(config-wlan)#security web-auth parameter-map global
9800WLC(config-wlan)#no shutdown

9800WLC(config-wlan)#end

BT RIS BB



9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless profile policy POLICY_PROFILE
9800WLC(config-wireless-policy)#vlan

9800WLC(config-wireless-policy)#no shutdown

9800WLC(config-wireless-policy)#end

BB RBEFRIC

9800WLC> enable

9800WLC# configure terminal

9800WLC(config)#wireless tag policy POLICY_TAG
9800WLC(config-policy-tag)#wlan LWA_EA policy POLICY_PROFILE
9800WLC(config-policy-tag)# end

AAPZ Bl R BEFRIC

9800WLC> enable
9800WLC# configure terminal
9800WLC(config)#ap

9800WLC(config-ap-tag)#policy-tag POLICY_TAG

9800WLC(config-ap-tag)#end

EHXISEWwRTHREE , FHEISEER B 7.

EWebUI L R385 018U Bl & A< b Web & {9 18 1E



9800 WLC LH AAA ELE

HER1.FISERRST 2R MNEI9800 WLCEL & .

£ M ElConfiguration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add 5 A
RADIUSERF2:REE , IEMR :

Create AAA Radius Server x

General RadSec

I Show Me How >

Name* RADIUS Support for CoA (&) ENABLED .

Server Address* 192.0.2.30 CoA Server Key Type Clear Text v

PAC Key 0 CoAServerkey @ | v

Key Type Clear Text v Confirm CoA Server Key rene]

Key* @ | e VRF (7
Confirm Key* | we- Automate Tester O

Auth Port 1812

Acct Port 1813

Server Timeout 1-1000

(seconds)

Retry Count 0-100

9800 WLC LH AAA BB

FZER2. N INRADIUS AR S5 884 o

&M F Configuration > Security > AAA > Servers/Groups > RADIUS > Servers Group > + Add H i
ARADIUSHRF2R4AER -



Create AAA Radius Server Group b

Name* RADIUSGROUP ‘l
f l Show Me How »
Group Type RADIUS \
MAC-Delimiter none o w
MAC-Filtering | none v J
Dead-Time (mins) 5 ‘
Load Balance
IPv4 Source Interface | v ‘ ®
IPva VRF - v J
IPv6 Source Interface v ] @
IPv6 VRF | se: - v |8
Available Servers Assigned Servers
pr—
a RADIUS A
e

v v

D Cancel

W IMRADIUSRR S5 884H

£3F: SIREHRIESEIR.

SMEEE>T 2> AAA > AAATTESIR> SR UE> +7H0



Quick Setup: AAA Authentication x

Method List Name* |‘ LWA_AUTHENTICATION ‘l
Type* login a [C]
= = |
Group Type group v 1 @
Fallback to local D
Available Server Groups Assigned Server Groups
1
radius a RADIUSGROUP A —
Idap I
tacacs+
v .
=
B FHBRIE R EYIE

B45 QERNGEIR.

=1

£ finEConfiguration > Security > AAA > AAA Method List > Authorization > + Add:



Quick Setup: AAA Authorization

Method List Name* | LWA_AUTHORIZATION |

Type* H network - " ®

Group Type group v : Cj

Fallback to local D

Authenticated D

Available Server Groups Assigned Server Groups
radius a RADIUSGROUP a
Idap
tacacs+

v v

BB AR

Web & 1356 iF fit &

PIEHFRESIHRE, EF R Fywebauth, B LIPvA 1 PR 2 W 48 H A {8 3 B9 th 1k DB 52 1P b 1i
MR RERNEES,

SMEEE>Z 2> WebFHRIE> + AddTIA RS MRS



Configuration = » Security~ > Web Auth Edit Web Auth Parameter

General Advanced A

Parameter-map global Vintual IPv4 Address

Parameter Map Name Name

global 4 Banner Title Trustpoint

! 10 Virtual IPd
. Hostname
Banner Type @ Neone O Banner Text \eitzol IPE Adcess B
O File Name

Maximum HTTP 100 Wme_rt;;guth intercept
connections
Init-State 120 Enable HTTP server

Timeout(secs) TOFYYED: A

BT e
Captive Bypass Portal

Disable Success Window

Dizable Logout Window

Disable Cisco Logo

= Cancel
J

Web & 10 iEE &

WLAN Et &

$£1%: 8l WLAN.

SMERE > EMEEXXH > WLAN > +i500 , REREFTEREMSE.

Add WLAN x

General Security Advanced
Profile Name* ‘ LWA_EA Radio Policy ®
SSID* ‘ LWA_EA Show slot configuration
6 GHz

WLAN ID* ‘ 1 Status o

Status enaslen [ 5 GHz
Status enaslen [
Sroadcast SSID

2.4 GHz

Wi-Fi 6E Compatibility 1/2 requirements met Status

802.11b/g | 802.11b/g v
Wi-Fi 7 Compatibility requirements met 3 bands enabled Policy —

BIZWLAN



FB2 S M E|Security > Layer2 , H#ELayer 2 Security Mode £i%3ENone,

Add WLAN u
General Advanced

Layer2 Layer3 AAA

O WPA + WPA2 O WPA2 + WPA3 OWwWPA3 O Static WEP @ None

MAG Filtering O
OWE Transition Mode C]

Lobby Admin Access O

BIEWLANZ &

B35 FMEILL>H3F , EWebX M EAIRIZE , EWebH BRIISHMEG LIRS HEN
, EEHRIESIR EER R SIEN FHRIEH &R,

Add WLAN x

General Security Advanced

Layer2 Layer3 AAA

| —
Show Advanced Settings >>>
Web Policy
Web Auth Parameter Map global v B
Authentication List LWA_AUTHENTIC... v |EB

For Local Login Method List to work, please make sure the
configuration 'aaa authorization network default local' exists
on the device

BIZEWLAN B R RIEFIR



WLANE REWLANSI R :

Configuration~ > Tags & Profiles - > WLANs

Selected WLANs : 0

(] SIatuI Name Y ID Y Ssib Y 2.4/5 GHz Security Y 6 GHz Security T
0O © LwaEa L Y | LWA_EA [epen)[Web Auth]
1 10 =
BIZEHWLAN

REEEIEXHEE

HERBEEXMFP , BUNEE S EEF IR VLANSIR HABiRE,

IERMERRARBSEL B |, th Al AT RESEE Mo

B HERKEEXH,

£ finEConfiguration > Tags & Profiles > Policy , A G ELE 2R 1A 5K BE B B S4B R 3B i 3045

BREBEAERENXH.

&

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced
Name* POLICY_PROFILE WLAN Switching Policy
Description . Enter Description . Central Switching
Status Central Authentication
Passive Client |\. DISABLED | Central DHCP
IP MAC Binding Flex NAT/PAT . DISABLED

Encrypted Traffic Analytics . DISABLED

OISR WS B XA



® 2% &EE VLAN,

SMEDERBETF , RENTHFIRPIEEFE VLAN 25, FFH8A VLAN-ID,

Add Policy Profile X

'
A Disabling a Palicy or configuring it in "Enabled" state, will result in loss of connectivity for clients associated with this Policy profile.
General Access Policies QOS and AVC Mobility Advanced
RADIUS Profiling O WLAN ACL
hi

HTTP TLV Caching () B L -
DHCP TLV Caching O

IPvG ACL v B
WLAN Local Profiling

URL Filters O]
Global State of Device d (@)
Classification Pre Auth v &
Local Subscriber Palicy v & Post Auth v
Name
VLAN
VLAN/VLAN Group VLAN1432 x v | @©

Multicast VLAN

EEVLAN

KR ERE

Enter Multicast VLAN

I‘

[[':j'] Apply to Device

EREEARE S |, BW LU SSID ERIEE B X HAXEK, SRR REEIRE | A BUEMA default-

policy #5 %,

SMEBRE > RENEEXH > /7% > Kig , REFEPMIAKRE , WEFRR.

£+ Add:



Add Policy Tag X

-

Name™ [ POLICY_TAG ‘

Description l Enter Description ‘

v WLAN-POLICY Maps : 0

+ Add

D WLAN Profile Y  Policy Profile Y
No records available. :
M 4 » M ' 10 1 items per page 0 - 0 of O items
KR EERE
FHERWLANES B X 48532 2 Fr E A RIS BB X4+
Add Policy Tag X
-+ Add a
(O WLAN Profile Y  Policy Profile T
Mo records available. :
4 4 » ¥ ( 10 ] items per page 0 - 0 of 0 items
Map WLAN and Policy
WLAN Profile* | LWA_EA X v | 2 Policy Profile* . POLICY_PRO.. X ¥ .

RLAN-POLICY Maps : 0

REREEE

REEPRE 2 B

R E D ELEFIEN AP,



ERFESBE—N AP, BEMERE > T > TEEAR > AP B > BARE | BEHRTS
B , REREEMFNATIRE.

nfiguration~ » Wireless - » Edit AP L

General Interfaces High Availability Inventory Geolocation Cap Advanced Support Bundle
% All Access Points
General Tags
Total APs: 3
AP Name* CWa1721-LAB —

Changing Tags wil AP to momentarily

| cause the

association with tf g Tag Confi
Location* default location alloy Tags
AP Name :
Base Radio MAC
CWa172I-LAB T Palicy POLICY_TAG v B
Ethernet MAC
C9130AXI-E-LAB sha S [l Site default-site-tag v B
MLD Base MaC @
AP28021-E-LAB aa Ll , RF default-rf-tag v B
. Admin Status ENABLED .]
N L
1 10 Write Tag Config to AP @
AP Mode Lecal -
Version
QOperation Status Registered
6 GHz Radios
Fabric Status Disabled Primary Software Version 17.18.4.202
5 GHz Radios LED Settings Predownloaded Status NJA
LED State [EN!\BLED B
Predownloaded Version MNA
2.4 GHz Radios rightn vel 8
Brightness Le ki Mext Retry Time MN/A
Flash Settings ) —

Dual-Band Radios

O Cance 2 Update & Aoply to Device

ISE BL &

£ 9800 WLC #nZl ISE

15 SMEEE > MEHR > WKRE , MEFR.

X) Cisco ISE

Dashboard Administration

System Network Resources pxGrid Services

Met:




JF 9800 WLC 7 inZl ISE

H2. B EH+Add,

Network Devices Network Device Groups Network Device Profiles External RAD

Network Devices
A — Network Devices

Device Security Settings

L Add L) Import Ty Export

RN &R %

gE& , BULRIEENES M, BAAMRAE, W, FRERERE, LB WLC 2EMRR
#4,

FER3. 5 A9800 WLCIRE , MBI R. BAZEWLCIHBIE RS 2801 E L HEIRADIUSE R, ARfE
FRERXR.




Network Devices

MName | 93800-WLC |
Description

IP Address . *IP: 192.0.2.20 I 32
Device Profile & Cisco v ®
Model Mame v
Software Version W

Network Device Group

Location All Locations » Set To Default
IPSEC Is IPSEC Device N Set To Default
Device Type All Device Types g Set To Default

~ RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

IShared Secret = - I Show

9800 WLCi% &

HRASMBEE>-MERTR>MEZRE , BAUBINBZREIIR



Network Devices

O Name IP/Mask Profile Name Location

3 & Cisco All Locations

O 4 Cisco All Locations

O & Cisco All Locations

)] WLGC 192.0.2.20/32 &k Cisco All Locations
M 421 % 5l 2k

£ ISE LolEFAF

FER1LEMIEE-FHEE-50 :

%) Cisco ISE

Q) What page are you looking for?

Dashboard

Shortcuts

menu

Identity Management

Identities

ISEEE — 54

HFE2.SMEAF , KRE+RM.

Network Resources

MNetwork Devices

Selected 0 Total &

Type

All Device Types
All Device Types
All Device Types

All Device Types

Administration

pxGrid Services

Feed Service

Threat Centric NAC




= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Network Access Users

Latest Manual Network Scan Res...

+ Add +' Change Status L, Import M Export ij Delete

Status Username ~  Description First Name Last Name Emi

IR

SEWIBMATEACHNAFBNZD , R/EEHSubmit.

s List > New Network Access User

~ Network Access User

* Username guest

Status Enabled

Account Name Alias

Email

v Passwords

Password Type: Internal Users ~

Password Lifetime:

© With Expiration
Password will expire in 60 days

() Never Expires

Password Re-Enter Password

©

* Login Password e meme Generate Password (

Enable Password Generate Password 0

% ISE L olRs



B4L  SMIEE>-SHEE-F0>AF , EAUEIAFFIR,

Network Access Users

Status Username Descripti... First Name Last Name Email Address User Identity Groups Admin
Enabled § guest

4% 175 7] F P 51 3%

BB RNEE A

KEEEXHEBREZFFHSEH (10 MAC #iut, ZiE, AN WLAN &) EFRISBEHNER ,
AUSEBERE , WEBEEM (VLAN), HREZESISIER (ACL). S&—REEMNMAF (URL) EEM
%,

PEENEE N UNEFREERSSORIETTFNSROT, HEE , ERFRAEAMN ISE
, B1ETE Cisco_Webauth ZRNE R, BA U E#ITHREBELMEREER ACL BF , NS5 WLC
FEENBFE -,

SR SMBREE> R TRE>E R,

X Cisco ISE Q What page are you looking for?

Dashboard

Context Visibility Operations Administration

Recent Pages
Policy Sets Profiling

Network Devices

Posture Client Provisioning

Policy Elements

ISESR M — &R

82 S finZElAuthorization > Authorization Profiles. 2 d5+Add Bl 2 2R E & X5,



= Cisco ISE

Dictionaries Conditions
Authentication >
Authorization v

Authorization Profiles

Downloadable ACLs

NI AR EC B S

Policy - Policy Elements

Results

Standard Authorization Profiles

For Policy Export go to Administration > System > Backup & Restore = Policy Export

SB3. I ERFNE B XHLWA_EA_AUTHORIZATION, BHi1F4HEE 4N Access
Type=ACCESS_ACCEPT, # i submit.

Authorization Profiles Mew Authorization Profile

Authorization Profile

* Name

LWA_EA_AUTHORIZATION

Description

* Access Type

ACCESS_ACCEPT hd

Network Device Profile & Cisco

Service Template (]
Track Movement 0®
Agentless Posture O®

Passive Identity Tracking O ()

DI RNEE XM

v @

845 . SMEIEKME>Policy TR>GR>BRCRMEE XM |, 87 UAE T RNE B X4



Dictionaries Conditions Results

Standard Authorization Profiles

Authentication >
For Policy Export go to Administi - System > Backup & Restore > Policy Export Page

Authorization v
Authorization Profiles

Downloadable ACLs

O Name Profile ‘

D )-admin-priv &t Cisco
Profiling >

D deskuser-priv *t. Cisco
Posture >

O AuthZ-Guest &% Cisco
Client Provisioning >

D AuthZ_Guest-Redirect &t Cisco

O I s Cisco

O Access &t Cisco

dJ Cisco_IP_Phones &% Cisco (7)

O ( oral_Onbe &5 Cisco

D isco_WebAuth &k Cisco ()

(Il I LWA_EA_AUTHORIZATION &k Cisco ()

BB E X5k

gt oany

F1F . EMEERK > KBE,

%) Cisco ISE Q. What page are you looking for?

Dashboard Context Visibility Operations Administration

Recent Pages
Policy Sets Profiling
ults

Posture Client Provisioning

Policy Elements

itions

| Results

ISEZRRE — HKELEE



S ER+E | BAFKRELWA_EA_POLICYHE#. mdConditions5l,

= Cisco ISE Palicy - Policy Sets

Policy Sets Reset tesat Policyset Hitcounts

D Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View
.;{
] D Select from list {é} >
BB & 2 I AN
= S, 2 . oS N 52
SWIEFHE  EENKZHR, EBMEL , EEAF S,
Conditions Studio
Library Editor
6
G
Network Access-UserName
¢@0ae P =R ECLOET
Select attribute for condition

oG Q O|le B | P | &2 |8 ORI S - b L

Catalyst_Switch_Local_Web_Auth Dictionary Atibiite D Ite

entication

Auribute ©
Switch_Local_Web_Authentication =
=] Metwork Access Device |P Address
Switch_Web_Authentication
Q Metwork Access ISE Host Name
Wired_802.1X =} MNetwork Access MNetworkDeviceMame
Network Access Protocol

Wired_MAB

UserName

Y] UserName

J_ Metwork Access
Wireless_802.1X

= Network Access

RS MK

L4118 BEquals , ARETEXAHE A Aguest ( FEAdministration > Identity Management >
Identities > Users EEXHIAFE ) . B EHSave AMRIFE N,




omlolslennlrle(er[c/t]o[:]s]

5G

Catalyst_Switch_Local_Weab_Auth
antication

Switch_Local_Web_Authentication

Switch_Web_Authentication

Wired_B802.1X

Wired_MAB

Wireless_802.1X

Wireless_Access

Wireless_MAB

RF&EE

Network Access-UserName

Equals

guest

®

AND  OR

iose “

EH5L . EMEER > KKK, EEAENKEEL , EAllowed Protocols/Server Sequence?l #

, & FEDefault Network Access.

Cisco ISE

Policy Sets

REEE

$B6. B HSave MFEE R,

Status  Policy Set Name

'S
o,

e LWA_EA_POLICY

e Mew Policy Set 1

B B R AA N

Description

Policy « Paolicy Sets

Conditions

L Mewwork Access-UsarName EQUALS guest

Reset Reset Policyset Hitcounts Save

Allowed Protocols | Server Sequence I Hits  Actions View

Select from list 9 @ >

Allowed Protocols {{:\?} >

Default Network Access

ERAN AR EEFBLERR (BMREEXH ) EREATEF K.



B15: SMERK > REE, JATECIRVREE LHNEKER.

LWA_EA_POLICY 1  Network Access-UserName EQUALS guest Default Metwork Access % 40% E

H 2 £ [F —Policy setTWHE £ , BFFAuthorization Policy , MBI R, fEProfiles¥ls , filk
DenyAccessH A LWA_EA_AUTHORIZATION, ##SavelMfREE Ko

» Authentication Policy (1)
» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

~ Authorization Policy (1) [

a

Status  Rule Name Conditions Cisco_ Webauth iecurity Groups Hits  Actions

y DenyAccoss
-
I LWA_EA_AUTHORIZATION I

NSP_Onbeard

v

Default Eelect from list Select from list 3 {:D:}

RIK B

BTG E R I

SB1.ELENITEN/EELSMBIWI-FiING | EISSID LWA_EAFH EZBERE,



& Wi-Fi &

Other people might be able to see info you
send over this network

[:] Connect automatically

- OcSach

)

wh Ofc8de

)

EERLER

SE2HBEH—IMNERED , HPEREFNH, EEQURLMN TURLER |, BATHRA
UsernameFlPassword=+ 8215 Rl M &%, ARE1EFESubmit,

Authentication Proxy Login Page X -+ y B 3 .

- c G~ Jhttps//192.0.2.1/loginhtmi?redirect=http://detectpartal firefox.com/redirect @ sign in 9

Welcome to the Cisco Web-Authentication network
Cisco is pleased to provide web-authentication
infrastructure for your network. Please login,

User Name | guest

Password |aneanee

BAEEMRURLIVERT

MRFIEEH , REFERSFORIERDTE :



Authentication Proxy Success Page X + b = m} x

@ Not Secure &2 ©v 192.0.2.1/login.htm B & @ signin 3] =

+
Q

Authentication Successful !

You can now use all regular services over this network

DOMNE

‘BRI B R T
N B - EAMURLEAWLCER. ©A2WLCEMIPAIWindowsiE N RURL EE M.

HIR3. SMEBRE> RADIUS >Kif BE, B UBEIELSFHRIENT M IHIRERE S HRIEMER
R B o

Operations - RADIUS

= Cisco

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Draps Client Stopped Responding Repeat Counter
0 n 0 i 3
( U Y, J Z
T “ t 3 hour
Time Status Detalls  Repeat.. Identity  EndpointID  Endpaint Profile  Authentication Palicy Autharization Paliey Authorization Profiles IP Address
g a HRIZ
-] Q
-] Q

Last Updated: Fri Sep 18 2026 11:00:54 GMT+0100 (Hora de verio da Eurapa Ocidental) Records Shown: 3

Radius3kat B &

56 IF
EARED IHIARERSEREET,
Show WLAN Summary

<tfroot>

9800WL C#show wlan summary

Number of WLANs: 1
ID Profile Name SSID Status 2.4GHz/5GHz Security



1 LWA_EA LWA_EA UP [open], [ Wb Auth]

9800WLC#

show Wl an nane LWA_EA

WLAN Profile Name : LWA_EA

Identifier : 1

Description :

Network Name (SSID) : LWA_EA

Status : Enabled

Broadcast SSID : Enabled

Advertise-Apname : Disabled

Universal AP Admin : Disabled

...

Accounting list name :

802.1x authentication 1list name : Disabled
802.1x authorization 1list name : Disabled
Security

Web Based Aut hentication : Enabl ed

OWE Transition Mode : Disabled
Conditional Web Redirect : Disabled
Splash-Page Web Redirect : Disabled
Webauth On-mac-filter Failure : Disabled

Webaut h Aut henti cation List Nane : LWA_AUTHENTI CATI ON

Webaut h Aut hori zation List Nane : Disabl ed

Webaut h Paraneter Map : gl oba

...
Security-2.4GHz/5GHz

802.11 Authentication : Open System

Static WEP Keys : Disabled

W -Fi Protected Access (WPA/ WPA2/ WPA3) : Disabl ed

OSEN : Disabled
PMF Support : Disabled



...

Band Select : Disabled
Load Balancing : Disabled
...

Show Parameter Map Configuration

9800WLC#show running-config | section parameter-map type webauth global
parameter-map type webauth global
type webauth

virtual-ip ipv4 192.0.2.1
trustpoint TP-self-signed-123456

Show AAA Information

<#froot>

9800WL C#show aaa method-lists authentication

authen queue=AAA_ML_AUTHEN_LOGIN

name=LWA_AUTHENTI CATI ON val i d=TRUE i d=BD000005 : st at e=ALI VE : SERVER_CROUP RADI USGROUP

authen queue=AAA_ML_AUTHEN_ENABLE
authen queue=AAA_ML_AUTHEN_PPP
authen queue=AAA_ML_AUTHEN_SGBP
¢...)

9800WL C#show aaa method-lists authorization

author queue=AAA_ML_AUTHOR_SHELL
author queue=AAA_ML_AUTHOR_NET

name=LWA_AUTHORI ZATI ON val i d=TRUE i d=90000006 : st at e=ALI VE : SERVER GROUP RADI USGROUP

author queue=AAA_ML_AUTHOR_CONN
author queue=AAA_ML_AUTHOR_IPMOBILE
author queue=AAA_ML_AUTHOR_RM

C...)

9800WL C#show aaa servers

RADIUS: id 2, priority 1, host 192.0.2.30, auth-port 1812, acct-port 1813, hostnanme RADI US



State: current UP, duration 8421s, previous duration Os

Dead: total time Os, count O

Platform State from SMD: current UP, duration 8421s, previous duration Os
SMD Platform Dead: total time Os, count O

Platform State from WNCD (0) : current UP

...

B HERR

& L8]
LT 28 % naHkBsWeb & 4 10 iE B B JLNER |, Bl

- ARZE#TE ORI,

« U E>E,

- EEMURLFEER,

- TEAFTEREEITLEWLAN,

- AP FEIREUPHE L,

« EEME WebBHHIEEFITE XK.

- BORIEKIE , BERAPTTEBLRERM,

LT iEm i M B FEHEBR IR

- BEBRWeb H A K IFHYE N [E]

FHBHANTLERERRAXBIRESHR

B LB RS AR HBIRTLED(RARE | ZRENEREERN ( R6/HANEFIHMACH
) RENAARERABARRIRE. BEERAZMAER  HEMAEBEHHLRConditional Debugil

RadioActive trace.

BRI UBERARXNKIESTHIR(EPC), EPCRE—MEEIHRIE , AFEFELRE. XENEL
Catalyst 9800 WLCHI%#E 2 , BILWARHHIDHCP, DNS., HTTP GETHIE=E. " ILAEA Wireshark
SHIXERRUHITEL D, BXUOMRTIRENFAESE  HSRBRARBIESHER.

I Z R B R

XZRA_tracefV it , RRESRADIUSHRS BRE M 5 SSIDRY |, FREXEK/F O RIEREHRIIRAFNH
288


https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/web-authentication/b-configuring-web-based-authentication-on-cisco-catalyst-9800-series-controllers/m-troubleshoot-common-issues-for-web-authentication.html
https://www.cisco.com/c/zh_cn/support/docs/wireless-mobility/wlan-security/115951-web-auth-wlc-guide-00.html#anc26
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#anc11
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802. 11X Ex/H BRI :

[client-orch-sm] [17062]: ( 3£ ) : MAC :08be.ac3flt 5Bk, BSSID cc70.edcf.552f , WLAN LWA_EA , &
11 AP 2ce3.8eb4,CW9172I-LAB
[client-orch-sm] [17062]: ( #i% ) : MAC :08be.ac3fE U E|Dot11xEkiER, LEBEF3)

, SSID:LWA_EA , ZKBEELE ¥ : POLICY_PROFILE, APE# : CW9172I-LAB , Ap Macib it
: 2ce3.8eb4BSSID MAC0000.0000.0000wlan ID:1RSSI:-49,SNR:46
[& P THERE] [17062]: ( 3£ ) : MAC :08be.ac3f& Uik A ¥4 : S_CO_INIT -> S_CO_ASSOCIATING
[dot11-validate] [17062]: ( S ) MAC :08be.ac3f Dot11 ielRiEY B/ FER, ZIRFHRBIDES
radio_type 2
[dot11-validate] [17062]: ( {5 & ) MAC :08be.ac3f WiFiB1ZiE# : Dot111®iEP2P IE, P2P IERTFTE,
[dot11] [17062]: ( #@i® ) : MAC :08be.ac3f dot11 XX KRB, fFAresp_status_codeB I K<EXMAL : O
[dot11] [17062]: ( @ik ) : MAC :08be.ac3f Dot11I18E(E Ebyte1 1,byte2:11
[dot11-frame] [17062]: ( {58 ) MAC :08be.ac3f WiFiE{ZiE$E : EAP2P IEBS MBI AL : Wifi B B2 5R R
B22A
[dot11] [17062]: (1§ & ) MAC :08be.ac3f dot11 & EXREKIMB, EELAEHEXTY , MEKER : 130, &
resp_status_code:0,DOT11_STATUS:DOT11_STATUS_SUCCESS
[dot11] [17062]: (3% ) : MAC :08be.ac3fxBxm I, AID 1, @#= , WGB =R , 11r =& , 11w =RIRFEE
=1
[dot11] [17062]: ( fEE ) MAC :08be.ac3f DOT1 IR # : S_DOT11_INIT -> S_DOT11_ASSOCIATED
[client-orch-sm] [17062]: ( i ) : MAC :08be.ac3fiiDot11<Bk K I,
IPEIIRE :
[P im TR [17062]: ( 3 ) : MAC :08be.ac3f& FimiR Sk . S_CO_DPATH_PLUMB_IN_PROGRESS
->S_CO_IP_LEARN_IN_PROGRESS
[client-iplearn] [17062]: ( 1§ & ) MAC :08be.ac3f IP-learniAZS#5# : S_IPLEARN_INIT ->
S_IPLEARN_IN_PROGRESS
[client-auth] [17062]: ( 55 ) MAC :08be.ac3f%& [ i 5 3 I ilF £ MR At
. S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_L2_WEBAUTH_DONE
[client-iplearn] [17062]: ( 3% ) : MAC :08be.ac3f&FiwIPZE K Ih, A% : DHCP IP:10.14.32.109
[client-iplearn] [17062]: ( 1§ & ) MAC :08be.ac3f IP-learnikZS#5#2 : S_IPLEARN_IN_PROGRESS ->
S_IPLEARN_COMPLETE
[client-orch-sm] [17062]: ( #ix ) : MAC :08be.ac3fE W Elip learn i, % 3% : IPLEARN_METHOD_DHCP

FEIRFHRIE :

[client-orch-sm] [17062]: ( iz ) : MAC :08be.ac3ffl X L3E K, IR7A=0x0 , Kb

[P um TEIRAS] [17062]: ( 3 ) : MAC :08be.ac3f& F Uik S ¥ #k . S_CO_IP_LEARN_IN_PROGRESS ->
S_CO_L3_AUTH_IN_PROGRESS

[client-auth] [17062]: ( ¥ ) : MAC :08be.ac3f L3E M RIEEE3. LWA

[client-auth] [17062]: ( 55 ) MAC :08be.ac3f& ik 5 0 Wi £ MR A iRk

: S_AUTHIF_L2_WEBAUTH_DONE -> S_AUTHIF_WEBAUTH_PENDING

[webauth-httpd] [17062]: ( 1§ & ) capwap_90000004[08be.ac3f][ 10.14.32.109]GET rcvd when in LOGIN
state

[webauth-httpd] [17062]: ( 5 & ) capwap_90000004[08be.ac3f][ 10.14.32.109]HTTP GETi&k
[webauth-httpd] [17062]: ( 52 ) capwap_90000004[08be.ac3f][ 10.14.32.109]##TGET , src
[10.14.32.109] dst [10.107.221.82] url [http://firefox detect portal/]

[webauth-httpd] [17062]: ( 58 ) capwap_90000004[08be.ac3f][ 10.14.32.109]R 5K

. parse_requestiz[@]8

[webauth-io] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 IOIAFIEE — >E
A

[webauth-io] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]56538/219 IOIABTE A — >iF



http://detectportal.firefox.com/canonical.html

Z)'

[webauth-io] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IORAH — >iEY
[webauth-io] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218EEH , SHEF
&

[webauth-httpd] [17062]: ( 1§ & ) capwap_90000004[08be.ac3f][ 10.14.32.109]POST rcvd when in
LOGIN state

SEIRBFHRIERY , HEFHBERUNIRE

[auth-mgr] [17062]: ( 155 ) [08be.ac3f:capwap_90000004]#Z U % Fik08be.ac3flI A B IHE
[auth-mgr] [17062]: ( f§E. ) [08be.ac3f:capwap_90000004] auth mgr attr add/change notification is
received for attr auth-domain(954)

[auth-mgr] [17062]: ( 158 ) [08be.ac3f:capwap_90000004]7 iEwebauth IR 2 M “Running” & X 71 “Authc
Success”

[auth-mgr] [17062]: ( 155 ) [08be.ac3f:capwap_90000004] £ R RSN IEFEIE T E N BRI
[auth-mgr] [17062]: ( f§E. ) [08be.ac3f:capwap_90000004] auth mgr attr add/change notification is
received for attr method(757)

[auth-mgr] [17062]: ( {§5. ) [08be.ac3f:capwap_90000004]5| % HIEHAUTHZ_SUCCESS(11)
[auth-mgr] [17062]: ( {55 ) [08be.ac3f:capwap_90000004] £ T IR M “Authc Success” B R “Authz
Success”

[webauth-acl] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]i& I SVMAEI A IPv4E 5
ACL , B : IP-Adm-V4-LOGOUT-ACL , {£%4 : 51,IIF-ID:0

[webauth-sess] [17062]: ( {58 ) capwap_90000004[08be.ac3f][ 10.14.32.109]F A SH S : £/
[webauth-state] [17062]: ( 158 ) capwap_90000004[08be.ac3f][ 10.14.32.109]F AN SEMET : £/
[webauth-state] [17062]: ( 58 ) capwap_90000004[08be.ac3f][ 10.14.32.109RFISAUTHC_SUCCESS ->
AUTHZ

[webauth-page] [17062]: ( {58 ) capwap_90000004[08be.ac3f][ 10.14.32.109]% % Webauth & Ih 7T
[webauth-io] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IORZS & 14 3 iE
—>EA

[webauth-io] [17062]: ( f§& ) capwap_90000004[08be.ac3f][ 10.14.32.109]56539/218 IOIRSEA — >
END

[webauth-httpd] [17062]: ( 58 ) capwap_90000004[08be.ac3f][ 10.14.32.109]56539/2 181l BxIO R #2 #]l
Mx<AEEF ,id [99000029]

[client-auth] [17062]: ( ¥ ) : MAC :08be.ac3f L3G R RIEAK TN, ACL:[]

[client-auth] [17062]: ( 5 ) MAC :08be.ac3f%& ik & 3 W iE i IR A ik

: S_AUTHIF_WEBAUTH_PENDING -> S_AUTHIF_WEBAUTH_DONE

[webauth-httpd] [17062]: ( 58 ) capwap_90000004[08be.ac3f][ 10.48.39.243]56538/2 191 BRIOBT £ 3
XHAE#E=F | id [D7000028]

[errmsg] [17062]: (& ) %CLIENT_ORCH_LOG-6-CLIENT_ADDED_TO_RUN_STATE:R0/0:wncd:ff
MACHY 1% % Bssid(LWA_EA)INABAF £ % B (5% ) : 08be.ac3f

[aaa-attr-inf] [17062]: ( {55 ) [ Applied attribute :bsn-vlan-interface-name 0 " VLANO039" ]
[aaa-attr-inf] [17062]: (55 ) [MAKEM : timeout 0 1800(0x708)]

[aaa-attr-inf] [17062]: (58 ) [RL KB : url-redirect-acl 0 "IP-Adm-V4-LOGOUT-ACL" ]
[ewlc-qos-client] [17062]: ( {58 ) MAC :08be.ac3f& ik QoSiZ TR B EREF

[rog-proxy-capwap] [17062]: ( iz ) : HEEFHETRAEA : 08be.ac3f

[P im TR [17062]: ( 3 ) : MAC :08be.ac3f&E FimiR S ##k . S_CO_L3_AUTH_IN_PROGRESS ->
S_CO_RUN

EESEYS
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