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TR TP imDHCPRER

HELBEFimEREN , ©BERE EDHCP A I TEMMNDHCPAR R |, LAEXEKAAPE R
DHCPRRS 87 BRIFAPHIRIEEN , ©F BT CAPWAPRERBERZREIWLC , EEEFHEE
EET—Bk. MRDHCPRFBREARME2RFH TR , ©RMEHIEA , B EERT, MRXEE
#FMDHCPARS 28 , M AFUREERHR (EAFFIWHISVIEE ) BURDHCP & LR M 248 R Y AR
SR, XEFBIERMHSE LEREIPAEEIENRTAK , ZitbitiE REHIRISE BUDPRE (Hl
WIDHCPiEX ) %R ZITALAEAIPHELL

B IRDHCPREMNITAT LR TEARAPHNEZEITER, LRI TH -TXLEHR

= 1EARAP)EAXRMEN TE1T

fELocal Mode TR BEAPHT , EFWDHCPRESEF R , XEKREFKHWDHCPERLBENT
CAPWAPB3EMAP KX Z|WLC |, %FE,H\EFL?T*E}"'H’JLIEﬁ%%ZO EXMBERT , BEFHE
B AMEARNEDHCPIRS s ik R A EDHCPIR S 25

A ( AR XAP )

-

DHCP Server

o~ Pr—
m’—nl—l _
9800 WLC “ E’

Access Point
Layer 3 Switch in Local Mode

Wireless Client

R : AAERAP
EHIF5E1. ZWLCEL B ) W ERDHCP AR 35 25 At

25 2R e BT Cisco 10S XEBMHF R SRR N RERR KN EIDHCPRRSS 28, BR , RIEMUEREA A
DHCPMRSS 2. HERHWLCIRIE N AEDHCPRSS 2R 2| | /Jﬁ/wEU\Tﬂ/\ﬁ'E/k%ﬁ:

- BRAFFHVLANEBREZOSVI) , # N E S EDHCPIRRS M IPHbL,
- NEEMDRSENED LIRENEDHCPIRSSMIPHLE | ZEO LR EEO, SVISE



IEYEEO,

- BUEBEREED , RAREZEOSEZISSFEMENYEZEORR , eF5BHH8E , 55
5g& FWYBIROXNK. FEZEONETEAFRRMEIRE,. REATEWED , TIEABE
YR M R R0,

THRE : U TRE/, A ERIPH A NEDHCPIRS 7B B R fl. LA T 2217 B EMMERIR
BiFAES

FFWLCIRIE N VLAN 10/DHCPARS 88 , DHCP3EE M10.106.10.11/24%]10.106.10.50/24,

WLC#show run | sec dhcp

ip dhcp excluded-address 10.106.10.0 10.106.10.10
ip dhcp excluded-address 10.106.10.51 10.106.10.255
ip dhcp pool vlan_10_Pool

network 10.106.10.0 255.255.255.0

lease 0 8

WLC EEERYEREIEEO :

WLC#show run interface loopback 0
interface Loopback0

ip address 10.10.10.25 255.255.255.0
end

FMEFWVLANEENSVI (L3 O] , A SEPEFEIAEWLC ENFTEED

<tfroot>

WLC#show run int vlanlO

ip address 10.106.10.10 255.255.255.0

ip helper-address 10.10.10.25 [helper address can be loopback interface, Wireless management interface
end

HE , B EREEEXHFHPIREDHCPIRSZERMIPHLE , MARESVITEER Bitiit, B2
, NTRBRESR , BEBWHNENVLANE B L INEE

configure terminal

wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ipv4 dhcp server $WMI_IP



WLC LRV HIRE

2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29
2024/03/29

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:
28:

06.
06.
06.
06.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

502389611
502515811
502614149
502674118
505719129
505787349
505834315
543149257
543254480
543334850
543407760
543910482
543968250
544135443
544314185

WLC LRV R A X #HE 23R

1491
1492
1403
1429
1430
1431
1432
1433
1434
1435
1436
1437
1438
1439
1440

18:
18:

501972
201972
501972
504963
. 584963
. 584963
. 5084963
542971
. 542971
. 542971
542971
542971
.542971
. 543962
543962

9.09.08.9

18.
10.
18.
18.
18.
18.

1086.10.
106.10.
1086.10.
1086.18.
106.18.
1086.10,

9.0.0.9
9.90.0.9

10.
10.
10.
18.
18.
10.

WLC LR A X BUIE B R

186.
186.
106.
106.
166.
166.

1@.
1@.
10.
10.

10,

APE FimiEis

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

255.255.255.255
10.10.10.25
10.10.10.25
10.106.10.10
10.106.10.10
255,255,255.255
255,255,255.255
255.255.255.255
255.255.255.255
10.10.10.25
10.10.10.25
10.106.10.10
10.106.10.180
255.255,255.255
255,255, 255,255

[cTient-iplearn] [23608]:

[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[auth-mgr-feat_dsensor] [23608]: (info):

[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): RX: DHCPv4
[sisf-packet] [23608]: (info): TX: DHCPv4

ID 9x7030bT99
ID 9x7030bf99
ID @x7030bf99
ID @x7030bfa9
ID @x7830bfa9
ID 9x7830bf99
ID 9x7830bf99
ID @x7830bf39
ID @x7030bT99
ID 9x7030bf99
ID 0x7030bf99
ID @x7030bfa9
ID 9x7030bfa9
ID @x7@38bf99
ID @x7030bT99

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(note): MAC: Client_MAC Clien

Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar
Mar

29
29
29
29
29
29
29
29
29

13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:

05
05
07
07
07
07
07
07
07

kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:
kernel:

FPinBESHR

L T s B0 s B s Y s Y s B sy I s B |

*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024
*03/29/2024

13:
13:
13:
13:
13:
13:
13:
13:
13:

28:
28:
28:
28:
28:
28:
28:
28:
28:

05.

05

07.
07.

07

07.
07.

07

07.

[1711718885:718317] [AP_NAME] [Client_MAC] <aprOv2>
[1711718885:718428] [[AP_NAME] [Client_MAC] <wiredO
[1711718887:722360] [[AP_NAME] [Client_MAC] <wiredO:
chatter: dhcp_reply_nonat: 1711718887.722379604: 10

DHCP 348 DHCP Discover - Transaction
DHCP 344 DHCP Discover - Transaction
DHCP 344 DHCP Discover - Transaction
DHCP 342 DHCP Offer - Transaction
DHCP 342 DHCP Offer - Transaction
DHCP 346 DHCP Offer - Transaction
DHCP 416 DHCP Offer - Transaction
DHCP 452 DHCP Request - Transaction
DHCP 374 DHCP Request =- Transaction
DHCP 370 DHCP Regquest = Transaction
DHCP 370 DHCP Request ~— Transaction
DHCP 342 DHCP ACK - Transaction
DHCP 342 DHCP ACK - Transaction
DHCP 346 DHCP ACK - Transaction
DHCP 416 DHCP ACK - Transaction
7183]
.7184]
7223]
7224]

.7225] [1711718887:722524] [AP_NAME]
7591] [1711718887:759139] [AP_NAME]
7592] [1711718887:759248] [AP_NAME]

.7606] [1711718887:760687] [AP_NAME]
7607] [1711718887:760780] [AP_NAME]

[CTient_MAC]
[CTient_MAC]
[CTient_MAC]
[CTient_MAC]
[CTient_MAC]

<aprov2>
<aprov2>
<wired0>
<wired0>
<aprov2>



122 07:11:56.202853 0.0.0.0 255.255.255.255 DHCP 344 DHCP Discover - Transaction ID 8x595044d4

129 97:11:58.217331 10.106.10.10 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x595044d4
130 87:11:58.219406 0.0.0.0 255.255.255.255 DHCP 378 DHCP Request - Transaction ID @x595844d4
131 ©7:11:58.227525 10.106.10.10@ 255.255.255.255 DHCP 342 DHCP ACK = Transaction ID @x595044d4

EREANBREREYS , BALEIWLCEENETLEFHIZEWDHCPAIEE , HAEFIRH
VLANIEERFE AR FEI it ( FRENRAIHS | ZMut 2RNIHREED ), 25, RS
KX HDHCP Offer , fjg , EF iR XIXEDHCPER , RERSE £ HADHCP ACKIgIAZiE R,

T B P iRIPRIE

FEWLCLE :

WLC#show i p dhcp bindi ng

Bi ndi ngs fromall pools not associated with VRF:

| P address Client-1D Hardware address Lease expiration Type State
10. 106. 10. 12 aaaa. aaaa. aaaa Mar 29 2024 10:58 PM Aut omati c Active

EX&EFPmL :




I¢

AE
1. AEBDHCPRRSF BT X FVRF,

2. NEBDHCP AR S 288+ X FDHCPV6,
3. 17£C9800L , SVIAFEEZ /A Byt , (B{NEAF2T
4. X2E£ENE , AEMEEAR LBZTZHE  &KZ A ERAETFHAEN20%. Bl
, X F X #64,000NE FiwAEI9800-80 , ZFHHZR ADHCPEEEL 914,000

=010 2.6 A SN ERDHCP AR 55 2R B

S\EBDHCPRRSS B RIEREREIWLCA S HF |, BEEBET RN MK REZ[FHAHE, RHARHMEE
iR MEFR B3R 3 SK4A EDHCPRRSS 88 LIRSS BT A TEEIPH it ME MM K& ES WS 0 B
FM e LRYE i

HEANEDHCPARSS 25T , WLCHIThEEN X R IBWFM P FTRE. MWLCHEHEDHCPREMN S5
(R BRELERRBRE ) RENEEIIMF, LR HEBRIXLSZ,

F2RIPHDHCPRE) &



EHARER |, EMMERE (Gl A, ETHERSIZOREY ) RYFHRNRIE, HEFKE
DHCPAIiERAt , WL.CHH —T/EREI F2R AR LS &, EEFEITH
WVLANH S 2E#OBEEEBH ATFEBSWLCH BRI O M E1T6RIRE,

WLC L I SEBIHY & P i VLAN 2089 FR B ELE

HEWLC LECERYSE2/ZVLAN :

WLC#show run vlan 20

vlian 20
name Client_vlan
end

EWLCELEE#HFERD , ARFEFIRVLANKNRE :

WLC#show run int tw0/0/0
interface TwoGigabitEthernet0/0/0

switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto
end

9800 WLC £ Y 14 5t IR -

2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:
2024/03/30 10:

40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:
40:

43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.
43.

114800606
114863170
121515725
121583319
132967882
132999148
146521529
146605773
146685159
149359205
149419477
149534985
149685174

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

9800 WLC LRV A X BIE 2R -

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]:
[23608]:
[23608]:
[23608]:
[23608]:
[23608]:

(info):
(info):
(info):
(info):
(info):
(info):

7

PN

RX:
TX:
RX:
TX:
RX:
TX:
(info):

[auth-mgr-feat_dsensor] [23608]:
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
[sisf-packet] [23608]: (info): RX: DHCPv4 from interfac

[cTient-orch-sm] [23608]:

IR P

DHCPv4 from
DHCPv4 from
DHCPv4 from
DHCPv4 from

interfac
interfac
interfac
interfac

IPv6 DHCP from intf
IPv6 DHCP from intf

[CTient_MAC:ca

(ERR) : MAC: DHCP_Server_MAC V

[sisf-packet] [23608]: (info): TX: DHCPv4 from interfac

[cTient-iplearn] [23608]:

(note): MAC: Client_MAC Clien



187 16:10:43.113992 0.0.0.0 255.255.255.255
188 16:10:43.113992 0.0.0.0 255.255.255.255
189 16:10:43.113992 0.0.0.0 255.255.255. 255
190 16:10:43.113992 0.0.0.0 255.255.255.255
192 16:10:43.120980 10.106.20.10 255.255.255.255
193 16:10:43.120980 10.106.20.10 255,255,255, 255
194 16:10:43.120980 10.106.20.10 255.255.255. 255
195 16:10:43.120980 10.106.20.10 255.255.255.255
201 16:10:43.145988 0.0.0.0 255.255.255, 255
202 16:10:43.145988 0.0.0.0 255.255.255.255
203 16:10:43.145988 0.0.0.0 255.255.255.255
204 16:10:43.145988 0.0.0.0 255.255.255.255
205 16:10:43.148979 10.106.20.10 255.255.255.255
206 16:10:43.148979 10.106.20.10 255.255.255, 255
207 16:10:43.148979 10.106.20.10 255,255,255, 255
208 16:10:43.148979 10.106.20.10 255,255,255, 255
WLC L ER A B iE B3R
APE Fimifis :
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
Mar 30 11:05:37 kernel: [*03/30/2024 11:05:37.
B im ﬁ‘%ﬁ?
7:46.193239 0.0.0.0 255.255.255.
31 93 1?:5!.649855 0.0.0.0 255.255.255.
34 ©3:17:53.259282 10.106.20.10 255,255,255,
35 ©3:17:53.259282 10.106.20.10 255.255.255.
36 @3:17:53.262280 0.0.0.0 255,255.255.
37 ©3:17:53.273130 10.106.20.10 255.255, 255,
B im SR SR

ERHWBEERSH

BR35E

y 1L,\I

Ja2DHCP RequestFACK,

T E P IsIPRIE :

B LA BEDHCPRSS 88 LMV IPHE A K& H A M AVIRZS.

KERLEF L

DHCP 424 DHCP Discover - Transaction ID @xaladfSeb

DHCP 346 DHCP Discover = Transaction ID @xala4fSeb

DHCP 346 DHCP Discover - Transaction ID @xala4fSeb

DHCP 346 DHCP Discover - Transaction ID @xalad4fSeb

DHCP 346 DHCP Offer - Transaction ID @xalad4fSeb

DHCP 346 DHCP Offer - Transaction ID @xalad4f5eb

DHCP 346 DHCP Offer - Transaction ID @xaladf5eb

DHCP 416 DHCP Offer - Transaction ID @xala4fSeb

DHCP 452 DHCP Reguest - Transaction ID @xaladfSeb

DHCP 374 DHCP Reguest - Transaction ID @xalad4fSeb

DHCP 374 DHCP Request - Transaction ID @xalad4fSeb

DHCP 374 DHCP Request = Transaction ID @xaladfSeb

DHCP 346 DHCP ACK - Transaction ID @xala4fSeb

DHCP 346 DHCP ACK - Transaction ID @xala4fSeb

DHCP 346 DHCP ACK - Transaction ID @xalad4fSeb

DHCP 416 DHCP ACK - Transaction ID @xalad4f5eb
3650] [1711796737:183177] [AP_NAME] [Client_MAC] <aprOv2>
3651] [1711796737:184281] [[AP_NAME] [CTlient_MAC] <wiredO
3465] [1711796737:185404 [[AP_NAME] [Client_MAC] <wiredO>
3465] chatter: dhcp_reply_nonat: 1711796737.459745189: 10
3670] [1711796737:195085] [AP_NAME] [Client_MAC] <aprOv2>
3683] [1711796737:368344] [AP_Name] [Client_Mac] <aprOvl>
3684] [1711796737:368439] [AP_Name] [Client_Mac] <wiredO>
39317 [1711796737:393131] [AP_Name] [Client_Mac] <aprOvl>
3932] [1711796737:393250] [AP_Name] [Client_Mac] <wiredO>
45977 [1711796737:459726] [AP_Name] [Client_Mac] <wiredO>
255 DHCP 342 DHCP Discover - Transaction ID ®x56883262
255 DHCP 342 DHCP Discover Transaction ID @x56883262
255 DHCP 342 DHCP Offer Transaction ID @x56883262
255 DHCP 342 DHCP offer Transaction ID @x56883262
255 DHCP 370 DHCP Request Transaction ID @x56883262
255 DHCP 342 DHCP ACK Transaction ID ©x56883262

EIWLCEERBETLEFIRMNDHCPRI & , RIEE
MORFET 2T — B éWLCH&Z?éHEﬁHE%%EE’\JDHCP Offerd , aTﬁA%‘ﬂ,«ﬁEﬁ’i?yi U@F‘

HE2R#%



9800 WLCFt 2 R 4t fX 3

HEHBEES , WLCES R BEENMNLTLEF KK ENDHCPHIEE2H# XA FIDHCPR SR, EEH
LIheE | HRMHEREWLCLEEE FimAIVLAN SV,

#£9800 WLCH ELEDHCPRF BRIPHI A EBE Mt
1. B SRRE T RIEEE X4 TEEDHCPARS 2R IP,

BEGUI : SinZEDHCPEE % T B configuration > Tags & Profile> Policy > Policy_name > Advanced. , % & LA & DHCPHR
5ERIP, MITFAR



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with tr

General Access Policies QOS and AVC

| WLAN Timeout

Mobility Advanced

Fabric Profile

Session Timeout (sec) | 28800 |® Link-Local Bridging

Idle Timeout (sec) 300 l rpno[l)llglf Service ‘ default-mdns-
Idle Threshold (bytes) | 0 I Hotspot Server ‘

Client Exclusion Timeout (sec) “!'| &0 ‘ L3 Access @

Guest LAN Session Timeout

User Defined (Private) Network

Status

Drop Unicast

DNS Layer Security

DHCP

IPvd DHCP Required v

DHCP Server IP Address | 10.106.20.10
WLCER RS EL B X R E
EECLI :

configure terminal

wireless profile policy $Policy_Profile_name
ipv4 dhcp required

ipv4 dhcp server $DHCP_Server_IP

2 ESVIRESR , BATIEERH B, EHB KB IRESNDHCPRFHFITNRHAIR, BRATUNKBEEXHHHEN
WLANIREDHCPRRS sRttb st , (BRI TERKREAZR —HITERE, X WLEE NHENAISVI 2 B HE Byt 1k KSEH

YHRAPYINEER , DHCPREMNRFRE /RN IRELEASV)NIPHLE, RE , RERHRAEE  EX5EHFNNNER

( DHCPHRSE 259 Pttt ) BREHIZE .

BT 298004 R (IR I THEEC BRI

fERA B AWLC EMEFIRVLANE B EIRED

WLC#show run int vlan 20
interface vlan 20



ip address 10.106.20.1 255.255.255.0

ip helper-address 10.106.20.10

end

EWLCLEEHERD , UATEFFHVLANKRE :

WLC#show run int tw0/0/0
interface TwoGigabitEthernet0/0/0

switchport trunk allowed vlan 10,20,58
switchport mode trunk

negotiation auto
end

SKEWLCHRARE :

2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30
2024/03/30

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:
46:

38.
38.
38.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.
41.

549504590
549611716
549666984

597696305
597778465

597829829
598444184
598506350
598544420

621660873
621771405

621851320
621908730
625257607
625329089

625490562
625655045

WLCERBRAR BB SR -

No.
462
463
594
595
647
648
649
650
653
654
655
656

Time

19:16:
19:16:
19:16:
19:16:
19:16:
19:16:
19:16:
19:16:
19:16:
19:16:
19:16:
19:16:

34.
34.
38.
38.
41.
41.
41.
41.
41.
41.
41.
41.

WLC E R A X BIE B 3R

EWLC RS M RER(RA)MRARXBEIHIREPOF , BaE

DHCPHR S 25,

544969
545961
548967
548967
596953
596953
597961
597961
620954
620954
624967
624967

Source
0.0.0.0

10.106.20.

0.0.0.0

10.106.20.
10.106.20.
10.106.20.
10.106.20.
10.106.20.

0.0.0.9

10.106.20.
10.106.20.
10.106.20.

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

Destination
255,255,255, 255
10.106.20.10
255.255.255,255
10.106.20.10
10.106.20.1
255.255.255.255
10.106.20.1
255.255.255.255
255.255.255.255
10.106.20.10
10.106.20.1
255.255.255.255

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[sisf-packet]

[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]
[sisf-packet]

[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[auth-mgr-feat_dsensor] [23608]: (info):
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): TX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): RX: DHCPv4
[23608]: (info): TX: DHCPv4

[sisf-packet]

[cTient-iplearn] [23608]:

=
=

E

Protocol  Lengtr

DHCP 424
DHCP 346
DHCP 424
DHCP 346
DHCP 346
DHCP 416
DHCP 346
DHCP 416
DHCP 452
DHCP 374
DHCP 346
DHCP 416

Info

DHCP Discover - Transaction
DHCP Discover - Transaction
DHCP Discover — Transaction
DHCP Discover - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Offer - Transaction
DHCP Request - Transaction
DHCP Request - Transaction
DHCP ACK - Transaction
DHCP ACK - Transaction

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac
relay src_ip:
from interfac
from interfac

[CTient_MAC:ca

from interfac
relay src_ip:
from interfac
relay src_ip:
from interfac
from interfac

(note): MAC: Client_MAC Clien

@x137ea’ac
@x137eavac
@x137ea7ac
@x137ea7ac
B@x137eaiac
Bx137eaiac
@x137eaVac
@x137ea’ac
Bx137ealac
@x137eaVac
@x137eaVac
Bx137ea7ac

|, ERPAREHWLCEREFSDHCPHEGNE F ik 215



APEFIRiEIA

Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7476] [1711806397:747677] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:37 kernel: [*03/30/2024 13:46:37.7481] [1711806397:748177] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] chatter: dhcp_reply_nonat: 1711806400.797214204: 10
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7973] [1711806400:797362] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7978] [1711806400:797870] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.7979] [1711806400:797903] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8204] [1711806400:820455] [AP_Name] [Client_MAC] <aprOvl>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8205] [1711806400:820550] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8248] [1711806400:824829] [AP_Name] [Client_MAC] <wiredO>
Mar 30 13:46:40 kernel: [*03/30/2024 13:46:40.8249] [1711806400:824911] [AP_Name] [Client_MAC] <aprOvl>

B IREIR

MNo. Time Source Destination Protocol Length Info
1 10:23:46.630692 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @xl137ea7ac
50 10:23:50.627940 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x137ea7ac
59 1@:23:53.694541 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
6@ 1@:23:53.696530 0.0.0.0 255.255.255, 255 DHCP 3780 DHCP Request = Transaction ID @x137ea7ac
61 10:23:53.698634 10.106.20.1 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @x137ea7ac
62 10:23:53.737816 10.106.20.1 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID @x137ea7ac

T E P imIPRIE

BRI AR EDHCPR S 237 LAY IPAE A R M R AR TS

EXL&EPmL

9800 WL CHhiw A Fi&I5/1508 DHCPIEIN80
EREFERT , BUEFEESHAE YDHCPRENRED , MARBERBERREN , UBIEEENRMEZE RN, HBERRENT

—BMEEE (HINEIETRIBHH AL ) RAROBREER(RPORER , X—RAHEEE, fli , TH&EEEOZEEVLAN
50k , MEFHSVIRELEVLAN 20 H AEEFIHHRENDHCPHH, BRIAEAHIERTLZEEVLAN/FREIMX,

M9800 WLC EHIRRA17.03.03FF % , AISAADHCPREEFRED , FHEAIETFIHVLANS S —NLAN ( Sl EEED



[WMI]) , \TI{RIESDHCPIRS 2R AU ERE

THREEERE :

|
interface vlan 50

description Wireless Management

ip address 10.100.16.10 255.255.255.0
|
interface vlan 20

description Wireless_Client_vlan

ip address 192.168.4.2 255.255.255.0

ip helper-address 10.100.17.14
!

ip route 0.0.0.0 0.0.0.0 10.100.16.1

EHHES , BIDHCPIRSE510.100.17 149 R EF R BVLAN 50 (10.100.16.10) , R ABFEEMEHEOZETIPRRARPHERIE
By, HEBATERE T RIARA , BECHEITLEEEO(WMI) VLANEEH,
BR , MR LTHEXIRIEEREAEREZ(RPHRE , EWESEFRKREVLAN SOEHIPRHE F E it FM[VLAN 20] M 5z

o

ERIE HIUX IR | ERZ#E F P DHCP relay source-interfaceds 5 ADHCPEIE R E— MNEBIRED, EXHERLT , BFE
MVLAN 50 EH¥IWMIFE O & HDHCPEIES :

interface vlan 20

description Wireless_Client_vlan=

ip address 192.168.4.2 255.255.255.0
ip helper-address 10.100.17.14

ip dhcp relay source-interface vlan 50

& Aip dhcp relay source-interfacedn S AY , DHCPEIE B KR IE O FMIGIADDREIE B N EDHCPH &GS HFIEEMNED ( &G+ K
VLANS0) o X2—NE&E , AAXTREES B DHCPHuE A& FIKVLAN,

DHCPHR 5 85 n4al X058 2 {a] M IE B8 49 2 F S ot 29 LI P 2

H it , ZHEAip dhep relay source-interface i A , C98004 B 30 & i T+ ME 2R MBI T82M T A FI£TW 150 ( Frl 4ERgILEF
) B, EWESERHREPAEEN



Relay agent IP address: 10.188.16.18

Client MAC address: |
Client hardware address padding: 98008000800080000060
Server host name not given

Boot file name not given

Magic cookie: DHCP

> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
> Option: (57) Maximum DHCP Message Size
> Option: (61) Client identifier
> Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: 6
~ Option 82 Suboption: (158) Link selection (Cisco proprietary) (192.168.4.2)
Length: 4

Link selection (Cisco proprietary): 192.168.4.2

Option 182 WLCEA#E B3R £ #Y F %1150

BRIANERT , SN FETN50 ( BREE ) . WREANDHCPIRS 25 AR ILE B HBIFEIEBRITRE. BUCRCI800E:
EF N FEARAEIEIS2 FIETIS R IEERIEFER. BUNENEEBEUT2RHHHITIRE

<#root>

C9800(config)#ip dhcp compatibility suboption link-selection standard

BMAEENSTE  REFEADHCPRE ST FIETISER FET150, FRIGHMEREZE ZiiRs] , Bt TUBERHEES
TEREF. LESXNNAEFRRHANHBIRAERAL



Relay agent IP address: 108.168.16.18
Client MAC address: S
Client hardware address padding: ©60006228080000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
> Option: (53) DHCP Message Type (Discover)
> Option: (55) Parameter Request List
» Option: (57) Maximum DHCP Message Size
» Option: (61) Client identifier
» Option: (51) IP Address Lease Time
v Option: (82) Agent Information Option
Length: &
5> Option 82 Suboption: (5) Link selection (192.168.4.2)

IEIN182 WLCEIE SBHZR LY FiE 5

SHEFRISE , BHDHCPHRE N A EMME R, B2 , BMARELBIINAK (BEWEIA ) HE | 13 27 £ BWindows
DHCPHER S 850, X FJAE 2 H IDHCPEIRS 2T AR RPURIPHsE , TEER R AN TR B ZRIPHMENEE.

B AIMFEDHCPRR %5 88 L AT AR 4E 2 3 FWindows DHCPRRSS 85 , 440 €l 22 R 0 1F Al g AR P R I HY I P,



2% AP RAEIP i (GIADDR)AJUESE S DHCPSE B | Pl it SE B B —E8 9. DHCPSE [l | Pith it 38l 2 SN AT
GIADDREREM T E 4k , Windows DHCPIRFZ BT 2HIAK BiX LS4 ENDHCPE FiRiE R, A AAIBEKEE
DR AHNRE, ERAGIADDREIESERE ( 1RGIADDREELMIPHHE , MSIEZ4 ) , NP X FHEBRGIADDRit 1t

, RERCEEE . XFENPHNRE |, BFELE S B GIADDRMEL,



R EAERIRESF , DHCPREEFNAPERIRE N KNt ER THITEFLLE, &% , DHCPER A X RISED
WLC , REAHWLCESBHBRENEXAXTHEAWLC, ERERECHEN RELERENHIWLC, Hit , NEHER
WLC LM SDHCPHA<MFEEE.

782 BEAR(APEFeER TET

FlexConnect APE R 5 XM MAZRB I NERIT , AFMIIESFRELBFEMNZHB[WLOEEZEENERIERXTET.
FlexConnect APRT LA E R #h R E P SENE BN TRE , MEENRELZIIWLC, XETMIUBEKERHTL SRR, £
Flex# i XAPH , DHCPRE W EFR R Rt R #E

I ( Flexi®®RAP)



DHCP Server

Access Point
In Flex Mode

9800 WLC Router

" -
=7

Wireless Client

Layer 3 Switch

WM& : FlextENAP

B RDHCPH FlexConnectiE X AP

EFA R RDHCPIRSS 5T , TiCAPER M , BiE. BRERENHEHBRTREZ -, B2 , I FHexConnectiE X THAP , B
BRIFEAAREDHCPIRS S , BRIEBER ML SIRE T EF WSV,



AR NMRERMARETHNESEFM , WA LAEAFlexConnect NAT-PAT, FlexConnect NAT/PAT IR B iE# 3|
APHIE PR RERITRE B ER(NAT) , HEHBRSEZAPHEE P, fl0 , INRENAPEZESD AL
FlexConnecti2E X217 , H BiEEN E M REESN TRHSEMELSSHDHCPRSSRER , MU UL S RBEE X4+
F/UDHCPIZ & K B5E FlexConnect NAT/PAT,

B 5 Z #t DHCPH FlexConnecti& AP

i FlexConnect APELE I A A #IDHCPRY , EAPKEAN B F IR ZF AME — A th M & o] A DHCPIR S a R HIPthut Bt &, St
i DHCPRR S 2SI A B R i8S, T FADHCPIRSSER , B FAER M F RN IZEDHCPIRS M H b M &% %, A A ittDHCPEY

, DHCPREE AR MEARER , XEKBAPREZTDHCPERMNEFHmPAZIFELREE ( FlINBARRN ) . AE , FRELHN
EEBAIEER,

AR



1. & FFlexConnectiE /@ , RGN E B SHEEPERN HAMRERRARET —H.

2. B BVLANR EflexBl B X H T 5 H.
LEEFAPRENPHER , MAPEEVLANEENARMEVLAN , HEHH EFRNATATFEFIRRENVLAN,

UTRAPEEZNRRNIGOERERA , HPEEBVLANASS , BFHVLANF20 :

Switch#show run int gigl/0/2

I

interface GigabitEthernetl/0/2
switchport trunk allowed vlan 20,58
switchport trunk encapsulation dotlq
switchport trunk native vlan 58
switchport mode trunk

end
|

IFIEE : BREAPEE NflextB RNt SEXRDHCPIRGS B RZREAENSE -

APEFIHIER
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6056] [1712144373:605628] [AP_Name] [cTlient_mac] <aprOvl>
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6057] chatter: dhcp_reqg_local_sw_nonat: 1712144373.6056478
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6058] [1712144373:605830] [AP_Name] [cTlient_mac] <wiredO>
Apr 3 11:39:33 kernel: [*04/03/2024 11:39:33.6058] chatter: dhcp_reply_nonat: 1712144373.605647862: 0.0
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.7462] [1712144376:746192] [AP_Name] [cTlient_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9149] chatter: dhcp_from_inet: 1712144376.914892705: 10.10
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9150] chatter: dhcp_reply_nonat: 1712144376.914892705: 10.
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9151] [1712144376:915159] [AP_Name] [cTlient_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9161] [1712144376:916101] [AP_Name] [cTlient_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9373] [1712144376:937350] [AP_Name] [cTlient_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9645] [1712144376:964530] [AP_Name] [client_mac] <aprOvl>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9646] chatter: dhcp_req_Tlocal_sw_nonat: 1712144376.9645492
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9647] [1712144376:964749] [AP_Name] [cTlient_mac] <wiredO>
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9736] CLSM[cTlient_mac]: client moved from IPLEARN_PENDING
Apr 3 11:39:36 kernel: [*04/03/2024 11:39:36.9736] [1712144376:973687] [AP_Name] [client_mac] <aprOvl>
APLATHERRHHIR -

1399 18:37:.. 0.0.0.0 255,255.255.255 DHCP 420 DHCP Discover - Transaction ID 8xb530583d

1460 18:37:.. 0.0.0.0 255.255.255.255 DHCP 420 DHCP Discover — Transaction ID @xb530583d

1499 18:37:.. 0.0.0.0 255.255.255.255 DHCP 342 DHCP Discover — Transaction ID 9xb530583d

1560 18:37:.. 0.8.0.0 255.255.255.255 DHCP 420 DHCP Discover — Transaction ID @xb530583d

1545 18:38:.. 10.106.20.10 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @xb530583d

1546 18:38:.. 10.106.20.10 255.255.255.255 DHCP 420 DHCP Offer — Transaction ID @xb53@583d

1547 18:38:.. 10.106.20.10 255.255.255.255 DHCP 342 DHCP Offer - Transaction ID @xb530583d

1548 18:38:.. 10.106,20.10 255,255,255,255 DHCP 420 DHCP Offer — Transaction ID ®xb530583d

1553 18:38:.. 0.0.0.0 255.255.255.255 DHCP 370 DHCP Request - Transaction ID @xb530583d

1555 18:38:.. 0.0.0.0 255.255.255.255 DHCP 448 DHCP Request - Transaction ID ©xb530583d

1556 18:38:.. 10.106.20.10 255.255.255.255 DHCP 342 DHCP ACK - Transaction ID @xb530583d

1558 18:38:.. 10.106.20.10 255.255.255.255 DHCP 420 DHCP ACK - Transaction ID @xb5308583d
AP L ATHERR IR

FFIRAR



16548 111.9@5836 ©.0.8.8 255.255.255.255 DHCP 343 DHCP Discover - Transaction ID @x628c@1b4

16541 111.931651 10.106.20.18 16.106.26.18 DHCP 342 DHCP Offer - Transaction ID @x628c@1b4
16542 111.936185 8.0.8.8 255.255.255.255 DHCP 385 DHCP Request - Transaction ID @x628c©1b4
16543 112.304391 16.106.20.18 16.106.26.18 DHCP 342 DHCP ACK - Transaction ID @x628c@l1b4

Tobk & P i | PRI -
B LR EDHCPIRS 25 L 1Y IPHE A R E AR A IRES o

EX&EFmL

Connection—-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6E AX211
Physical Address. . Ce e e

DHCP Enabled. . . . . . . . . . . ! Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address

IPv4 Address. . . . . . . . . . . #10.106.20.18(Preferred]
Subnet Mask . . . . . . . . . . . :§255.255.255.0

Lease Obtained. . . . . . . . . . 03 April 2024 17:24:16
Lease Expires . . . . . . . . . . J0o4 April 2024 01:24:16
Default Gateway P

DHCP Server . . . . . . . . . . . #10.106.20.10

DHCPIa) 2 #Y # BE HE kR

HEBRDHCPH# [R5 & 1 TE H 2 R [E 1L B P im 1 S E 12 B Fo 4k W & it MDHCPRR S5 83 3R B PHE st Y (B] B, LA T R HEBRDHCPRUE R Y — L &
NERIEZEM :

1 RirE iRk E

s BRFEEFIREES B3RP,

- WIANKEERREEAATEER,

2. R EDHCPIRSE IR



+ ¥IADHCPERS 2RZ1TIER BT MNE F imM R 15 H o

« KMEDHCPERS AR IPHIL, FMEBMIMINAMRIRE,

3 EFCELRE

« KREDHCPERSE , BERHEAZBHIPHEUSTE A H#E A iRER,

o WIFERERERRMNED , HIINDNSHERS 2R MBRIAR X

o TEXLEIRIE ( WActive Directory ) # , iEHRDHCPIRSS 85 5 I W& H 2 DHCPER S o

4. &EF9800 WLCEHELE

- BTEREHR (HNRIHEEEO, FRRSVINROECEENHE it ) EXATZHE, ERERTZH , BURITEE
REBEBXHE,

« FAMRNIDHCPIRSERAT : X TDHCPEEMFER , XTBABRELANEREEHA TN |, 532 EESCLIEEDHCPH,
ZRIAERT , 9800 WLC LR A TSR E N LR,

o WIFEFEAFRDHCPIRSE S , WLCETE#RIEO LRB AT EFHBVLANRE, X , YRAXRMDHCPIRSE R |, B
RIEAPLITER O LR YFHEXVLAN,

5. XML ERE

o R ANIEREL B ARMEIEDHCPH 2 ( DHCPIRS 25893% 0 67 MIDHCPE ik HIi% 168 ) -

AEUE



XBEWLCHIAE

1L BEARBexecR AN EE , KA THENESE,
2. fi F show tech-support wireless !l & & &

2. BALREREFIHHRE, BEFRRDSD M AHERNEF K.

show wirelesssummary !! APHIZ P i 5.3

show wirelessexclusionlist ! f1RFATE F im0 7 EHERR

show wireless exclusionlist client mac-address MAC@ !! SRERE X HERREGEF RN EZFMES | AREFRRBH I A EMNEF K
HIPE D

AREFFHNIPHI S E , ERTEENUREANESHUZES] | VLANSRIE R ( BA&EREBDHCPIRS RN ) |, =
IEfE4-EDHCP/ARPHISISFR I B E B EF .

show wireless device-tracking databaseip !! IRIPHE TR EHEF MU ZIN AR -

show wireless device-tracking database mac !! EMaciH TR E , EF S EHNIPEF K.

show wirelessvlan details!! REEFEAVLANANERT , BB FDHCPHFE , VLANKIRIE R AL,
show wireless device-tracking featuredrop !!SISFRHIES

4. REWLCH B IsMAC@I 4 E i i show wireless device-tracking feature drop
HEFPHREHEZETEMEN , B AT RMACH LK SRR,

BEECLI :

debug wireless{ mac | ip} {aaaa.bbbb.cccc | x.x.x.x} {monitor-time} {N seconds} !! Setting time allows us to enable traces for up to 24 days
I"Reproduce [ Clients should stuck in IP learn]

no debug wireless mac <Client MAC>

WL C generates a debug trace file with Client_info, command to check for debug trace file generated.

dir bootflash: | i debug



AR RMHARLBARERAR BFRRERK , NENERN BEE. RELSTRSTREEE SN REER. it
, BURKAEHEHRSELE RN EARR.

EZRAMBAR , BETUTHS :

# clear platform condition all
# undebug all

BEGUI :

SIS/ ZE Troubleshooting > Radioactive Trace .



F=F  BHAJGHAAEZHREENE M mMacib i, BAILURINS N BRENIMacib it

B=S  HBETFRASERER  BHFHR . BaE , BHATRRLREA#E  BRERBROMACHUARX N EA2EFE
A3,

BEWS  ENEHRWER EER | B EStop.

FHES : WTFAAARNE P macttiit , BALUBN S Generate RER — M BEH , BE 5 Zmactt it XM A A&,

EARYS ERHFLLNEBEENBAEXMHEMZKAE , AEKTApply to Device.

SR7IYE , BUNBETREXHEZEN/PER T XU FETRHBNEISAERFES , wTUBSCLINMIETE
il R,

HRE P IHMACH IR @R AR A REIR , FEFIRASBMACTIERE17TAZETA,

EE ;129800 WLC LS A RDHCPJG , 9800 EKIEPCHIEEE H.



BICLI :

monitor capture MY CAP clear

monitor capture MY CAP interface Pol both

monitor capture MY CAP buffer size 100

monitor capture MY CAP match any

monitor capture MY CAP inner mac CLIENT_MAC@

monitor capture MY CAP start

I'Reproduce

monitor capture MY CAP stop

monitor capture MY CAP export flash:|tftp:|http:.../filename.pcap

BEEGUI :
S 1: 5712 Troubleshooting > Packet Capture > +Add,

B=%  EXBESHRNER. HRSZATF 8N FR,

B=S ENDIER (WORF) .

FMS  MRABEESFREERGCPUFEABETLHNRE , FiEh BRRGREN SIEE,

BRE  EXEHRXKND. &ZRF100 MB,

BARL  ENRS , ARIEEERIFENE I 1ZE 10000008 # B iE S E K E X AVFEE1ZE 1000008 815 2.
ST NEMFIFHREOSIRPERED , FERSLFEBH R AN,

SR REHNATRE,

SRR OB R |, BiEESart,

ST AVB AL HRIZTEE LIRS, BEFHFLER , HiEEFEEL,

SBAEFELE , AFEAExportiRH 2 %W , BEHTTPRTFTPIRSS 25, FTPERSSES. Aith RGTE & = N 1R IR U4 (.pcap) FE 2
i R H o

MAP &

show tech !'! Collect show tech to have all config details and client stats for the AP.
term non

Il Basic

debug client MAC@

X BEDHCPHRS 2589 B &

EFASNEBDHCPRR S BREY , FEERSJ/ RPN KRR A SMBIFEIHREES | LR KDHCPRE R



HittA &

MREBKZIDHCPA HLE 2 1E9800 WLC LK HRDHCPIEBEH A M. , REEARDHCPIEBEF MWAPRIR BEF TN |, NIRRIZEEMN
FTHERRERREE  UBIASRBEREUAMBEORER. BREENOIIEE , ELUEEREXN ETHEERKBENRTRARKES
FIRMSPAN ( Rl O 08 ) HIR, BIELREDHCPHRE |, SLAEMDHCPE F s EIDHCPIRSS 85 LA R I B @ S /Y R I <o
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BE 1. EFiREESHMNZIREHNVLANREUPEL, HELBEFHRESTREEFHVLANKRPIFEANSSIDZ EEI#RAT , JaEad
PXMER. EXMHBERT , FRRTES—EMNEZHIERZNVLANERIP, BT HIPTEYHVLANKDHCPEER , Eitt
DHCPERS 2 A ENAK ( BERIA ) |, Bit , B WFLEREUPHELE,

ERFHEREREAES  BHEFFIRHEMNELEIEZENVLAN ( BIVLAN 10) hFHIP, RE HHISSIDIWEFEFiRVLANRVLAN
20,

2024/03/30 10:40:43.050956833 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
2024/03/30 10:40:43.051051895 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from interfac
2024/03/30 10:40:43.058538643 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): RX: DHCPv4 from interfac
2024/03/30 10:40:43.058658561 {wncd_x_R0-0}{1}: [sisf-packet] [23608]: (info): TX: DHCPv4 from interfac

WLCEH B AKX BIE IR
166 16:10:.. ©0.0.0.0 255.255.255.255 DHCP 368 DHCP Request - Transaction ID @x86ad967@
167 16:10:.. 0.9.0.0 255.255.255. 255 DHCP 368 DHCP Request - Transaction ID ©x86ad967@
168 16:10:.. 10.106.20.10 255,255,255, 255 DHCP 346 DHCP NAK - Transaction ID 0x86ad967@
169 16:10:.. 10.106.20.10 255.255.255.255 DHCP 346 DHCP NAK - Transaction ID @x86ad9670
WLC LY SR A RNBIE B H3R

. User Datagram Protocol, Src Port: 68, Dst Port: 67
Dynamic Host Configuration Protocol (Request)
Message type: Boot Request (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: @
Transaction ID: 0x86ad967@
Seconds elapsed: @
Bootp flags: 0x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0

Client MAC address: T
Client hardware address padding: 00000000000000000000

Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Request)
Option: (61) Client identifier

> Option: (50) Requested IP Address (10.106.10.12)

Option: (12) Host Name



WLCEIE B3R L A DHCP& 50

RS EWREFHERTENDHCPITE |, WEATERIEELE A /S fIPv4 DHCP Requiredit i, RI/EAMIRE , A ERYEF K
ESSIDZ B YIRAT , LA YDHCPREBRAE FiE A ENAK ( MREERRKRBEZHHSSIDEXBKAVLANMIPHELE ) . I , BF
WA FEARFREAHAEN P , NTISRBEESTHK., B2, FiE  BALMEAYENEESTHAS PHILNTLES
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THRBAMELEINRE
BECLI :

configure terminal
wireless profile policy $Policy_Profile_name
ipv4 dhcp required

BEGUI : $fiiZEDHCPES% T B Configuration > Tags & Profile > Policy > Policy_name > Advanced. enable ipv4 DHCP required,

Edit Policy Profile

£ Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Polic

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile

Session Timeout (sec) 28800 | @® Link-Local Bridging

Idle Timeout (sec) 300 | Bﬂg[ﬁl;l? Service default-mdns-ser ...
Idle Threshold (bytes) 0 | PR

Client Exclusion Timeout (sec) v | 60 ' L3 Access . DISABLED

Guest LAN Session Timeout User Defined (Private) Network
DHCP Status

IPv4 DHCP Required v Drop Unicast

DHCP Server IP Address ' DNS Layer Security

WLC ERY KRG BB X R IE



HE N TFARESRIEE , SHBEHAIWLCHEDHCPIRE., REBAMENIPVADHCP, MEEEATME IWLCE
RNBAT. MAEZENEREEEX G TDHCPHEXEBFEER TS EEF RETEBH AN EE,

FE2 : AT IPHERE , B BR SRR, ERNEHRF | IPERRESNELATF RS REAR—IPHIHER. EREE
RE , MTFAR :

1L REBRHVBSIPOE : SAFEHRZ LRENHDS Pt EMNETE S RIIEEARN PHUARTN  TRESBIPHR,
FMAREZHEAR - IPHILETE , REREXTPIER , XAEPMAASROE - REFIAMMRBHNMEERE, EREUEFE
, TR 45 BB P IR EPEC B A ME— VI Pt

2. 3E3EDHCPIRSS 88 « WM& L FEERBNRIEEDHCPIRS 2B T AE S B PHb it 5 Bl 5 B2 3 A M &K I PARALiTRIF3R, kb3 HZRATAE
SHLARZREIPHIDTRFIREFERNINEIRE, EERLEE | NEHONMEDIRH HERIEEDHCPIRS S , UABSLIERE—
FRAR I —SHIPHZR,

3.9800 WLCHEFIHERI&RE : At , RHBTRSAREE M iH=HRENIPHI T N/ENFZE. EXEFRLT , FEM800
WLCH F MR LT NMRE ., BAEBRENT



o XTHEBRPIR A BImactb HEIZ T ARSI IRER | HER ST IRER P I & Emacid iR &t it

o IBNEEHEBIEIREE : %UCLIENT ORCH L OG-5-ADD_TO BLACKLIST_REASON : Client MAC :
Affected_Client_MAC with IP : 10.37.57.24ERIMEIBEERFIRF , &EFFWMAC : Legit_Client_ MAC , IP:
10.37.57.24 , RR : |IPibit &%

s ARBRETUTHS:
show wireless device-tracking database mac | sec $Legit_Client MAC
show wireless device-tracking databaseip | sec $Legit_Client_MAC

(MREEEANSNEZE , BFRBEINSEEAHEMaci it Z MNP . —MNRERBIP, B — M2,
R - A clear wireless device-tracking mac-address $Legit-Client_MAC ip-address 10.37.57.24

4. EFEFAMEEFMHNADHCPIRSE S5 FexEfE & : EFexConnectBLEH , FENEZEMABEE £ A MAEE F M 2 B | PHo ik #Y 2 i
DHCPERS 85, XMBER TEES BN T AR RN LTEE A im W EIMENIPHLt, HREERPHEFB[LIEHE , TRUZS/NEF
IEEMAFERAMERN P | FEBRABENIPES, At , XEEFIREE RSB B LESIRA |, SRS LEIP# 1R,

fRRTE  EFlexConnectBEL B X4 B FIPE& AL, “Flex Deployment Y E B 5/ i | Pib ik DI A /2 ¥ 7E 2 MFlexConnect i &= H 4E
AR Pt |, BIATRIEFlexConnectZp B i XIS HIFT A S MM ThEE,

RIABAT | et TRERARS, BTNEIUTERERE :

BEECLI :

configure terminal
wireless profile flex $Flex_Profile_name

ip overlap

B GUI : #E#EConfiguration > Tags & Profiles> Flex. RIEFIEFlexB B X WA MBI FFeBEEXH , HEEN R FTERIPES

o


http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST_REASON:
http://www.cisco.com/cgi-bin/Support/Errordecoder/index.cgi?action=search&counter=0&paging=5&links=reference&index=all&query=%25CLIENT_ORCH_LOG-5-ADD_TO_BLACKLIST_REASON:

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Mame* default-flex-profile Fallback Radio Shut
Description default flex profile Flex Resilient
Native VLAN ID 1 ARF Cacting ’
Efficient Image Upgrade v
HTTP Proxy Port 0
OfficeExtend AP
HTTP-Proxy IP Address 0.0.0.0
Join Minimum Latency
CTS Policy
IP Overlap v
Inline Tagging
mDNS Flex Profile v B

SGACL Enforcement
PMK Propagation

CTS Profile Name default-sxp-p ... X ¥

WLC_E BV Flexit & X 1% &

B 3. k& F iR EMNTHIVLANEERIPHsE, HAERVLAN 182 B4 & F imkYVLANSFlexConnect 2B+ A FAPE B/
VLANMRER , BESRKEREE, LRABHBRREESVLANSBRIER. A TEHAES , LT2E9800R % LEEVLAN IDRRE
ZEONANAAR

1. EXACBEAAABZTNREMAAARRS B5RT , BRMAAARS S XX ELMVLAN IDEXREE, MRIEHTVLANEFR , BHIA
HE59800 WLC LEEMVLANA FRITHL

2. ¥R TLEFIHAREEEBVLAN 18 |, THITEREASAPHERNTR :

T T AR/ EHRREXNAP

+  ¥EEVLAN-name=BRIAE , FEFHIBELVLAN 1

o fERAVLAN-ID 1A EFin D ELATL EEVLAN

X F et /AR X R P EHAP

«  IEBEVLAN-name=BIAE , FEFHDEAVLAN 1

«  FEAVLAN-ID 104 % F i 2 B 44 FlexConnect A it VL AN

THR-EEXREPHEARINZRRE , ARENNER :



LEBRABERT , MRAFRPRERKEBXH THEEBEMANE , WIWLCEZEVLAN-ID 1, MEFFIHEEAMER TFERALTELER
VLAN , 3 7EFlexConnect {# FA APZS i1V LAN,

2. IR flex-profile F B A #VLANE B A #VLAN IDSZIEN LE B A #VLAN IDFE , BLEEEE , IEFEEENHFERE
TBRINVVLANER , ERIHESNEEVLAN ( R#VLAN ) 3REUP,

3. R flex-profile F BNative- VLANEL BRI VLAN-IDER R LR EN AVLANMERE , IR EBEEF R ENEBEEXH TERE T
ZRIAERVLAN ZREUP,

4. MBEIEBVLANE T A RVLAN ID |, i5HRFlex Profile BYVLANE #RAEE .
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_cf3a1219-4b1f-432e-8ec5-42ed8a860302
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/dhcp-for-wlans.html#Cisco_Concept.dita_796d0b26-1355-4247-a5f9-7e5c119eb0d3
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://learn.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/config-guide/b_wl_16_10_cg/flexconnect.html#concept_FC84F350446D4D76A965400D13DA122A
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html#UseofVLAN1inaPolicyProfile
https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.html#UseofVLAN1inaPolicyProfile
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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