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<#froot>
[*¥09/14/2023 04:12:09.7740]

CAPWAP State: Init

[%09/14/2023 04:12:09.7770]
[%09/14/2023 04:12:09.7770]

CAPWAP St ate: Discovery

[%09/14/2023 04:12:09.7790]

Di scovery Request sent to 172.16.0.20, discovery type STATI C_CONFI (1)

[%09/14/2023 04:12:09.7800]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7800]

Got WL.C address 172.16.5.11 from DHCP.

[%09/14/2023 04:12:09.7820]

Di scovery Request

sent to 172.16.0.20, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7830]

Di scovery Request

sent to 172.16.5.11, discovery type STATIC_CONFIG(1)
[*09/14/2023 04:12:09.7840]

Di scovery Request sent to 255.255.255. 255, discovery type UNKNOMN(0)

[%09/14/2023 04:12:09.7850]
[%09/14/2023 04:12:09.7850]

CAPWAP St ate: Discovery

[*09/14/2023 04:12:09.7850]
Di scovery Response

from 172.16.0.20
[%09/14/2023 04:12:09.8030]

Di scovery Response

from 172.16.5.11
[%09/14/2023 04:12:09.8060]

Di scovery Response



from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.11
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.0.20
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169
[*09/14/2023 04:12:09.8060]

Di scovery Response

from 172.16.5.169

BR T MEEASE BAIWLC(172.16.0.20) FE DHCPEI43(172.16.5.11) 8 R HYWLCHEUR & L 0E K7 44
, WAPEMNE —FMB B —PMWLC(172.16.5.169)Z KR T X IMIEN , RATKIEI T BRIEE

CAPWAPIRZ : DTLSRIE,

EXE , APMIWLCZ B DTLS & 32 #R o

<tfroot>
[*¥09/27/2023 21:50:41.0000]

CAPWAP State: DTLS Setup

[*09/27/2023 21:50:41.7140] sudi99_request_check_and_load: Use HARSA SUDI certificat

CAPWAPIRZ : OA

RYUDTLSAHEE , NEMEL KL 2 FLEWLCHIAER, MU ER MTBIWLCH 1A A
S ENSEI R

<{froot>
[¥09/27/2023 21:50:41.9880]

CAPWAP State: Join



[*09/27/2023 21:50:41.9910]
Sendi ng Join request to 172.16.5.11

through port 5270
[*09/27/2023 21:50:41.9950]

Joi n Response from 172.16.5.11

[*09/27/2023 21:50:41.9950]
AC accepted join request

with result code: 0

[*09/27/2023 21:50:41.9990] Received wlcType 0, timer 30
[*09/27/2023 21:50:41.9990] TLV ID 2216 not found
[*09/27/2023 21:50:41.9990] TLV-DEC-ERR-1: No proc for 2216

CAPWAPIRZE : BIREIE

AP HEBREGESWLCHRREHITHR, EXMBERT , APRESIPTXRERHDIPXEWLCEERER
& , Aitke4i@Aupgrade.shiflA | ZBI A5 RAPBIWLCE R EBHWIRGH FE TH I H L FHW
EFFI DX,

<tfroot>
[*¥09/27/2023 21:50:42.0430]

CAPWAP State: |nmage Data

[¥09/27/2023 21:50:42.0430]

AP i mage version 8.10.185.0 backup 8.10.105.0, Controller 17.9.3.50

[¥09/27/2023 21:50:42.0430]

Ver si on does not natch.

[*09/27/2023 21:50:42.0680]
upgr ade. sh

: Script called with args:[PRECHECK]
[*09/27/2023 21:50:42.1060] do PRECHECK,

part2 is active part

[*09/27/2023 21:50:42.1240]
upgr ade. sh

: /tmp space: OK available 101476, required 40000
[*09/27/2023 21:50:42.1250] wtpImgFileReadRequest: request aplg7, local /tmp/part.tar
[*09/27/2023 21:50:42.1310]

| mage Data Request sent to 172.16.5.11



, fileName [aplg7], slaveStatus O
[*09/27/2023 21:50:42.1340]

I mage Data Response from 172.16.5.11

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

L T e Y s T s T s Y s Iy Y s By I |

21

21:
21:

21

21:
21:

21

21:
21:

21

:50:
50:
50:
:51:
51:
51:
:51:
51:
51:
:51:

42

.1340] AC accepted join request with result code: 0
42.
55.
11.
19.
24,
37.
50.
59.
59.

9440 it e e e > 76738560 bytes, 57055 msgs, 930 last
9160] Last block stored, IsPre 0, WriteTaskId O
9160]

I mage transfer conpleted fromWC

, last 1

MBERTRE , APRBIMEXZRIEEEURIET, RITHIEES | upgrade. shil A/ IR & &
EIHFIEED D XF |, ARRBINFAEND X, &E , APEFNEES , NATFRESZERE
(CAPWAPHZ : %),

<#root>

[*09/27/2023 21:52:01.1280]

I mage signing verify success.

[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

upgr ade. sh

part to upgrade i

21
21
21
21
21

:52:
:52:
:52:
:52:
:52:

[*09/27/2023 21:52:

upgr ade. sh

01.
01.
01.
01.
01.

1440]

1440] [9/27/2023 21:53:2] : Shadow is now in-synced with master

1440]

1440] [9/27/2023 21:53:2] : Verifying against bundle image btldr.img...
1570]

partl

01.

17801]

: AP versionl: partl 8.10.105.0, img 17.9.3.50
[*09/27/2023 21:52:01.1960]

upgr ade. sh

: Extracting and verifying image in partl...
[*09/27/2023 21:52:01.2080]

upgr ade. sh

: BOARD generic case execute
[¥09/27/2023 21:52:01.5280]



upgr ade. sh

: Untar /tmp/part.tar to /bootpart/partl...
[*09/27/2023 21:52:01.7890]

upgr ade. sh

: Sync image to disk...
[¥09/27/2023 21:52:31.4970]

upgr ade. sh

. status

Successfully verified image in partl.

[*09/27/2023 21:52:32.5270]
upgr ade. sh

: AP version2: partl 17.9.3.50, img 17.9.3.50
[¥09/27/2023 21:52:32.5540]

upgr ade. sh

: AP backup version: 17.9.3.50
[¥09/27/2023 21:52:32.5700]

upgr ade. sh

Fi ni shed upgrade task.

[*09/27/2023 21:52:32.5840]
upgr ade. sh

: Cleanup for do_upgrade...
[*09/27/2023 21:52:32.5970]

upgr ade. sh

: /tmp/upgrade_in_progress cleaned
[¥09/27/2023 21:52:32.6090]

upgr ade. sh

: Cleanup tmp files ...
[*09/27/2023 21:52:32.6720]

upgr ade. sh

: Script called with args:[ACTIVATE]
[*09/27/2023 21:52:32.7100] do ACTIVATE, part2 is active part
[*09/27/2023 21:52:32.7640]

upgr ade. sh

: Verifying image signature in partl
[¥09/27/2023 21:52:33.7730]

upgr ade. sh

: status 'Successfully verified image in partl.'
[*09/27/2023 21:52:33.7850]



upgr ade. sh

activate partl, set BOOT to partl

[%09/27/2023 21:52:34.2940]

upgr ade. sh

AP primary version after reload: 17.9.3.50

[%09/27/2023 21:52:34.3070]

upgr ade. sh

: AP backup version after reload: 8.10.185.0
[¥09/27/2023 21:52:34.3190]

upgr ade. sh

: Create after-upgrade.log
[¥09/27/2023 21:52:37.3520]

AP Rebooting: Reset Reason - |mage Upgrade



2L ATIUEPBTH , Wave 1EARARBELE THFTBEG, BEXEFEMAER , BSHUZE
H72524 | {FHR15E2022F 12 848 2 E R TRREZZUF B Hi T S B @Y Cisco 10S APRR 5
THEH LM (CSCwd80290)F XS , THMERMMEERT R,

— BAPE#HH0%% 3% B it A\CAPWAP DiscoverRlJoink7s , #Image DataiR# 5 , ©AKRNE
CIEESEBHRE,

<ffroot>

[%09/27/2023 21:56:13.7640]

CAPWAP State: |nmage Data

[*09/27/2023 21:56:13.7650]

AP i mage version 17.9.3.50 backup 8.10.185.0, Controller 17.9.3.50

[*09/27/2023 21:56:13.7650]


https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/aironet-700-series-access-points/218447-ios-ap-image-download-fails-due-to-expir.html

Version is the same, do not need update

[*09/27/2023 21:56:13.7650] status '

upgrade.sh: Script called with args: [ NO_UPGRADE]

[*09/27/2023 21:56:13.7850] do NO_UPGRADE, partl is active part

CAPWAPIRE : Bl &

HEAPRIEESEWLCERHRENMRAE , ESRAELYMEEBRALWLC, —MKRY , XEWREAPS
BEREFHEE (MREMNEWLCHATH ) -

<tfroot>
[*¥09/27/2023 21:56:14.8680]

CAPWAP State: Configure

*09/27/2023 21:56:15.8890] Telnet is not supported by AP, should not encode this payload
*09/27/2023 21:56:15.8890] Radio [1] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0650] Radio [0] Administrative state DISABLED change to ENABLED
*09/27/2023 21:56:16.0750] DOT11_CFG[1]: Starting radio 1

*09/27/2023 21:56:16.1150] DOT11_DRV[1]: Start Radiol

*09/27/2023 21:56:16.1160] DOT11_DRV[1]: set_channel Channel set to 36/20
*09/27/2023 21:56:16.4380] Started Radio 1

*09/27/2023 21:56:16.4880] DOT11_CFG[0]: Starting radio O

*09/27/2023 21:56:17.5220] DOT11_DRV[O0]: Start RadioO

*09/27/2023 21:56:16.5650] DOT11_DRV[O0]: set_channel Channel set to 1/20

*09/27/2023 21:56:16.5650] Started Radio O

*09/27/2023 21:56:16.5890] sensord psage_base init: RHB Sage base ptr al030000

L T s T s I s N s Y s N s Y s T s Y s T s W |

CAPWAPIRZ : 1217

LRt , APE RN AR FIZR, EUCIRSHIE , WLCAE —MLE , LBZAPERNEE, &1
LLE BIAP# #3X T RadiofCredentialsEl & , M BB TFWLCLLEI R T R ILAP , Rtk B n B4
default policy tag.

<tfroot>
[#¥09/27/2023 21:56:17.4870]

CAPWAP State: Run

[¥09/27/2023 21:56:17.4870]
AP has joined controller

uwu-9800
[*09/27/2023 21:56:17.4940] DOT11_DRV[0]: set_channel Channel set to 1/20



[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

DOT11_DRV[ O] :

[*09/27/2023

DOT11_DRV[ 1]:

[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023
[*09/27/2023

21:56:17.5440] sensord split_glue psage_base: RHB Sage base ptr al030000
21:56:17.6010] sensord split_glue sage_addr: RHB Sage base ptr al030000
21:56:17.6230] ptr al030000

21:56:17.6420]

set _channel Channel set to 1/20

21:56:17.8120]

set _channel Channel set to 36/20

21:56:17.9350] Previous AP mode is 0, change to 0

21:56:18.0160] Current session mode: ssh, Configured: Telnet-No, SSH-Yes, Console-Yes
21:56:18.1220] Current session mode: telnet, Configured: Telnet-No, SSH-Yes, Console-Yes
21:56:18.1310] Current session mode: console, Configured: Telnet-No, SSH-Yes, Console-Yes
21:56:18.1340]

chpasswd: password for user changed

[*09/27/2023

21:56:18.1350]

chpasswd: password for user changed

*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023
*09/27/2023

L T ey TN s T sy T s T s N s T s Y s T s N sy Y s Y s By I |

21:56:18.1520] systemd[1]: Starting Cisco rsyslog client watcher...
21:56:18.1610] Same LSC mode, no action needed

21:56:18.1640] CLSM[00:00:00:00:00:00]: U3 Client RSSI Stats feature is deprecated; can no
21:56:18.1720] systemd[1]: Stopping rsyslog client...
21:56:18.2120] systemd[1]: Starting Cisco syslog service...
21:56:18.2230] systemd[1]: Started Cisco syslog service.
21:56:18.2410] systemd[1]: Started rsyslog client.

21:56:18.2440] AP 1is in good condition, BLE is off

21:56:18.2510] SET_SYS_COND_INTF: allow_usb state: 1 (up) condition
21:56:18.2530] systemd[1]: Starting dhcpv6 client watcher...
21:56:18.2530] systemd[1]: Stopping DHCPv6 client...

21:56:18.2530] systemd[1]: Starting DHCPv6 client...

21:56:18.2530] systemd[1]: Started DHCPv6 client.

21:56:18.2530] systemd[1]: Started dhcpv6 client watcher.
21:56:18.2560]

Set radio 0 power 4 antenna nask 15

[*09/27/2023

21:56:18.2530]

Set radio 1 power 4 antenna nask 15

[*09/27/2023
[*09/27/2023

21:56:18.2530] Got WSA Server config TLVs
21:56:18.2720]

AP tag change to default-policy-tag

[*09/27/2023

BE

21:56:18.2780] Chip flash OK
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Cisco Catalyst 9800-L Wireless Controller
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(regex) CELMIAPE B NMAPE B X, HEBIME=i2HZR. BXFMER , BSHEEERN
APELREITEAPE AL E X TR E A IEHIZFEB 5 o
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Primary and Secondary WLCA[E , f5& AILAZECAPWAP > High Availabilityl£ 31+~ T #9Backup
Primary and Secondary®it & &/MAP Join Profile, . B = RIZHIZFHMA AL LR DI A1,
2FI3MWLC , & A EMEEBE I N KR 2 B H4F5HIWLC,

WMRAP Fallback2/8 A , MAP&EMAHMWLCH £z ERFEFIZT. FERXECAPWAP DownE
fBR B T AR 0 212 M BIEHI2RET | APXERML KK N4TEHIWLC,


https://www.cisco.com/c/zh_cn/support/wireless/catalyst-9800-series-wireless-controllers/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-9/config-guide/b_wl_17_9_cg/m_ap_fb_wlcs.html
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Telnet,

Cisco Catalyst 9800-L Wireless Controller Welcome admin ' ] ( = Feedback
1793 st ogn OWIN 0T 1oLl

» AP Join
Q
Add Dalate D) Clone

d Dashboard
Edit AP Join Profile

AP Join Profile Name

Monitoring
@ & Alaska-Site Management

L. Configuratior dafault-ap-profile

=

e
vy Administration
) TFTP Downgrade Telnet/SSH Configuration

(€) Licensing
Pvd/IPvE Address Telnet D
% Troubleshooting i
image File Nama [= SSH D
Serial Console

System Log
AP Core Dump

Facility Value System Log

Host IPvdfIPvG Address 172.16.5.27 e

Log Trap Value Debug

Secured D

EAPINABLE X /3 A Telnet/SSHi [A]

ERfESSH/TelnetZiE , HSMER—B QP Userit T+ , Hi&EUsername, Password#
SecretSLiF A AP,

Cisco Catalyst 9800-L Wireless Controller Welcome admin [« B 8 &= Feedback
> AP Join

D) Clona

g Dashboard

@ Monitoring Management

Edit AP Join Profile

S, Conhguratior

Administration
User Management
2] Licensing
Usemame .y . =
& (T Wirsless Password Policy is Disabled
3" Troubleshooting
Pazsword Type Although disabled, it is racommendad to follow the fallowing
password rules
Password Do's
@ Paseword length range & - 120 characters
Secret Type claas @ Atloast one uppercase character
@ Atleast one lowercase character

Sacret = @ Atloast one digit

Don‘ts:

© Dofaut passwords (Ci5c0) and reverse passwords (OcSlc)
are not 2 d

[x] Alphabets repeated more than twice in sequence (CCC)
© Digits repeated more than twice in sequence (666)

[x] Sequential not alk )

© Sequential ch 1

APHISSHM TelnetZiiE

AR IR




MREFEZHRTAZTENAPREHTHRFESHRNEFHRFE , iHHRConfiguration > Tags &
Profiles > AP Join > CAPWAP > Advanced T 5 /g FiData Link Encryption. & , &R EF 2%

sco Catalyst 9800-L Wireless Controller

» AP Join | Edit AP Join Profile

D Cione ChPWAP

Advanced

AR BEMZENMNBCAPWAPHIERE. CAPWAPEFIREEBEIDTLSINE.
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BT EAPE G A IR IZCAPWAPRASHLAL , B ATEWLCH XA HARKIESHE KK 2 HFTAPIA

priid

[
857
(LT
829

156

1157

1158

1159

1160

1141

1162

1163

1168

1151

1182

1310

1321

1338

1331

1332

1333

1364

1365

1366

1368

1349

1376

1377

1378

1379

1380

1400

1481

1402

1403

1

1412

1413

1414

1415

1418

1425

1426

1427

1428

1429

1431
1432
1433
1438

Tirme delta from || Scurce

ima Protocol Length | Destination Port Infr
12:58:41, 280076 B 022002888 172, 16,585

CAPRAR-Contral 294 5246 CAFWAP-Contral - Diseovery Mequest

12:58:41. 200076  B.000000008 172.16.5.11 CAPWAR-Contral 147 5267 CAPWAP-Contral - Discovery Response

12:58:41. 308974 9.02T998800 172.16.5.65 CAPWAR-Contral 294 5M6 CAPWAP-Control = Discovery Request

12:58:41. 308974 0.000009900 172.16.5.11 CAPWAP-Contral 147 5267 l'_l\PlIP—!:ontrn'l — Discovery Response

12:58: 50, 704957 0,109005000 172.16.5,0% DTLSV1. 2 276 5248 o

12:58:56. 703048 8. 008001868 172.16.5.11 BTLSw1.2 58 5367 Hella Uorlfr Request

12:58:50. 706955  9.001007060 172.16.5.65 172.16.5.11 DTLGW1.2 296 5M6 Client Hells

12:58:50.798954  .081999908 172.16.5.11 172.16.5.65 DTLSv1.2 562 5267 Server Mello, Certificate (Fragment) DTLS Session Establishm

12:58:50. 798954 0.000000900 172.16.5.11 172,16, 5,65 DTLSv1.2 562 5267 Certificate (Frageent)

13:58: 50, Tod554  0.000000090 171.16.3.11 172,165, OTLEv1. 2 S6z ST Certificate (Reassesbled), $erver Key Exchange (Fragsent]

12:58: 5 8. 00000000 172,16.5.11 172.16.5.65 BTLSV1.2 349 5267 Safver Moy Exchange (Resssesbled), Cartificete Magueit, Server Helle Done

12:58:50.859040  8.0608E000 171.16.5.65 172.16.5.11 DTLSv1.2 534 5M6 Certificate (Fragsest)

12:55:50.859940  0.000000000 172.16.5.65 DTLSv1.2 534 5246 Certificate (Reassembled], Client Key Exchange {Fragment)

12:58: 51204975 0.06E0ITRN0 172.16.5.65 DTLS¥1.2 483 5246 Client Key Exchange {Reassesbled), Certificate Verify, Change Cipher Spec, Emcrypied Handshake Message
S.001008800 172.16.5.11 BTLEw.2 125 37 tharge Cipher dpec, Encrypted Message

12:58:55. 014045  B.016007880 172.16.5.85 BTLSV1.2 1487 5246 Application Dats

12:58:55.916944  0.001999000 172.16.5.11 DTLSw1.2 1484 5267 Application Data

12:58:56.246981  0.109003800 172.16.5.65 DTLSv1.2 1439 5246 Application Data

121581 56. 246381 00000000 172.16.5.65 DTLSv1.2 1439 5246 Application Data

12:58:56. 246001  0.000000000 172.16.5.6% DTLSV1.2 179 S48 Application Data

12:58:56. 247971 2.0000020900 172.16.5.11 DTLEV1.2 158 5267 Application Dats A DATA B ¢ 3

12:58:57.2020684  0.040099000 172.16.5.65 DTLSW1.2 1439 5246 Application Data S

12:58:57.292984  0.000000000 172.16.5.65 DTLSv1.2 630 5246 Application Data

12:58:57.203975  @.088991808 172.16.5.11 DTLSw1.2 354 5267 Application Data

12:58:57. 307965  0.065005000 172.16.5.65 DTLSV1.2 992 5246 Application Data

12:58:57. 008571  0.001007000 171.16.3.11 DTLSY1.2 aRT 367 Application Dats

12:58:57.469961  .001999000 172.16.5.65 BTLSw1.2 140 5246 Application Data

12:58:57. 469961 S.0aspoR@Re 172.16.5.11 . DTLSw1.2 183 5267 Apolicacion Data

12:58:57. 470960  9.001007080 172.16.5.85 CAPRAP-Data 184 5247 CAPMAP-Data Keep-Alive[Malformed Packet] |

12:58:57. 474066  0.001098000 172.16.5.11 172.16.5.65 DTLSV1.2 133 5267 Fpplication Data ta K

12:58:57.477972  0.001006000 172.16.5.11 172.16.5.65 CAPWAR-Data 104 5267 CAPWAP-Data Keep-Alive[Malformed Facket]

13:58:57. 546060  D.003007000 172.16.5.65 BTSNV, 2 148 5246 [FPETIEaTION oaTa |

12:58:57.546068  &.008000860 172.15.5.85 BTLSv1.2 110 5M6 Application Data

12:58:57.547960  @.088992008 172.16.5.11 172.16.5.65 DTLGw1.2 103 5267 Application Data

12:58:57.547960  0.009000900 172.16.5.11 172.16.5.65 DTLSv1.2 121 5267 Application Data

12:58:57.573950  0.002990000 172.16.5.6% BTLSv1.2 140 5246 Application Data

12:58: 57573050  &.008000080 172.14.3.11 BTLEvi. 3 i8d 3367 Application Data

12:58:57.577957  8.801909080 172.16.5.65 172.16.5.11 BTLSw1.2 119 SM6 Application Data

12:58:57.577957  9.000000060 172.16.5.65 172.16.5.11 DTLSv1.2 143 5M6 Application Data

12158:57.577957  0.000000908 172.16.5.11 DTLSv1.2 1198 5267 Application Data

12:58:57.577957  0.000000900 172.16.5.11 BTLSv1.2 193 5207 Application Data

12:58:57. 608950 9. 070003800 172.16.5.45 BTLEvi. 2 1319 3348 Application Data

12:58:57.688050  8.008000000 172.16.5.65 BTLSV1.2 148 5246 Application Dats

12:58:57.682050  B.000000008 172.16.5.11 DTLSV1.2 119 5267 Application Data

12:58:57.688959  0.089000900 172.16.5.11 DTLSv1.2 183 5267 Application Data

12:58:57. 685951 0.000992000 172.16.5.65 BTLSv1.2 119 5246 Application Data

12:58:57. 605951 5.000000880 172.16.5.85 BTLEw1.2 22 S8 Application Data

12:58:57.600058  0.001007000 172.16.5.11 DTLEV1.2 175 5267 Application Data

12:58:57.698958  0.008008860 172.16.5.11 DTLSw1.2 183 5267 Application Data

12:58:57.692957  0.001999900 172.16.5.65 DTLS¥1.2 119 546 Application Data

12:58:57. 692957 B.000000000 172.16.5.65 172.16.5.11 DTLSv1.2 111 5246 Apolication Data

EWLCH AR BFETHRPEIAPIMALE
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https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId-2114447724
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/220443-how-to-avoid-boot-loop-due-to-corrupted.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/724/fn72424.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://www.cisco.com/c/en/us/support/docs/field-notices/725/fn72524.html
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCwb13784
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://tools.cisco.com/bugsearch/bug/CSCvu22886
https://www.cisco.com/c/zh_cn/support/wireless/catalyst-9800-series-wireless-controllers/products-release-notes-list.html

5= : MCisco I0S XE Cupertino 17.7. 1738 , MR BFEEF O] RIEZEFMFFZ , Cisco
Catalyst 9800-CLTC4k = HIBS T 8E1Z Z BT 50MNAP,

WLC GUIRE

FEWLC L , #ZEMonitoring > Wireless > AP Statistics > Join Statistics , &7 LA & BH{ERIAPIR & #Y
Last Reboot ReasonFIWLCEAM}#YLast Disconnect Reason.




BA L REEMAPAREAPIMASITFARGEE. EXE , EUUEINESHHARE , FIAPLIX
AAZHKZIWLCHI BT E 1 B 8,

Join Statistics

General

Access Point Statistics Summary Discovery Phase Statistics

Is the AP currently connected to NOT JOINED Discovery requests received
controller

Successful discovery responses
Time at which the AP joined this 09/27/2022 09:45:49 sent
controller last time

Type of error that occurred last Join

Time at which the last join error 09/27/2022 09:46:01 Reason for last unsuccessful
occurred discovery attempt

Time at last successful 09/27/2022
Last AP Disconnect Details discovery attempt 09:52:27

. ) Time at last unsuccessful NA
Reason for last AP connection failure DTLS close alert from discovery attempt
peer ’

Last Reboot Reason (Reported by AF) No reboot reason

Last AP message decryption failure details

Reason for last message decryption NA
failure

BEXEZFMAEE , BHRER—B O Statisticsitl~, EXE , BT ULBRRENMABNES
BEWHMABERE , URAENEEBNSZERNEEER.



Join Statistics

Statistics

Control DTLS Statistics Configuration phase statistics

DTLS Session request received Configuration requests received

stablished sessior >cessful configuration
Established DTLS session Successful configuratior
responses sent

Unsuccessful DTLS session
Unsuccessful configuration
request processing

Reason for last unsuccessful DTLS DTLS Handshake

session Success
Reason for last unsuccessful
configuration attempt

Time at last successful DTLS session 09/27/2022 09:45:44

Time at last successful 09/21/2022
Time at last unsuccessful DTLS NA configuration atternpt 01:39:07

session
Time at last unsuccessful MNA
Join phase statistics configuration attempt

Join requests received Data DTLS Statistics

Successful join responses sent DTLS Session request received
Unsuccessful join request processing Established DTLS session
Reason for last unsuccessful join DTLS close alert from Unsuccessful DTLS session
attempt peer
Reason for last unsuccessful DTLS Handshake

Time at last successful join attempt 09/27/2022 09:45:49 DTLS session Success

Time at last unsuccessful join attempt NA Time at last successful DTLS NA
session

Time at last unsuccessful DTLS
session

=)

P
T
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MwLC

* show ap summary
» debug capwap error
* debug capwap packet

Sk BWave 2#ICatalyst 11ax AP

» debug capwap client events
» debug capwap client error
debug dtls client error
debug dtls client event



» debug capwap client keepalive
* test capwap restart
» capwap ap erase all

SREE1RAP

» debug capwap console cli

» debug capwap client no-reload
» show dtls stats

* clear cawap ap ap all-config

AE . HEBEETelnet/SSHIEEBIAPHE T FEHERRET |, 7£/3 AAP L FREED A & At
, IBIRA & Hterminal monitorfi 5. &N , B E T2 A R E ML,

TG MR
BEERAP DA [RIEY — N R #F 8 SR IREVFTE DA R BRAY AP Y Fo £k 88 1 LA FIMAC #b 41k BY AR5 14 B
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https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--1475016411
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213949-wireless-debugging-and-log-collection-on.html#toc-hId--1475016411
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