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Edit WLAN x

-

A Changing WLAN parameters while it is enabled will result in loss of connectivity for clients connected to it.

General Security Advanced Add To Policy Tags

Coverage Hole Detection Universal Admin O
Aironet IE @ OKC O
Advertise AP Name Load Balance D
P2P Blocking Action | Disabled v | Band Select O
Multicast Buffer IP Source Guard D
Media Stream Multicast- (] WMM Paolicy | Allowed v |
direct

mDNS Mode | Bridging v |
11ac MU-MIMO O ' '

hannel nnin fer

WiFi to Cellular Steering D B G Lo
Fastlane+ (ASR) @ O

Defer DO D'I DE
Deny LAA (RCM) clients 0 Priority

0O: 0« Os
Max Client Connections
Bs 0Os

Scan Defer ‘ 100 ‘
Per WLAN ‘ 0 ‘ Sean
Per AP Per WLAN ‘ 0 ‘ Assisted Roaming (11k) .

[=] Update & Apply to Device

SR2 BB RIS E B4 H B A EBIRIEFMWGB VLAN:




Edit Policy Profile x

DHCP Drop Unicast D
IPv4 DHCP Required DNS Layer Security
DHCP S IP Address
Brver ress DNS Layer | Mot Configured v |
Security Clear
Show more =>> Parameter Map
Flex DHCP Option
AAA Policy for D=
Flex DNS Traffic
Allow AAA Override D Redirect .
NAC State O WLAN Flex Policy
Policy Name | default-aaa-policy X | VLAN Central Switchi D
. / entral Switching
Accounting List | v | ® Split MAC ACL | |
] v
WGB Paramete! ; . -
sl Air Time Fairmess Policies
Broadcast Tagging 2.4 GHz Policy | |
N ; v
WGB VLAN
5 GHz Policy | v |
Policy Proxy Settings
EoGRE Tunnel Profiles
| ARP Proxy I Tunnel Profile v .
IPv6E Proxy | Mone v |
[=] Update & Apply to Device

HIR3. 0 R EEAR 12 H R WLANBR 5 B SRS BC & 34 -
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A Changes may result in loss of connectivity for some clients that are associated to APs with this Policy Tag.

Mame® | WGBtesiTag |

Description | Enter Description |

VvV WLAN-POLICY Maps: 1

-+ Add
WLAN Profile Y Policy Profile Y
l ! | WiEBTest Folicy4VLAN100 :I
1 |10 v |

RLAN-POLICY Maps: 0

HIRA R R BEPR1C B BV ARAP:

B Usth Cisco Catalyst 9800-CL Wireless Controller wecomesamn | # € B 4 W O O Q S

* » Wireless Setup~ » Advanced sn-a-lum-o

1 - P
Rumber of APs: 2
Solecind Number of APs: 2

I Serial

o | = O & Name T Model APMAC T Mumber T T Locstion T
o l = = F Fil s
o | PR @ e F b0 FDW21 16 e "

1 - o
o | AP Jein P n v
L =
o | = ¢ m
] |
o ¢ B
o

CLI :

WLC9800# configure terminal



WLC9800(config)# wlan WGBTest

WLC9800(config-wlan)# security wpa akm psk

WLC9800(config-wlan)# security wpa psk set-key ascii 0 ciscol23
WLC9800(config-wlan)# ccx aironet-iesupport

WLC9800(config-wlan)# exit

WLC9800(config)# wireless profile policy Policy4VLAN10OO
WLC9800(config-wireless-policy)# description "test-wgb"
WLC9800(config-wireless-policy)# vlan 100

WLC9800(config-wireless-policy)# wgb vlan <-- Configures WGB VLAN client support.
WLC9800(config-wireless-policy)# wgb broadcast-tagging <-- Configures WGB broadcast tagging on a WLAN.
WLC9800(config-wireless-policy)# no shutdown

WLC9800(config-wireless-policy)# exit

WLC9800(config)# wireless tag policy WGBtestTag

WLC9800(config-policy-tag)# wlan WGBTest policy Policy4VLAN100
WLC9800(config-policy-tag)# end

WLC9800# configure terminal

WLC9800(config)# ap 7070.8b53.76fc
WLC9800(config-ap-tag)# policy-tag WGBtestTag
WLC9800(config)# ap 70db.9897.f946
WLC9800(config-ap-tag)# policy-tag WGBtestTag

WGB B &

FR1EZEDTAPHFAPB A THEAFER !

WGB# ap-type workgroup-bridge

FE2AETUEREWGBEN B, EBFZUEMipthit#ENdhcpHstatico EAFIF , EEARY
DHCP:

WGB# configure ap address ipv4 dhcp
WGB# configure ap management add username Cisco password Cisco secret Cisco
WGB# configure ap hostname WGB

HIRIEASSIDEMMELIREBRESSIDEEX . EARHIF , WLANERAWPA2-PSK:

WGB# configure ssid-profile WGB_profile ssid WGBTest authentication psk cisco!123 key-management wpa2

B/LHhAgEMAE, dsintax A :

configure ssid-profilessid-profile-namessidSSID-Nameauthentication{open| pskpreshared-keykey-
management{dot11r| wpa2| dot11w|{optional| required}| eap profileap-profile-namekey-
management{dot11r| wpa2| dot11w|{optional| required}



HIRAFFSSIDEL E X FEEFI T BEO, AT ERTLBE0(2.4Ghz):

WGB# configure dotllradio r0 mode wgb ssid-profile WGB_profile

ENTLBRREEX M , BEART

WGB# configure ssid-profile WGB_profile delete

5. Cisco Wave 2F111 AXAPs as Workgroup Bridge/X#E 7 & E B HrEAR S AR B A KM & %
. EAWSEAFERIE

WGB# configure wgb broadcast tagging enable

RIRHLEE
XREEFIWCBH RN EE.

HBR1.BIEVLAN:

switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)#vlan 101,102,103

switch(config-vlan)#end

SR2EESHEENED

interface GigabitEthernetl/0/1
description WGB trunk Tink
switchport trunk allowed vlan 1,100-102
switchport trunk native vlan 100
switchport mode trunk

|

interface GigabitEthernetl/0/2
description Wired Client 1
switchport access vlan 101
switchport mode access

|

interface GigabitEthernetl/0/3
description Wired Client 2



switchport access vlan 102

switchport mode access
|

I E

WGB &

KEWGBEE :

<tfroot>

WGB#

show run

AP Nane : WEB

AP Mbde : Wor kG oupBri dge

CDP State : Enabled

Watchdog monitoring : Enabled
SSH State : Disabled

AP Username : Cisco

Session Timeout : 300

Radio and WLAN-Profile mapping:-

Radio ID Radio Mode SSID-Profile SSID Authentication

0 WEB WEB profil e WEBTest PSK

Radio configurations:-

Radio Id : O

Admin state : ENABLED
Mode : WGB

Dotll type : 1lax
Radio Id : NA

Admin state : NA

Mode : NA

WGB specific configuration:-

WGB Radio Id : O
Mode State : Enable

SSID Profile : WEB profile



UWGB Radio Id : NA

Mode Enable : NA

SSID Profile : NA

MAC Address : NA

Rx Beacon Missing Count : 30
Packet retries Value : 64

Packet retries Action : Drop

RSSI Threshold Value : -70 dBm
Threshold timeout : 20 sec
HSR-Scan status : Disable

Auth response timeout : 5000 Msec
Assoc response timeout : 5000 Msec
WGB channel scan timeout : 40 Msec
Dhcp response timeout : 60 Sec

EAP timeout : 3000 Msec

Bridge table aging-time : 1000000 Sec
Probe pak data rate type : NA
Probe pak data rate : 0O

Antenna Band Mode : Dual

Br oadcast tagging : Enable

Total configurations size on different structure:-

Total channels : 0

Total SSID-Profiles : 1

Total Root-AP SSID-Profile : 0
Total EAP Profiles : 0O

Total QOS Profiles : 0

Total dotlx credentials : 0
Total PKI truspoints : 0

Total bridge groups : 0O

Total SSID profiles configured are:

SSID-Profile : WEB profile

SSI D Nane : WGEBTest

SSID Profile path : /data/platform/wbridge/WGB_profile

Auth type : PSK

Key managenent : WPA2

DTIM Period : 1
Q0S profile :

[...]

o

#*% End of WBridge configurations **%*



<{froot>
WGB#

show wgb ssid

Configured SSIDs details:
SSID-Profile SSID Authentication DTIM

WGB_profile WGBTest PSK 1

Connected SSIDs details:
Radio ID : O

Radio Mode : RootAP

BSSID : 70:7D:B9:E3:2A:EO
SSID : WGBTest
Authentication : PSK

KIFWLC EWGBHIRZS

EAX LR TRIEWGCBRIRE

EERNEHEFENTLBEERE , FEAST .

WLC9800# show wireless client summary

ESRMELMWGB , EEAGS :

WLC9800# show wireless wgb summary

EEREEIBEWCBHELEF RN FMAEE , BEAST

WLC9800# show wireless wgb mac-address xx:xX:xx:xx:xx:xx detail

R HEER

KIEWGBR A EEZIRAP:



<tfroot>
WGB#

show wgb dot 11 associ ati ons

Uplink Radio ID : 0O

Uplink Radio MAC : F0:1D:2D:52:CB:60
SSID Name : WGBTest

Parent AP Name : AP500F.80F6.016
Parent AP MAC : 70:7D:B9:E3:2A:EQ
Uplink State : CONNECTED

Auth Type : PSK

Key management Type : WPA2

Dotll type : 1ln

Channel : 1

Bandwidth : 20 MHz

Current Datarate : 144 Mbps

Max Datarate : 286 Mbps

RSSI : 18

IP : 192.168.100.21/24

Default Gateway : 192.168.100.1
DNS Serverl : 192.168.1.254

IPV6 : ::/128

Assoc timeout : 5000 Msec

Auth timeout : 5000 Msec

Dhcp timeout : 60 Sec

RESEE, £5, HESNERLITESAXHWCBLEITER

<#root>
WGB#
show wgh statistic

?

packet Management, Control, Data packets
roaming roaming
WGB#show wgb statistic packet

Multicast/Unicast Packet statistics
MuTticast Tx : 3345

Unicast Tx : 460

MuTlticast Rx : 2417

Unicast Rx : 3838

MuTlticast Bridge : 0O

Unicast Flood : 3377

Interface Packet Statistics
WbridgeO Tx : 2515

Wired0 Tx : 14196

Wbridgel Tx : O

Wiredl Tx : 488
AppHostIntfl Tx : 435
WbridgeO Rx : 5495

Wired0 Rx : 2519

Wbridgel Rx : O

Wiredl Rx : 127



AppHostIntfl Rx : 315

Management Packet Statistics
Mgmt tx : 16

Mgmt scan tx : O

Mgmt assoc req tx : 8

Mgmt reassoc req tx : O

Mgmt deauth tx : O

Mgmt disassoc tx : O

Mgmt action tx : 0O

Mgmt auth tx : 8

Mgmt rx : 52

Mgmt scan rx : O

Mgmt beacon rx : 0

Mgmt assoc resp rx : 7
Mgmt reassoc resp rx : 0
Mgmt deauth rx : 3

Mgmt disassoc rx : O
Mgmt action rx : 34

Mgmt auth rx : 8

Mgmt discard tx : 0
Mgmt discard rx : 0
Mgmt drop rx : O

Eapol rx : 14
Eapol tx : 14
Eapol drop rx : O

Rx Broadcast from multiple vlans
port VLAN_ID rx_bc2mc_cnt

0 101 43

0 102 17

ZRIRAWGB , BE S8

<#froot>
WGB#

debug wgb

?

client Debug WGB and wired clients
configuration Enable configuration debugs
dotll IEEE 802.11 debug command

dotllv 802.11v Processing

iapp Debug WGB IAPP

uplink EnabTle uplink debugs

EMWLCIHIAIXWGB , BHEAZEF IRHEHRERE L MBEAELEFRE—&F , FAKEWGB
macith it B RAZR ER o

BRIMANTLE P imEERITHERRNEAER  FEBTUT X
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<ffroot>

WGB#show wgb bridge

***Client ip table entries***

mac vap port vlan_id seen_ip confirm_ago fast_brg
F8:E4:3B:EE:53:AF 0

wiredl O 192.168. 100. 23

6.844000 true
3C:18:A0:1C:B0:E2 O

wired0 101 192. 168. 101. 22

22.182000 true
F8:E4:3B:EE:4F:7A O

wired0 102 192. 168. 102. 21

65.144000 true
WGB#

HEEEBLANGG O 1(wired ) EF iR E R Avian_id = 0 , XEWRER B I E P iR RE#H AWGBA i
VLAN, FEARTRHIAH , ©R2VLAN 100,

EZFIHOwiredOWE P i 2 EERRENNEF R , MBI GEZEZIWGBH EHIKA
( 9105AXWiw O HHIPOE ) AW B VLANMRIZH A E | ABWGBEN o4& 85 5 [ iZr18
3 X FIRootAP,

MWLC GUIF |, B ERE iR H X2 WGBREHKNWGBMALE i

B .l Cisco Catalyst 9800-CL Wireless Controller # v E L&MW Q
©3 Clionts
Clients
-
c
Solocted 0 out of 4 Chents
D Chont MAC Address 7 Pwd Address T IPvE Address AP Nama YT SS0 Y WLANID Y Clont Type Y Swate T Protocol Y UsseMName T Dovice Type Y Fole T
(] &
(] #
a] s
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