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evlogd: [local-60sec55.607] [tacacs+ 37201 error] [5/0/8908 <vpnmgr:1> authen_events.c:598]
[software internal system critical-info syslog] Authentication failed for user **** on tty
/dev/pts/0, application ssh, remote IP address XX.XX.XX.XX

evlogd: [local-60sec55.623] [cli 30028 debug] [5/0/8908 <vpnmgr:1> luser_auth.c:1448] [context:
local, contextID: 1] [software internal system syslog] Login attempt failure for user **** IP
address XX.XX.XX.XX - Access type ssh/sftp

evlogd: [local-60sec53.652] [tacacs+ 37201 error] [5/0/8908 <vpnmgr:1> authen_events.c:598]
[software internal system critical-info syslog] Authentication failed for user **** on tty
/dev/pts/0, application ssh, remote IP address XX.XX.XX.XX

evlogd: [local-60sec53.679] [cli 30028 debug] [5/0/8908 <vpnmgr:1> luser_auth.c:1448] [context:
local, contextID: 1] [software internal system syslog] Login attempt failure for user **** IP
address XX.XX.XX.XX - Access type ssh/sftp#####

evlogd: [local-60sec2.942] [tacacs+ 37201 error] [5/0/8908 <vpnmgr:1> authen_events.c:598]
[software internal system critical-info syslog] Authentication failed for user epcats on tty
/dev/pts/0, application ssh, remote IP address YY.YY.YY.YY

L4 S show crash list all B RBOE AR , BFE , SvpnmgriB xR AREE,

SRS, a5 Hshow task resources allAf #{Rvpnmgr Flsshd H#ZEFEEL TEERS. vpnmgrit 3 IPb



IHEBEAMITAERRBERIF, sshdxiFL£EFKStarOS CLl,
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2F , REQETRLEETT RNER,
s

[local]ASR5500-2# show administrators
Monday September 06 13:15:07 CDT 2021

Administrator/Operator Name M Type TTY Start Time Mode
Idle
admin admin /dev/pts/4 Mon Sep 06 13:14:38 2021 Context User 29
admin admin /dev/pts/3 Mon Sep 06 12:21:13 2021 Context User
749
admin admin /dev/pts/2 Thu Sep 02 11:03:57 2021 Context User
342206
[local]ASR5500-2#
/— S
2. 1A PITEXEGSHRARTEE, B3 REERSREERAR.

cli test-command pass <password>
debug shell

fEdebug shellPZTAT@H :

ps -ef
setvr 1 bash
netstat -n

pS — EUHjJ&*Eo SEI %J ltF Eﬁ*/ \—Jbté EUJE*EE’JB‘UKEE#E\_‘HIEEHLLM
-e— ETFEHRHRE , MAZERAF,
-f— DIFARRE R~HE,

netstat T ST RERAENG TRz — , ATEREETTANFEEEFIERE, CREBIHE
tepMudpEEFIEZE LU R unixiEiE, CLIETA T HugEMEFEERINMTERES,



s

ASR5500-2:card5-cpul# ps -eF

UID

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

root

10

11

12

13

15

16

17

19

20

21

22

23

PID PPID C

Sz RSS PSR STIME
511 640 4 Aug20
0 0 2 Aug20
0 0 0 Aug20
0 0 0 Aug20
0 0 0 Aug20
0 0 1 Aug20
0 0 1 Aug20
0 0 0 Aug20
0 0 1 Aug20
0 0 2 Aug20
0 0 2 Aug20
0 0 2 Aug20
0 0 3 Aug20
0 0 3 Aug20
0 0 3 Aug20
0 0 4 Aug20
0 0 4 Aug20
0 0 4 Aug20

ASR5500-2:card5-cpul# setvr 1 bash

bash-2.05b# netstat

Active Internet connections

Proto Recv-Q Send-Q Local Address

tcp

tcp

tcp

tcp

-n

10.201

10.201

10.201

10.201

Active UNIX domain sockets

Proto RefCnt Flags

Type

(w/o0 servers)

TTY

? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00
? 00

TIME

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

:00:

Foreign Address

13

00

00

00

01

00

00

31

00

00

00

00

00

00

00

00

00

00

CMD

[51]

init

[kthreadd]

[ksoftirgd/0]

[migration/0]

[watchdog/0]

[migration/1]

[ksoftirgd/1]

[kworker/0:1]

[watchdog/1]

[migration/2]

[ksoftirgd/2]

[watchdog/2]

[migration/3]

[ksoftirgd/3]

[watchdog/3]

[migration/4]

[kworker/4:0]

[ksoftirgd/4]

State

.211.23:22 10.227.230.222:51781
.211.23:22 10.24.28.55:49918
.211.23:22 10.99.10.148:54915
.211.23:22 10.227.230.222:51783

(w/o servers)

State I-Node Path

ESTABLISHED

ESTABLISHED

ESTABLISHED

ESTABLISHED



unix 2 [ 1] DGRAM 39221385
unix 2 [ ] DGRAM 27056

bash-2.05b# exit

BEFERERIORE , BRSR[ETHMASBUEETIASRSSKHE. XERSB[ITT TIFZLTHF
R ZERRSHIERE | BETIMRKA.

BN fE1ETeleTypeWriter(TTY)iE L L5 , TCPEE{MEM < L4 FEIRES.

HTIX&ER , ASRS5008F] T R PRI R ASSHERES , 115 7 SHANERE, —BEERHE R
RSB AL IUEREHRE |, TEEZRELIUEIRM , SSHa IR,

L6 78 R SSHIE T 2 31 ) Te TeleTypeWriter(noTTY)iE R, XEMnoTTYEZREENEFER
)\ﬁ,\ifﬁitﬂTLT\o

X

ERZHIERT , SSH admin@asr55kEN BT RIRA"EH T REBINoTTYIER,

E$¥,SSH1§’7 *@notty REABSSHEFEI RN MX(GW) , Bl RDEAINL R , ST
hikim, XATREREE R EHARXNRES %%JEE{E%FTPlﬁé’Eﬁl(SCP) R,

BEURBRG R

1. XA A FAPIRE B MBI AR SSHE B AT . MITZANCLINZANSSHERZ TAEAEFIESTEEE S
2 L4 fMessengerfil EME BRI CPUFE A X,
2. 8T E{LEBEHERR |, BEE LTI

logging filter runtime facility cli level debug critical-info
S FHBENATTR. s TATHESSHELLERNSSHAEE., XA LLERSHES B
B 2ERVRIP LS

Exec > Global Configuration > Context Configuration
configure > context context name
administrator encrypted password timeout-min-absolute 300 timeout-min-idle 300

HXRER
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https://www.cisco.com/c/zh_cn/td/docs/wireless/asr_5000/21-11_6-5/Mode_C-D-CLI-Reference/21-11-C-D_CLI-Reference/21-11-C-D_CLI-Reference_chapter_010000.html#reference_7b82366e-1d60-4010-be40-2b8ec8b1bafd
http://www.cisco.com/c/zh_cn/support/wireless/asr-5000-series/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/zh_cn/support/index.html
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