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Press RETURN to get started!

Trangating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-CHANGED: CAPWAP changed state to DISCOVERY

status of voice _diag_test from WLC isfase

%SSH-5-ENABLED: SSH 2.0 has been enabled

Logging LWAPP message to 255.255.255.255.

%CDP_PD-4-POWER_OK: 15.4 W power - NEGOTIATED inline power source

%L INK-3-UPDOWN: Interface Dot11Radiol, changed state to up



%LINK-3-UPDOWN: Interface Dot11Radio0, changed state to up

%L INEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radiol, changed state to up

%SY S-6-LOGGINGHOST_STARTSTOP: Logging to host 255.255.255.255 started - CL I initiated

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up

Trandating "CISCO-LWAPP-CONTROLLER"...domain server (255.255.255.255)

Trangating "CISCO-CAPWAP-CONTROLLER"...domain server (255.255.255.255)

%CAPWAP-5-DTLSREQSEND: DTL S connection request sent peer_ip:

peer_port: 5246

%CAPWAP-5-CHANGED: CAPWAP changed state to

%CAPWAP-5-DTLSREQSUCC: DTLS connection created sucessfully peer_ip:

peer_port: 5246

%CAPWAP-5-SENDJOIN: sending Join Request to



%CAPWAP-5-CHANGED: CAPWAP changed state to JOIN

%CAPWAP-5-CHANGED: CAPWAP changed state to CFG

%LWAPP-3-CLIENTERRORL OG: Operator changed mode for 802.11g. Rebooting.

%L INK-5-CHANGED: Interface Dot11Radio0, changed state to administratively down

%SY S-5-REL OAD: Reload requested by CAPWAP CLIENT. Reload Reason: Operator changed mode for 802.11g.

%LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to down

10S Bootloader - Starting system.
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LINEPROTO-5-UPDOWN: Line protocol on Interface Dot11Radio0, changed state to up

%CAPWAP-3-ERRORLOG: Not sending discovery request AP does not have an Ip !!
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EXEFAPHBALUTHS :

capwap ap ip address <ip> <mask>

capwap ap ip default-gateway <ip>

BeS , B A LS E R RS IP it

capwap ap controller ip address

2FEE , FEERIPHUNAP , BT EEWLCEE AT 22 HISRIPH 7 PR HE,
REAPH B , HILEA RS (DNS) BT KK AT R :

<Date & time> %CAPWAP-3-ERRORLOG: Could Not resolve CISCO-CAPWAP-CONTROLLER.local doamin

Not in Bound state.

RRAR
KERNIFDNSIRF [N AAMY (MRAES ) |, BERBEIDHCPHIARIZEFIZRIPH I AT 15 [,
hUfEE - EAP EFEHE B RS

"capwap ap {primary-base | secondary-base | tertiary-base}controller-name controller-ip-address"

3.EREIAPCEEBIER LM , BEMNAE TR ER RS EARRRF(SSID) &,

(4402-d) >config wlan apgroup interface-mapping add <ap group name> <wlandi> <interfacename>
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Dec 908:42:35.836 UTC: RSTP(10): sending BPDU out Te3/0/47STP: pak->vlan_id: 10

Dec 908:42:35.836 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable stateSTP: pak->vlan_id: 1
Dec 909:47:32.651 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:47:33.651 UTC: %I LPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:47:53.545 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

Dec 909:48:10.955 UTC: %I LPOWER-5-DETECT: Interface Te3/0/47: Power Device detected: |IEEE PD

Dec 909:48:11.955 UTC: %ILPOWER-5-POWER_GRANTED: Interface Te3/0/47: Power granted

Dec 909:48:32.114 UTC: %PM-4-ERR_DISABLE: bpduguard error detected on Te3/0/47, putting Te3/0/47 in err-disable state

FRRTT R
APTEEAER T & 2 K EMF I EIE 2 T (BPDU)BAH |, XRRMRHLIAYE B, HAPBZE| 5
—MZERRH , AEREOEEARLENYERSE,

£ 3= 413

EREDPRERETR , BEESBIAPHIRGIER 2 B AICAPWAPBRERH T , ERENREER
SHREMEFANERRR.

APEZERMERERBAIUELREINNMAPEIIEE. 2REEFXERESHNATAEAP,
R RN , FFBAPHEERRARMERXITHRSE -/,

XBEWLCH RBEAE :

*spamApTask6: Jun 01 17:17:55.426: %L WAPP-3-AP_DEL: spam_Irad.c:6088 1c:d1:€0:43:1d:20: Entry deleted for AP: 10.209.36.5 (5256) reason : AP
*spamApTask6: Jun 01 17:17:55.426: %CAPWAP-4-INVALID_STATE_EVENT: capwap_ac_sm.c:9292 The system detects an invalid AP(1c:d1:e0:43:
-Traceback: Oxe69bba3a5f 0xe69h9h9446 Oxe69hdc5e3b 0xe69b8f238c Oxe69bbaf33b 0xe69ccB8041b 0xe69c71df97 Ox7fef39282dff Ox7fef3869f98d
*spamReceiveTask: Jun 01 17:17:55.426: %CAPWAP-4-INVALID_STATE_EVENT: capwap_ac_sm.c:9292 The system detects an invalid AP(1c:d1:€0:
-Traceback: Oxe69bba3asf 0xe69h981950 0xe69b76dd5c 0xe69cc757¢c2 Oxe69c71df97 Ox7fef39282dff Ox 7fef3869f98d

*spamApTask5: Jun 01 17:17:55.424: %CAPWAP-3-DTLS_CLOSED_ERR: capwap_ac_sm.c:7521 1c:d1:€0:43:1d:20: DTLS connection closed forAP



*spamApTask5: Jun 01 17:17:55.423: %CAPWAP-3-MAX_RETRANSMISSIONS REACHED: capwap_ac_sm.c:8073 Max retransmissions reached on .
),number of pending messages(2)

RAR : MRRBEFFE L LEFEE , B INTL Retransmit count £ Retransmit interval A EL & T~ B F,
IR0 O] £ P A AP H IR 8] @ At 48 Hn{E .

MONITOR WILANs CONTROLLER WIRELESS GSECURITY MANAGEMENT COMMANDS HELP EEEDBACK

Global Configuration

cop High Availability

CDP State 7 AP Heartbeat Timeout(1-30) 30

Ethernet Interfaces CDF State Local Mode AP Fast Heartbeat Timer State Cisable =
v H-REAP Mode AP Fast Heartbeat Timer State Disable «
: AP Pnmary Discovery Timeout{30 to 3600) 120
J Back-up Primary Controller [P Address

Radio Slot# CDP State Back-up Primary Controller name

0 v Back-up Secondary Controller 1P Address

Back-up Secondary Controller name

1 7
Z v
3 v

TCP MSS

Login Credentials Global TCP Adjust MSS

Username AP Retransmit Config Parameaters
Password

AP Retransmat Count
Enable Password

AP Retransmat [nterval

F T E HGlobal configuration T~ FYAP E 1% fi it B S EX AV 1E T

MRRIBNE N —PMERRIE R, M 4EFEAP £ Retransmit count FlRetransmit interval £ Y 18 H0 A ## R 1tk (7] &,
All APs > Details for 12582.c <

General | Credentials | Interfaces = High Availability = Inventory Advanced

Regulatory Domans 802.11bg:-A& 802.118:-N Power Over Ethernet Settings

Country Code NZ (New Zealand) « PoE Status Madium Powar (15 .4 W

el i v Pre-standard 802.3af switches

AP G efault-gro -

Grovp Neme defauk-group Power Injector State
Statsstics Timer 180
AP Core Dump
Rogue Detection 4
AP Core Dump |

Telnet Enabled

SSH AP Retransmit Config Parameters

TCP Adjust MSS AP Retransmit Count 4 "
Link Latency AP Retransmit [nterval .| v

Enable Link Latency
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*Sep 13 18:26:24.000: %CAPWAP-5-DTLSREQSEND: DTLS connection request sent peer_ip: 10.1.1.1 peer_port: 5246
*Sep 13 18:26:24.000: %CAPWAP-5-CHANGED: CAPWAP changed state to

*Sep 13 18:26:24.099: %PK|-3-CERTIFICATE_INVALID_EXPIRED: Certificate chain validation has failed.

The certificate (SN: XXXXXXXXXXXXXX) has expired. Validity period ended on 19:56:24 UTC Aug 12 2018

*Sep 13 18:26:24.099: %L WAPP-3-CLIENTERRORLOG: Peer certificate verification failed

*Sep 13 18:26:24.099: %CAPWAP-3-ERRORLOG: Certificate verification failed!

A 2. AP ARIBAIWLC,
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[*09/09/2019 04:55:26.3299] CAPWAP State: DTL S Teardown

[*09/09/2019 04:55:30.9385] CAPWAP State: Discovery

[*09/09/2019 04:55:30.9385] Did not get log server settings from DHCP.

[*09/09/2019 04:55:41.0000] CAPWAP State: DTLS Setup

[*09/09/2019 04:55:41.3399] Bad certificate alert received from peer.

[*09/09/2019 04:55:41.3399] DTLS: Received packet caused DTL S to close connection

BRI

1. NTPEICLIZAMF3HIRERH :

(Cisco Controller)> config time ntp delete 1
(Cisco Controller)> config time manual 09/30/18 11:30:00

2. NTPESIGUIZAMFERERE :

SfnFlcontroller > NTP > Server > Commands > Set TimeA il BR 51| HEINTP AR S5 88,



MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

Commands Set Time

Download File

Upload File Current Time Tue Jan 31 17:47:08 2023
} Reboot
Date
» Restart
Month Janual ~
Config Boot o |
Da 31w
» Scheduled Reboot Y )
Year 2023 |
Reset to Factory e
Default
Set Time Time
Login Banner
9 Hour 17
} Redundan
=¥ Minutes a7 |
Seconds 8 |
Timezone
Delta hours |_D | mins U
Locationd | -Select Location- ~
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(Cisco Controller)> config ap cert-expiry-ignore mic enable
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https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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