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Prerequisites

Requirements

ZHBITHEEZN , FREBRZATER

. CiscoEz R A ZME T Cisco IOSHIIEA S AR,
- BE43E A S MY(LWAPP) &R

Components Used

AXEPNEEETUTREMESRAE

. 1217Cisco |IOSE R 4<12.4(10b)JA2EIWGB{E A Cisco 10S Software Release
12.4(10b)JA2ZR A £ 3 Fix R Z EER : Cisco Bug ID CSCsI85710 (X BRSEM A L) —
802.11a WGBT g2 FIDFS{E @ Henable (event) ‘{E# {7 &’ Cisco Bug ID CSCsI85798 (X R
EMAF) —EDFSEHLLE , WGBFE#H T Cisco Bug ID CSCsm37686 (X BRIFM A )
R TkipHR B BWGB T &assockt (WPA+TKIP)+(WPA2+AES)Cisco Bug ID CSCsk85945 (11
FRF M A ) — WPA1 WGBA 8EXBXEIWPA1+WPA2 WLANCIisco Bug ID CSCsk52437 ({XFR
AEMAF) — , HAPZXoffchannel , WGBE#4% #i & £ #FE Cisco Bug ID CSCsb85791 (X FR
EMAR) —EFHEBRINREN 2/E51130kMCisco Bug ID CSCsk63882 (X FREM A )
—E# & BlfVtraceback iV iFIdE 1R , HEF12.489802.11 APHHICisco Bug ID CSCsl36227
(X PRSEM A F) —fEWGBMI Traceback : %SM-4-BADEVENT : E‘eapResp LM Cisco Bug
ID CSCsl46209 (X RSEM A ) — WGB 1242 11gTi R EE , & 1H£%iCisco Bug ID



https://tools.cisco.com/bugsearch/bug/CSCsl85710
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsl85798
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsm37686
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk85945
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk52437
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsb85791
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk63882
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsl36227
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https://tools.cisco.com/bugsearch/bug/CSCsl46209
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CSCsI58071 (X PR F M A F) — WGBTEEAP-TLSIB it T B 1R A7 Bl EFTL 5!
- IZ1ThRZA4.2.99.0/9WLCHEH4.1.185.05 A E WL R EEH : Cisco Bug ID CSCsk41360 (X FR
SEM A ) — R HI 25 LA BEAPOL T 85 fE 2 EAPOLLLE
Note: BEER —NEMBIAF N T EFBughI1F 4% Ko

ACSIZ1T4.1;,CABITHEME20035 KRS EISP1. EEMABERT , HEHE 7TXHCA , BFFim|
K28 R AR XTI EER Internet Explorers

The information in this document was created from the devices in a specific lab environment.All of
the devices used in this document started with a cleared (default) configuration.If your network is
live, make sure that you understand the potential impact of any command.

Conventions

BXRXEANGFMES , H5H Cisco HARERAN,

EcEALA

1. £ HMicrosoft CA (MIREE)
2. ZEACS t Z& AR 2R U BA

3. EACS Lt Z&CAIEH

4. 1% BEACSHE A AR 35 851IF AR

5

6

7

. ELBACSitWGBRIFEEAP-TLS
. BEEEWLCHIWLANEE FIACS
.EBWGBHIEPIRBEENAE- , HEMNNZ LYK ERNEBEEEER. RECAILEH, EXAPIES
BER, BEAPUERERTFICA, £1TINE. REAPIAILE,
8. BLEWGB SSID, #ERF5 FFcLk B2 N B
0. BE— MBI HNZEWREE)
10. B IREABFA802.11a (54 F Ik iif)
11. @ Cisco IOSR R E &Y it £ 3 B 17 B H et BIXNVRAM (5Cisco 10S Software Release
12.4(21a)JYHI RS

Configure

AEB o RAA K W ES B A AL PR Zh RE RV 15 BLo
Note: EAB TERTE ({REMAF ) AIREEXEE D FREA B THEMAER.

& i Microsoft CA (1R BE)

SERIX LSRR T T FF 56 A BMicrosoft CA Windows 20035 HK RS 25
%, IBISEE, EFE#EIPanel>Add/Remove Programs> Windows4 £F> 57 Fi IR 5588 -

1.8
2. R , BRECALEZRGIEAR>AdIEUEPrograms> Windows @4 >iE P IRS . RS LB
CA. 4 FCA—NEF , HERBFETKE,

HEACS LRI IRFERUE A



https://tools.cisco.com/bugsearch/bug/CSCsl58071
//tools.cisco.com/RPF/register/register.do
https://tools.cisco.com/bugsearch/bug/CSCsk41360
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

FTERIXELSTRA T HEACS LR ERSIRIUEHA.

1. NEACSHRS 25 EERIRI B2 | B IARIXICA : http://ip.of.CA.server/certsrvig SR IAE
>AdvancedifR>8I2H HIRZHRLBICA. EWB(CN)FE , FRARSE, X TXe. &
INESEN THRRENTE | FEFERSBBULGER. EXBEMT , HiEE | CSP —HH
Base Cryptographicf S1#&v1.0840 K/h— 1024 ik FRicRMTMH . EAM it M Alcertiz g
KEFHcerte BT —UIRINABERNRIAME , HESTRR, BRZBERHRSRENR
E—MRA , HEMS KB 323172 , &R EIX NN EMEY,

2. £ |, £CA |, Fi ACAEERER H HitiZStart > Administrative Tools >TAEH#E, EXLin
, BT BCARN , HEEREFEERT. £4H1 , FABRGEARE T HACSHIERH Bik
BEMEES>EE8, ERMZEHERERBEHIANET,

3. EACSHRS 85 , BB 1h B X http:/fip.of.CA.server/certsrv, R EHIBFEERHFRHIRR. =
HRSFSB/WILES . FE Install this certificate.

HEACS L RECAILEH

SERIX LSRR

MIEACSERF BRIZERIN T8E , B THRIXICA : http://ip.of.CA.server/certsrv

1. B 5 Download a CA certificate, certificate chain, or CRL.

2. i%FYMIB )5 % ;. Baseb4d,

3. R TECAILES,

4. T T .cerXtF , RE R EREFIEH,

5. FINESAEmSH , HRiERTE , AREUATE#ZRMELD , AFHME.
6. PR RYEFEXE.

7. BURNBIEBRAENG , EZEFRBITHN , H B HOKE,

8. REHEHRIR , ER , HEHFH NI,

1% M ACS & i AR 55 88 iF B

BX LB IR

di

1. £ ACS %588 L , 1% System Configuration,
2. 1%£#& ACS Certificate Setup.

3. 1%£4#% Install ACS Certificate.

4. %% Use certificate from storage.

5 AACNEZ , ELt—FFEANR-—INEF.
6. #d submit,

7. ZACSHRSB#H , BRERERRE.

8. 1% ACS Certificate Setup.

9. i%£#% Edit Certificate Trust List.

10. &% CA EiEHE,

11. B submit,

Kl ACSiEWGBHIEEEAP-TLS

SERIXLSTRA T EHEACSIEWGBRKIEEACS



1. ARIWLCHERNAS (AAAZ i), FEACS GUIF , EREHEL U MEEE. 7 AAA Clients
T, %5 Add Entry, IABFHEAAAT PR EHE T, MAWLCHEEEOIPHUITEAAAR
FimlPibit T, M ARADIUSBERXENMETHAERRERTRE, ERIUEFATHXSE | FHiE
#£RADIUS (Cisco Airespace)., i Submit+Apply.

2. EACSHEnable (event) EAP-TLS, #:FERERE>2BIALRE. ZEEAP-TLST , flf , TR
JEEAP-TLS , fEEAP-FASTLEL/E , EPEAP T T REAP-TLS , R ERFEAP-TLS, R&ELE]
SUEPREIUREDT, %E#FSubmit+Restart.

3. RIMWGBIEHRACS., EAFRE , B AWGBHNBEFEAFENR , HESIHRN/RE. LR
BIEA“WGB’s I AEX BN HZL, FEAP-TLSEEX , RR&MEA, #F submit,

B EWLCHIWLANEUEZIACS

BOX LB IR

di

1. IBRIXFWLCHIGUI,

2. WINACSZIRADIUSERS 2851 & : 2R E>AAA > RADIUS>IAIEH B s, % AACS IPi#:
RS IPHULER, M E—FSHARADIUSHEN#E, 2 Apply.

3. NIEAP-TLSEF A —WLAN : EWLANsST |, 52 &, #HASSIDERNEE KR FM
WLAN SSID, £ —f%%&IN , 5K EEnabled®i&4E , H BIEMSSID (WMHEW —#), HELZE
RIAT : EHE2RRIT , BRBEF2EZE THNEENWPA+WPA2 , ATKIPINBR &
WPASERE , TIEEWPA2EAESINFZAVERE , H HiERAuth8Mgmta¥802.1X, TEAAARRS 25
T, BRIEACSR = RBIARADIUSHRSE 25 , IEHRIACS, # Apply.

B WGBMIE$H

SERIXESER

Note: tt 5 EFERAEHIMIEM 5%, SEZEBEUPEFTE Cisco 3200FR F T LEMICE B E 8 EHY
crypto pki CLISx F A {EATFTPRISCEP A EMEZE R,

1. REEHE-, WCBHEBMNNZHLERN, EHNE-LACEN CHANAFBEACSHIE

ap#configure term nal
ap(confi g) #host name WGEB
WEB( config) #

Al —ERIEWE |, 7 T IEBAAE T 4 (clock set exec CLIE, & Bl & —sntp server),

2. BEECANGEER :
WEB#config term
WGEB( confi g) #crypto pki trustpoi nt CUT- PASTE
WGB( confi g) #enrol | nent term nal
WGEB( conf i g) #subj ect - nane CN=WGB

Note: subj ect - name B ECN=<d i ent Nane>o B E , Microsoft CATBEXR Hicert , So0x80094001%8

N =y—] E
15%154»0
WGEB( conf i g) #revocat i on-check none

Note: nonefn & RIS B 2 2 B % £ Cisco Bug IDHE R A 8] BCSCsl07349 (X BRSEAM A
)o WGBRE D B/EFHXEKF AFERKMNBEMERE,

WEB( confi g) #r sakeypai r manual - keys 1024

3. EWGB L %% CA cert : 3R18CA certfWE &l : THRIXCA : http:/fip.of.CA.server/certsrvi o


//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
//www.cisco.com/en/US/docs/ios/security/configuration/guide/sec_cfg_mng_cert_serv.html
https://tools.cisco.com/bugsearch/bug/CSCsl07349
//tools.cisco.com/RPF/register/register.do

Download a CA certificate, certificate chain, or CRL., i&1Z4w#8 5% : Base64, EHTH CA

P, REF.cerS¥F, ZECA cert
WEB( confi g) #crypto pki authenticate CUT- PASTE
Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself

WE , B EXENE £ —F TEB . cerXX .
WEB( confi g) #crypt o pki authenticate CUT- PASTE
Enter the base 64 encoded CA certificate.

End with a blank line or the word "quit" on a line by itself
. EWGBLBERABLZEFFIWIES : £RIEHFREWGB
WEB(config)#crypto pki enroll CUT-PASTE

% Start certificate enroll nent

% The subject nane in the certificate will include: CN=WGB

% | ncl ude the router serial nunmber in the subject name? [yes/no]: no
% I nclude an | P address in the subject name? [no]: no

Display Certificate Request to term nal ? [yes/no]: yes

Certificate Request foll ows:

M | Bj zCB+Q BADAY MQmvCg YDVQQRDEWNXROI x Hz AdBgk ghki GOWOBCQ WEFAHQ 5]

Y21 | d2I masS5j b20wgZ8wbDQYJKoZ! hvc NAQEBBQADg YOAM GJAoGBAMuy Z0Y/ x| 30
6Pwch3gA/ JoBobYcvKH c0BOgvqPgCnizgNb8ns FDVBZFQKb3y Sdl x| qOG r n/ Yoh
2LHz RKi +AWQHFGAB2vk FDOSJID8AG+YDI GqEdXGoo/ e0eqd 7LgFqOwpUQYI PxsPn
QUcK9ZDWA8EZNYdx U j Bt LGOM_X4gt a9AgMBAAGYI TAf Bgkghki GOWOBCQ4XE] AQ
MA4GAL Ud DWEB/ WQEAW FoDANBgk ghki GOWOBAQQUFAACBYQASCI t CKRt u16Jmr z
¢ DROOL QdmNYDuwk s WHRg SHDM W B gA2bKeNs Tj +svuX5S/ @RcGhzCBOLN f t Q7
f wtRcKKnmB+SpaEnU3eYGs 3HhY7WAL4AMY4Jk Y8l 89ah15/ V82Sol ACF CJDy5BvBP6
hk7GAPbMYkV@wJIaNr uVEvKk YoL Q==

---End - This line not part of the certificate request---

Redi spl ay enrol I ment request? [yes/no]: no
WEB( config) #

BREF®AFPIERRN SUBIBRENRENCA, FRILSEE , UNCANIGEERPCHA
BERAFPIE : HEIICA : http://ip.of.CA.server/certsrvi£ " Request a certificate "%,
EFRRBNEPIBFE R, B HAbase-64-encoded CMCEPKCS-103# |, & BB RIE$H
BERFHFRXEHFRE 6 Fbase-64-encoded PKCS-730 4", #4507 M “crypto pki
REVIOSE IR ARIEAN BT THIERBERMBEERER. &5 , B TIEIANEERRHBH
Base64”, Note: BEEHE , INEAWGBEBREERT , HETHEWGCB” (AR BERMHT

AWGB)#ERCN, EWGBLELZERAFIES :
WEB(config)#crypto pki inport CUT-PASTE certificate
Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

BIE , BTRHRBEXEINE £ —F T Y .cerX .
WEB( confi g) #crypto pki inmport CUT-PASTE certificate
Enter the base 64 encoded certificate.
End with a blank line or the word "quit" on a line by itself

. BWUFMWGB CLIKYIER :
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Narme: WGB



cn=W&B
CRL Distribution Points:

http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:

start date: 11:33:09 MST Mar 3 2008

end date: 11:43:09 MST Mar 3 2009
Associ at ed Trustpoints: COPY- PASTE

CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ at ed Trustpoints: COPY- PASTE

BCEBWGB SSID, §3R7 HIFTLR BB = A E R

TR LSRR

1. BESSID, XMiZPEHEEL E—SHWLCHEERSSID
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunmber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Nane: WGEB
ch=W\GB
CRL Distribution Points:
http://wecswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ at ed Trustpoints: COPY- PASTE

CA Certificate
Status: Avail able
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://wecswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ at ed Trustpoints: COPY- PASTE

2. BLBEEAP-TLSEXR B, AP BA4MEEEFERLMAFT BRERCNEACS,

WEB#show crypto pki certificates



Certificate
Status: Avail abl e
Certificate Serial Number: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Nane: WEB
cn=W&B
CRL Distribution Points:
http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ at ed Trustpoints: COPY- PASTE

CA Certificate
Status: Avail abl e
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ at ed Trustpoints: COPY- PASTE

3. BMEXLLEOSLERN, EAFFP , ERH2.4TFT KHFTL L (Dot11Radio0).
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Narme: WGB
cn=V\GB
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ ated Trustpoints: COPY- PASTE

CA Certificate
Status: Avail able
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ ated Trustpoints: COPY- PASTE

Note: 128 , WGBREFXRE I HRAP , RERE , FXE—PMEEWGBH —NMEHAE



B, X TYEREREHWGB , XERERUER , BRERBRTRFNIRF
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Narme: WGB
cn=V\GB
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ at ed Trustpoints: COPY- PASTE

CA Certificate
Status: Avail able
Certificate Serial Nunmber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://wecsw n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018
Associ ated Trustpoints: COPY- PASTE

Note: =
WEB#show crypto pki certificates
Certificate
Status: Avail able
Certificate Serial Nunmber: 1379B07200000000000C
Certificate Usage: Ceneral Purpose
| ssuer:
cn=AARONLAB
Subj ect :
Nane: WGEB
cnh=W\&B
CRL Distribution Points:
http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 11:33:09 MST Mar 3 2008
end date: 11:43:09 MST Mar 3 2009
Associ at ed Trustpoints: COPY- PASTE

CA Certificate
Status: Avail able
Certificate Serial Nunber: 612683248DBA539B44B039BD51CD1D48
Certificate Usage: Signature
| ssuer:
cn=AARONLAB
Subj ect :
cn=AARONLAB
CRL Distribution Points:
http://weswi n/ Cert Enrol | / AARONLAB. cr |
Validity Date:
start date: 16:34:48 MST Feb 28 2008
end date: 16:41:25 MST Feb 28 2018



Associ at ed Trust points: COPY- PASTE

BBz EF KRR E (MR EE)

MBE—-NREZSWHEFHEEWGBSS , flin , B&#SIPii | FEEEREH AL BERNIPE
BOELER , IBKSBEEXREN THRIFWGBRCUWNEE R ZIBRLEE Pk, EAFH , Bk
£10.0.47.668YIP#b 31k F10040.96b4.7e8f MACHE it o

SERXESTRA T EALLEE
1. BEEHEWGBH — MRS MH % B &P imAY

B(config)#bridge 1 address 0040.96b4. 7e8f
forward fastethernetO

2. BEEEWLCH —MNEESMACK IPH# it BR &Y : BEEWLANA T enable (event) MACEIE |
AAAB EMTERDHCP

(Cisco Controller) >show w an sunmary

l--- Make a note of the WLAN ID for the SSID used for EAP-TLS. (G sco Controller) >config
w an disable 6

(Cisco Controller) >config wian mac-filtering enable 6

(Cisco Controller) >config w an aaa-override enable 6

(Cisco Controller) >config w an dhcp_server 6 0.0.0.0

1--- Do not have DHCP required checked.

AN IIMACIEE 288 (MACKY IPHR S BB P IR EY

(Cisco Controller) >config macfilter add
0040. 96b4. 7e8f 6 managenent "client1" 10.0.47.66

BEIBRRABHEHS02.11a (54T I8#F)

K9802.11atk802.11b/g (2.4 F J#k) X FF 258 , se RWGBR Z I RIAHEFTE A ANEE,
T, EHFE , HBEHRESN TP , REEEERBUENIRAPEH |, EFEELV . 3
S\, MRFEADFSEE , FERABEETRRERSNE , HEAEDFSERRNEHUAGHREMRK SR
BEE .

BIEY , MBFEFAS02.11a , BRIIZEAEHADFSEE , fltn , EFCCHEFFEARXUNII-1FIUNII-
IBR. MiZtBEEWGBHDot11Radio1EAHAWRXEEEFAPEREXE., Fim :

WEB(config-if)#nobile station scan
36 40 44 48 149 153 157

EN

XEAP12420 — i RHIWGBEL & , iZ5WPA1-TKIPH Fi&Cisco 10S Software Release
12.4(10b)JA2 , EAP-TLSIAGE , 2.4F Jkiko

Note: HELE — L& BB TRE ZTHTZRAR,

WEB(config-if)#nobile station scan
36 40 44 48 149 153 157




B Cisco IOSE R E W4 3 B & Hif AXNVRAM (5Cisco 10S Software
Release 12.4(21a)JYH & 4E)

FRAEEHTHMEEZEE TINENIANE , REUFIE FKFHICisco IOSIRE |, AIRETT R EEEE
R4, BRIFIX LSRR,

RNTHE , BERS , EEFME , B2 , ETEZETENGRE , fELLLRZE , HibseRiE iR
EEBMIANLE |, BAAEEERS T #BMNtp serverfy it B F144 ENVRAME AT B, X 21z 1TCisco
|OS Software Release 12.4(21a)JYMIFFIE R KK —NER,

TERXELSRR

1. BLBE R 7 B Het B 2 2 ZEFNtp server , &3R5 HE M5 6 M7 H ot | 2 ENVRAM, R
Bl1.1. (EE—NMRESSNTPHREEHAMT) :

Supp(config)#sntp server 10.0.47.1
Supp(confi g) #cl ock save interval 8
Supp( confi g) #end

Supp#write nmenory

1.2, (BE—PMREENTPHIEESBER) -
Supp(config)#ntp server 10.0.47.1 iburst
Supp(confi g) #nt p updat e- cal endar
Supp(confi g) #end
Supp#write nmenory

2. f1idERAEMEEBEEX Ntp serverfE S HadiE, RFI2.1 :

Supp#show snt p

SNTP server Stratum Version Last Receive
10.0.47.1 3 1 00: 00: 09 Synced
w22 :

Supp#show ntp status
Cl ock is synchronized, stratum 4, reference is 10.95.42.129

[ ... ]

3. YIEEWMEHMEENERANWEECRFT , MBE— , REWNNVRAM , MEF, RHI3.1, &
BREBEHFHAN—IRE . EFBABRERNTHE , HBAHERKENINVRAM, ETEHHZA
fa , BRI A RIECUERR |, BEE ZNtp server@ RIZMHH

Supp#show cl ock det ail
*08: 24: 30. 103 - 0700 Thu Apr 15 2010
No tinme source

76132, EEBBHBAAN—IRE : KEHBHELAET , EHERE

Supp#cl ock updat e- cal endar

WIERA R ER

Supp#show cal endar

Verify

Use this section to confirm that your configuration works properly.

EEMEBRRER (XREMAF, ) (OIT) ZHFEL show 5. F£A OIT AIEEX show BT H
5 4T
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KUFWGBIE#,

FEWLC , WGBHYTT4 EEMACH: 3t B iZ HEE N — NMEXM &= P ik, a0

(Cisco Controller) >show client sumary

Nunmber of Cients........ .. ... .. . . . . ... 5
MAC Addr ess AP Nane St at us W.AN Aut h Protocol Port Wred
Quest - Lan

00: 00: 39: dd: 4d: 24 AP0019. e802. 3034 Associ at ed 6 Yes NA 4 No
00: Oe: 9b: cbh: d3: 9c AP0019. e802. 3034 Associ at ed 1 No 802. 11b 4 No
00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probing N A No 802. 11b 4 No
00: 19: 56: b0: 7e: b6 AP0019. e802. 3034 Associ at ed 6 Yes 802.11b 4 No
00: 40: 96: b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes NA 4 No

Use "show client detail <MAC>" to see nore information on the WGEB:
(Cisco Controller) >show client detail 00:19:56: b0: 7e: b6

Cient MAC AdAress. . ...t 00: 19: 56: b0: 7e: b6
Cient Username ............. .. WGEB

AP MAC Address. .. ... e e 00: 19: a9: 42: e4: 10
Cient State....... ... .. i Associ at ed
Workgroup Bridge. .. ... ... . ... 2 client(s)
Wreless LAN Id............. . ... . .. 6

BSSI D. ... e 00: 19: a9: 42: e4: 15
Channel . ... .. . . . . 1

I[P Address. ... e e 10. 0. 47. 23

EWGB , & #e/# Fishow dot11 associationsHshow dot11 associations2 B Sh T XX T
RENEZFMERBIAP, FHFEAping wxy.z®h TIEZEWGBHERIAM K,

WIFWGBHY &/~ imiE #£,

EWGB , #&8E{E Fshow bridge 1 fastethernetOas 8 7 XK I iEid FastEthernet0Z O T ARV bk

WGEB. Ci sco. COMtshow bridge 1 fastethernetO

Total of 300 station bl ocks, 292 free
Codes: P - permanent, S - self

Bri dge G oup 1:

Addr ess Acti on Interface Age RX count TX count
0000. 39dd. 4d24  forward Fast Et her net 0 1 328 71
0040. 96b4. 7e8f forward Fast Et her net 0 P 0 352

On the W.C, the WaB's wired clients will show up as associated clients with
protocol "N A":
(Cisco Controller) >show client summary

Nunmber of Cients........ ... .. .. ... 5

MAC Address AP Nane St at us WLAN/ Auth Protocol Port Wred
Cuest - Lan

00: 00: 39: dd: 4d: 24 AP0019. e802. 3034 Associ ated Yes N A 4 No

00: Oe: 9b: cbh: d3: 9¢c AP0019. e802. 3034 Associ at ed 1 No 802.11b 4 No

00: 16: 6f: 50: el: 25 AP0019. e802. 3034 Probi ng N A No 802.11b 4 No

00: 19: 56: b0: 7e: b6 AP0019. e802. 3034 Associ at ed 6 Yes 802.11b 4 No



00: 40: 96: b4: 7e: 8f AP0019. e802. 3034 Associ at ed 6 Yes N A 4 No

(Cisco Controller) >show client detail 00:00: 39: dd: 4d: 24

Cient MAC AdAress. . ... 00: 00: 39: dd: 4d: 24
Cient Username ............c..iiiiinnnnann N A

AP MAC Address. . ... 00: 19: a9: 42: e4: 10
Aient State........ .. i Associ at ed

Workgroup Bridge Cient......... .. ... . ... ..... WEB: 00: 19: 56: b0: 7e: b6
Wreless LAN Id........... ... .. ... 6

BSSI D. .. 00: 19: a9: 42: e4: 15
Channel . ... ... . . . . 1

Troubleshoot

REo RENE BT A THEERTHRED R,

HEHEBR D

T HERER ({REMAF ) (OIT) XFFEL show i T, A OIT IEEX show S wH
H 24

Note: £/ debug an =281 , FZSHAEX Debug nTHEEEFE.

i R P

- WGB1l 7= 4
- WLCU 7= 451

WGB{U 7R 5l

EWGB , lRBIERIZ2.4F Ik ik, an R £ A5 F I8 #E , 1538 E Dot 11Radi 01 1M 7 =& Dot 11Radi 00

WEB#no debug dot 11 dot 11radi o0 print printf

l--- This runs the radi o debugs through !--- the standard Cisco | 0S | ogger. WEB#debug dot 11

dot 11radi 00 trace print mgnt uplink

l--- radio driver debugs: 802.11 managenent frames !--- and uplink events WEB#debug dot 11 supp-
sm dot 1x

l--- interface to the 802. 1X supplicant

XREREBESEN—NEFEXBKRRA

WGB{l 7= 41

WEB#no debug dot 11 dot 1lradi o0 print printf

l--- This runs the radio debugs through !--- the
standard Ci sco | OS | ogger. W&B#debug dot 11 dot 11r adi 00
trace print mgnmt uplink

I--- radio driver debugs: 802.11 managenent franmes !---
and uplink events WB#debug dot 11 supp-sm dot 1x

l--- interface to the 802.1X supplicant

WL CH i 5

WLCH =Bl
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(Cisco Controller) >debug mac addr
00: 19: 56: b0: 7e: b6

l--- Filter debugs on the radio !--- MAC address of the
WEB. (Cisco Controller) >debug dotll state enable

(Cisco Controller) >debug dot1x events enable
(Cisco Controller) >debug dot1x states enable
(Cisco Controller) >debug pem events enabl e
(Cisco Controller) >debug pem state enable
(Cisco Controller) >debug aaa packet enable
(Cisco Controller) >debuug aaa events enabl e
(Cisco Controller) >debug aaa events enable

Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Processi ng
WPA | E type 221,

Il ength 24 for nobile
00: 19: 56: b0: 7e: b6
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
RUN (20)

Change state to START (0) | ast
state RUN (20)
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
START (0)

Initializing policy
Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6 10.0.47. 23
START (0)

Change state to AUTHCHECK (2)
| ast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6 10.0.47. 23
AUTHCHECK ( 2)

Change state to 8021X _REQD (3)
| ast state RUN (20)
Tue Mar 4 16:45:56 2008: 00:19:56: b0: 7e: b6 10.0.47. 23
8021X_REQD (3)

Pl unbed nobil e LWAPP rul e on
AP 00: 19: a9:42:e4: 10

Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6
apf PemAddUser 2 (apf_policy. c: 209)
Changi ng state for nobile
00: 19: 56: b0: 7e: b6 on
AP 00:19: a9:42:e4:10 from Associ ated to Associ ated

Tue Mar 4 16:45:56 2008: 00: 19:56: b0: 7e: b6
apf ProcessAssocReq (apf_80211. c: 4149)

Changi ng state for nobile
00: 19: 56: b0: 7e: b6 on

AP 00:19: a9:42:e4:10 from Associ ated to Associ at ed

I--- WEB is associated in 802.11. !--- Note in this case
that the WEB associated !--- when it was al ready

associ ated. Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6
dot 1x - noving nmobil e 00:19: 56: b0: 7e: b6 i nto Connecti ng
state Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 Sendi ng
EAP- Request/ Il dentity to nmobile 00:19:56: b0: 7e: b6 (EAP Id
1) Tue Mar 4 16:45:56 2008: 00: 19: 56: b0: 7e: b6 10.0.47. 23
Rermoved NPU entry. Tue Mar 4 16:45:59 2008:




00: 19: 56: b0: 7e: b6 Recei ved EAPOL START from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 dot1x - noving nobile

00: 19: 56: b0: 7e: b6 into Connecting state Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Sendi ng EAP-
Request/Ildentity to nobile 00:19:56: b0: 7e: b6 (EAP Id 2)
Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Recei ved
EAPOL EAPPKT from nobil e 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Recei ved EAP Response
packet with mismatching id (currentid=2, eapid=1) from
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Received ldentity Response (count=2)

from nobil e 00:19: 56: b0: 7e: b6 !--- WEB sends EAPOL START
while !'--- W.C sends its EAP ID-request, !--- which
confuses the state nachines for a nonment, !--- but
eventually we get on track, and the WC !--- gets its

| D-response fromthe WS supplicant. Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 EAP State update from Connecting
to Authenticating for nobile 00:19:56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 dot 1x - novi ng nobile
00: 19: 56: b0: 7e: b6 into Authenticating state Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Successful transm ssion
of Authentication Packet (id 17) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6-00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 11 00 9c 85 82 35 15 62 0Of 50 bd 32
60 Oc €6 ...... 5.b.P.2°.. Tue Mar 4 16:45:59 2008
00000010: de 94 b2 40 01 05 57 47 42 1f 13 30 30 2d 31
39 ...@.WGB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19- A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-W c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7cC........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080

4f Oa 02 02 00 08 01 57 47 42 50 12 c5 f3 f5 9c

O..... WGBP. . . .. Tue Mar 4 16:45:59 2008: 00000090: cO
81 Oe 3e 23 c0 a7 1b 03 f7 af 5b ...>#...... [ Tue Mar 4
16: 45: 59 2008: 00000000: Ob 11 00 47 54 d3 b6 45 75 eb
83 b7 97 7¢ 80 1b ...GI..Eu....|.. Tue Mar 4 16:45:59
2008: 00000010: 13 03 71 1d 4f 15 01 b0 00 13 11 01 00
08 3d 17 ... O ........ =. Tue Mar 4 16:45:59 2008
00000020: 4a 94 eb c7 3b 3e 57 47 42 18 0Oc 53 56 43 3d
30 J...;>WEB..SVC=0 Tue Mar 4 16:45:59 2008: 00000030

2e 36 34 37 3b 50 12 67 50 d3 ad 88 7d 16 8b 5b
.647;P.gP...}..[ Tue Mar 4 16:45:59 2008: 00000040: di1
25 57 56 b2 ec 76.%W..v Tue Mar 4 16:45:59 2008:
****Ent er processl ncom ngMessages: response code=11 Tue
Mar 4 16:45:59 2008: ****Enter processRadi usResponse
response code=11 Tue Mar 4 16:45:59 2008

00: 19: 56: b0: 7e: b6 Access- Chal | enge recei ved from RADI US
server 10.0.47.42 for nobile 00:19:56: b0: 7e: b6 receivel d
= 7 Tue Mar 4 16:45:59 2008: 00: 19: 56: b0: 7e: b6
Processi ng Access-Chal | enge for nobile 00:19:56: b0: 7e: b6
l--- The W.C forwards the ID-request info, !'--- that it
had received !--- in 802.1X fromthe WG supplicant, to




the RADIUS server, !--- in a RADIUS Access- Request

packet. !--- The RADIUS server responds with an Access-
Challenge. !--- If there is a configuration problemwth
RADI US, then either !--- the RAD US server does not
respond, or it responds !--- with a RADIUS Access-
Reject. !--- |f EAP-TLS goes well, there is much back
and forth !--- between the EAP exchange on the wrel ess

I--- link, and the RADI US exchange between the W.C and
ACS. Tue Mar 4 16:45:59 2008: 00:19:56: b0: 7e: b6 Entering
Backend Auth Req state (id=176) for nobile

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 WARNI NG updated EAP-ldentifer 2 ===>
176 for STA 00:19:56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to nobile
00:19: 56: b0: 7e: b6 (EAP Id 176) Tue Mar 4 16:45:59 2008:
00: 19: 56: b0: 7e: b6 Recei ved EAPOL EAPPKT from nobil e

00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e
00:19: 56: b0: 7e: b6 (EAP Id 176, EAP Type 3) Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transni ssion
of Authentication Packet (id 18) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6- 00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 12 00 a6 d5 64 56 8a e8 27 fa de ca
69 c4 2a ..... dv..'...i.* Tue Mar 4 16:45:59 2008
00000010: cd 06 26 Oc 01 05 57 47 42 1f 13 30 30 2d 31
39 .. & ..WGEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 1le 1la 30 30 -56-BO-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7c........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080

4f 08 02 b0 00 06 03 0d 18 Oc 53 56 43 3d 30 2e
O........ SVC=0. Tue Mar 4 16:45:59 2008: 00000090: 36
34 37 3b 50 12 43 6e 32 b6 €9 11 a3 47 8e 96
647;P.Cn2....G . Tue Mar 4 16:45:59 2008: 000000a0: dc
fO 37 a8 37 9e..7.7. Tue Mar 4 16:45:59 2008: 00000000:
Ob 12 00 4b 71 7a 36 1d d9 24 16 8d c0 2f 45 52
...Kgz6..$%$.../ER Tue Mar 4 16:45:59 2008: 00000010: 82
3d 58 cf 4f 08 01 bl 00 06 0d 20 18 1d 45 41
X0 EA Tue Mar 4 16:45:59 2008: 00000020: 50
3d 30 2e 32 30 32 2e 32 37 65 61 2e 31 3b 53

P=0. 202. 27ea. 1; S Tue Mar 4 16:45:59 2008: 00000030: 56
43 3d 30 2e 36 34 37 3b 50 12 71 bf 1f 5c¢c c7
VC=0.647;P.q..\. Tue Mar 4 16:45:59 2008: 00000040: 69
7e e8 cc 9d 71 18 de b7 e5 b7 i~ ..q..... Tue Mar 4

16: 45: 59 2008: ****Enter processlncom ngMessages:
response code=11 Tue Mar 4 16:45:59 2008: ****Enter

pr ocessRadi usResponse: response code=11 Tue Mar 4

16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Access- Chal | enge

recei ved from RADI US server 10.0.47.42 for nobile

00: 19: 56: b0: 7e : b6 receiveld = 7 Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Processi ng Access-Chal | enge for
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Entering Backend Auth Req state
(id=177) for nobile 00:19:56:b0: 7e: b6 Tue Mar 4 16:45:59
2008: 00:19: 56: b0: 7e: b6 Sendi ng EAP Request from AAA to




nobi | e 00: 19: 56: b0: 7e: b6 (EAP Id 177) Tue Mar 4 16:45:59
2008: 00: 19: 56: b0: 7e: b6 Recei ved EAPCL EAPPKT from
nmobi | e 00: 19: 56: b0: 7e: b6 Tue Mar 4 16:45:59 2008:

00: 19: 56: b0: 7e: b6 Recei ved EAP Response from nobil e

00: 19: 56: b0: 7e: b6 (EAP Id 177, EAP Type 13) Tue Mar 4
16: 45: 59 2008: 00: 19: 56: b0: 7e: b6 Entering Backend Auth
Response state for nobile 00:19: 56: b0: 7e: b6 Tue Mar 4
16: 45: 59 2008: 00:19: 56: b0: 7e: b6 Successful transni ssion
of Authentication Packet (id 19) to 10.0.47.42:1812
proxy state 00:19:56: b0: 7e: b6- 00: 00 Tue Mar 4 16:45:59
2008: 00000000: 01 13 00 ed 30 a2 b8 d3 6¢c 6a €9 08 04
fo b9 32 ....0...1j..... 2 Tue Mar 4 16:45:59 2008
00000010: 98 fe 36 62 01 05 57 47 42 1f 13 30 30 2d 31
39 ..6b..WEB..00-19 Tue Mar 4 16:45:59 2008: 00000020:
2d 35 36 2d 42 30 2d 37 45 2d 42 36 le la 30 30 -56-B0-
7E-B6..00 Tue Mar 4 16:45:59 2008: 00000030: 2d 31 39 2d
41 39 2d 34 32 2d 45 34 2d 31 30 3a -19-A9-42-E4-10: Tue
Mar 4 16:45:59 2008: 00000040: 45 41 50 54 4c 53 05 06
00 00 00 04 04 06 Oa 00 EAPTLS.......... Tue Mar 4

16: 45: 59 2008: 00000050: 2f 06 20 10 74 75 63 73 6f 6e
2d 77 6¢ 63 32 30 /...tucson-w c20 Tue Mar 4 16:45:59
2008: 00000060: 30 36 1a Oc 00 00 37 63 01 06 00 00 00
06 06 06 06....7c........ Tue Mar 4 16:45:59 2008:
00000070: 00 00 00 02 Oc 06 00 00 05 14 3d 06 00 00 00
13 .......... = ... Tue Mar 4 16:45:59 2008: 00000080

4f 3e 02 bl 00 3c 0d 80 00 00 00 32 16 03 01 00

... .<..... 2.... Tue Mar 4 16:45:59 2008: 00000090: 2d
01 00 00 29 03 01 47 cd df 36 c4 bc 40 48 75 -
...)..G.6..@u Tue Mar 4 16:45:59 2008: 000000a0: f4 09
ea 60 Oc 40 fc 99 a0 e7 11 15 00 7e ca 90

e L@ ~.. Tue Mar 4 16:45:59 2008: 000000b0: da
5a d3 39 45 be ca 00 00 02 00 04 01 00 18 1d
JZU9E L Tue Mar 4 16:45:59 2008: 000000c0: 45

41 50 3d 30 2e 32 30 32 2e 32 37 65 61 2e 31
EAP=0. 202. 27ea. 1 Tue Mar 4 16:45:59 2008: 000000d0: 3b
53 56 43 3d 30 2e 36 34 37 3b 50 12 c0 6b 4c

; SVC=0. 647; P. . kL Tue Mar 4 16:45:59 2008: 000000e0: 37
6c la 4f 58 89 18 2b c4 Oe 99 cd Of 71.0OXK . +..... Tue
Mar 4 16:45:59 2008: 00000000: Ob 13 04 3f 5d 80 89 e2
e7 3f b0 c4 4c 99 d2 bd ...?]....?2..L... Tue Mar 4

16: 45: 59 2008: 00000010: e5 e3 6e af 4f ff 01 b2 03 f4
0d cO 00 00 07 9d ..n.O........... Tue Mar 4 16:45:59
2008: 00000020: 16 03 01 00 4a 02 00 00 46 03 01 47 cd
df 2a f3 ....J...F..G.*. Tue Mar 4 16:45:59 2008
00000030: 19 of 6f 52 2f a7 ¢3 00 d4 c8 f0O 50 1c 8f 47
f4 ..oR...... P..G Tue Mar 4 16:45:59 2008: 00000040
97 1b f2 a0 ca a9 f4 27 Oc 34 32 20 d9 33 c4 27
....... '.42..3." Tue Mar 4 16:45:59 2008: 00000050: 81
91 e4 97 d7 a6 6b 03 58 la 4a c8 6d 4a e7 ef

...... k.X. J.ml.. Tue Mar 4 16:45:59 2008: 00000060: 9d
f8 fd ad ¢9 95 aa b5 3e f5 1b dc 00 04 00 16

........ > ...... Tue Mar 4 16:45:59 2008: 00000070: 03
01 07 37 Ob 00 07 33 00 07 30 00 03 c2 30 82
...7...3..0...0. Tue Mar 4 16:45:59 2008: 00000080: 03
be 30 82 02 a6 a0 03 02 01 02 02 Oa 61 Of c8
00 a.. Tue Mar 4 16:45:59 2008: 00000090: d9
00 00 00 00 00 02 30 0d 06 09 2a 86 48 86 f7

....... 0...*.H . Tue Mar 4 16:45:59 2008: 000000a0: O0Od
01 01 05 05 00 30 13 31 11 30 Of 06 03 55 04

...... 0.1.0...U. Tue Mar 4 16:45:59 2008: 000000b0: 03
13 08 41 41 52 4f 4e 4c 41 42 30 1e 17 0d 30

... AARONLABO...0 Tue Mar 4 16:45:59 2008: 000000c0O: 38
30 32 32 39 30 30 30 32 35 30 5a 17 0d 30 39
80229000250Z. .09 Tue Mar 4 16:45:59 2008: 000000d0: 30
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