% BiEMEH R LB E RS A& RS8R

AP_E#ySyslog

EE
WLC (GUN LW REHERE
FEWLC(CL) EFERZAE

WLCHAPEBERZ HE CLI
f£FlexConnectiZE A 5 FEIE RS HE
BRI
iF
xEs
/\"ﬁ/\
8] J|

AN BUAN RGO SRS BRBELLRIMEHE.

FoRFM

=R

Cisco AT LT EH -
. THROAERBETS LAN 248 (WLC) MBEEA R (LAP) BURTEAN B,
o Tl $E A SR(CAPWAR) Y f9 22450 A L EL A 038

=AY A G

AR S B ETF U T R AE IR -

« Z1TAireOS 8.8.111.0 - T4 B 1T M 488,

« % 1)KAP : 3500, 1600/2600/3600 ( X PR T8.5F M4 , AlRE T 2 fEN My — /54T
g€ ) . 1700/2700/3700,
« ZE2JKAP : 1800/2800/3800/4800. 1540F11560,



AXHEPNEEHRRETREXRENEFNREFEN, FAXHFEANMERZHNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERE,

BEXRWLCENREHENER

RGBT EEFATRFRFERSEEARERIRS =ANERRE AERSH
WLCHEIERKEIEZFIF LEENB N REBERSHN , 2REBNRE AT HENER,

BEB NsyslogEE R IEEIZ A RGSFBUHFREETLSHT —BsysloglRFRE R A A AME Ko
HEREFATPRRGERIERIEFRZEFXGRFE,

BXRGHENBHBEESNEARE  FERERTREESE

AP _E#YSyslog

MAIireOS 8.4FF % , BRI LUEIYWLC CLIZABNAPR/RE /BN RS B ERS 2R,

E8.8MAH |, 5| A T X E2RAP L syslogik &M -

[

BAUEAARERHR  BREBHCRIBSZS=ATERE SRS, HicFKIEHR LR
ENESNREBERSRN , BHRLREEINREATHENEE, HTEEBEAZARSTRELR
EREGEATER , AABRASEA-EREASRSRENFTTAMSBEEE X,

XMEEEATHERTRER
- BENEP-BEREATRSETTA,

- SNEERATUKETENERRE,
« RERBURFLEFREATHEREITENXWERS SR , RET RVTAKE,

N EE  REBZHBEUDPHOS14 LR | BRALRS BEE TAEEERE B NN,

) AR HEWLCIH ORI AR , REMAIBIEFEE , MAEENHE XA EsysloglRses. &
AEREFAERERE A ERSZSFHRZTEFEEI0W,
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FE=2% : Ei®RESysloghFl ( ™EH ) AT IESyslogiH B |SysloglRs585 , i MSyslog Level I
5U§¢1£?¥J«J\Tﬁ1ﬁ2— :

s BE2=FELRF0

o BIR=TFEHH1 ( BRIAE)

. PE=ERHI2

- BIR=TERHI3

- BE=-TERH4

- BHRI=ERF5

« Informational =™ E 4 56

- BiRA=ERH7

MREERZBERS , MO EMETRET ZEANNER R EERE BERS SR, Hlw,
B RE% B ERHIRE H Notifications ( EMELKHI5) , N /\ﬁFE’l‘EEO*%ZIEUE’JﬁE\Z*éZiﬁ
I'J%\ L H /L:\Hﬁx'ﬁg

N NEEEANERNEERIERRREAR  NRANARE RN LSS TEAR
SHERAEHYY  mFEMEBEIIRENRI. Hlan | I1RIEH 1T debug dient mac-addrii s , M HES
AEAREAHEEERES | BMEEE~EMRFIRE NErrorstt 2201tk

FML : ERE Hsydogil B BsysoghR 851k B Sydogi& % , iIEMSydogif & Fh PR PIEF LA TRz — :

. AB=RKEHRHIO

- FAPHB=IRER B

«  Mail=igHEH 512

o REFIEF=Faility level 3
. BR=RRER54

« REBF=RERHS (BIAE)
o fTRITEIHL=1RER 56

»  USENET=RHEHHI7

«  Unix-to-Unix Copy=1& #E4% 58
+  Cron =K% 519

«  FTPE&ER=-REHRSI11

. REER1 =RERN12



o REFEA2=RERSNS

- RGFEA=RERAI4

o REFER4IRERRN15

o ARMUER2 SEHERA7

o AHERM3=RMESRHI18

o RHMEFAA =IRIEHR 19

o FHMERS=IRIER 5120

o RHMERAS=RIER 521

o AMERS=RMESRB22

. AMERS =R R 5123

Pl | EREKerne R AFRIESAKMAXKER . BN, RATFREAAABRXERS.

EHS : B Apply.

EWLC (CLHEBRERSERAXE

SERILBIAANTSHS , BAREATRCFAREEFRE AT ERRIEFN R SRS /MIPHL

(Cisco Controller) >config logging syslog host server_IP_address

-5 BRIMAUTHSMNERBRTRERRSE B SRS , BRITUATERE

(Cisco Controller) >config logging syslog host server_IP_address delete

B=F  BAUTHS  RERSGATHETIRIRS BERSH[O™EMRS

(Cisco Controller) >config logging syslog level severity level



AR Elseverity leve , AU AR REHETF. FlE0 : debugging=k 7.

FwLC CLIRIR XX E RS B ERS 21

FEALET , WLCRHB M iR Fsysoghk S8R, ER , MRCLISFELLE , BHAFER , A AT 2BRREBERSH AN H

o

(Cisco Controller) >config logging debug syslog enable



MWLCHAPELERSZ A& ({XFRCLI )

SR ERERS H SRS |ipbaut | XAMEACLI, BRUNFIBAPEIEAPLRIREIPH L,

(Cisco Controller) >config ap syslog host ?

global Configures the global system logging host for al Cisco AP
specific  Configures the system logging host for a specific Cisco AP.

(Cisco Controller) >config ap syslog host global ?

<ip_address> |P address of the global system logging host for al Cisco AP

(Cisco Controller) >config ap syslog host global 10.0.0.1

Setting the AP Global Syslog host will overwrite all AP Specific Syslog host configurations!
Areyou sure you would like to set the AP Global Syslog host? (y/n) y

AP Global Syslog host has been set.

(Cisco Controller) >show ap config global

AP global system logging host.................... 10.0.0.1

AP global system logging level................... debugging

AP Telnet Settings........cooceveveereeneneenes Globally Configured (Disabled)

AP SSH Settings......cccceevreerccrennnenes Globally Configured (Disabled)
Diminished TX power Settings...........ccccoeen. Globally Configured (Disabled)

B=H  BECL, BMNETURANUTSH S , AEEBERAL[SIAERARIMREATEERERSGE ASHNEMLRA

(Cisco Controller) >config ap logging syslog level severity level

% AR ERseverity level , AT A RRAREHT ., Hili0 : debugingor 7,

=4 BIWALTEHS , i®Eoutgoingsys ogmessages to thyslogserverfd T &, :

(Cisco Controller) >config logging syslog facility facility-code

H dhifacility-code2 A FH A —IT :

ap = APHXFERt,



BRIN=RNR5%. RERK=4,

o auth-private=RIRE (€M) . &EHHI= 10,

e cron=Cronaig . i&HERHI= 9.

o daemon =REFHERF. &HERF=3,

- ftp=FTPERAERERF. RERDI= 11,

o kern =%, ®EHHI=0,

o local0=AHfEMA, "L 5= 16,

. |Oca|1=z'§ﬂﬂﬁﬁﬁo iﬁﬁﬁé&%u= 17,

o local2=7HfFEMA, ®HELR =18,

e local3=AHfEM, ®REZFRDI=19

o local4 =AM, ®HEHK D= 20,

o local5 =AHfEMA, ®HEER D= 21,

o local6 =AM fEMA, ®HEHRBI= 22,

o local7 =7 fFEMA, RHELRSI= 23,

. lpr =REITENRS. RIEHRSI=6.

. mail :m|31q:%éﬁo iﬁﬁ@é&%ﬂj: 2o

o PfE= USENETHH. RERFI= 7.

o ysI2=REEM, RERBI= 12,

. WS].S :%gﬁ{imo iﬁﬁﬁg&%”= 130

. Sysl4 :%éﬁﬁﬁﬁo iﬁ%@l?ﬂ]: 14,

. Sysl5 :%é)tbﬁmo "Lﬁﬁ'é&ﬂ: 150

«  sydog= Thesyslogself, &ML Bl= 5,

o user =AF#E. REXI=1,



e uucp = UnixElUnixEFI RS, RieH 5= 8.

F=% FAT—STSNAPEERSZ A RIRE :

(Cisco Controller) >config logging syslog facility AP

HAAPATEL :

+ associate= APHIREXRZ AR,

 disassociate = Disassociate syslog for AP,

BOL  MALUTEHT , NAPRFBAPRERS HERE !

(Cisco Controller) >config ap logging syslog facility facility-level { Cisco_AP| all}

Hhfacility-level RAT B2 — :

o auth =#ENERE

e cron = Cron/ati& &

o daemon =R EF

o kern=H#&

o localQ =7 fF FH

o locall =AihfF

o local2 =71t {5 F

o local3 =i {E A

o local4 = 1b {5



o local5 =7 ith {8 FH

o local6 =it {5 FA

o local7 = 1b {5

o lpr FFRITENRSG

- mail =ERERE

o ¥fE= USENETHH

«  syslO=R&HEH

o sysll=R&EMER

o sysl2=R&fEH

o sysI3=R&HEH

o sysl4=REfEH

e yO=REMEH

+ sydog=REAFLXREF

- AP=RPEE

« uucp = UnixBlUnixE IR 5

fEFlexConnectiZF A R EBIE RS A K

FlexConnectE T & iR B L F NAPRAPA R AR ETEF RN AR, EEATREAERSHFRECFAREL.

i FH & T FlexConnectZ P iw A 81,

o A LUBE MWLCRAPE I & AR P inVFEMACH HE R FIRAPH & F imiEZE &,



o A LR B FlexConnectth Y B iR |, MARESMNAPLE Adebugin THRBAZ MBI, % Ndebugtn HENAR
AiE.

o BAFEEZNMAPLM Adebugi T , EABRTFEFIHALUERINME. B 7EFexConnectA R B MA R , BF
FlexConnect4 B9 Fr 8 A PERRF UL 2 it iR i KR o

o BEMWLCRHRSRNIPHIL , REBERSREPKERE,

o IR EMAFlexConnecti#E A S LEL B MY sysloghR &5 258l BFlexConnectiZA & , MAEEHMEBA LB RMVLAN (1) F, &
N REEASNDERG BERIIBEE2ERAVLAN ID 1#1THR 2. XREXMFE,

% AR WLCERBERAPEFEFER. MRERLIFRAPEHE , NALERRIEFAE,

UTFRWLCCLIERERGS :

(Cisco Controller) >debug flexconnect client ap ap-name{add|delete}mac-addrl mac-addr2 mac-addr3 mac-ad
(Cisco Controller) >debug flexconnect client apap-namesyslog{server-ip-address|disable}

(Cisco Controller) >debug flexconnect client groupgroup-name{add|delete}mac-addrl mac-addr2 mac-addr3 m
(Cisco Controller) >debug flexconnect client groupgroup-namesyslog{server-ip-address|disable}

(Cisco Controller) >show debug

BEALBIH T TEAPEH A ERANBRSGT, XEGTERTERSRAPES & TV RN ERTEIR, WREAPES S LRAX
LEas, NXEFSTF2EEFWLC,

AP#[no]debug condition mac-address mac-addr



AP#[no]debug dotll client

PRI

- ENMRIEARREAPRE.

« fFAPT HEIFlexConnectGroup K M FlexConnectGroup il Bk A P4 821 A PAY FlexConnectiB T IR 25



AR RAEERFERARsysogin Ao

®iE



ERIFCLILMREAEEE , % A Sshow logging.

<#root>

(Cisco Controller) >show logging
Logging to Logger Queue :

- Logging of system messages to Logger Queue :

- Effective Logging Queue filter level.......... debugging
- Number of Messages recieved for logging :

- Emergency severity...uueeeeeeeeinnnnnnnnnnnnnn 0

= ATert SeVeritY ..o e et e, 0

- Critical Severity. oo ue e iiiiii i i 0

= Error Severity. ..o oot ii i 9

- Warning Severity.....oeiiiiiiiniii i 6

- NOtiCEe SeVeritY .o e ettt e e 210

- Information Severity.....oueiiiiinnnnnnnnnnnnn 8963

- Debug Severity.....ouoiii i e 5

- Total messages recieved..........cvviuvinnnnnn 9193

- Total messages enqueued........cvvvviinnnnnnnn 2815

- Total messages dropped........ccoviiiininnnnnn. 6378
Logging to buffer :
- Logging of system messages to buffer :

- Logging filter level.......cciiiiiiiinnnnnn errors
- Number of system messages logged.............. 9
- Number of system messages dropped.............
- Number of Messages dropped due to Facility .... 09195
- Logging of debug messages to buffer ........... Disabled
- Number of debug messages Togged............... 0
- Number of debug messages dropped.............. 0
- Cache of Togging ... iiin e Disabled
- Cache of logging time(mins) ................... 10080
- Number of over cache time log dropped ........ 0

Logging to console :
- Logging of system messages to console :

- Logging filter Tevel....... ... disabled
- Number of system messages logged.............. 0

- Number of system messages dropped............. 9204

- Number of system messages throttled........... 0

- Logging of debug messages to console .......... EnabTed

- Number of debug messages Togged............... 0

- Number of debug messages dropped.............. 0

- Number of debug messages throttled............ 0

Loggi ng to sysl og



- Syslog facility...... ... | ocal O

- Logging of system nessages to syslog :

- Logging filter level.......... ... ... ......... debuggi ng
- Nunber of system nessages logged.............. 2817
- Number of system nessages dropped............. 6387

- Loggi ng of debug nessages to syslog ........... Di sabl ed



- Nunber of debug nessages logged............... 0

- Number of debug nmessages dropped.............. 0
- Nunber of remote syslog hosts.................. 1
- syslog over tls. ... .. Di sabl ed
- SYSl0g OVer I PSeC. .. ..o Di sabl ed

- ipsec profile inuse for syslog................. none



- Host 0. 192. 168. 100. 2

Logging of Debug messages to file :

- Logging of Debug messages to file.............. Disabled
- Number of debug messages logged................ 0
- Number of debug messages dropped............... 0
Logging of traceback.............. i, Enabled
- Traceback logging level....... ..., errors
Logging of source file informational............. Enabled
Timestamping of messages........vuiiiiiinnnnnnnnn

- Timestamping of system messages................ Enabled

- Timestamp format......... ... Date and Time
- Timestamping of debug messages................. Enabled

- Timestamp format........ ... Date and Time
[...]

(Cisco Controller) >

EBNMAU TG REEMARHENEEARNEFESydoglRSERIZE : show ap config global

LR ERERTXARELBWER

AP global system logging host.................... 10.0.0.1

EERAPHAPRERS BERSERIRE , 16 A @ T show ap config generalap-name,



~

<{froot>

(Cisco Controller) >show ap config general testAP

Cisco AP Identifier.......cccveenennenne 1
CiscO AP Name......ccccoeverereneerieeene testAP
-]
Remote AP Debug .......cccoeeevreiereninenne Disabled
Logging trap severity level .....................
KPI not configured .......... oo,
Logging syslog facility .........................
S/W Version ...ttt ittt et et
[...]
HXER

- B EL&EH Bi5 8.8

. B <


https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/configuring_system_and_message_logging.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/configuring_system_and_message_logging.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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