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<#root>

(Cisco Controller) >

2

debug Manages system debug options.

help Help

Tinktest Perform a Tink test to a specified MAC address.
Togout Exit this session. Any unsaved changes are Tost.
show Display switch options and settings.

(Cisco Controller) >config

Incorrect usage. Use the '?' or <TAB> key to Tlist commands.



MARGE HFTR |, 2BEEECLIFN ? 22 R"Y AR ARG RIIR, BiBEEE | config $HELRA
WHPRTA, XHAREAPFEENREWLCERTEAERE. EL , EERFREEEREISE EHTEENNE ( GUIFICLIER
) o
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ERLEERT  2HBZESACSHEERFRITEHRIE , B 0O RIUEMR I 5T MK (access-accept) , H BHEELFIZR L BEFBEMBRNEIR
BR  REBRETRAFHITEHRIE,

EXLEBERT , BEEERBRERAR AP A AT BN EMAdebug aaa eventsenable i R B FEIWLCH, K , BHFLERE 1
FHWIFE R,

HIXMERN — N ATRERER , ACSREENEMIZIERFHAMService Type® 1 , BMEACSLIEHEE T AF S MEB,

debug aaa events enable

BENREHTRBAAPREFENEY (Hl0 , Service TypeBM ) , Blffaccess-accept AAAARRSS B8 XA Bl th 241k, debug aaa
events enable RIS HE R —PNRHL.

<#root>

(Cisco Controller) >

debug aaa events enabl e

Mon Aug 13 20:14:33 2011: AuthenticationRequest: 0xa449a8c

Mon Aug 13 20:14:33 2011: Callback....vouiiiii e e e e e e 0x8250c40
Mon Aug 13 20:14:33 2011: protoCOlTypPe. . v e et ee e e e e e naaaneeenns 0x00020001
Mon Aug 13 20:14:33 2011: proxyState.........coviiuiiunnnnn 1A:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: Packet contains 5 AVPs (not shown)

Mon Aug 13 20:14:33 2011: 1a:00:00:00:00:00 Successful transmission of
Authentication Packet (id 8) to 172.16.1.1:1812, proxy state
1a:00:00:00:00:00-00:00

Mon Aug 13 20:14:33 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:14:33 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20: 14: 33 2011: 1a: 00: 00: 00: 00: 00 Access-Accept
received from RADIUS server 172.16.1.1 for nobile 1a:00:00: 00:00:00 receiveld = 0
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Mon
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Aug
Aug
Aug
Aug
Aug

Aug

13

13

13

13

13

13

20:

20:

20:

20:

20:

20:

14:

14:

14:

14:

14:

14:

33

33

33

33

33

33

2011:

2011:

2011:

2011:

2011:

2011:

AuthorizationResponse: 0x9802520

structureSize. ... ..ot e 28
resultCode. ... ..ooviiiiiii ittt 0
protocollUsed. ... .cuiiiiii i i i 0x00000001
proxyState.........iiiiiiiiinan 1A:00:00:00:00:00-00:00

Packet contains 0 AVPs:

E L5 — N Rldebug aaa eventsenable S S tH & |, #8F FlAccess-Accept B R IIMRADIUSER 2532 U |, 1B Service-TypelE tE R {Ei%
FIWLC,

.

X2

RAANACSLRBERALBEMEERER.

ZEE ¥ Cisco Secure ACSEL B N E A F B 1L fFIR B Service- TypeE . SRR A X R Service TypelE M EIRE N
AdministrativeBiNAS-Prompt,

% =N RBIEIRE Rdebug aaa events enablefi S o B2 , XIRACSL M Service Typel& & & Administrative,

<#root>

(Cisco Controller)>

debug aaa events

Mon

Mon

Mon

Mon

Mon

Aug
Aug
Aug
Aug

Aug

13 20:17:

13 20:17:

13 20:17:

13 20:17:

13 20:17:

enabl e

02

02

02

02

02

2011:

2011:

2011:

2011:

2011:

AuthenticationRequest: 0xa449flc

CalTback. ..o ovi i i et i et e e ee e 0x8250c40
ProtoColType. - i ittt e et e 0x00020001
proxyState.........iiiiiiiiannan 1D:00:00:00:00:00-00:00

Packet contains 5 AVPs (not shown)



Mon Aug 13 20:17:02 2011: 1d:00:00:00:00:00 Successful transmission of
Authentication Packet (id 11) to 172.16.1.1:1812, proxy state

1d:00:00:00:00:00-00:00

Mon Aug 13 20:17:02 2011: ****Enter processIncomingMessages: response code=2

Mon Aug 13 20:17:02 2011: ****Enter processRadiusResponse: response code=2

Mon Aug 13 20:17: 02 2011: 1d: 00: 00: 00: 00: 00 Access-Accept

recei ved

from RADI US server 172.16.1.1 for nobile 1d: 00:00: 00:00:00 receiveld = 0

Mon Aug 13 20:17:02 2011: AuthorizationResponse: 0x9802520

Mon Aug 13 20:17:02 2011: structureSize..........c.cu....
Mon Aug 13 20:17:02 2011: resultCode.......ccuvivuunnn..
Mon Aug 13 20:17:02 2011: protocolUsed...................

Mon Aug 13 20:17:02 2011: proxyState..........ccuvuvunn..

Mon Aug 13 20:17:02 2011: Packet contains 2 AVPs:

Mon Aug 13 20:17:02 2011: AVP[01] Service-Type...........

Mon Aug 13 20:17:02 2011: AVP[02] Class.........
CISCOACS:000d1b9f/ac100128/acsserver (36 bytes)

ERIER REIME T, & LLE FService- Type® £ E&E FIWLC,

HXES

0x00000006 (6) (4 bytes)
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