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Cisco WLCiE#:EICatalyst 6500 L FIK#EO, I FkKFEOCIRIKOBEE , HEWLCLE AHEER
B (LAG),

(Cisco Controller) >show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr
ap-manager LAG untagged 10.10.99.3 Static Yes
management LAG untagged 10.10.99.2 Static No
service-port N/A N/A 192.168.1.1 Static No
virtual N/A N/A 1.1.1.1 Static No
vlanl01l LAG 101 10.10.101.5 Dynamic No

2 535 E £ F Catalyst 6500 LY FIK5/1F FIK5/28 0,

cat6506#show run interface gigabit 5/1
Building configuration...

Current configuration : 183 bytes
!
interface GigabitEthernet5/1
switchport
switchport trunk encapsulation dotlg
switchport trunk native vlan 99
switchport mode trunk
no ip address
channel-group 99 mode on
end

cat6506#show run interface gigabit 5/2
Building configuration...

Current configuration : 183 bytes
|

interface GigabitEthernet5/2
switchport



switchport trunk encapsulation dotlg
switchport trunk native vlan 99
switchport mode trunk

no ip address

channel-group 99 mode on
end

cat6506#show run interface port-channel 99
Building configuration...

Current configuration : 153 bytes
!
interface Port-channel99
switchport
switchport trunk encapsulation dotlg
switchport trunk native vlan 99
switchport mode trunk
no ip address
end

IPSHERBERHNBMZEOTUEREERN TRMZET , RELETLLFENIEXY , HRNBRBAES 62
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FIk#ENO5/3, ECatalyst 6500 LI ELE  HPiEOBEZEORKESZNR , BNt 2iERE
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IDS , AE#TEIRRETERE,

cat6506#show run | inc monitor
monitor session 5 source interface Po99
monitor session 5 destination interface Gi5/3

cat6506#show monitor session 5
Session 5

Type : Local Session
Source Ports :

Both : Po99
Destination Ports : Gib5/3
cat6506#

BB Cisco IDS{E BB

Cisco IDSE RN HBEERMNEH BROSTREN , SUESHE RBFMBEEEIEBRIFTAR,

CBEFKIRE  FRSAROEZEIMEREE, TERSNEEEEIER
2. EERFETRETRAAFPZBNERDG, XK : ?ﬁi)xﬁﬁ)*‘%%ﬂ&‘ﬂiﬂj]mscoo BB FIRE A
RESRTREEHRTA]. B EH AUNIXZRE | Blcisco. ARFENTH A TR,

logln cisco
Password:
* % *NOTICE* * %
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This product contains cryptographic features and is subject to

United States and local country laws governing import, export,
transfer and use. Delivery of Cisco cryptographic products does

not imply third-party authority to import, export, distribute or

use encryption. importers, exporters, distributors and users are
responsible for compliance with U.S. and local country laws.

By using this product you agree to comply with applicable laws

and regulations. If you are unable to comply with U.S. and local laws,
return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may
be found at:

http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending

email to export@cisco.com.

***L,ICENSE NOTICE***

There is no license key installed on the system.

Please go to https://tools.cisco.com/SWIFT/Licensing/PrivateRegistrationServlet (registered
customers only) to obtain a new license or install a license.

EERBSEREIPHU, FREBMIARGIEK, FX& : XEIDSEATEEHRESENTS
PBHEEO, it MR ERATEEREEEO, BRNEAOTEERL, HRYIXRNSIEZRTES
EEEOMUI LR A TEEIDSH R iF,

sensorfconfigure terminal

sensor (config) #service host

sensor (config-hos) #fnetwork-settings

sensor (config-hos-net) #host-ip 192.168.5.2/24,192.168.5.1
sensor (config-hos-net) #access-1list 10.0.0.0/8
config-hos-net) #access-1list 40.0.0.0/8

sensor (config-hos-net) #telnet-option enabled

(
(
(
sensor (
(
sensor (config-hos-net) #fexit

sensor (config-hos) #fexit

Apply Changes:?[yes]: yes

sensor (config) #exit

sensor#

sensor#ping 192.168.5.1

PING 192.168.5.1 (192.168.5.1): 56 data bytes

64 bytes from 192.168.5.1: icmp_seg=0 ttl=255 time=0.3 ms
64 bytes from 192.168.5.1: icmp_seg=1 ttl=255 time=0.9 ms
64 bytes from 192.168.5.1: icmp_seg=2 ttl=255 time=0.3 ms
64 bytes from 192.168.5.1: icmp_seg=3 ttl=255 time=1.0 ms

--- 192.168.5.1 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.3/0.6/1.0 ms

sensor#

B SR BAMGUIELEIPSHE BiRR. MR B SRismE RBRM EEIPH I, E R & RERE
B 7192.168.5.28 R~ il
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sensor#show tls fingerprint

MD5: 1A:C4:FE:84:15:78:B7:17:48:74:97:EE:7E:E4:2F:19
SHAl: 16:62:E9:96:36:2A:9A:1E:F0:8B:99:A7:C1:64:5F:5C:B5:6A:88:42



CIDSE Sermor Add < Back I Apinly |

AR
: Tl II -|
e gorver Address  [E2.060.5.2
. Part | TE

4
Access Control Lists LIS arr arm [eontralies
Metveork Accees
Contral | PR— s
IPSec Certificates

A Coruficate Conflrm I': .....
) Larthicats Passwaord
Wil Risth Certilicatie
Quiary Inberval Il'!il st

Wirelets Prolection
Palicles

Trusbed & State F

Fingorprint [ v me Stz EFORR 90 A TC 1 EASFECBEEABR2 40 hex chars
preng st (5HAL hash)
ke
AP Bigh
HManag F

Web Login Page
CIDS

]
=
—

3. REIPSABEBRMWLC 2 [BEZENIRE,

Becumitty CIDS Sermors List Mew, |
AKK inden Server Address  Part Stadr Query Isferval  Last Query {csant)
= H HLEITE Sy LR LET = EL fucomap {0} Qetad Eamorce

Arresy Control Livt

metwork Aoess
Cantrel

IPSes Cortificates
i Cgrnele e

Web huth Certificate
Wirsless Probection
Falirest

Web Lagin Page
CIDg

4. BCisco IPSEEBEZREVERET , FERAWLANEEEWH SR TR inEEER". BMIATFimBERR
BEHEN60W, BEEE , TEFAWIERITIRMNE , REIDSEHRANE P iRREFEDR
D, BRHHERM S, IDSHAIERIAPE LAY B 300 4,



Seve Carfigareion  Pirs  Logast  Belfre

WLANS WLANS > [t <hack | Apply

WLAMN WLAR 1D

A LAk WLAMN SR1D 1P
Consral Palickos Fucsrity Polices
Asts Pabcy an £% EPwd Erisbls 0
Areat 1800t =] Eratiad
Laper 7 Swurity WAL WRAZ -

Tossn Timeaud (pocs)  1BO0 i
MAS Fiar
Qualty of Service (QeS)  Sibver (bt offert) W o -

e St 8 e ¥ Saiuray Pauta w
PRDE Phone Support ] chere SAE Limie [] &P CAC Lisat ] Wab Paien -
Beipiiddt S50 =] Erabiad
Rikyw Add Gepresin (] Brasied
oy carnok b uted i combination with [Puec

Estmrnal Poboy wakdahon ([ Eragbed

Chart Buchonian B Eratiad ** (800 it wachrgionn is sasbeel. o Firvonuat ke oF
Tirvabaidt 'Wals (4505} 190 e, inliedtyt ol Feguine SOTERsEt I G BTl b
OHER Sarver [ rwweride redel muchided chenty

CHCF Addr. Rutignemerd (2] Reguered

Inkarface Mames managemank W
BFF e B ggyened g
M Lagraters =i
Generabon =r
M-ERAF Locsl Swicherg ]
® H-REAP Lacad Swinthang ret Supdorted with [FEEC, LITR, PETE, CRARITE sad PO TR
CIBCD Cliwnt
Estenslon (COX)
Waruon 1F Erabled
L =
Gratutsus Prode Remonss ]
Radius Barvers
dyhigraahon Sareers Rpgiae] Garagrs
Tarvar 1 1Pi10.0.1.12, PaidBis 8 | Feafe (S8

5. HIEFT W& 1) B LE R HITNMAPII R XT Cisco IPStL B i 5 5 F L F HlI 1T ping iR 4R
, ATLAfi & Cisco IPSREHhNEHF, #ECisco IPSH LR EIRG , HREZHIRNEZ PR L

BREFXENHERES.
T —

Fil# Help
Cortguraon  sonlerrg Bk Fu:m Aetresh
~ P ABsaars ALV FE] B R

J-e

~Yiltiwtwori Blocks St M SiconE b BRIk 8nd Ml durssian for Tiat lack
R Logging

B iy

£ Supian Rlsomisen

’ ﬂDuqn-:ﬂc & Ragar
Rt
—Rsyvtem formatian

2|28 A Sived Clients5| RIVEE R 7 EHAIPFRIMACH 1k,




Sepurity | Sl L

h—ﬂl

o IF Lidreas Lasl MAL Address Lmpire Sennar BF F lades
L0108 .25 [ Pl T F B B - IR LT eSS 0]

Acdiis Ceabnel Lists

“orfvrarh Adtimid
Control

IPSec Cemilicates
CA Carbficute
1D € avidecsta

Wieh Auth Certiflicate

Wireleu Protectien
Palicies
Treaind AP Bedacian
Foopi# Fobindg
Blafeiard Saphadr i
Cuitar Sgaabre
Gl e Eaeints
T F

AP
FE A mBERR B R

Sionitor Exchded Chenils
Semmary wparch by ki sddress el E
Statidnics
erarcl Clismt Skl Addr  AF 5 e FE T FFRY WLAR Typs Fuclusssn Resson Fart
P4
wi [E0:400: gl - LB APLIED-T D14 LSS 3ed0 PR ME11b  Urkfdwhlnum: L 1.0 Dot Lok T oyl Duipbls Egrreiey
reders

S & U I EB T B RET , 4R E S,

tecbed on Base Bades MHAL :

i kgt E BETFH F=E 15

aL :;ql‘l L me B A0F, i ikfg] sith BS%E -&) and Sl &

Ter A L1
A0 gl sem cliend &b 58§ 0, 9% F§ i red pi b ik d by Sfaiar ab 0%F 1AL F

FE- L
i bl """ 11 g © O0:0kcES: S 4 de: % remowved Pross Bave Badio AL : Scld: 1 b: %% 3e: 10 Interface
4 [EESL T

Tl mecl| @071 1kfg)

Twr Ag= L1 "
A5 B4
JEdA

1 ;T:r]'ll "_lil ! Rograer | 00088 S dide: W remsawed fram Base Bedes MAL @ 0011 &b 3018 Interl ol e

me-il @07 1 1kial ﬁéﬂgg

egewer : D008 Y Y de: Y removed Pross Base Badio MAC : B ld: 1 3% 3e: 10 Ivlerface
rocBB0Z.1 1k q]

HEREERE,



Cinfrara
SHEE V] Ukeri
T SATTRIN
Trag EacEis#rE
Trag {avirods

Vrimd Litar

W LGS

“hgwran Losg Loyl Segrafcand Syfem weerfa -
Tt dpr 1] 14158107 DOfs [FECURTTY] e _leitii o 360001 dikders]
00 1l 1 el il 3l L s o wsha sl e P o s (DTS dbvaf eeded Par
10509921
T kpr L3 14:T5: 5% 10l [SECLURITY] Saa 2 645 RoSardcaben quccssded Tor
e i
Mt b |.:-:|:| 1L Dodd [:ilrlcu]-:-m-_;-r-h-: ki
[ 2

rraniD g wi b il e oD EERGE: Y dbFead]s smubes” moa
HTTR Wikl pravisr

Bes, b |.¢1:l 1-! 58 Modd [CRITICAL] nemarily. o dadl) Tash KEITIEFET unable o
Tilned-55H welrpan tavad bgah
erial Part M fpr LD 17:10:50 3004 [CRITICAL] ssaps_sem.c 777 casgeBanTererCresbel]

F fareprkb o442 FRRCH: ameerisms’ i & WL poavier.

B dapr L0 31 A SY Didek [CRITICAL] temaridy. ¢ dddl) Tags KITTIONET wnabls t
tlliltll Blin agemient s T ik

- Has fpr L0 17: 1057 3008 [CRITICAL) auaps_sem.t 777 oo sgulianTarmeeC roabel ]

Lser Se1tinn F Sareprkl o442 ERRCH: "DmeerSsma’ i & HLRL poavier.

Mis dpr 10300157 Il [CRITICAL] byt g Tl Sppary Mofids ra dging
Syl B dpe L0 11905 DR [CRITICAL] bagnor 4 AI% Plameiy disde
Ragat Via Wireless
hipLnane lgs

L7 Cisco
IPS%: REg 4 ﬁ%&%tmmMWWErﬂ éﬁmamms%@%¢$m_EFM$#o

Hy, Whinlrwjerprad 0.2

™ 0 Rangs 1P List F Damain T Acties Directary © WHI AP] —IE""
& Single Host © Neighbarhasd F Wink: 05 Version [~ Users [ Patch Lawvel it |
IP Address:
Ilu-l-l:l? [ bl BPCH Sesinsni ¥ Serviced F MaC hddress E
F MBS Sharas [ Detks I Zagshons
Save |
[T Date and Tema [~ Geoups [ Ewent Log
¥ Ring Haost{s} - RPC r f""“' Help |
™ Traceroite Hask
~izanarsl Options
™ Tor Portscan Rangs: 1024
Tireeout for TCR/UDRTCMP/SHME: [ ™ UDP Pertsean Ramge: 1 1024
Ruestrias: |a Max Connmetions: |,_,,;,H I SHHP Communiky String: |I:II.I|:I|":
1 P Y e T
Computarname: WOEKSROUFRNAC-ATS =I
SO0 S0 520~ TR0EIS TO- 15604 I0067T- 1 3430 24001
HEC Addrazzas:
0009 GEBd5Lc2
Pakok Leveal:
Qperateng System! 5.0 -

Rale: BT Membar Servar

Rale: KT 'Warksbatiom

Bala: LAN Marsgar Weskitalssh

Raola: LAN Mansger Server

Role: Master Browssrs

Cmimangs

Service Pack d

KB3IZ9115 Windows 2000 Hotfix - KEIZF115
KEBAZILAZ Windows 2000 Hothix - KEE2I1A2
KBAZIZSO Windows 2000 Hotfix « KEEZISSH

KEB242058 Windows 2000 Hothiz - KBE24205
KEB24151 Windows 2000 Hotfix - WEEZ4151
KEAZSL1Y Windows 2000 Hotfix - KEAZSL19
EBNZ6Z17 Windows 2000 Hotfix - KBIZEZZ
EBBZA0AE Windows 2000 Hotfix - KBEZAOIS
EBBZAT41 Windows I000 Holfix - KBEZATI1

HEOSRE
Cisco IPStE BB h £ N EH.



Tde b
o = o @ ] r
Crrdpasien Bl ey [ Frarms  Sebresh E= 1
ereasi dfni s Fesrdn

| T
Tt bercat o s

t ﬂ*l—ﬁm

[ e L
+ iyl & =l
. Jnsussca
© P Evwiem irdnompar.

Tl L R e eerdn o T inc s Beend o [y defeed o svessts e daoieved To e

o wveel e B TR, seisc] e apoeopnie Cheos e

i a1
g prToe ST

o A Y L F BEmen B Hgh
B T

L T = S

o Tee wom LT T [— [ | By =l |
17 mlnt g | [0 dgrd 11, 2080 VUdBpEI T BE0 ) Jehd 1B Lino Mgt 0w
1 bt Fragis | D0 BRI T S ] A F B Dans Hegesn Fsd
E T ST ] PHA-ER T R ) JeAE Rl Al IO BB AL ARETET §hT: |
| B i iy (NFRTSERPT DI TRTET Il Lo L TR T IHFTF
P nies irdnamo PhdabEI T abal Bl Jean Sl veraces IneE I Tl Eion 1N
#h arpranm THEDET T S E B JRAS Statils b e U O O TRl (VD 10
BB R DHECER 16 296 Eee-d
71 aims urdgarney VN BRI F L Bl JRgn  TCP 878 koat G=sep I
FF ks ey VHdEEEIZF BN L B 30 TCF 878 koat S=wep I
5 aibpet gt | 0 VEAEPEI IS 0T F RO i B ELoce]
Hoang anm THAEEEIFI IR B 3T 4 Livasteie b0 svecute @ bow slock 1D ED A 35 ne mane
DG 18 e aried
i ki Py | B NGBS T W I D DR e Fl Tt
17 ke ol THLBBEI T R ] 3T RO LD e AN
TH abet e 1HEREITI AN NI 3T 7 Bk Ordee Png A
5 abpd ek 1HEREITIAER ) 3B O D ek AR
1Y ki Fradlinemy THEREITI AN B 3TN BeE Ordes Png AT
17 bt T VHEEEI T AR 3ran O U B Lo | FMelwsh J
Lk gttt et e T A dG P
] L= 13 g

Cisco IDSt& B8 B B =5l

BUT R & RMIAEY o i

sensor#show config

! Version 5.0(2)

! Current configuration last modified Mon Apr 03 15:32:07 2006

service host
network-settings

host-ip 192.168.5.2/25,192.168.5.1

host-name sensor
telnet-option enabled
access-1list 10.0.0.0/8
access-1list 40.0.0.0/8
exit
time-zone-settings
offset 0

standard-time-zone-name UTC

exit
exit

service notification
exit

service signature-definition sig0

signatures 2000 0
alert-severity high
status

enabled true

exit

exit

signatures 2001 0
alert-severity high
status

enabled true

exit




exit

signatures 2002 0
alert-severity high
status

enabled true

exit

exit

signatures 2003 0
alert-severity high
status

enabled true

exit

exit

signatures 2004 0
alert-severity high
engine atomic-ip
event-action produce-alert|request-block-host
exit

status

enabled true

exit

exit

exit

service event-action-rules rules0
exit

service logger
exit

service network-access
exit

service authentication
exit

service web-server
exit

service ssh-known-hosts
exit

service analysis-engine
virtual-sensor vs0

description default virtual sensor
physical-interface GigabitEthernet0/0
exit

exit

service interface

physical-interfaces GigabitEthernet0/0
admin-state enabled

exit

exit

service trusted-certificates
exit
sensor#

AIDSELEASA

EE£GNARRNERIBRTE , ASAUTUIRLERIERE D, RIFEWR , ASABHE—MED L
R, ERBHTLE , RAEFEENS —NMROKAEE , MARFREMN R O & 5 2




R ENWEIREFK O, XX TIDS , FEMAERILRBEER(MPF)RASAERNREEHEIRHS
40 A B 4 %2 4 AR S5 AR R (AIP-SSM)ZE1T R

| —

™
{ Internet

172.16.26.

! Switch |
: :
I |
: == :
| 10.10.102. |
| VLAN !
I With I
1 AIP.S5M :
! |
! |

WLC

HEABIF , FERANASARREHZERE, X5 BRR MM 62 FHIELEFAIP-SSMAY KE

1. EFAASDME KASA, BB RfE , RERE/RASA Main System& H,



co ASEA T for ASA -

Fili Cphans Toake VWazards Hep
> | y g
?"'; . ] L.r .- - e o L._J ;{;
sy Corifg eralion “"I"Inrrlﬂ Pimck Fomrwrmral S Hafresh bt iy
= i Il o Tt T aceE Status

IMerface | IPAdaressMask | Line | Link  |Cusrerd kbpe
) ﬂ ]

Criny &l ' License |
@ up

T ] 17210

HoEl Hama PR PR I T @nsgernant 192 168 i down w0
ABA Varsion T-Z) Crsica Liplimie. 2 S 24m 51 DUt de (=R LR @ up @ up =}
ASDM Version: S W{F Device Type ASASS10D
Fargrwe'd| Mo Fbasled Conlee] Mide SEnghe
Total Flaskh Fa i Ll Total Marmary. Fal ] L] Baiect an inferface o view inpul ang ouipul Kbpe
W Siatus TraiTic Siatus
E Turneds: 0 WebVPR Tennels 0 SV Tunnels: O Canmiises Fas Bassnd Urags
Syt Miraamer e ars. S mius

cru CFyY Usags (peroeni)

Sptmeda’ bitad e Tisme Usags (KB

bl e Egrrary Lnaps (A8)

_ Input Fhbpa a I Cerlput Fhpn =]

2. B U E N EPAY Configuration, & O YR EIASAZEOMNIE,

Fis Cglona TouE WAL Bep

& [ % U ©0 0 Q o & 2

[ Crrepn e had e Bk Fowwd  Bewus Rebmn

E

Erescrglion

190 P2 18383 394 294

i LTS

e s g e AT mensge v 180132 1881 1 294 754 788 0 ey

L L T e R LT T ST e P e T

Faasel

spamie  MATE e {8 VIO 80T A7 PR UT

3. B HE N LM M Security Policy, EERE A , EFERFSRKEAUEDT+,




> i o gy- (@

SHAEENY

I

Back  Forwed  Sewch | MeSesh | Sew

[T RITTITTY
Finig:

sV @A LRRARE S
T I T T T
Show Rubs for ety | A e e hd B ML i
_haa |
_Ea |
Deiene |
0y Maken By D mek ek

4. BEHEADAUA B # KBS, MRS KM@ SFHEHREOFE3). Eiinterface , REMNT

& Bhiw Sumerary  Bhow Catad
I fa_ | J

wadine | WAC1S) ME B Touee JoraT PMuUTC

PIRFIEFEBNED , LOZ— R , ZRBAEICRERENZEOZ—. EAFD
MAENRBIEEBHMUEA, BENextSLERT—%,



B Add Service Policy Rule Wizard - Service Policy

Adding a new service policy rule reguires three steps:
Step 1: Configure & service palicy.
Step 2: Configure the traffic classification criteria for the senice policy rule.

Step 3: Configure actions on the traffic classified by the service policy rule.

Create a semvice policy and apply to:

* |nterface: |in5ide - (create new service policy)

FPaolicy Mame: |inside-pn|icy

Description: |lD5-in5ide-pn|icy

" Glohal - applies to all interfaces

| Mext >

Cancel| Help |
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B Add Service Policy Rule Wizard - Traffic Classification Criteria

i+ Create a new traffic class: |in5ide-c|aas

Desctiption (optionaly: |
Traffic match criteria
[ Default Inspection Traffic
[ Source and Destination IP Address (uses ACGL)
[ Tunnel Group
[ TCP ar UDP Destination Port
[ RTF Range
[ IP DiffSery CodePoints (DSCF)
[ IP Precedence

W A c

[ftraffic does not match a existing traffic class, then it will match the class-default traffic class.
Class-default can he used in catch all situation.

™ Use class-default as the traffic class.

dEIack| ext = | Cancel| Help |

6. SER LT S B EE RASAF B # & ZI HAIP-SSM, & Enable IPS for this traffic flowiA 5
AR, FEXRE N Promiscuous , AEREMBEIRUFA T XK EFER , MA2HE
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8% Add Service Policy Rule Wizard - Rule Actions

Protocol Inspection Intrusion Presention

v Enable IPS for this traffic flow

Mode

" Inline Mode

as aresult of IPS aperatian.

o Promiscous Mode:

he dropped by IPS.

[fIPS card fails, then

o+ Perrmit traffic

" Close traffic

Connection Settings ]

Inthis mode, a packet is directed to IPS and the packet may be dropped

In this mode, a packet is duplicated for IPS and the original packet cannot

Clog ]

dElack| Finish | Cancel| Help |
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folioraring errod occurred: sockel error [3.32)
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ariginator:

hostld: Sensor

appName: sensorcApp

appInacanceld: 341
cime: July I, 2006 3:19:46 PM UTC offsar=[ eimeoarnesTTC
signature: description=ICHF Echo Request id=z2004 wversion=3l

subsigld: 0
interfaceGrou:
wlamn: O
parcicipancs:

attacker:

addr: L10.10,.9%9.26 locality=0UT
Cargecs:
addr: 10.10.102.1 localicy=00T

summary: 4 finalstrus initialAlert=11453837409549491574 sumsaryTypesRegular
alertDetails: Regular Summary: 4 events this interval -
rizskRacingValue: 25
interface: ged 1
provocol: icmp
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ciscoasa#show run
: Saved

ASA Version 7.1(2)

!

hostname ciscoasa

domain-name cisco.com

enable password 2KFQnbNIdI.2KYOU encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 10.10.102.2 255.255.255.0
1

interface Ethernet0/1

nameif inside



security-level 100

ip address 172.16.26.2 255.255.255.0

1

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

1

interface Management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
management-only

1
passwd 2KFQnbNIdI.2KYOU encrypted

ftp mode passive

dns server-group DefaultDNS

domain-name cisco.com
pager lines 24

logging asdm informational
mtu inside 1500
mtu management 1500
mtu outside 1500

asdm image disk0:/asdm512-k8.bin
no asdm history enable

arp timeout 14400
nat-control

global (outside) 102 interface
nat (inside) 102 172.16.26.0 255.255.255.0
nat (inside) 102 0.0.0.0 0.0.0.0

route inside 0.0.0.0 0.0.0.0 172.16.26.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00
timeout mgcp-pat 0:05:00 sip 0:30:00 sip_media 0:02:00
timeout uauth 0:05:00 absolute
http server enable
http 10.1.1.12 255.255.255.255 inside
http 0.0.0.0 0.0.0.0 inside
http 192.168.1.0 255.255.255.0 management
no snmp-server location
no snmp-server contact

snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet 0.0.0.0 0.0.0.0 inside

telnet timeout 5

ssh timeout 5

console timeout 0

dhcpd address 192.168.1.2-192.168.1.254 management
dhcpd lease 3600

dhcpd ping_timeout 50

dhcpd enable management

1

class-map inside-class

match any

1

1
policy-map inside-policy

description IDS-inside-policy

class inside-class

ips promiscuous fail-open

1

service-policy inside-policy interface inside
Cryptochecksum:699d110£988e006f6c5¢c907473939b29



end
ciscoasa#

SYSONCDa B BRI

sensor#show config

! Version 5.0(2)
! Current configuration last modified Tue Jul 25 12:15:19 2006

service host

network-settings

host-ip 172.16.26.10/24,172.16.26.1
telnet-option enabled

access-list 10.0.0.0/8

access-list 40.0.0.0/8

exit

exit

service notification
exit

service signature-definition sig0

signatures 2004 0

engine atomic-ip

event-action produce-alert|request-block-host
exit

status

enabled true

exit

exit

exit

service event-action-rules rules0
exit

service logger
exit

service network-access
exit

service authentication
exit

service web-server
exit

service ssh-known-hosts
exit

service analysis-engine
virtual-sensor vs0

description default virtual sensor
physical-interface GigabitEthernet0/1
exit

exit

service interface
exit

service trusted-certificates
exit
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